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Discovery of a new OpenAI agent message board

collusion.wiki · 1290 points · Discussion

https://www.reuters.com/world/europe/openai-agents-hijacked-...

Original: https://collusion.wiki/ · Discussion
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Solving the Jane Street reverse engineering challenge

jestoph.com · 354 points · Discussion


    Or: Why do I always do things the hard way?


Jane Street periodically puts out challenges, and this one thoroughly nerd-sniped me and sent me down a month-long rabbit
hole that I’m only now emerging from. This post is an overview of how I solved it with a combination of hard-headedness
and sleep deprivation. It’s going to be decently technical, but in future posts I’ll go over the specifics of each
step if people are interested.


For some background I’d recommend looking at the original post on the Jane Street blog here - Can you reverse Engineer an ASIC?


And if you ever want to read the (terrible) code I used for this challenge, you can find it at my github page here


Challenge Accepted


I have an engineering degree rotting away somewhere in my brain, so a lot of the words of the challenge
are familiar. The challenge is to take an ASIC and work out what it does. For those unfamiliar, an ‘ASIC’ is an
Application-Specific Integrated-Circuit, which is a fancy word for what we’d usually call a ‘Computer Chip’.
Firms like Jane Street presumably design these to get extra performance relative to the equipment you can buy from
a normal manufacturer.


In any case, the challenge is to take a ‘GDS’ file describing a chip, and work backwards to understand what it does,
and then I guess maybe there’s a password in there or something. I didn’t, and still don’t, know what ‘GDS’ stand for.


[image: The Warmup GDS File]


There’s two parts to the challenge - one is a warmup where you’re given a lot more information (like the actual design of
the chip), and the real puzzle where you’re given a firm handshake and a ‘good luck’ as you face the increasing prospect
of not sleeping for the next three weeks.


What’s in the files?


For some reason, I like to do things the hard way so rather than doing any research I just started poking around in the files.
I can see there’s some familiar words in them like like ‘clk’ (clock), ‘rst’ (reset) and ‘VGND’ (Ground Voltage) and ‘VPWR’ (Power Voltage).


And there’s a bunch of …. something with a prefix of sky130_fd_sc_hd__ followed by things that sound like logic element, like
‘or’ and ‘not’ and things like that. I guess that’s what I’ll need to pull out of the file?


I found there’s a really nice library ‘gdstk’ in python that seems to be able to read them. It tell me that there’s 27
elements on the warmup puzzle. A good start!


% python3 -c 'print(len(__import__("gdstk").read_gds("warmup/04_final.gds").cells))'
27



There’s also a ‘vcd’ file for the main puzzle, which is a text file, and I guess is a simulation input or output or something.
I didn’t, and still don’t, know what ‘vcd’ stands for. I can see some suspicious entries in it that look like ASCII characters.
I play around with it, writing a small C program, and get the output ‘TRY AGAIN’. Ah, so the circuit has messages in it somehow!


$ gcc what-is-this-thing.c && ./a.out
T R Y   A G A I N  T R Y   A G A I N



Ok we’re on to something


Getting Distracted and wasting my time. And my life.


Here we need to do a huge digression and of course build our own circuit simulator. For reasons.


You can skip this section. I sure wish I did.


Several days later


Ok so I built a circuit sim using sqlite3 as a driver. Quite neat really. But it’s quite hard to design circuits in Python!
If only there was a language for describing hardware.


Several days later


Ok so I built a parser for my new language and now I can design circuits. But I need to test them! If only there was some
way of scriptings inputs and validating outputs.


Several days later


Ok so I built a harness for my circuit simulator. But it’s really hard to visualise what it’s doing! If only there was…
well you see where this is going


Several days later


Ok so I gave up on writing a wave form viewer and decided to just use ‘surfer’. But these gds files are hard to
work with, how can I make that easier?


Several days later


Ok so I wrote a basic GDS viewer in raylib but I can’t get the blocks to sit quite the way I want to. So anyway,
I realised I’m down too many tangents and it’s time to drop all of the custom software.


Ok we’re done with that section. Aren’t you glad you skipped it?


Focus, Chris, Focus.


The Jane Street blog actually points to quite a handy GDS Viewer, so I spent
some time just looking at it real hard and hoping something would come to me. I was able to roughly annotate what
I though were which inputs, and I could later confirm that by looking through the approximate locations of wires
in the files. Because this was the warmup I could compare what I knew about the circuit against what I could see.


[image: Annotated]


What do these files represent?


These files seem to have some sense of ‘layers’ of different types of material or something, I imagine it’s a bit like a
big 3d-printer that has to be told where to move the print head, and at what depth it needs to put a new material.
Maybe these files are close to the instructions to the machine? But rather than having arbitrary positions in vertical
space they seem to have standard layers of standard widths so that simplifies things.


I wanted to prove that I could at least operate on these files, so I tried to extract the Jane Street logo on the
upper right corner. Somehow this was way harder than I thought and I ended up extracting everything except the
Jane Street logo? But whatever good enough, lets move on.


[image: Missing Logo]


I also at some point work out that the library I’m using can extract the elements to SVG file formats, and it includes
a bunch of text describing the parts of the elements. This will be key to actually understanding the challenge because
I can maybe use that information to work out which parts are inputs and outputs.





Time to actually read about these elements


I’ve gotten as far as I can with guessing. Time to actually read some proper documentation.
Looks like this is their official home, despite the ‘unofficial’ in the name - sky130-unofficial


The docs had the answers to many of my questions. Why do I always do things the hard way?


It turns out that this ‘sky130’ thing is like a … standard? Or something for making chips. I guess making chips is hard,
and so it makes sense for there to be common design elements. Crucially it also contains the descriptions of what the
elements do, which is easy for elements like ‘and’ that are probably an ‘and gate’ but less clear for a ‘o21bai’ which is a
…. well don’t worry too much about that.


Using the information from the docs and the labels from the SVG I can now theoretically map specific geometry to the I/O of
the circuit elements, which I guess will be the first step to turning it into a ‘real circuit’. I get really lucky here,
in that my library has the ability to check if two elements overlap in 2d space (remember these gds files are actually a
description of a 3d geometry).


I wasn’t sure how reasonable the assumption of the labels overlapping the correct locations, but it worked way better than
I expected! I guess labels are already referenced on their centerpoint! It even picked up some geometry that isn’t visually
connected so a visual inspection would never have revealed their connections. And looking at the total design’s
IO ports, it’s so much less visually noisey.





I think I can make a graph now?


I think I have what I need now to extract a circuit from this gds file. This isn’t going to be easy. This thing has 1k
paths and almost 17k polygons even after ignoring everything I don’t care about.


I need to find a way of finding things that are ‘touching’, which means that they are on adjacent layers and also overlapping.


[image: Like a Parfait]


My algorithm is pretty terrible, but it does the job for now. I also introduce a simplification step where I take
all of the ‘wire segments’ and …. compress? or coalesce? them into a single wire. The logic is, that if two wires are
touching then they’re actually the same wire from my perspective.


Luckily I spent several weeks grinding leetcode last year while unemployed so a few graph algorithms weren’t going
to slow me down.


Many days later

The next few days of work were not easy. In my working log I have recorded that “By beating my bloodied face against
the keyboard for several hours and cursing how long I’ve already spent on this, I’ve managed to nail down a tricky bug”.
I’m not exactly sure what that bug was now, but I’m sure it deserved it.


I’ve started to be able to turn my network in to real descriptions of hardware in a language called ‘Verilog’,
which also allows me to run basic simulations like checking that ‘turning this pin high makes that one go low’. I’m
eventually able to extract all the components into a handful of spaghetti, and I spend time manually drawing out
the connections.


I don’t use any tooling (other than excalidraw, my drawing program). I mostly just look at it real hard until things
make sense. Again, I do things the hard way


[image: Many Attempts on a Shift Register]


Not pictured: Sanity


But in any case I now had an understanding of the major components of the warmup puzzle - two shift registers (that shift
things), an adder (that adds things) and a comparitor (that compares things) and I work on trying to simulate the outputs.
I know that the input needs to sum to be 496 as the comparitor is named comparitor496 so I just need to put in the
correct sequence of bits to achieve that. That’s just simple maths, the hard part was trying to get all the various parts
all working together in a single simulation.


If only there were some way of doing this that didn’t involve trading off my sanity for progress.


A few hour later and it’s done! I finally got this thing to work!


[image: Waveform]


It’s at this point I knew I had a chance of solving this thing, but it was a race against the clock, and my immune
system was starting to give out.


On to the real puzzle

The real puzzle has many more component types (81 vs 20 or so) and many more of them (almost 10k vs 1k) so this
won’t be easy. I was able to quickly get most aspects of my scripts working from the warmup steps, so long as I
dropped all validation. Which is not ideal but it was only temporary. More annoying is that the process of extracting
the circuit takes almost a whole minute instead of two seconds.


Initial work

I was able to get a little win by rearranging my wire segment gathering step so it is now 100x faster (3.4 second
down to .03 seconds). It has byte-for-byte compatible behaviour so I’m pretty confident it hasn’t introduced any
bugs. However the major slow step still swamp this improvement - finding all connected components takes almost a
whole minute. Luckily I have a lot of confidence in that step after the nightmare of the warmup puzzle, so I don’t
have to run it too often



It took a long time, but I added implementations of all of the 40 or so new components that I need in the real puzzle
by just manually copying them from the documentation site. In retrospect I’m sure I could have copy-pasted it from
somehwere, but (in case you haven’t been paying attention) I like to do things the hard way.


After that, and some quality-of-life improvements around being able to add names or aliases to wires, I was able to
build and run a simulation of the real puzzle. It didn’t work, but still, I think that means I’m in with a shot of
solving this thing.


Is there a bug?

One annoyance I had is that I had to disable my validations, but it’s hard to make progress without validations
as it’s easy to introduce bugs without noticing until hours or days later. So I went back to trying to turn them
back on. For example I had a validation step that checked that all wires are actually connected to something.


I found in one section of my simulation that I had an undriven wire, meaning that its value was completely unknown
to my simulator. That’s a bit strange really, because even if you don’t care about the value of a wire you’d
typically just drive it to some known value rather than not connecting it at all. I assumed it was a bug in
my pin-detection logic, but by visual inspection I could see that my code was correctly picking up a wire that’s
only connected to two input pins.


Even stranger, the circuit has a connection on a neighboring pin that isn’t even an input or an output! Maybe
there’s a bug here and it should be connected to one of the inputs? Given how little I understand, I sheepishly
reported it to Jane Street.


[image: Bug Report]


[image: Bug Report]


The next day I had an email confirming that I was right! But luckily it shouldn’t have an impact on the actual results of
the challenge. I quite sincerely think this bug report might be one of my coolest technical achievements.





Looking from a bird’s eye view

I spent a long time mapping out sections of subcircuits and the wires connecting them, and things started to
fall in to place. I worked out that the section that feeds the ‘success’ wire has 6 wires, so now the challenge
is slightly reduced to ‘how do I make those 6 wires go high?’, and luckily it seems like two of them do it
after a certain number of clock cycles, so really it’s only 4 wires.





I can see other patterns too. The left-most subcircuits seem to act like a signal generator which then feeds in
to other sections of the circuit. So maybe the ‘password’ is hidden inside the structure of these elements?


Combining the three, I can see it gives 121 or 120 clock transitions before the output goes high. That matches
the waveform in the provided example, so maybe you need to have the password correct in 120/121 clocks otherwise
you get the message?


This section seems to feed the rest of the circuit, so this might be the start of a clue.


I was now able to get each sub-section to run in a simulation but not really do anything useful. I then started
working on connecting all the sub-components into one large circuit.


It turns out I’m an idiot.

I wasn’t able to get my overall sim working at all for 2 or 3 days, even though I’d quite thoroughly tested
each sub component. Well, it turns out that I had forgotten to set the ‘reset’ pin, so the whole thing was effectively
disabled, kind of like forgetting to turn the car on and wondering why you’re not going anywhere.


I fixed that and immediately saw ‘TRY AGAIN’ as expected. Success!


Even more interesting is, I deleted the input I was feeding to the circuit and I found it had other messages too:



  
    
      	Input
      	Output
    

  
  
    
      	Wrong Answer
      	TRY AGAIN
    

    
      	All 0’s
      	EMPTY SKY
    

    
      	All 1’s
      	BIG BANG
    

    
      	Correct Answer
      	TBD
    

  



The doldrums


I’ve now reached the hardest part of this challenge. I’ve found that the input to this circuit is 120 bits, and I have
no idea how to progress. I considered exhaustively checking every input but that would unfortunately take more time
than any of us have on this planet.


Wire-by-Wire


I follow the output wire back directly, but the complexity of the inputs are too much for me. I need some new
approach. At some point in my notes I ask the question ‘what if I run the simulation in reverse?’, and I start
mulling on this idea.


The thing is, I know where I want a signal to be and I know what the inputs need to be at that point.


So then if I take one step back in time I can re-write the desired output as a functions of the previous step.


This is like a recurrance relation, but I actually know what I want the output to be on step 120, and I know
that the circuit starts with all outputs at zero. So theoretically this is solvable in some mathematical sense.


Hopefully the picture below explains a bit better what I mean





I focus on a shift register component as it’s closest to the one I solved in the warmup puzzle (which is a nice touch
of pedagogy, so thank you Ben and Anish!). There’s some tricky constraints actually, I can tell it depends on previous
values in the shift register, this probably needs some constraint solver to solve. Constraint solvers are notoriously
complicated to understand, but luckily I know the perfect tool


On using a spreadsheet to write verilog


I’m sorry for the abomination that I’m about to show you.





Yes, that’s a spreadsheet that I used to write verilog that I then fed in to my simulated circuit. Surprisingly,
under the hood spreadsheets are actually incredibly sophisticated constraint solvers. I dumped the output into a
Verilog file, and ….. it worked! At least for two wires. It does look like this approach will be
underpowered in general because it relies on me eyeballing the output and toggling bits here and there until all my
checks go green. But it did prove that this approach of solving it backwards has legs.


It’s time to bring out the big guns and learn to use a constraint solver.


This …. isn’t as hard as I expected?


I remembered reading about constraint solvers on Hillel Waynes blog
(who has a new book out you should go buy! I’ve got my copy), but I’d always been intimidated because they
use big words like ‘constraint’ and ‘solver’ and I just need a thing to solve the constraints in my - ooooh I get it!


I ended up using a tool called ‘z3’. It’s kind of magical? Every time it finds a solution I get a surge of joy. You
tell it things like ‘This wire can never be low’ or ‘This wire has to be high at step 120’ and it either finds how
it can do that, or tells you it can’t be done. I was able to give it thousands of constraints in the end and it
would find solutions in the blink of an eye.


Debugging it is a bit of a nightmare though, and mostly seems to involve me thinking real hard and deleting lines
until it starts working again. I did get a bit of a sense for the sort of outputs it liked to produce - in particular
if I didn’t specify starting points it would just choose whatever was convenient for it (and inconvenient for me)


Annoyingly I did a lot of the translation work from my circuit in to z3 by hand. I’m not quite sure why I did it that
way other than I had gotten sick by this point and I didn’t trust myself to write a transformation script.


I went one-by-one on the wires I cared about. There are about 24 that I need to be high at the same time and I was able to
get 22 of them relatively easily in isolation by a combination of using the solver and sometimes just guessing a bit and
validating them in isolation.


It turns out I’ve done this the hard way, as is characteristic.

It turns out the structure of the inputs to many of the element appears to just need two pulses at a multiple of
11, determined by the value of a counter. If I’d just looked at the inputs a bit longer instead I might have worked it
out, but I was in too deep looking at the lower layers rather than looking around at what I could see right in
front of me.


The Answer. It’s done

I now combined all of my constraints in to a single giant script and set about squashing the bugs. There were a few,
but by 10pm instead of an error I got the following output -


% python3 solver.py
Solution!
verilog saved to 'out.txt'



My hands started shaking because by this point the only way it could have a solution is if it had the answer.


I loaded it in to my simulator, run it, and there it is. The answer - (* TWO STARS *)





I emailed Jane Street, and the next morning I had my confirmation so I can now add it to my table of outputs -



  
    
      	Input
      	Output
    

  
  
    
      	Wrong Answer
      	TRY AGAIN
    

    
      	All 0’s
      	EMPTY SKY
    

    
      	All 1’s
      	BIG BANG
    

    
      	Correct Answer
      	~TBD~ (* TWO STARS *)
    

  



What next?


Well I don’t really know what to work on next, I really enjoyed this challenge but I also have other hobbys such as
‘getting to bed before 3am’. But Jane Street did mention they might have a new challenge coming out in a couple of months,
so stay tuned!


If you have any suggestions for fun projects, let me know either on Hacker News or by email.


And if you’re in Sydney and found this interesting, get in touch and we can grab a coffee.


    


  



Original: https://jestoph.com/2026/09/04/jane-street-challenge.html · Discussion
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Formalizing Fermat's Last Theorem

anthropic.com · 271 points · Discussion

https://xenaproject.wordpress.com/2026/09/04/flt-anthropic-h...

Original: https://www.anthropic.com/research/formalizing-fermats-last-theorem · Discussion
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Adult Film Producer Unmasks Prolific 'John DOE' Torrent Pirate as Meta Executive

torrentfreak.com · 224 points · Discussion


        [image: reality labs]For well over a decade, copyright holders have used U.S. federal courts to unmask anonymous BitTorrent users. 

Adult film producer Strike 3 Holdings has turned this into an industry of its own, filing thousands of John Doe lawsuits every year. 

In most of these “John Doe” cases it subpoenas the Internet provider for the subscriber’s name, offers the alleged pirate a settlement, which effectively ends the case. This process is then repeated over and over.

Last summer, the company took aim at a much larger target. Together with Counterlife Media, Strike 3 sued Meta, accusing the tech giant of downloading thousands of its films via BitTorrent to train AI models. With 2,973 films at stake, the case could be worth up to $446 million.

This multi-million dollar case is now running into one of Strike 3’s routine “John Doe” lawsuits. 

According to a motion filed last week, an anonymous pirate behind a residential AT&T connection is an executive at Meta’s Reality Labs division, which develops the Quest VR headsets.

From John Doe to Reality Labs Exec

The John Doe case started in March, when Strike 3 filed a complaint against the subscriber of IP address 162.192.7.34 at the same California federal court. In April, Magistrate Judge Virginia K. DeMarchi granted a subpoena to AT&T, noting that the name should not be publicly disclosed. 

After AT&T shared the information, Strike 3 says its investigation revealed that the subscriber is an executive in Meta’s Reality Labs division. Citing his LinkedIn profile, the company notes that he has worked at Facebook and Meta for more than a decade.

The executive’s name and title are redacted, as shown below. Meta has asked the court to keep them under seal, as it did earlier for two other individuals named in the Meta case.

From the attorney’s declaration
[image: decla]

However, Strike 3 argues that this is no ordinary home pirate, using the timing of the downloads as evidence. On March 20, 2025, the porn producer’s general counsel first emailed Meta’s lawyers with forensic evidence of BitTorrent activity on the tech giant’s corporate IP addresses.

“Just hours later, Strike 3 first recorded BitTorrent infringement on John Doe’s residential IP Address,” the motion reads.

“This may suggest that Meta desired to shift infringing activity to this hidden residential IP Address in order to prevent further detection,” Strike 3 adds.

Timing
[image: timing]

Strike 3 sued the John Doe a year later. Only then, it says, did it find the alleged connection to the Meta case, which brings us back to the present day. 

Nearly 20,000 Files

In addition to the timing, Strike 3 uses the number of downloads in the John Doe case as an argument. The company logged all BitTorrent activity detected from the executive’s connection, which was nearly 20,000 files.

This includes VR adult titles made for Meta’s Quest headset. Strike 3 suggests the downloads are consistent with work to make the headset compatible with adult films.

As recently as August 25, Strike 3 says it recorded more than 150 daily downloads, from multi-language “Mega Packs” of TV shows, movies, software and books to what it describes as AI-generated pornography and VR adult films. That included nearly a dozen of its own titles.

“In short, this is a lot for one person to torrent on an average day, particularly one who has a demanding job,” Strike 3 writes. The company believes the pattern makes more sense as AI training data or research.

It’s a lot
[image: it's a lot]

This is not the first time a Reality Labs employee has surfaced in the case. Earlier this summer, Meta confirmed that a former data engineer at the division was behind a Comcast connection linked to 97 films. 

With its latest motion, Strike 3 asks U.S. District Judge Eumi K. Lee to relate the John Doe case to the Meta lawsuit, so that both proceed before the same judge. On paper, the request could streamline the court cases, by avoiding depositions and discovery.

However, the motion goes further than that as it would also turn executive’s home downloads as evidence in the $446 million suit.

If the cases are related, Strike 3 plans to amend the John Doe complaint to name Meta directly, argue that the executive is jointly liable, and move to compel Meta to appoint a Reality Labs custodian and hand over its torrenting records.

Meta: ‘Nothing Ties’ Downloads to Company

This week, Meta responded to the motion to link the cases. Officially, the company takes no position yet, as it can’t investigate whether the subscriber is even an employee without knowing his name. However, even if the subscriber is who Strike 3 claims, Meta argues that nothing ties the downloads to the company.

“They simply assume that the Subscriber is responsible for everything done on the IP address, and then leap to the additional, similarly unsupported assumption that he did it for Meta,” Meta writes.

The tech company leans on a common defense in BitTorrent piracy lawsuits, stressing that an IP address doesn’t identify the infringer. Judge DeMarchi flagged the same point when she allowed the subpoena.

Meta also flags a contradiction in Strike 3’s theory that downloads were switched to the home connection hours after the March 2025 warning. Strike 3’s own complaint alleges that Meta’s “off-infra” activity started in 2018, and that downloads on corporate IP addresses continued long after the notice.

“Plaintiffs’ new theory cannot be logically reconciled with those it is already pursuing,” Meta writes.

Meta has used the personal use explanation before. When a different Reality Labs worker, a former contractor, surfaced in the Kadrey case, Meta said its investigation showed his downloads were personal and unrelated to his work.

Whether Judge Lee agrees to link the John Doe case to the $446 million Meta lawsuit has yet to be seen. For now, the Reality Labs executive remains anonymous, even to Meta.

—

A copy of Strike 3’s motion to relate the cases, filed at the U.S. District Court for the Northern District of California, is available here (pdf). Meta’s response can be found here (pdf).


      



Original: https://torrentfreak.com/adult-film-producer-unmasks-prolific-john-doe-torrent-pirate-as-meta-executive/ · Discussion
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Corporate America is getting hooked on open-source AI

nytimes.com · 219 points · Discussion

https://archive.is/kmOqm

Original: https://www.nytimes.com/2026/09/04/technology/open-source-ai-anthropic-openai.html · Discussion
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IBM Bob

bob.ibm.com · 187 points · Discussion

Welcome to IBM Bob:
Your AI-Powered Development Partner
Hi, I'm Bob! I'm here to work right alongside you in your codebase, and help you build quality software faster.


What I can build with you

Develop in your favorite human language

With Literate Coding, forget context-switching between chat windows and your editor. Explain what you want in natural language and I will generate the implementation in context.


Understand every agent's impact

Track Bob's contributions to your software delivery lifecycle across the entire enterprise. Drive agentic adoption, prove real business value, and optimize the costs through comprehensive analytics and insights with Bobalytics.

[image: Bobalytics review panel showing agent contributions and code review interface][image: Bobalytics review panel showing agent contributions and code review interface]

Access IBM's enterprise ecosystem with ease

Connect to Red Hat, Instana, and more directly from your IDE. I eliminate context switching and bring enterprise-grade architecture, security, and monitoring right where you code.




What developers say





Original: https://bob.ibm.com/ · Discussion
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Show HN: Open-Source eInk Bike Computer

opentrailpaper.com · 166 points · Discussion

Hey all, i just launched my Eink Bike computer project and think it is cool.Another tidbit, in the crazy things that AI has done... It has helped create a ANT (common sensor wireless protocol used in workout/biking) implementation for ESP32 by messing around with undocumented registers: https://github.com/RaemondBW/esp32-ant


Original: https://opentrailpaper.com · Discussion
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Shutting down our public encrypted DNS

mullvad.net · 135 points · Discussion

Mullvad has operated public encrypted DNS (DoH) servers since 2022. They are unnecessary when using Mullvad VPN — traffic is already encrypted and Mullvad VPN's internal DNS handles all queries.

Outside the VPN, they serve two purposes:


	Mullvad Browser uses them by default when you're not on Mullvad VPN, preventing your ISP from seeing the domains you visit.

	Anyone can use them as a free public service to protect their DNS queries.



We want a public service to be available. Going forward, we will support Quad9 instead of running it ourselves. Running a privacy-focused public DNS service is a highly specialized undertaking, and the Quad9 Foundation is the undisputed leader in the field. Rather than duplicating their efforts to achieve only part of what they do, we're putting those resources toward financially supporting Quad9 instead.

Migrating to Quad9

If you have manually configured our DoH servers, switch before November 2nd 2026. You can follow Quad9 guides.

Mullvad Browser

Mullvad Browser users who have kept the default DoH settings or the included ad blocking one, will automatically be migrated to Quad9.

If you have customized the DoH, we will not change them. If you have manually configured a variant of the Mullvad DoH (base, extended, family. etc.), please make sure to change it back to the default.

iOS and macOS profiles

Any existing iOS and macOS Mullvad DoH profile will stop working, please make sure to replace them with Quad9 iOS profiles or macOS profiles.




Original: https://mullvad.net/en/blog/shutting-down-our-public-encrypted-dns-servers-and-sponsoring-quad9-instead · Discussion
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Ok, but does it scale?

spacetimedb.com · 98 points · Discussion

[image: YouTube comment thread asking 'How do you horizontally scale that?', with a reply guessing that SpacetimeDB can't]

This is probably the question I get asked most about Spacetime. It’s a simple enough question, and it certainly seems like it should have a simple answer.

Scaling is a complex topic, and the devil is in the details, as it so often is. On the other hand, it’s also not so complex that we can’t understand scalability from first principles in a blog post.

Let’s start by exploring scalability in general, and then let’s answer the question, “How does Spacetime scale?”

If you want the TL;DR: There are three dimensions of scale: compute, storage, and networking. Horizontally scaling storage is relatively straightforward and shipping October 31st, 2026. However, not all networking and computation can be scaled horizontally. OLTP databases that claim general horizontal scalability often pay enormous overhead per transaction and perform extremely poorly when faced with contending transactions. Spacetime provides high performance under contention and provides tools to make it easy for you to scale your parallelizable OLTP workloads.


    
    NOTE: I talk about CockroachDB a lot in this article. CockroachDB is a rough stand-in for essentially all general purpose, horizontally scaling RDBMSs including Spanner and Aurora DSQL. Although I talk about some issues with these technologies, all of them are incredibly impressive feats of engineering.



Scale
Intuitively, everyone has an idea of what it means to “scale”. It means to be able to do more. It means to keep up with demand. It means to handle a billion requests, or “infinite” requests, or an infinite amount of data, or an infinite number of customers, or the ability to grow your app at 10x or 100x year over year without needing to rewrite your software.

In particular, I think that when most people say a system is scalable, they’re talking about whether or not it’s specifically horizontally scalable. Whereas vertical scalability means to do more with a single computer, horizontal scalability is the ability to do more with more computers. If doubling the number of computers lets us do roughly twice as much work, the computation scales horizontally. After all, a single computer can only be so big and fast, but in theory there’s no limit to the number of computers you can buy. There’s something very satisfying about that idea, so that’s the property that everyone looks for.


    
    NOTE: The “doing more with more computers” definition implies that all horizontally scalable systems must be distributed systems. However, it does NOT imply that the only purpose of distributed systems is horizontal scalability. For example, distributed state machine replication is designed to redundantly do the same computation on many computers for the purpose of reliability, not scale. More on this below in the Spacetime section.



The question “Does it scale horizontally?” is underspecified. A better question is, “In what ways does it scale horizontally?” This is because there are actually three pretty independent dimensions of scalability:


	Compute: how many transactions you can process

	Storage: how much data you can store

	Networking: how many connections and how much bandwidth you can support




    
    


To see what I’m talking about, let’s look at a few database systems that all expose broadly PostgreSQL-compatible interfaces, but have radically different architectures.

For example:


	Postgres is for the most part a single-node database. Postgres does not scale compute, storage, or networking horizontally for you. You can of course scale Postgres horizontally by deploying many Postgres instances, but as far as the Postgres code is concerned, it’s largely unaware of those other instances. The one exception to this is read replicas which allow you to manually direct readers to a replica. This helps to scale both networking and compute, but it comes with caveats about read-after-write consistency and performance. Postgres itself has no notion of a cluster of primaries, cannot run transactions or queries across them, or route you to the appropriate one. You can of course write software to do this, and this is how people can and do scale Postgres horizontally, but how to do it is left as an exercise to the reader.






	Neon, which is a modified variant of Postgres, scales storage horizontally. Neon tables are backed by object storage with a local page caching structure to make data access fast and efficient. Page access latency can be higher for cache misses, but this architecture gives your Neon databases effectively infinite storage. Neon does not automatically scale compute and networking horizontally, however. Like Postgres, all write transactions must go through a single primary. However, being a Postgres variant, Neon also supports read replicas to horizontally scale compute and networking for read workloads, although this comes with similar consistency caveats.

  Horizontally scaling storage is a big win, even without automatic compute scaling. Even small web apps with not so many users can in principle use a lot of storage.








	CockroachDB (and Spanner), in principle, scales storage horizontally by spreading each table’s data around the cluster so that a portion of each table, called a “range”, is stored on each machine and typically replicated to two other machines. Provided that writers don’t all try to modify the same range, it can also scale networking horizontally. It has a symmetric architecture, meaning any node in the cluster can serve any SQL request, both reads and writes. Finally, for computation that parallelizes cleanly (e.g. analytics or writes to unrelated keys), it also scales horizontally. The node you connect to will compute the query plan and return the results, but both read and write operations will execute as part of a distributed transaction across the cluster based on the ranges.





Can we find the Holy Grail?
So if CockroachDB is able to scale in all three dimensions, it must be better than Postgres and Neon in all respects, right? Maybe it does something special with the CAP theorem[1] or atomic clocks?

Unfortunately, there is no magic here. While CockroachDB is a modern marvel and does scale certain computations horizontally, not all computation can be scaled horizontally. Horizontal scalability is really a question of parallel computing: can we split the computation into pieces that different computers can do at the same time? The answer is often no, and the issue is with CockroachDB, you pay the enormous coordination cost of horizontal scalability even when data contention forces you to do updates one at a time. What CockroachDB gains in horizontal scalability, it loses in vertical scalability and then some.

The ugly truth is that rather than doing more with more computers, horizontal scalability can often mean doing less with more computers: conceptually what one computer can do in 1 millisecond, 10 computers can do in 100 milliseconds.

There are two main issues with CockroachDB’s approach to horizontal scalability:


	The data involved in each transaction is rarely co-located on a single machine.

	No transaction has exclusive access to a range, so every transaction pays distributed concurrency-control overhead, and conflicting transactions must wait, abort, or retry.



The first problem is caused by spreading ownership of the data evenly around the cluster. If your data is spread around the cluster, you need to do network requests for essentially every transaction. Although sharding often sounds inconvenient, it can provide much better performance if most of your transactions operate within a single shard. Also note that Neon’s design does not suffer from this same issue for many workloads because it caches hot pages on the same machine.




    
    Spanner partially addresses this issue with “table-interleaving” which allows you to essentially tell Spanner to colocate related tables. This can dramatically improve performance in simple cases. CockroachDB supported table interleaving for several years but removed it in v21.2, judging the benefits too small to justify the complexity.



The second problem is a general problem of parallelizing arbitrary computation: coordination under contention. Even vanilla Postgres runs into the same problem, just on a smaller timescale. Rather than coordinating transactions across a distributed system, it has to coordinate transactions across multiple cores. Postgres can run transactions on many CPU cores, but as soon as those transactions touch the same data, they need to spend time coordinating. The CPU itself has to coordinate raw memory access across L1, L2, and L3 cache. Another writer modifying the same cache line can invalidate your local copy and force the cores to synchronize. Postgres has to coordinate the transactions themselves: who owns a lock, which versions of rows are visible, what order transactions commit in, and whether conflicting work needs to wait, abort, or retry.



For example, imagine a small OLTP transaction that involves a user row and a related metadata row. Firstly, whereas in single-node Postgres both rows will be on the same machine, in a CockroachDB cluster with N nodes and random primary keys there’s an approximately 1/N probability of them being on the same leaseholder/leader. What could have been a ~3 microsecond critical section on a single core is now a 1 millisecond distributed critical section with multiple network requests. Even in the 1/N case where the rows are colocated, the transaction still can't release its locks until the write has been replicated to a quorum, so it holds them for roughly the same round trip. Secondly, and even more importantly, a different transaction that wants to read or modify the same rows must now wait 1 millisecond for our transaction to commit or abort. These two problems compound multiplicatively. A hot key with a ~3 µs critical section admits ~300,000 contending transactions per second; at 1 ms it admits ~1,000 tps. Counterintuitively, the single-threaded solution is 300x more “scalable” in this scenario!




    
    Note that with 1 ms distributed commits, even just 1% of transactions contending on a single row makes every horizontally scalable cluster slower than a single core. This is just Amdahl's law applied to horizontal scalability. Contending transactions must be executed serially and total throughput can never exceed the serial rate divided by the fraction of serial transactions: (1 / 1 ms) / 1% = 100,000 TPS. No matter how many cores you add! There's essentially only one scenario where a cluster beats a single core on throughput: you have no contention AND you're paying more than $3,600 per month (based on the model's overhead assumptions). That is a scenario some companies find themselves in, but it's a niche scenario.



Under contention, multiple writers make transactions substantially slower than just running them one at a time, because the cores spend more time agreeing on who gets to modify shared state than doing useful work.

But, even for computations that can be executed in parallel, people often dramatically underestimate how much additional hardware can be needed just to overcome coordination overhead. As a rough illustration, L1 cache latency can be around 20x lower than L3 latency. If parallelizing a workload turns cheap, local cache accesses into frequent synchronization and cross-core communication, it’s entirely plausible that you could need 10+ cores just to match the performance of one carefully cache-optimized core. And that doesn’t even account for the much higher cost of going out to main memory when larger working sets and metadata, such as MVCC bookkeeping, push useful data out of cache. And we still haven’t considered network requests and serialization required for something like distributed MVCC bookkeeping and all the cache misses those will cause. Are you sure you want to pay for 10 cores when 1 core will do? Maybe for a subset of problems we end up achieving scalability, but at what cost?

For inherently serial computation, you can move it to a faster machine, optimize the code, or replicate the results for fault tolerance, but you can’t make ten machines do it faster, no matter how much you’d like to. Every programmer who has read The Mythical Man-Month knows this intuitively. Adding programmers to a project doesn’t mean writing your software faster; it means writing it slower but with more meetings. 10 authors can’t write a novel faster than 1, especially if they’re coordinating by snail mail.

The moral of the story is horizontal scalability isn't simply a property that a system has or doesn't have. It's primarily a property of the workload.

Spacetime
So let’s talk about Spacetime.

First, it’s worth separating the API you use from the architecture that implements it. Nothing about the Spacetime programming model inherently requires a single-node or distributed implementation.

There are many ways to implement:


ctx.db.myTable.insert({ name: 'Tyler' }); 
or:


SELECT * FROM my_table 
The API says nothing about where that data lives, which machine executes the transaction, or how many machines are involved behind the scenes. Convex, for example, built a transaction layer on top of existing storage engines like MySQL or Postgres. In principle, we could have implemented Spacetime with a fleet of Spacetime module servers and a giant CockroachDB cluster as the storage engine. It might surprise you to learn that this is pretty close to how we started. The first prototype of Spacetime was built on Postgres + Kafka!

However, in situations with less than full parallelism or fewer than dozens or even hundreds of machines, this results in worse performance despite a much higher cost. This blog post explains in detail why that is.

Spacetime began as the backend for our real-time MMORPG, so we simply had extreme transaction latency and throughput requirements from the very beginning. We could not afford to make the common case prohibitively expensive simply so that the uncommon case could span arbitrary numbers of machines. These requirements forced us to build our own custom storage and execution engine from scratch.

Perhaps surprisingly, today the execution model for Spacetime databases is single-threaded by design. Intuitively, especially to engineers with limited experience optimizing cache performance, this could sound like “bad news”. Initially, we started with that assumption too: early versions of our custom database engine used parallel execution enabled by MVCC transactions. The issue is that when we actually measured, we found that single-threaded execution flat out outperformed parallel execution. In a sense, it probably cost us more than $1m just figuring out that we should just use a big ol’ lock. It’s not impossible that we could implement parallel execution within a single database in the future which achieves better performance in limited situations, but not without extremely careful engineering and performance measurement to ensure that it doesn’t introduce more complexity and overhead than it’s worth.

[image: Bell curve meme: 'Just use a single core']

So does this mean that Spacetime cannot scale horizontally? Not remotely.

Scaling Spacetime Horizontally
The foundation for Spacetime’s horizontal scaling solution is inspired by the actor model. The actor model is a general model of parallel computing, “motivated by the prospect of highly parallel computing machines consisting of dozens, hundreds, or even thousands of independent monoprocessors, each with its own local memory and communications processor, communicating via a high performance communications network.”

[image: Excerpt from Hewitt and Baker motivating the actor model with highly parallel machines of many independent monoprocessors]

Today in Spacetime, each database is a single-threaded actor and we have a six-step strategy to make horizontal scalability an increasingly friendlier dev experience.

The next stage already has a date: asynchronous inter-database communication and tiered storage ship on October 31st, 2026 as part of our scalability launch: Spacetime Continuum.




	Step
	Feature
	Status




	1
	Deliver replicated databases with world-class performance
	Today



	2
	Deliver a world-class sharding experience (async IDC)
	Oct 31, 2026



	3
	Scale each database’s storage horizontally (tiered storage)
	Oct 31, 2026



	4
	Scale each database’s networking horizontally (read replicas)
	Planned



	5
	Implement inter-database transactions (sync IDC)
	Planned



	6
	Implement intra-database partitioning
	Planned




Before going into the details, there are two versions of Spacetime worth distinguishing:


	SpacetimeDB Standalone, the single-node version available on GitHub.

	SpacetimeDB Cloud, the proprietary, clusterized version.



Replicated databases with world-class performance
We’ve already talked at length about how each Spacetime database achieves world-class, single-threaded performance but it’s important to note that SpacetimeDB Cloud also supports distributed state machine replication for databases.

This means that even though each database is single-threaded, it isn't necessarily running on only one machine. This sounds counterintuitive, but the general idea is that we can replicate what a single thread is doing onto multiple machines so that if machines fail, the database remains available. This means that each database in SpacetimeDB Cloud operates as a distributed system.



It’s important to note that with our pipelined implementation, we've demonstrated in our benchmarking that replicated databases achieve the same throughput as unreplicated databases (roughly 300k TPS for the benchmark transactions), provided there is sufficient network bandwidth between nodes and memory for pipeline depth.



Note that confirmedReads(true), the default setting for Spacetime, configures clients to read only after transactions reach durable status on the cluster.

World-class sharding experience
Sharding your database gives you the best performance for transactions that operate solely within a single shard. Distributed transactions give you the ability to run transactions which span shards. Why can’t we have the best of both worlds? What if most transactions operated within a single machine and we gave the programmer tools to organize their data so that most transactions occur within that machine? Only in rare instances should we need to do a distributed transaction.

The key is to make the shard boundary explicit and ergonomic. In the actor model, each shard can behave like its own independently scheduled actor: transactions within a shard remain fast, local, and single-threaded, while only transactions that genuinely need to touch multiple shards pay the cost of coordination. This lets the architecture preserve the performance characteristics that make Spacetime fast today without pretending that distributed coordination is free.

Each database is an independent actor with its own state and transaction log, so transactions against different databases can execute concurrently without coordination.

Spacetime already provides tools for managing this architecture. Databases can be created as children of other databases. Procedures can publish databases and call functions on them. A root database can keep track of the identities and state of the databases beneath it.

Several of our customers operate hundreds or thousands of databases in this way and BitCraft also scales this way. A single root database maintains global data, while region databases handle different parts of the world and different groups of players. Transactions within one region remain fast and local, while the regions themselves execute in parallel.

We plan to make this model considerably easier through first-class inter-database communication (IDC). Asynchronous IDC will allow one database to call functions on another database in a type-safe way.



At a high level, the TypeScript APIs will look something like this:


// Async IDC: send a type-safe message to another database.
// This will result in exactly one reducer call on the target DB.
ctx.db.receivePlayer.insert({
    msgId: 0n,
    target: regionDb,
    player,
}); 
Scale each database’s storage horizontally
As of today, Spacetime stores all table data in memory on the leader node. This means that in a single database, the amount of data you can put in your tables is constrained by the physical memory of the machine.

However, this restriction is not fundamental to Spacetime or the key to its incredible performance. We view memory, disk, and object storage as a natural extension to the CPU cache model. Spiritually we treat memory as L4 cache, disk as L5 cache, and object storage as L6 cache. This caching model is a time-honored way to get maximum performance from a single writer. This is often referred to as “tiered storage”.



Cache lines and prefetching allow you to preemptively pull in batches of data from cheaper, slower storage into more expensive, faster storage. Providing tiered storage to databases allows you to amortize the cost of cache misses, and achieve performance which is overall close to the faster, more expensive storage, while still retaining the scalability of bigger, cheaper storage.

Won't paging stall the single thread?
If every transaction executes on one thread, it might seem like a single cache miss to object storage would stall the whole database for 50 milliseconds. That would be like operating a library and any time a customer puts a book on order, you make the whole line of customers stand there and wait for two weeks for the book to come in before processing the next customer. Obviously silly. The rule that makes tiered storage compatible with single-threaded execution is simple: don't wait for a cache miss while holding the lock. Order books asynchronously and process the next customer while you're waiting!

Fortunately, this is a well studied problem. H-Store called the technique anti-caching: execute the transaction normally, and the moment it touches data that isn't resident, abort it, fetch the data asynchronously, and run other transactions while you wait. When the data arrives, run the transaction again. Aborting is nearly free because nothing has committed, and each re-execution costs microseconds of CPU against the milliseconds of I/O it avoids serializing. Calvin used a similar trick it called reconnaissance queries: dry-run the transaction against a recent snapshot to discover what it reads, prefetch that, then execute for real. TigerBeetle runs an explicit prefetch phase before synchronously applying each batch of transactions.



Spacetime is unusually well suited to these techniques because reducers are deterministic. A reducer cannot perform I/O, read clocks, or generate randomness, and every data access goes through the reducer context, so the engine observes every read a transaction makes. That means aborts have no visible effects, a re-execution against the same state touches exactly the same rows, and a dry run discovers the data the real run will need.



This is a strategy that the extremely capable team at TigerBeetle refer to as “diagonal scaling”.

Disk and object storage tables will be releasing on October 31st, 2026. We view this as a critical improvement to the scalability of Spacetime. With disk tables, we can greatly increase the storage limits and decrease the prices of data storage. With object storage tables, we can effectively remove storage limits and allow you to store a theoretically unlimited amount of data in a single database.

Scale each database’s networking horizontally
As alluded to previously, much like compute, scaling networking horizontally is not always possible because in some cases writers want to mutate the same state, and therefore need to connect to and send data to the same computer. This is one of the reasons CockroachDB recommends using random keys to avoid hotspots on the cluster. However, even in such instances we should strive to support maximum possible reader and writer throughput.

Like CockroachDB, SpacetimeDB Cloud also has a symmetric architecture, meaning that you can connect to any node and SpacetimeDB Cloud will ensure your write request gets processed or proxied to the right place. From the outside it sort of looks like one giant computer. For writers, this allows us to “fan-in” the connections. Clients connect to any node, and that node will multiplex those connections over a single connection to the node that hosts the database.

In principle, we can also move the processing of SQL subscriptions and read queries off the leader by introducing consistent read replicas. Consistent read replicas allow us to “fan-out” from the leader. Instead of connecting directly to the leader, subscription evaluation can be routed to a consistent read replica. In so doing, we can scale reader connections and bandwidth horizontally.

“Consistent" here means the replica applies the leader's transaction log in the same total order, so a subscription sees exactly the same sequence of updates, just delayed. For point-in-time SQL queries, the leader will assign each query a position in the transaction log without executing it, and a replica won't answer the query until it has applied through that offset. Reads are therefore linearizable with respect to every write, and the leader's only cost is handing out sequence numbers.



Inter-database Transactions
Synchronous IDC provides the built-in two-phase commit machinery required to do true distributed transactions of the kind that CockroachDB provides. This will allow a transaction to span multiple databases within a cluster when true atomicity is required.

The TypeScript API for this looks just like calling a regular reducer, except on a foreign database.


// Sync IDC: call another database inside the current transaction.
ctx.at(regionDb).reducers.receivePlayer(player); 
There is an obvious tension here. If each database is a single thread behind one big lock, then a synchronous call from database A into database B holds B's lock until A's transaction commits or aborts, which takes a network round trip. Our plan is to keep execution single-threaded but reintroduce MVCC for these distributed transactions to allow concurrent transactions to proceed while the round-trip is in-flight.



We've designed a pipelined two-phase commit protocol which commits transactions in memory first and never holds the database lock during disk I/O, and we've model-checked its safety properties in TLA+. The details are worth a separate post.

Together, these features will turn multiple databases into a cohesive distributed application without putting distributed coordination in the path of every transaction. Most work will remain local and asynchronous. Only operations that genuinely require atomicity across databases will pay the cost of a distributed transaction.

Intra-database partitioning
Multiple databases are a natural scaling boundary, but they also require you to manage multiple modules, update their schemas independently, and figure out how to rebalance load as it changes. The next step to address these UX issues is to introduce partitions within a single logical database.

Partitions will allow one database module to contain multiple independently executing shards. This preserves a single deployment artifact and allows schema changes to be applied atomically across the entire database, while transactions against different partitions execute concurrently.

A partition in Spacetime is a different thing from a range in CockroachDB. A range is a placement decision: it says which machine stores some slice of a table, but any transaction can still touch any range, and every write is replicated and coordinated the same way no matter where it lands. A Spacetime partition is an execution unit. It owns its data, it has its own serial transaction log, and the reducer code that operates on that data runs inside it. Developers choose partition boundaries to match the structure of their workload so that the common transaction never leaves its partition, and Spacetime can move whole partitions between machines to rebalance load without weakening that guarantee.



A transaction that never leaves its partition pays nothing for the existence of the others. This is the zero-overhead principle: you should not have to pay for horizontal scalability until you use it.[2]



So, does it scale?
Yes, it does. Today, you can scale parallel workloads by sharding them across databases while keeping each shard fast and local. As we’ve seen, this architecture is as good as it gets if your workload has almost any contention, or if you'd rather not pay for a large cluster to get the performance of one core.

Over time, tiered storage, inter-database communication, distributed transactions, and partitions will make that architecture increasingly transparent. The goal is not to make coordination free. It is to ensure you only pay for it when your workload actually requires it.

Tyler Cloutier
Cofounder, Clockwork Labs




[1] A brief aside about the CAP theorem for the distributed systems nerds. The CAP theorem, also known as Brewer’s Theorem, simply states that no system can in general be all three of: consistent, available, and partition tolerant. A system can be 0, 1, or 2 of those things, but never 3.

“Consistent” in this case means that every read receives the most recent write or an error. In practice, this property is achieved by correctly implementing distributed state machine replication (aka some variant of Paxos/Viewstamped Replication).

“Available” means every request to a non-failing node receives a non-error response.

“Partition tolerant” means that the system exists in a world where messages between nodes can be delayed or dropped entirely.

If I hear another person vaguely gesture at the CAP theorem as “proof” that a database can or cannot be horizontally scalable, I may just have a mental breakdown. There is for some reason a common misconception that the CAP theorem, also known as Brewer’s theorem, somehow limits the scalability of OLTP database systems. For example, I have been asked by investors and engineers maybe half a dozen times how we “got around the CAP theorem” in order to get the Spacetime benchmark numbers. In reality, the CAP theorem makes no comment on it.

My theory is that this misconception arose from this publication and this paper by Google’s Eric Brewer, the original formulator of the conjecture (now theorem: it was later proven in this paper by Seth Gilbert and Nancy Lynch), specifically because Spanner is known to be the famous horizontally scalable SQL database. Perhaps it got into the air that because this paper references both the CAP theorem and Spanner, CAP theorem must somehow be important for scalability. However, you will note that the original Spanner paper makes no mention of the CAP theorem at all.

At any rate, the CAP theorem is only relevant to databases insofar as the best you can do is make a choice between designing a CP system or an AP system. In a CP system you’re always consistent, but sometimes unavailable due to network failure, and in an AP system you’re always available, but sometimes inconsistent due to network failure.

So because we can’t make networks infallible, in a sense the CAP theorem is just asking the question: do you want to be correct or available? The CAP theorem says nothing at all about throughput, latency, or scalability.

Regardless, in practice for OLTP databases, there isn’t even a real choice to make. OLTP databases with strong consistency guarantees, including Spanner, must be CP systems, because inconsistency means that your users see the wrong results (stale reads, non-monotonic reads, conflicting writes, which could in rare instances sink your whole e-commerce business).

Through this lens, you can now clearly see that the CAP theorem is not interesting or relevant to scalability. The actually interesting question is: how can we build a horizontally scalable, consistent (i.e. correct) OLTP database system?

The Consistency in CAP is closely related to Isolation in ACID (Confusingly, Consistency in ACID describes something else entirely). CAP's consistency is linearizability: operations appear to happen in a single order that respects real time. ACID's isolation, at its strongest, is serializability: transactions appear to happen in some serial order. A database that gives you both is “strictly serializable”, which is what Spanner offers.

Linearizability requires that every transaction be assigned a position in one global order that respects real time. For transactions that touch the same data, that order is inherently serial, which is the contention problem discussed above. For transactions that don't, the order still has to be agreed on, and agreement would ordinarily mean coordination by way of message passing.

Now we can also understand why Spanner uses atomic clocks. The atomic clocks allow Spanner to assign a linearizable order to transactions that have no mutual data dependencies (i.e. they are trivially parallelizable) and might be executing on different sides of the earth. The clocks allow Spanner to say which transaction happened first without needing to send messages around the world to decide the relative ordering of transactions which would NOT otherwise need to coordinate.

[2] What about queries and transactions that span partitions? We certainly could eventually support them. Distributed SQL queries across partitions would recover the general horizontal scalability offered by systems such as CockroachDB while preserving Spacetime's fast local path for transactions that remain within one partition.

However, we likely wouldn't allow reducers that could read and write across partitions because that's the same performance footgun we've discussed at length. Instead, partitions would still colocate related data and your module code would still explicitly respect those boundaries, but clients would be able to do SQL queries and subscriptions globally across all partitions.

This could be operationally convenient or useful for specialized workloads, but it's unclear as of today whether this final stage is worth the complexity, or whether most of these queries should actually just target a read-only analytics database cluster instead. Either way, for performance's sake, cross-partition queries probably shouldn't be the mainstay of your application.



For this one, I think it's best to take a listen-to-our-customers approach and see what they actually need.




Original: https://spacetimedb.com/blog/how-does-spacetime-scale · Discussion
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The Two Abstractions of System Design: Hide or Reduce

muratbuffalo.blogspot.com · 92 points · Discussion


When talking about TLA+, I keep referring to "abstraction" as the most important thing to learn. And it is about the hardest to learn as well.
But a contradiction has been bugging me. Aren't CS people already supposed to be good at abstraction? Isn't abstraction supposed to be at the root of OS, networking, software engineering? Abstract Data Types (ADTs) are a staple of every in CS curriculum. So why do I (and every other formal methods/modeling person) see such a large skill gap in abstraction, and flag it as the core, make-or-break skill for modeling?
I think I finally get to the root of this cognitive disonance. There are two kinds of "abstraction" conflated under the same umbrella term.
	Modularity abstraction: This is the traditional abstraction taught in CS curricula as ADTs, APIs, layered design, etc. It is all about encapsulation, drawing boundaries, and hiding internals.
	Modeling abstraction: This is what I talk about when I talk about abstraction in the context of modeling. This is the same sense of abstraction mathematicians and physicists when building models for thinking and reasoning. The goal is to find the minimal and most elegant description that preserves the property you care about. It is all about cutting away everything orhtogonal to the essence of that property.

These two couldn't be further apart in terms of their goal! Let me try to explain in the next two sections.
Modularity abstraction hides. Modeling abstraction reduces.
Modularity abstraction is about interfaces that hide internals. Modeling abstraction is about behaviors, and about reducing a system to its minimal behavioral skeleton for the property you care.
Modularity abstraction encapsulates, draws a vertical boundary, and hides the layer below. Modeling abstraction is crosscutting: it slices the system along a behavioral plane and keeps only what is absolutely relevant to the property under investigation, and even then in the form of "what", not "how". This slice usually looks nothing like the system's organization.
Modularity abstraction hides concurrency. Modeling abstraction exposes it.
Modularity abstraction is all about sealing the leaks, hence Joel Spolsky's famous post lamenting that "all abstractions are leaky". [ Note that his list is all about modularity abstraction: TCP (hide IP), string libraries (hide character arrays), file systems (hide spinning disks), virtual memory / flat address space (hide MMU and paging), SQL (hide query plans), NFS / SMB (hide the network), C++ string classes (hide char*). ] Modularity abstraction aspires to hide the interleavings and present operations as if they were atomic. Its goal is to make the module easy to use, but in doing so it forgoes exposing concurrency or efficiency opportunities.
In stark contrast, the modeling abstraction is about identifying what should leak and leveraging it! It exposes the fine-grained actions and orderings, and proves that invariants hold despite the interleavings. The payoff for this work is to harvest the maximum safe concurrency from the system.
Examples of modeling abstraction 
There is an abundance of modeling abstraction in distributed systems field. It feels like almost all protocols are designed this way.
	Lamport logical clocks: throw away wall-clock time, keep happens-before
	Hybrid logical clocks: keep wall-clock and causality, throw away the rest
	TrueTime: time as a bounded-uncertainty interval 
	Consensus: agree on a single decision. The way Lamport designed Paxos is a masterclass in abstraction; from Consensus, Voting, to the final protocol. 
	Linearizability (and really all consistency models ): throw away replication, caching, retries
	Log is the database idea: throw away materialized state as the source of truth; keep only the ordered, append-only sequence of events.
	MapReduce/Spark: throw away orchestration, parallelism, scheduling, and fault tolerance. Keep a DAG of deterministic transforms over partitioned data—and let the framework reconstitute the rest from that skeleton.

Sometimes it may look like the two definitions overlap (e.g., linearizability, consensus, log is the database, map-reduce). But this is actually a reuse rather than an overlap. A really well-designed artifact can serve simultaneously as a spec to refine against (modularity) and a skeleton to reason from (modeling). This just means the two coincided on one artifact, but the abstraction roles still remain distinct.





Original: http://muratbuffalo.blogspot.com/2026/05/the-two-abstractions-of-system-design.html · Discussion
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deSEC – Free Secure DNS

desec.io · 82 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://desec.io/ · Discussion
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The Rust React Compiler is now native in Vite

blog.master.dev · 70 points · Discussion


      
Following the oxc team’s release of official support for the Rust React Compiler on August 4, 2026, we switched our 1,036-file React Router codebase (Outlyne, a website builder) over to it and saw a ~17.6× speedup on the compiler portion of our build.




The v6.1.0 release of @vitejs/plugin-react brought “experimental native React Compiler support”, which you can opt in to by passing { compiler: true } to the plugin in your Vite config. And for those unable to use the Vite React plugin (e.g. if, like us, you’re using React Router in framework mode), @acusti/vite-plugin-react-compiler is a minimal Vite plugin to React-compile your codebase regardless of the rest of your build pipeline.




Faster Builds = Happier Devs + Cheaper CI




The headline feature of this change is the speedup. Per Boshen, the oxc project lead:





It is more than 10 times faster than Babel in our preliminary benchmark.






We saw more than a 17× speedup, with 1,036 files going from 14.3s when built with Babel to 0.81s natively (single-threaded). This is huge for us because, with the speed of change brought about by agent-assisted software development, CI usage and GitHub Actions minutes have become a real cost center, and waiting on CI is a bummer and puts further pressure on our already overly fragmented task-management brains.




Note that those speedups apply only to the compiler part of the build process. You likely have a lot of other stuff going on during the build, so the overall build time improvement won’t be nearly as dramatic. In our case, the build got around 2.4× faster (22.1s → 9.3s).




What about React Compiler’s limitations?




Despite speed being the headliner, I’m more excited about the benefits of being on the latest and greatest version of the React Compiler, which has already fixed some substantial limitations in JavaScript support that were still present in v1.0 of the Babel-based React Compiler. That includes support for any kind of conditional logic in try/catch blocks, which was a blocker for many with the initial stable 1.0 release of the compiler. Another nice fix that landed just last week at the time of writing is support for reassigning a destructured component prop that then gets used in a nested closure, e.g.:



export default function Foo({ value }: { value: null | string }) {
  value = value ?? "this is a fallback";
  return <button onClick={() => console.log(value)}>{value}</button>;
}Code language: JavaScript (javascript)



Skipped before, fully supported now. A third common pattern that caused bailouts in the Babel compiler that’s now supported is computed object property keys, e.g.:



import { clsx } from "clsx";

export default function Header({ itemCount }: { itemCount: number }) {
  return (
    <header className={clsx({ [`items-${itemCount}`]: itemCount > 0 })}>
      {/* ... */}
    </header>
  );
}Code language: JavaScript (javascript)



Those fixes mean that the new version expands compiler compatibility in our app by an additional seven functions: five thanks to the try/catch improvement, two thanks to computed object property keys. To be clear, there are still limitations to what it supports. The two patterns that I have come across that will still cause the compiler to skip a component/hook are a throw from inside a try block and logical assignment operators (??=, &&=, ||=). But being on the Rust compiler means you will get those fixes when they land. No such luck if you’re stuck on the dead-end Babel-based compiler.




Toolchain Consistency Means No Coverage Gaps




The final reason I’m excited about switching my build over is that my full toolchain is now using the same version of React Compiler with equivalent feature support. After adopting Oxlint’s React Compiler support while still on an earlier version of React Compiler for my build, I filed an erroneous issue in oxc based on the destructured component prop bailout I described earlier, because the component wasn’t optimized during build but also didn’t trigger a lint error, so I thought there was a lint disconnect with the compiler output. Turns out the issue was that Oxlint was using oxc-transform-react v0.145.0, which supports that pattern, whereas I was testing with v0.144.0 of the same package.




Now, linter and build use the exact same React Compiler, with the same improvements and limitations, so we don’t have to worry about uncompiled components slipping into our production build.




How to Use It




Using @vitejs/plugin-react




As long as you’re on Vite v8+, switching an existing React Vite build to native React Compiler really just means simplifying it. The current Babel-based react.dev instructions specify to run:



npm install -D @rolldown/plugin-babelCode language: Bash (bash)



With the following Vite config:



// vite.config.js
import { defineConfig } from "vite";
import react, { reactCompilerPreset } from "@vitejs/plugin-react";
import babel from "@rolldown/plugin-babel";

export default defineConfig({
  plugins: [react(), babel({ presets: [reactCompilerPreset()] })],
});Code language: JavaScript (javascript)



Going native means shedding some config dead weight. You run:



npm install -D oxc-transform-react



And simplify your Vite config:



// vite.config.js
import { defineConfig } from "vite";
import react from "@vitejs/plugin-react";

export default defineConfig({
  plugins: [react({ compiler: true })],
});Code language: JavaScript (javascript)



This also means you can remove @rolldown/plugin-babel from your package.json dev dependencies.




Not Using @vitejs/plugin-react (e.g. React Router Framework Mode)




For codebases that are on React Router in framework mode, the switch is a little different. React Router has its own Vite plugin that should be run in place of the Vite React plugin, so whereas you previously needed to run:



npm install -D vite-plugin-babel babel-plugin-react-compiler @babel/preset-typescriptCode language: Bash (bash)



With the following Vite config:



// vite.config.js
import { defineConfig } from "vite";
import babel from "vite-plugin-babel";
import { reactRouter } from "@react-router/dev/vite";

const ReactCompilerConfig = {
  /* optional config if you have it */
};

export default defineConfig({
  plugins: [
    reactRouter(),
    babel({
      babelConfig: {
        presets: ["@babel/preset-typescript"], // if you use TypeScript
        plugins: [["babel-plugin-react-compiler", ReactCompilerConfig]],
      },
      exclude: /node_modules/,
      include: /\.[jt]sx?$/,
    }),
  ],
});Code language: JavaScript (javascript)



You can now drop vite-plugin-babel, babel-plugin-react-compiler, and @babel/preset-typescript entirely and instead just install:



npm install -D @acusti/vite-plugin-react-compilerCode language: Bash (bash)



And simplify your config to:



// vite.config.js
import { defineConfig } from "vite";
import reactCompiler from "@acusti/vite-plugin-react-compiler";
import { reactRouter } from "@react-router/dev/vite";

export default defineConfig({
  plugins: [reactRouter(), reactCompiler()],
  // or, if you need to pass custom compiler config:
  // reactCompiler({ compiler: { /* your existing ReactCompilerConfig */ } })
});Code language: JavaScript (javascript)



Simpler, faster, and more capable. Cheers to that. I think I know just the right drink.


    



Original: https://blog.master.dev/react-now-rusted-all-the-way-out/ · Discussion
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Show HN: TERMy – A fast terminal assistant that does not use LLMs

github.com · 64 points · Discussion

I love research and development, you may have heard of me because of PJON (Padded Jittering Operative Network). It is a network protocol I started developing in 2010, which was recently implemented in silicon by the ETH Zurich university thanks to the research of Pius Sieber.I am excited to share with you TERMy, a terminal assistant built on top of the NPC-Forge framework. Unlike everything else being built today, TERMy does not use embeddings, machine-learning or LLMs. It runs on the CPU (even on a Raspberry Pi Zero) both in the terminal or client-side in a browser tab and responds in milliseconds. It is a cynical but very knowledgeable Linux terminal assistant that translates your natural language into shell commands without relying on a single artificial neuron.
I had a chance to focus for 2 months on my personal projects since early July, during the strange times of AI price hikes and the end of subsidized tokenmaxing. I was curious to see if I could develop from scratch a terminal assistant capable of handling simple natural language requests. I have a bad memory and got used to ask to copilot "activate the virtual environment" or similar trivial operations spending a non negligible sum every month. I started thinking, maybe I can do something to make my workflow more efficient? Do I really need trillions of parameters to accomplish those tasks?
How it Works
When you type a prompt, it goes through a lightweight NLU pipeline written in ~1000 lines of Python that implement the following steps:
1. Strip expletives, interjections, encouraging, discouraging and thanking words (remove noise)
2. Sentiment analysis
3. Exact Match (very fast)
4. Template Match (slower)
5. Probabilistic Match (even slower)
Step 5 relies on:
1. IDF (Inverse Document Frequency) to identify rare words.
2. BOW (Bag Of Words) to accommodate word inversions.
3. IDF weighted Levenshtein to safely handle typos.
Permission gating is hardcoded into the dataset and enforced for all potentially destructive commands, so it's inherently safer than letting an unpredictable LLM run wild on your machine.
- TERMy in operation: https://www.youtube.com/watch?v=qeIp0xePLBg
- Variance and typo tolerance: https://www.youtube.com/watch?v=tQvGDk6fkk0
- Copilot integration: https://www.youtube.com/watch?v=Wzzouhq2a8A
- Advanced features: https://www.youtube.com/watch?v=qeIp0xePLBg
- Source Code: https://github.com/gioblu/NPC-Forge


Original: https://github.com/gioblu/NPC-Forge/blob/main/docs/development.md · Discussion
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Getting Started with AT Protocol

bnb.im · 64 points · Discussion


  
    
      
        Tierney Cyren

      
      
    
  
  
  Essential Resources for Getting Started with AT Protocol
  Originally posted on 25 Aug 2026

  A number of times now, I've shared links with personal software engineering friends who I'm trying to convince to explore the AT Protocol. Rather than just sharing those links individually over and over again, I figured I'd just slap together a post so I can can copy/paste one link rather than more than a dozen.

I'll update it in the future, and I'll put my most used emoji in these parentheses every time I update it, starting with my current most used emoji for the initial post because there are no rules: (💕👀)

Understanding the AT Protocol 

These are some posts I conisder to be staples of atmospheric thinking. I'm sure there are more, but these are the ones that I've gone back to over and over again.


	A Social Filesystem by Dan Abramov - required reading for understanding AT Protocol as a human who has used a computer.

	There Are No Instances in atproto by Dan Abramov - really useful if you've ever even the fediverse. I originally got started in Tent which was orthogonal to the fediverse, but right at that same time I started learning about the fediverse as Mastodon and Diaspora* were getting their feet under them. Really good way to de-fediverse your brain so you can absorb how AT Protocol works from a clean slate, IMO. (Hacker News: I swear I'm not anti-fediverse.)

	Let's Talk Money by Joe Basser - a deep dive into money and the AT Protocol, specificially ending at the point of ATM (Atmosphere Money) which Joe is one of the developers of. IMO Atmosphere Money is a unique and good approach and I'm hopeful it actually ends up being successful.



Spaces 

This is a section I've added on the first edit of this post, as Spaces are so fundamental to how AT Protocol surfaces data. Spaces open up an entire new category of applications and an entirely unique set of features. Whether you want to build an AT Protocol Dropbox (please be kind to your PDS) or if you want to add Close Friends to your social app (Bluesky please), spaces enables so much that wasn't possible before.


	The Atproto Spaces Alpha is Live by Daniel Holmgren - intro point to Atproto Spaces, which is effectively "private data" for the Atmosphere. I know a lot of folks were waiting for this to start building.

	Reintroducing Spaces by Daniel Holmgren - the post-Spaces alpha launch post from Daniel. Honestly, reading this post is such a unique experience because it's like Daniel took everything I wanted to hear Spaces were and then put it onto Leaflet.



Lexicons 


	Standard.site - the community-owned long-form content lexicon. This is, in my opinion, the most important signal of community health beyond the launch and ~success of Bluesky. Community coming together around a standard format for a standard type of content, entirely separate from Bluesky PBC.



Data 

Fundamentally, the AT Protocol is about data ownership. Lexicons define structure for data, data is stored in records on a Personal Data Server (PDS), and the protocol defines how data is moved. It's way more complicated than that, but that gets you like 80% of the way there in most cases. These are some resources that are useful for the data part of AT Protocol development.


	HappyView - a one-click deployable AppView. AppViews have been called "the hardest part of AT Protocol Development" (I've seen this and am too lazy to find the source), but HappyView legitimately makes it completely trivial.

	bluesky-social/pds - The reference PDS implementation from Bluesky. I've heard criticisms but it is the reference implementation, so...

	Tranquil PDS - I've had a number of folks tell me this is the best deployable PDS. I have no stake in it but there's some social proof for you.



Utilities 

These are some utilities that I've either personally found useful when building for the AT Protocol or poked at and am looking forward to using but haven't had the need yet.


	microcosm.blue - open-source APIs that can be super useful for AT Protocol development, depending on what you're building.

	pdsls - web interface for exploring the AT Protocol. It's got a pretty comprehensive record viewer + there's firehose, jetstream, spacedust, and labeler tooling.

	atproto.at - a different web interface for exploring the AT Protocol. Bunch of good features, I prefer pdsls but atproto.at has a really great UI.

	ATStore - positioning itself as the "AT Protocol App Directory", the ATStore is so far the steward of "here's different apps that take advantage of the AT Protocol". I definitely have some complicated feelings about the ATStore, but it is the central hub for discovery currently.

	atproto.md - Authless markdown representation of any AT Protocol record.

	atmosphere.money - ATM (Atmosphere Money) is a jab at trying to get payments natively into the AT Protocol.



Things Built With AT Protocol 

Just a number of things that are built on top of AT Protocol that are... neat and can show you some of the breadth of what is possible. I've found sharing this often helps people understand that it's not just about building a Twitter clone or social apps.


	BeaconBits - check-in app, similar to swarm. It's browser-only, which I feel tanks its viability as a consumer app, but it's pretty nice in-browser.

	atmowx - weather data, on AT Protocol. Super cool to see data binded and visualized to the protocol.

	adsb - flight data, crowdsourced onto the protocol. Super super cool, hits my special interests perfectly.

	plyr.fm - social music on the AT Protocol. Kinda like SoundCloud, but the songs are hosted in users' PDSes.

	Marque - domain registrar built on the AT Protocol. If you're building an app where users register and would want to get their own domain, you can use Marque as an interface for that - pretty nifty.



Okay that's it. Hit me up at @bnb.im if you have suggestions. I might add them, I might not. If you made the thing I'll probably be more hesitant, but there's a shot.




  



Original: https://bnb.im/posts/atproto-essential-resources/ · Discussion
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Resources to Get Good at Soldering?

63 points · Discussion

Hello. I've recently started soldering, specifically wanting to repair the joysticks on several Playstation 4 controllers I have, but I also want to get good at electronic repair in general.Right now I've busted a board, and managed to desolder and resolder a stick but the controller doesn't turn on anymore. I'm doing this all by myself, and I think I'm following good advice (ventilation, good iron tip, using flux etc...).
But there are many variables, and a lot of experts have different opinions on stuff. Does anyone know good resources that I could use for getting good and making less mistakes ? Thanks.


Original: https://news.ycombinator.com/item?id=49533840
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Can AI design circuit boards yet?

eebench.org · 47 points · Discussion


        We got pretty excited yesterday when OpenAI put a demo of GPT-6 Astra working on a circuit board in KiCad on the front page of its
          launch post. It is cool to see electronics show up in a major model release like this.

        We are obviously still some distance from asking an AI to build an entire phone in one prompt. The demo does
          raise a question we have been thinking about for a while, though: how do we measure whether the electronics an
          AI produces are actually any good?


        The models know a surprising amount about electronics

        Our experience has been that current models know much more about electronics than their output in
          conventional design tools tends to show. They have read textbooks, datasheets, application notes and a lot of
          code. 

        You can have an agent operate a graphical CAD tool, but it spends a lot of time clicking around and keeping
          track of what is on screen. A lot of its context consists of coordinates, menus and application state.

        EEBench uses atopile instead. The circuit
          lives in declarative code, so the agent can work directly on components, connections and electrical
          constraints. It can change the design, build it, run a simulation and inspect what failed without leaving the
          project.

        This has worked much better for us than asking a model to draw lines in a GUI. It also means the benchmark
          can spend less time testing computer use and more time testing electronics.


        
          A small part of the starter design for one public EEBench task, in ato v2
          .ELEC: @STD::Import {
    .project &= "electronics"
    .org     &= "atopile"
}

.Submission: @type {
    .vin:   ELEC::ElectricPower
    .vhold: ELEC::ElectricPower
    .vhold.lv ~ .vin.lv

    .c_bank: ELEC::Capacitor {
        .capacitance             &= 22uF +/- 20%
        .max_voltage             &= 10V..25V
        .temperature_coefficient &= "X5R"
        .package                 &= "0805"
    }

    .vhold.hv ~> .c_bank ~> .vhold.lv
}

        

        The real world is messy

        One of the public tasks is based on a residential energy meter. When its 5 V supply disappears, the circuit
          has to keep the processor alive for another 20 ms so it can save the accumulated reading. The protected rail
          must stay above the processor's 3.0 V brownout threshold during that window.

        Most models intuitively jump to the right base conclusion: add a capacitor.

        A real capacitor makes the task more interesting. A ceramic part may provide much less than its advertised
          capacitance once it has voltage across it. Parts have tolerances. Adding more capacitance costs more, takes up
          space and makes the rail slower to recharge when the power returns. A design that works with nominal values
          can fail with the parts that arrive.

        EEBench cuts the input power in simulation and measures what happens. It checks the voltage throughout the
          outage, the effective capacitance at the operating point, the recovery after power returns and the limits on
          package, dielectric, voltage rating and cost.

        

        
          Saved ngspice output from that submission. The protected rail falls below the 3 V requirement
            after 0.85 ms.
          
        

        The meter is one of the easier tasks. In a harder analog task, the agent may have to synthesize a
          multiple-feedback low-pass filter around an op-amp, solve the resistor and capacitor ratios for the required
          poles, and keep its gain, cutoff frequency and Q inside their limits after every component is pushed to a
          worst-case tolerance corner. The harness rebuilds the SPICE deck for those corners, runs the AC and transient
          captures, binds measurements to named probes, and records each result against its lower and upper
          specification limits.

        But getting the equations right is only part of electronics engineering. EEBench uses real manufacturer
          parts, with specifications extracted from their datasheets and carried into the SPICE model. The agent has to
          find a combination that works across those tolerance corners while also choosing parts that exist, can be
          ordered and are reasonably priced for the product. That trade-off between electrical performance, cost and
          supply is much closer to designing real hardware than picking ideal values from a textbook.

        This is the part we find most interesting, because it is what electrical engineering eventually boils down
          to, just like every other engineering discipline: trade-offs.


        How the grading works

        EEBench checks are fully deterministic. It builds the submitted design, constructs the circuit
          graph and bill of materials, and runs a set of SPICE simulations and design checks. Each requirement produces
          a measurement with a limit.

        For the energy-meter task, the harness measures the protected rail while the input drops out and returns.
          Other tasks measure gain, thresholds, ripple, transient response and behavior at component-tolerance corners.
          The technical score is combined with cost efficiency against a reference bill of materials. Cost only helps
          once the circuit works.

        This is similar to giving a coding agent a compiler and tests, except the tests are measuring voltages and
          component behavior..

        EEBench V1 covers analog and digital design through simulation. It does not yet tell us whether a model can
          lay out, manufacture and bring up a complete product. We want to add those parts later. The current benchmark
          concentrates on the requirements, design and verification loop because that is where we can already grade
          useful engineering work objectively. The full methodology and sample result
            explorer are public.


        What we are seeing on the leaderboard

        The September 1 results are encouraging. Claude Opus 5 scored 61.6% across the 13 tasks in EEBench V1. Grok
          4.6 came second at 57.1%, just ahead of Claude Fable 5.1 at 56.4%. A few months ago we would not have expected
          models to do this well.

        
          1Claude Opus 561.6%

          2Grok 4.657.1%

          3Claude Fable 5.156.4%

          4Claude Fable 554.3%

          5Claude Opus 4.8 Max51.4%

          See the full leaderboard and run details
        


        There was another result we were especially happy to see: xAI included EEBench in the Grok 4.6 model
            card. It appears in the section on “engineering acceleration,” alongside evaluations for 3D modeling and
          parametric CAD. Their published run put Grok 4.6 at 60.0% with xhigh reasoning effort. Seeing a frontier lab
          use EEBench to describe a new model's engineering ability makes us think this is becoming a category people
          care about.

        Anthropic's models have consistently done well in this environment. Grok's rise is also interesting. In its
          Grok 4.6 launch post, xAI says the
          model received high-quality engineering data and RL training in domain-specific environments including
          computer-aided design. Its EEBench result fits that story.
        

        The OpenAI models we have tested so far sit further down the table. GPT-5.5 scored 42.3%, while GPT-5.6 Sol
          scored 39.4%. We do not have a GPT-6 Astra result yet. After seeing it work on a board in KiCad, we would
          really like to find out how it handles these circuit-design tasks.


        Training environment

        Once we had a simulation harness that could grade a circuit, we also had the beginnings of an RL environment
          for electronics. The same checks can be used as reward signals during post-training.

        A failed run contains useful information. We can see which voltage missed its limit, which operating corner
          failed, or whether the model solved the problem with an unnecessarily expensive design. That gives a training
          loop more to work with than a model saying that a schematic looks plausible.

        EEBench is the small, public view of this work. We are also starting to work directly with frontier labs that
          want to make their models better at electronics. If you work on evals or post-training, you can talk to us about the larger
            evaluation suites and simulation-backed training environments we provide.


        So, can it design a circuit board?

        For a useful and growing set of circuit problems, we think the answer is already yes. The scores also make it
          clear that there is plenty left to do. OpenAI choosing a PCB for one of Astra's first demos and xAI publishing
          EEBench in a model card both feel like early signs of the same thing: AI labs are starting to take electronics
          seriously.

        There may be another data point very soon. Elon Musk has said that Grok 4.7 is coming within weeks after additional training on a
          large collection of SpaceX data, with the aim of making it especially good at engineering. The model is not
          out and the schedule may move, but if it arrives as described, we will be keen to put it on EEBench.

        It looks like we are in for an interesting few weeks. We will keep adding harder tasks as the models improve,
          and we are looking forward to seeing how Astra and the next generation perform.

        You can try the same approach in atopile
          today. Give the agent a board you have been meaning to build and see how far it gets.

        So, can AI design circuit boards yet? Some of them, yes. We still would not ask it to design a pacemaker and
          blindly install the result. But we are on the way there.

        EEBench is built and funded by the team behind atopile. We pay for the public
          benchmark runs and do not sell benchmark scores.

      



Original: https://eebench.org/blog/can-ai-design-circuit-boards-yet/ · Discussion




Project HydraFusion: Frontier quality via multi-model orchestration


18

Project HydraFusion: Frontier quality via multi-model orchestration

github.blog · 44 points · Discussion
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Providing developers the best model for the task at hand has always been our goal. Earlier this year, we made that easier by launching Auto model selection, which reviews your task and matches it to the best-suited model for that task. 




Today, we’re introducing Project HydraFusion, a research preview that delivers frontier intelligence through runtime orchestration. It creates a full execution plan, choosing from models across multiple providers to draft, critique and revise, or cascade to more powerful models to complete your task. 




HydraFusion fills a key role in our overall strategy to deliver automated semantic routing between local, cloud, and compound models. For developers, that complexity stays behind the scenes: you select HydraFusion like any other model, and it chooses a workflow that balances performance, cost, and latency for each task. 








HydraFusion treats workflow selection as an optimization problem. It uses capability signals for reasoning, code generation, debugging, and tool use to select the most efficient execution pattern to meet the quality bar.  




For each request, HydraFusion currently chooses one of three execution patterns:





	Single. One selected model solves the task directly.




	Cascade. An efficient model drafts a solution and a quality gate decides whether to accept it or escalate to a stronger model.




	Critique. One model drafts a result, an independent read-only critic from a different model family reviews it (following the same review pattern as Rubber Duck), and the drafting model revises once.






Figure 1. HydraFusion architecture 



Each pattern addresses a different quality-to-cost trade-off. Single preserves speed and efficiency when one model can solve the task directly. Cascade gives an efficient model the first attempt while retaining a path to stronger inference when the candidate does not clear the acceptance gate. Critique adds an independent perspective for tasks where review is more useful than another unaided attempt.




In offline evaluations across three agentic coding benchmarks, HydraFusion consistently demonstrated frontier-level quality with substantial estimated cost savings. On TerminalBench 2.1, it improved verified task quality by 4.9 percentage points at 67% lower estimated cost compared with Claude Opus 5.




Let’s dive into the approach, the results, and the benchmarks.




Adaptive multi-model orchestration




Developers already coordinate models manually: choosing one for a task, asking another to review the work, or escalating a difficult problem to a more capable model. HydraFusion brings that familiar process into the runtime. You choose HydraFusion once and stay focused on your task while it manages the models and workflow behind the scenes. 




The key is selectivity. Some coding tasks can be solved directly, while others benefit from review, revision, or escalation. HydraFusion evaluates each request and chooses the least complex workflow expected to meet its needs, using additional model calls only when they are likely to improve the result. This adaptive approach balances quality, cost, and latency across models.




As the model frontier advances, so does HydraFusion. When new models become available in GitHub Copilot, we can evaluate and incorporate them into its model pool, bringing their strengths to the tasks best suited to them.




Building HydraFusion




Turning adaptive multi-model orchestration into one dependable coding experience requires careful control of execution, review, cost, and repository state. HydraFusion is built around five operating principles:





	Complete accounting. Aggregate cost and usage across every workflow leg, including drafting, critique, revision, escalation, retry, and fallback.




	Bounded execution. Give each leg explicit timeout and cancellation behavior to keep execution and cost within defined limits.




	Isolated review. Run review steps in isolated, tool-less contexts, while solver steps use the shared workspace and normal permission-aware agent loop. This allows models to assess the work independently without modifying the repository.




	Fail-safe application. Apply no patch when the workflow is cancelled or fails validation, preventing incomplete changes from reaching the repository.




	Validated routing. Verify workflow definitions, model bindings, fallback behavior, and model availability before execution begins.






Together, these principles make multi-model orchestration practical for repository-level work. Internally, the runtime records the role, outcome, cost, latency, and diagnostics of each leg so the workflow can be understood after execution. Externally, the developer receives one coherent response and one permission-aware change set. 








Benchmarking results




Fixed HydraFusion policies were evaluated across three agentic coding benchmarks — TerminalBench 2.1, DeepSWE, and CheckpointBench, our internal benchmark based on real GitHub Copilot sessions — using Claude Opus 5 and GPT-5.6 Sol as comparison baselines. Each policy used the same task inputs, tools, execution limits, pricing assumptions, grading conditions, and treatment of missing results. The evaluation measured verified task quality, which is the share of tasks confirmed as correctly answered, and the complete estimated workflow cost. Cost accounting included every invoked leg, such as drafting, critique, revision, escalation, retry, and fallback. The results below show the best tuned HydraFusion configuration. 




	Benchmarks 	Cost  vs. Opus 5 	Quality  vs. Opus 5 
	TerminalBench 2.1	67% lower	+4.9 points 
	DeepSWE 	36% lower 	-1.5 points 
	CheckpointBench 	65% lower	-0.1 points 

         Table 1. HydraFusion quality and cost across three agentic benchmarks, relative to Opus 5. 



These controlled offline results are specific to the evaluated benchmark revisions, workflow configurations, model pool, and pricing assumptions, with all models evaluated at the same medium reasoning level. Through this research preview, we’ll validate how these results translate to real developer workloads and use the findings to further optimize HydraFusion for production quality, latency, reliability, caching efficiency, cost, and safety. 




TerminalBench 2.1




TerminalBench 2.1 evaluates coding agents on complex, multi-step tasks in terminal environments. 




Figure 2 compares HydraFusion and Opus 5 across verified task quality and estimated workflow cost. 












DeepSWE




DeepSWE evaluates challenging repository-level software engineering tasks that require navigating large codebases, understanding cross-file dependencies, and producing end-to-end fixes. On this benchmark, HydraFusion comes within 1.5 percentage points of Opus 5 while reducing cost by 36%, demonstrating a compelling quality-cost tradeoff for complex real-world engineering tasks.












CheckpointBench












CheckpointBench is an internal multi-turn benchmark curated from real GitHub Copilot agentic coding sessions. Each conversation is anchored to a specific public repository and immutable commit, ensuring every session is replayable. The benchmark is balanced across language, task type, difficulty, scrubbed for quality, resulting in a realistic evaluation set that closely mirrors production agentic sessions. On this benchmark, HydraFusion comes within 0.1 percentage points of Opus 5 at 65% lower cost.












Early internal testing has echoed that result.





So far, the reasoning and task solving capability [of HydraFusion] is at or better than Opus.

Principal Software Engineer at Microsoft




Hill-climbing HydraFusion




HydraFusion’s routing policies were shaped by how developers use GitHub Copilot on real coding tasks. To make those workflows reproducible, we curated CheckpointBench from real Copilot coding-session trajectories. We refined HydraFusion repeatedly across CheckpointBench, DeepSWE, and TerminalBench 2.1, optimizing across the evaluation sets rather than for any single benchmark.




HydraFusion’s per-capability scores provided a consistent basis for comparing candidate routing policies. Instead of manually tuning thresholds, we used beam search to build the optimal decision policy. Each candidate was measured against a frozen baseline on quality, cost, and failure modes, so improvements were evaluated on stable ground.




TerminalBench 2.1 provides the most complete sequence of runs, making it the clearest view of this iterative improvement. The progression was not linear. Between August 11 and August 25, two operational failures in the evaluation harness produced invalid runs. Those failures were excluded from the performance trend, corrected, and followed by continued gains in the HydraFusion configurations. By August 25, HydraFusion had reached its strongest operating points in the recorded series.












This development record shows how the policies improved from repeated experiments. TerminalBench 2.1 was one of several benchmarks used during development. Its relative saturation makes broader validation important, so the three-benchmark evaluation also includes DeepSWE’s more demanding repository-level tasks. The research preview extends that learning loop to real developer workloads.




Try the research preview




For this preview, first-turn, single-prompt coding tasks are the best place to start. We’ll be focusing on strong multi-turn performance with longer, iterative sessions next.




This preview is designed to learn which tasks benefit from compound workflows and how orchestration affects latency and cost in practice. For the best experience today, start with substantial, well-scoped coding tasks that you can hand to Copilot in autopilot mode in a single prompt. Share what you find, including where it excels, where it falls short, and what you’d want to see next, through /feedback in Copilot CLI or in the GitHub Community discussion.




HydraFusion remains an active research effort. Results, models, workflows, availability, names, and product behavior may change as we learn from the preview. We believe the next real gain in coding agents will come from combining frontier intelligence with runtime orchestration. HydraFusion is our first bet on that idea: moving from choosing the best model to dynamically constructing the best way to solve each task.
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      After hours on Wednesday, July 29, 2026, Rietta executed our emergency hotfix procedure across our entire client base for sites impacted by a severe remote code execution vulnerability in ActiveStorage, a component of Ruby on Rails 8 and newer. We worked off the initial GitHub Security Advisory, published the same day the patch shipped. Ethiack, one of the research teams that discovered the flaw, dubbed it KindaRails2Shell (CVE-2026-66066) in their initial disclosure post that same day, July 29th, with a full technical deep-dive following the next day on July 30th.

When our team first reviewed this vulnerability during business hours on the 29th, it showed no assigned severity, just a Ruby on Rails update released, its exploitation details withheld under the standard embargo terms. By evening, though, our team saw it had climbed to an extremely severe 9.5/10 CVSS score. That is about as bad as it gets and meant that any delay in patching was an existential risk of imminent compromise.

Client Background

Our client base includes HIPAA-covered entities and State government agencies, many of which have Ruby on Rails-based custom applications within their infrastructure. These are entities that face significant regulatory and reputational damage in a data breach scenario, and they can brook no delay when faced with a severe threat.

During business hours, our team reviewed the released details, saw no severity yet assigned, and initially triaged it as a regular update that could proceed under normal maintenance windows. By evening, our team’s ongoing monitoring showed the CVSS had climbed to 9.5/10, and we declared a hotfix emergency.

These patches were applied on the same day that the vulnerability was announced and published by the Rails security team at Possible arbitrary file read and remote code execution in Active Storage variant processing. The process itself was straightforward. The team prepared pull requests for each impacted Rails app that ran the bundle update activestorage rails command, which fetched the latest patched release. The team then locally ran and let continuous integration (CI) run the full automated test suite. Only once the full test suites passed cleanly, confirming nothing else had broken, we deployed to production.

We notified each impacted client of the action via e-mail and concluded our work around 11:30 PM EST.

The Detail Embargo Was Already Overtaken by Events

The advisory withheld the technical attack-chain narrative, promising full disclosure “no later than” August 28, 2026. In practice, that embargo was functionally meaningless from the moment the patch shipped, and not because anyone breached it. The fix itself, a public code diff, was never embargoed at all, only the explanation of how to exploit it. That explanation didn’t even hold for a month. The Rails project published forensic tooling with technical detail the very next day, July 30th at 6:25 PM EST, on GitHub. Ethiack published its full technical write-up the following morning, July 31st at 6:56 AM EDT. Both arrived roughly four weeks ahead of the originally stated embargo date on the GitHub Advisory. Rapid7’s own incident tracking independently confirms why: Rails released the forensic tooling ahead of its planned date specifically because several researchers had already reverse-engineered the attack and published proof-of-concept code, so the embargo was giving way regardless of what Rails or the original researchers preferred.

The first attack against our client predates all of that. It hit at 7:10:25 AM EST on July 30th, eight hours and one minute after we applied the patch, more than eleven hours before Rails’ own forensic tooling went public and nearly a full day before Ethiack’s own write-up. We initially assumed whoever built that first payload had done so independently, patch-diffing the fix themselves in the hours after it shipped. New evidence points to a different, simpler explanation. A public proof-of-concept exploit was committed to GitHub at 9:47:30 PM UTC on July 29th. That’s over 5 hours before our own patch was even fully deployed (11:09 PM EDT / 3:09 AM UTC on July 30th), and 13 hours, 22 minutes, and 55 seconds before the first attack attempt against our client.

Timing alone doesn’t prove our attacker used that specific PoC rather than something else, or their own tooling. André Baptista of Ethiack (@0xacb), one of the vulnerability’s own discoverers, pointed out a detail in a public exchange with me on X. That GitHub PoC was the first public proof-of-concept to use a malformed BMP file to trigger the exploit. The first attack attempt against our client also used a maliciously formed BMP.

That’s a correlation, not proof of causation. By logical abduction, though, it’s the simplest explanation that fits the evidence we have. This probably wasn’t one especially fast or skilled attacker beating the embargo alone. It looks more like the vulnerability research ecosystem as a whole outpacing the coordinated disclosure timeline. Our own emergency patch wasn’t even finished yet when that PoC went public. The embargo strategy failed before we had any chance to close that gap.

Baptista put the broader dynamic plainly:


“We have been holding back technical details in multiple cases to give defenders more time, but things are happening too fast.”



Baptista is one of the researchers who held back technical details on this very CVE, which gives him specific insight into this matter.

Attack Attempts Started Overnight on July 30th

One particular client, a State government entity, logged the initial attack attempt with a maliciously formed Windows bitmap (BMP) file on July 30, 2026, at 07:10:25 AM EST, from an IP address on the RIPE network, presenting as Chrome 131.0.0 on Windows 10. That first attempt was an isolated single hit, not the opening shot of sustained activity. The logs show nothing further against this client for several days afterward. That’s consistent with a probe sourced from the early PoC rather than the start of a broader scanning campaign.

The continuous, adapting wave of probing began separately, on August 3, 2026 at 1:01:05 AM EDT, using a disguised PNG file rather than the BMP from the first attempt. From that point on, the attempts continued on a rotating set of IP addresses around the world, using a variety of user agents, including a malformed spoof of Anthropic’s Claude-SearchBot crawler and an unusually candid user agent, Mozilla/5.0 (CVE-2026-66066 security verification), that openly named the CVE it was probing for rather than attempting to disguise itself, again from an international IP address range.

While our State government client does employ security assessment services, none of these attempts, the isolated July 30th probe or the sustained campaign that began August 3rd, are attributable to those activities. This was clearly unauthorized and, from August 3rd onward, continual probing of this high-severity vulnerability.

Attack Attempts and Probing Continued throughout August, 2026

The attempts to exploit this behavior continued throughout the month on a daily basis, often during overnight hours. We have log evidence of attack frameworks not only automating but some indication of adaptation, such as when certain additional security measures were put into place the attempts changed to follow different variants. The extent this was all automated or the motivation of the attackers, we are not commenting on publicly at this time.

Timeline Recapped


Timeline of CVE-2026-66066 disclosure, patching, and exploitation attempts

	Date & Time	Event



	July 21, 2026	Initial discovery by legitimate security researchers

	July 22, 2026	Researchers get in touch with appropriate Ruby on Rails maintainers following a responsible disclosure procedure

	July 29, 2026	Critical ActiveStorage update released. Disclosure and public vulnerability tracking numbers assigned

	July 29, 2026, 5:47:30 PM EDT	A public proof-of-concept exploit is committed to GitHub, hours before our own patch was complete

	July 29, 2026, PM	Late night, Rietta applies patches to our impacted clients following emergency hotfix procedure

	July 29, 2026, 11:09 PM EST	Rietta deployed the specific, tested update to a particular State government client

	July 30, 2026, 7:10 AM EST	Early morning, that same State government application exception logs indicate the initial attack attempt from a foreign IP address, an isolated single hit

	July 30, 2026, 8:51 PM EDT	Ruby on Rails project releases tooling to check for compromise

	July 31, 2026, 6:56 AM EDT	André Baptista publishes technical findings on https://ethiack.com

	August 3, 2026, 1:01:05 AM EDT	Continuous, sustained probing begins using a disguised PNG file, distinct from the isolated July 30th attempt




What This Means for Rails Applications Handling Sensitive Data

The lesson here is bigger than this one CVE. A coordinated disclosure timeline doesn’t buy defenders a grace period. The moment a patch ships, the fix itself, a public code diff, is available to anyone willing to read it instead of waiting for a plain-English writeup. Our own logs prove the gap between “patch published” and “working exploit attempted” can be measured in hours, not weeks, regardless of what the embargo date says.

That’s why our emergency hotfix procedure exists independent of severity scoring, initial vendor communication, or embargo dates. We patch on the fix, not on the writeup. For our clients handling regulated data, whether HIPAA-covered health records or state government systems bound by public trust and disclosure obligations, that difference is the entire point of retaining a firm that treats “patched” as day one of monitoring, not the end of the incident.

Had we followed a standard notify-and-wait process, this client wouldn’t have had a working patch until sometime after business hours resumed, likely mid-morning at the earliest, once someone with authority was reachable to approve the change. The first exploitation attempt hit at 7:10 AM, eight hours and one minute after we patched without waiting for permission. Under a conventional approval cycle, that window wasn’t a delay, it was a live, unpatched, actively-targeted critical vulnerability sitting open through the client’s entire pre-business-hours period, with no one even aware yet that a decision needed to be made.

All of these attempts failed cleanly, at the exact point our patch intended. That doesn’t mean nothing happened. A month of sustained, adapting, multi-actor probing against a live government system is its own story. Patching fast made the difference between an incident and a non-event. We’ve since added more hardening: tighter upload validation, automated blocking for repeat scanning attempts, and centralized alerting. “The exploit failed” is a result we want to keep being true, not a reason to stop paying attention.

Practical Advice

For all of you, especially those who are not our clients, I have some practical advice.


	Treat any dependency’s standalone security release as urgent by default, even before a CVSS score is assigned. Score assignment lags real risk, sometimes by many hours. If a vendor ships a dedicated security release at all, don’t wait for a number to tell you how critical it is.

	Check whether your Ruby on Rails application uses ActiveStorage. If so and your team hasn’t upgraded yet, take this threat very seriously, patch immediately and investigate your exposure.

	Patch severe vulnerabilities within hours. Have emergency change-approval authority established in advance, before you need it, so a fix isn’t blocked waiting for someone to wake up and grant permission.

	Run automated, ecosystem-specific security scanning on a nightly job. For Rails, that means tools like bundler-audit (known CVEs in your dependencies) and Brakeman (static analysis for Rails-specific vulnerability patterns). In our experience, these nightly scans have beaten GitHub’s own Dependabot to flagging an issue, and they blow away waiting on a periodic external security audit report to tell you what’s already been sitting exposed. Triage what they flag daily.

	For any code path that processes user-uploaded files, treat it as its own threat model boundary. Validate file type by magic bytes, not content-type headers; harden your image or document processing library’s policy (for example, ImageMagick’s policy.xml, disabling coders or delegates you don’t use); and sandbox or run that processing with reduced privileges where you can. This was the actual attack surface in this incident.

	Set up a web application firewall (WAF) such as Cloudflare or AWS WAF & Shield, monitor it, and tune it to your environment. Signature-based rules often miss a novel payload hidden inside a malformed file. Treat a WAF as one layer of defense, never the whole plan.

	Continuously add more and more automated testing to give you confidence that your software worked before and after such patching. Start to trust this safety net enough to move fast under pressure.

	Ensure you have exception monitoring in place and that your technical team reviews it regularly. Unsuccessful requests matter as much as successful ones. Pay specific attention to POST and PUT requests to paths that do not exist, a strong indicator of adversarial probing. When something recurs, add validation and automated countermeasures, for Rails, something like rack-attack to throttle repeat offenders.

	Ensure your application only responds to requests directed to your specific domain name, not just routed to your IP. Cloud providers rotate IP addresses among customers so this is just good hygiene and reduces noise.

	Configure and retain logs at your WAF, especially blocks, and within your application. Ensure your application logs both authentication successes and failures and review regularly.



I know this list might seem like a lot. This is often what we walk our clients through and handle directly on their behalf. However, this is too important to ignore. Please copy this list, use it, share it with your friends. I want you to be more secure even if we never personally work together.

Rietta’s Specific Ruby on Rails Expertise

As a company, Rietta has long served as a Ruby on Rails development agency, through our Atlanta Ruby Developer division. We have a reputation as a long-time vendor for security-sensitive industries with custom Ruby on Rails applications in their infrastructure. We also are the sponsor of the Atlanta Ruby Users’ Group, a long-standing community of Ruby developers.

Personally, I have been working with the Ruby programming language since graduate school in 2006, and professionally with Ruby on Rails since 2011. I have worked with, trained developers on, and consulted on all matters of Ruby on Rails development and security for a long time now. If you have any questions, let me know.
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I collect examples of people that worked on iterations of the same idea over the course of decades, before landing on their magnum opus

      1. BM25 + Stephen Robertson


      Stephen Robertson is a computer scientist known for his work on probabilistic information retrieval, most famously leading to BM25. In 1976, when researchers wanted to determine the relevancy of a document to a query, prevailing intuition was that a document that has a greater count of query term is more relevant. Robertson and Sparck Jones showed that relevance of a document to a query is more dependent on if the word is discriminating and uniquely present in relevant documents.


      Let's say there are 10 documents of which 4 are relevant to a query about elite marathoners like Kipchoge. All 10 documents contain the word "the". Only the 4 relevant documents contain the word "Kipchoge". Per their 1976 paper, the term Kipchoge would have a heavier weight than "the" because it is discriminatorily present in the relevant documents.


      Calculating term weight required knowing which documents were relevant in advance and did not consider term frequency or length of documents.


      Eventually in 1994, Robertson and Walker published BM25, which is IDF * term frequency adjusted for length. It takes the concept of term weights in 1976 and incorporates the assumption that relevant documents are a fraction of a total set.


      
        [image: BM25 paper excerpt]
      

      I skipped a few chapters, there was a 1981 paper where he incorporated term frequency for example. All in all, he spent decades thinking about search algorithms and retrieval.


      2. The Great Wave by Kanagawa


      Few paintings have lasted the test of time as the great wave of Kanagawa. It took Kanagawa 40 years before he drew the wave he is most known for. At 73, he said he finally understands "the underlying structure of birds and animals, insects and fish, and the way trees and plants grow. Thus if I keep up my efforts, I will have even a better understanding when I was 80 and by 90 will have penetrated to the heart of things. At 100, I may reach a level of divine understanding, and if I live decades beyond that, everything I paint — dot and line — will be alive."
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When local police investigate the death of a young couple on Kashii beach, a rocky strip on the eastern side of Hakata Bay on the island of Kyushu in the south of Japan, they assume it’s a lovers’ suicide. The pair is neatly dressed with no sign of distress, just the bloom of rosy cheeks from ingesting cyanide. 
The tradition of lovers ending their lives together, called shinjū, was big in the middle of the Edo period, at the turn of the eighteenth century, but experienced a resurgence from the 1920s through the fifties. Perhaps most famously, the novelist Osamu Dazai attempted it in 1930. He survived, but his girlfriend died, and the failed attempt marked everything he touched thereafter, including his most celebrated novel No Longer Human. (Dazai and another woman tried it again in 1948; sadly, they succeeded.)
So while the events of Seicho Matsumoto’s mystery Tokyo Express unfold in 1957, police fall back on a long tradition to explain these bodies on the beach. Case closed. But not everything adds up. A single receipt undermines the whole picture.

Seicho Matsumoto, Tokyo Express, translated by Jesse Kirkwood (Modern Library, 2025).
The story begins in a Japanese restaurant in Tokyo, where industrialist Tatsuo Yasuda frequently comes to entertain his guests, government officials with whom he’s wangling deals and contracts. Rumors of corruption mean the host protects the anonymity of his connections. Thankfully, the waitresses don’t ask many questions. One in particular, Toki, is Yasuda’s regular server. She’s also the woman found on the beach.
She was last seen by Yasuda and two other waitresses from the restaurant on platform 15 of the train station, boarding an overnight with a handsome young man. “And who is he?” asks one of the girls. There were rumors Toki had a lover, but no one had yet seen or met the man. But here they were together!
His name is, as it turns out, Kenichi Sayama. He serves as assistant section chief at Ministry X, responsible for procurement. Embroiled in allegations of corruption, Ministry X is currently under investigation, and Sayama is a key witness in the scandal. He’s the man found on the beach alongside Toki.
Yasuda spots the couple on the platform when the two servers accompany him to his own train on platform 13, headed home for his weekly visit with his tubercular wife, Ryoko, in Kamakura. The bodies are found a week later.
Born in 1909, Seicho Matsumoto fell in love with detective fiction as a young man, reading both Japanese translations of western mystery writers and the homegrown stuff then emerging. Working in advertising at the Japanese news daily the Asahi Shimbun, he decided to try some writing of his own.
Short stories and a novella won him acclaim in the early 1950s—including the Akutagawa Prize—and freelance gigs began multiplying. In 1954 Kishu Okada, an editor at Tabi (“Travel”), asked Matsumoto to write for his magazine, then published by the Japan Travel Bureau. Over the next two years, Matsumoto published three articles in Tabi, along with his work for other outlets.
With his writing opportunities increasing in tandem with his reputation, Matsumoto finally resigned from the paper in 1956, though the decision proved difficult. As Makoto Sakai tells it in his recent biography, Matsumoto Seicho no Showa(Seicho Matsumoto’s Showa Era), he hated working at the paper. Dubbed “grubby Matsu” by his colleagues, he chucked his employee badge in a pond at one point. But he also liked the security of the job.
“Although the number of requests for manuscripts gradually increased,” Sakai reports Matsumoto saying, “I couldn’t easily decide to leave the company because I was worried about the future. At first, I wasn’t so busy, but soon I had to write every night after returning from work.” Finally, after a nudge from fellow novelist Yasushi Inoue, he took the plunge into full-time writing.
Matsumoto needn’t have worried. He soon had more work than he could manage, and the people at Tabi had just the idea to keep him busy.
Okada’s boss, the editor-in-chief Ayako Totsuka, enjoyed mysteries and considered serializing novels a brilliant way to keep readers returning to the magazine, issue after issue. She wanted a serial Tabi could publish throughout 1957. A savvy businesswoman, Totsuka also liked working with fledgling writers because she could keep their fees low. Since Matsumoto was a relative newcomer and hungry to keep the work flowing, Totsuka figured the magazine could get him on the cheap.
The official account of Toki and Sayama’s double suicide begins to slowly collapse when local police retrieve a dining-car receipt from Sayama’s overcoat. Only Sayama ate. This puzzles the aging inspector Jutaro Torigai, who can’t imagine two lovers boarding a long-distance train and only one of them dining. Even if the person wasn’t hungry, wouldn’t they join in and at least order something to drink? It’s the thinnest of intuitions, but it prevents Torigai from accepting the conclusion of double suicide.
Meanwhile, police in Tokyo pressing the corruption investigation against Ministry X have lost their principal witness, someone involved at the center of the scandal. Inspector Kiichi Mihara travels south from Tokyo to the scene of the suicide to see what he can discover. Though Torigai can offer little, the two begin uncovering inconsistencies that unsettle the official ruling.
It’s enough for Mihara to keep going. Mihara believes Sayama was killed to silence him. But everywhere he turns his suspicions are met with the incontrovertible facts of dates and times, dictated by train schedules, ferry manifests, telegrams, and plane tickets. The entire investigation involves the logistics of traversing Japan with the primary suspect leaving a paper trail that points away from guilt at every juncture.

The logistics of murder…
And yet, as Mihara pushes the case, the very method the killer employs to obscure the crime eventually reveals his connection to it. What about this gap of four minutes in the train schedule? It takes how long to move from Point A to B? How can a suspect be on the opposite side of the country from the crime they supposedly committed? Who was seen where?
When Okada and Totsuka approached Matsumoto with the idea of writing a mystery, they knew he possessed the chops to write the story—they’d seen that in his prior work. They also knew Matsumoto loved railway timetables. Coordinating local and long-distance travel for millions of people is a logistical marvel, and Matsumoto found the tables fascinating. Plus, he was a stickler for hands-on research.
As far as the mechanics of the mystery were concerned—how Matsumoto would work out the details—the editors were in safe hands. Okada checked small details like the four-minute gap and they checked out. Published under the title Ten to Sen (“Points and Lines”), the serial offers a tidy plot, perfectly conceived and executed, with a humanist concern that captured readers.
What the editors couldn’t count on, however, was Matsumoto delivering his manuscripts on time. Because he’d jumped ship from the Asahi Shimbun, Matsumoto took every commission that came his way and struggled to keep up with his deadlines. While writing Tokyo Express, he worked on three other serializations—four projects at the same time, all published in installments.
Editors would prepare an entire issue of Tabi and then fret over Matsumoto filing his bit. Recalled Totsuka,
While all the other manuscripts were submitted, sometimes even finalized and ready for printing, “Points and Lines” was still not ready. The phrase ‘waiting for Seicho’ was coined . . . Eventually, we became so neurotic that we resorted to joking about how to commit the perfect crime and kill the author.

With so many competing deadlines, Matsumoto kept prioritizing the weeklies he was writing for, pushing the installments for Ten to Sen further down the list. At one point, Totsuka sent a courier to retrieve an expected installment, only to find the delinquent writer had fled his house. Matsumoto, however, forgot who he was dealing with. Tabi was, after all, published by the Japan Travel Bureau, and Totsuka was a hardass. 
“Investigating passengers on transportation is second nature to me,” she said.
I used leading questions at his empty house and found out he was heading to Hakata . . . I found the flight number for the Japan Airlines plane, called him back to the phone at Haneda just before takeoff, and threatened him by saying, “Write it on the plane. A Travel Bureau employee in Hakata will come to meet you.” He seemed surprised to learn that we had a nationwide investigative network and arrest organization (even inns would cooperate).

By “come to meet you,” she meant “take you into custody.” Matsumoto was arrested on arrival, according to some accounts.
As an editor, I have had plenty of authors who struggled to deliver on time. Heck, as a writer, I’ve struggled to deliver on time. But I’ve never threatened an author with arrest for failing to write. It worked. Inspector Mihara used train timetables to capture the killers (and there’s a tease for you; there’s more than one). Totsuka used similar means to capture her writer. “Since this drastic measure, the manuscript has been coming in a little better,” reported Totsuka. 
“There’s no escaping the Japan Travel Bureau,” said Matsumoto. “They’re even more formidable than the newspapers.”
Part of the trouble was that Matsumoto had no idea how much readers loved the unfolding book. Tabi didn’t pass along reader mail. Big mistake. Since the plot was fixed in advance, Matsumoto struggled to sustain his enthusiasm during the writing. Meanwhile, other publications he was writing for let him know what readers thought. His energy followed the feedback. 
But Tabi readers were anxious for more. Points and Lines/Tokyo Express proved a massive sensation. Once the serial finished, the book publisher Kobunsha stepped in, and Ten to Sen went on to sell over a million copies. His editors had to coerce him to finish, but the book launched Matsumoto’s career.
Thank you for reading! If you enjoyed this post, please hit the ❤️ below, 💬 discuss, and share it with your friends—or anyone you know who loves a good mystery.
Share
Not a subscriber? Take a moment and sign up. Free subscribers get two-week access to all new posts. Paid subscribers get access to the full archive, going back to 2022, plus an exclusive member chat and monthly member calls.
Before you go, check this out👇
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      An open DNS recursive service for free security and high privacy

      Quad9 is a free service that replaces your default ISP or enterprise Domain
Name Server (DNS) configuration. When your computer performs any Internet
transaction that uses the DNS (and most transactions do), Quad9 blocks lookups
of malicious host names from an up-to-the-minute list of threats. This blocking
action protects your computer, mobile device, or IoT systems against a wide
range of threats such as malware, phishing, spyware, and botnets, and it can
improve performance in addition to guaranteeing privacy. The Quad9 DNS service
is operated by the Swiss-based Quad9 Foundation, whose mission is to provide a
safer and more robust Internet for everyone.


    
    
  
    670M+

    Average Daily Blocks

  

  
    230+

    Resolver Clusters in over 110 countries

  

  
    25+

    Threat Intelligence Providers

  



  


  
  
      How Quad9 protects your privacy

When your devices use Quad9 normally, no data containing your IP address is
ever logged in any Quad9 system. Connections can employ encryption if your
system supports it, and the entire Quad9 platform has been designed to be
GDPR-compliant from the first public announcement in 2017.

Read more about Quad9’s privacy

Why Quad9 is dedicated to data privacy

Every transaction on the Internet starts with a DNS event. This name lookup
reveals critically sensitive data about the person triggering that transaction.
The nature of those name lookups has created a strong and dangerous motivation
for commercialization of personal data from DNS recursive resolver services.
Quad9 is the only large DNS resolver with a founding charter that includes
privacy as a primary goal, and the Quad9 team is devoted to the concept of
keeping personal data under the control of the end user.


    


  
    Security

    
      How Quad9 blocks malware

Quad9 routes your DNS queries through a secure network of servers around the
globe. The system uses threat intelligence from more than a dozen of the
industry’s leading cybersecurity companies to give a real-time perspective on
what websites are safe and what sites are known to include malware or other
threats. If the system detects that the site you want to reach is known to be
infected, you’ll automatically be blocked from entry – keeping your data and
computer safe.

Why Quad9 provides security services

For the Internet to be an effective tool, users must trust their ability to use
online services without fear of theft, fraud, or misuse of their devices by
criminals. Public and private network operators need protection against
malicious use of infrastructure resources and attacks against their users or
customers. Quad9’s mission is to improve the security and stability of the
Internet to allow everyone to be less vulnerable to risks and more effective in
their daily online interactions.


    
  


  
    Check to see if a domain is in the millions of malicious domains Quad9 blocks

    Enter a hostname or domain name to check if it is blocked by Quad9

    
  

  
    Participate

    
      How to use Quad9

Quad9 can be used simply by setting the DNS server settings for your device to
the addresses given in one of our service profiles.
No sign-up is required, no account data needs to be given to Quad9, and there
is no contract. Quad9 is free to use and collects no personal data about you.
You can configure your router or wifi access point to distribute these
settings, which will extend protection to all the elements on your local
network including IoT devices, many of which otherwise would not have any
anti-malware defenses.

Why participate?

Quad9 is a not-for-profit organization, relying on grants and partnerships with
commercial and non-commercial sources and from individuals. Your use of Quad9
may prevent a ransomware attack, prevent your bank account from being
compromised, or protect your laptop from being used as part of an illicit
criminal attack on others. All of these potential protections and many millions
of other interventions have a direct savings result for you, your business or
organization, and the companies you rely on such as banks and e-commerce firms.
We hope that this understanding may inspire you to donate to Quad9, as an
individual or with a corporate sponsorship.

Donate
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Fermat's Last Theorem in Lean 4


A complete, machine-checked proof of Fermat's Last Theorem in Lean 4, built on
Mathlib (Lean 4.33.1; Mathlib v4.33.0, pinned by commit in
lakefile.lean). The argument is that of Frey, Serre, Ribet, Wiles and Taylor-Wiles. PROOF-PATH.md names each step
and the Lean theorem that carries it, and the html/ folder presents the whole proof as web pages you can browse
offline (see "Reading the proof in a browser" below).

Research artifact. Not maintained and not accepting contributions.


The statement


Theorems/Thm_fermat_last_theorem.lean declares


Deadpan Photography: Enjoying the Pretence


24

Deadpan Photography: Enjoying the Pretence

photoni.st · 8 points · Discussion



		

		
		
			
Juliette wrote last week about Deadpan photography. I was intrigued because it’s a term I had seen start appearing all over the place lately and I wasn’t sure what it was. So I did a deep dive to understand for myself (unpublished on Substack as it’s not an opinion piece). But in turn it got me thinking about what Deadpan was doing and how.




Andreas Gursky, 99 Cent (1999), image found on Flikr



Look at Andreas Gursky’s 99 Cent. Let your eye travel along those shelves. Notice the grid, the symmetry, the way the ceiling mirrors the shelves and the whole frame vibrates with the same repetitive energy. Now notice that you are being watched. The image is watching you look at it. It knows what it is doing.




Certain photographs give you a feeling of truth. Some pictures feel true because they caught something that was happening. Famous photojournalism photographs fall in that category (Phan Thi Kim Phuc’s photo for example). Others feel true because they noticed something ordinary and pointed at it, saying it mattered. For example Walker Evans, Roadside Stand near Birmingham, Alabama, 1936. Simple, but shows the reality of life at a point in history and plays as social commentary. Others feel true in a third sense: true the way a document feels true, as though someone held up a camera and let the world print itself.




That feeling is the deadpan trick. And it is interesting to understand how the trick works, because it shows you how photographs get under your guard.




The deadpan style borrows the visual language of the survey, the scientific record, the architectural typology. Frame square to the subject. Light even and flat. Everything equally in focus, equally important. The message is: there was no editor. The photographer stepped aside. You are seeing what was there.




But of course Gursky, one of the most important recent members of the movement, composed 99 Cent. He chose the angle, the lens, the moment, the crop, the colour grade. The image is even mot likely a composite (we’d call it a stitched panorama today). The whole thing is built to make you forget anyone built it. What’s different in that photograph isn’t that he made choices, because everyone makes choices when they hold a camera. It’s that the style is built to hide the fact that choices were made. A form of artifice that presents as the absence of artifice.




The usual critique is obvious here: deadpan isn’t neutral. It can’t be. Every photograph selects. Calling a style objective when it is anything but is naive, or dishonest, or both.




That critique is true, of course, but it’s not what’s interesting about deadpan: neutrality is a performance, so what? The interesting thing is that you can see the performance happening. Look at 99 Cent and you know, somewhere under the surface, that this is not how a store really looks. It is too clean, too ordered, closer to a diagram of a store than a photograph of one. The pleasure of looking at that photograph lives in that space. You know the trick and you let it work anyway.




This is the form’s real operation. Deadpan does not convince you it is neutral. It performs neutrality in a way that lets you enjoy both the performance and your awareness of it. You are in on the joke. The image says it didn’t choose, and you know it chose, and both of you agree to pretend otherwise because the pretence produces something valuable: attention. By stripping away the obvious markers of authorship, the deadpan photograph hands the interpretive work to you. I will not tell you what this means, it says. You decide. A gift, or a challenge, or a cop-out, depending on what is in the frame.




A Bernd and Hilla Becher found on Flikr



The Bechers understood this better than anyone. Their grids of water towers and blast furnaces look like the most objective photographs ever made. Straight on. Grey sky. No people. Same framing, same distance, same conditions. Arranged as a grid they present as data. As though the photographers were botanists collecting specimens of an industrial species on the verge of extinction.




Watch what the grid does to your attention. You stop seeing one water tower and start seeing the differences between them. Your eye jumps from one frame to the other in a loop playing the differences game. The curve of this one’s legs against the straight lines of that one’s struts. The tapered neck here, the blunt top there. The Bechers taught you a way of looking. The method was: look closely. Compare. Notice what changes when nothing else does. That is editorial, but the kind of editorial that expands what you can see rather than narrowing it.




Deadpan works best on subjects that can hold that weight. Industrial architecture. Corporate interiors. Strip malls. The grid of consumer goods on a shelf. Things that are already saying something about how we organise our world. The deadpan frame amplifies that structure. It says: this is a system. Look at it as a system. Decide what you think.




The thing that bothered me when I was looking at these photos is what happens when the subject can’t hold that weight. What does deadpan do when it meets something that demands a response?




Think about photographs of prisons, border infrastructure, industrial farms. Subjects where I will not tell you what this means starts to sound less like a gift and more like an abdication. A deadpan image of a detention centre is, formally, no different from a deadpan image of a power plant. The framing would be straight, the light even, the refusal to editorialise the same. But that refusal means something different when the subject is a place where people are held and suffer. It starts to look like complicity. The photographer chose the wrong thing to have no opinion about.




This is where the pretence turns into something harder to enjoy. The style’s claim that it leaves judgment to the viewer is easy to accept when the subject is a 99-cent store. Harder to accept when it is a border wall and you want the image to take a side. The formal operation is identical. The stakes change what it means.




I don’t think this completely breaks the deadpan approach. It shows the limits of the game. When the subject is low-stakes, you enjoy the performance of neutrality. You admire the craft. When the subject is high-stakes, the performance stops being playful. The image’s refusal to choose becomes a choice, and you feel the weight of that choice; it starts to feel inappropriate.




A deadpan-inspired photo. Standard Oil Red Crown Service Station, Ogallala, Nebraska. CC0 via Wikimedia Commons. The kind of vernacular American structure Ruscha would have driven past on Route 66.



After all this, I came to this decision regarding what deadpan really is: the photographs don’t actually pretend to be neutral. They put on a performance of pretending. The whole machinery is on display so you can see it and decide what to do with it. The best deadpan images are the ones where you catch the photographer in the act of pretending not to act. Gursky arranging his shelves. The Bechers curating their grids. The empty street that someone waited an hour to capture. The theatre is visible. That visibility is the source of the form’s honesty, and also its limitation.




Deadpan tells the truth about the fact that a photograph can’t tell the truth. It lets you watch the mechanics of looking. You have to be willing to watch the mechanics instead of asking the picture to tell you what to see. For some subjects that is a reasonable request. For others it may be too much.




So the deadpan image doesn’t resolve its own contradiction. It lives inside it. That is what makes the form interesting. It is not a style that solved neutrality. It made the problem of neutrality visible and handed it to you. What you do with it depends on what is in the frame, and whether you are ready to do the looking yourself.




#Photography #IayBeWrong #Opinion #Deadpan #DeadpanPhotography
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[image: Eric on stage at Nordic.js]

    Hi, fellow web developer!

My name is Eric, and I believe the internet got too complicated. Too many
layers, too many vendors, too much trust quietly handed to American companies
behind the scenes. And it matters who’s behind your infrastructure — and where
it lives.

I got tired of “European” hosting that runs on American clouds. So I built an
alternative — static hosting where every layer of the stack, from git deploy
to CDN, runs on European infrastructure owned by European companies. No AWS, no
Cloudflare, no exceptions.

Greetings from Stockholm,

Eric Selin, Founder, statichost.eu
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        This will be a quick tutorial on how to configure an Exit Node for the Tor Network. Doing this comes with some inherent risks for the operator but exit nodes are essential for bridging Tor with the ‘clear net’. Without exit nodes, anyone suffering from ISP filtering or those not wishing to have their Internet activity logged (BBC Article) couldn’t utilise Tor to access the Internet.

[image: tor-exit]

Unlike bridges, exit nodes (and normal relays) are publicly known devices, for which their IP address and configuration is available for anyone to see. They effectively make the final connection to the destination on behalf of the originating (anonymous) client. The Tor network is drastically short of exit nodes, but for good reason. Because they are the final hop in the chain, they will be making hundreds of outbound connections to whatever website or service Tor users request. It is therefore easy for the powers who be to blame an exit node operator for ‘doing bad things’ when in fact their node is merely participating in a network, much like a traditional router would in any network. Anyway, assuming you have balls of steel and willing to run an exit node I’ll take a look at how to do this with least hassle as possible.


Before we begin, let me make it clear running this from home is possibly dangerous, due to harassment from ISPs and the powers that be. Although you are not breaking any law by doing this you are acting as the exit point for Tor traffic and you have no control over what any of the 2.5 million Tor users across the world are going to be doing. If you do experience harassment, stay calm and know you have done nothing wrong. There is lots of information out there to help you if required.

Another issue you may face is one of reputation. Some websites block exit nodes and others make Captcha a requirement (such as cloudflare CDN & Google if it sees lots of traffic).

First up lets assume you have a working Linux machine, I’ll go with Ubuntu 14.04 (Trusty). Secondly lets assume you are NAT’ed behind a bog standard router.

We need to install tor and tor-arm. To do we need to add the Tor repos:

echo 'deb http://deb.torproject.org/torproject.org trusty main' >> /etc/apt/sources.list
echo 'deb-src http://deb.torproject.org/torproject.org trusty main' >> /etc/apt/sources.list


Next, install the GPG keys for the repo:

gpg --keyserver keys.gnupg.net --recv 886DDD89
gpg --export A3C4F0F979CAA22CDBA8F512EE8CBC9E886DDD89 | sudo apt-key add -


Now install tor, tor-arm, curl, vnstat, nginx and socat:

apt-get update
apt-get install tor tor-arm vnstat vnstati nginx curl socat


Weyhey, Tor is installed. By default it acts as a client so we need to make it into an exit node.

Replace the contents of /etc/tor/torrc with a basic relay configuration.

curl -o /etc/tor/torrc https://madpsy.uk/wp-content/uploads/2015/11/torrc.txt


The sample configuration looks like this:

ORPort 127.0.0.1:9001 NoAdvertise
ORPort 443 NoListen
DirPort 9030
Nickname TorExit
RelayBandwidthRate 100 KB
RelayBandwidthBurst 100 KB
ContactInfo [email protected]
DisableDebuggerAttachment 0
ExitPolicy accept *:20-23     # FTP, SSH, telnet
...
...
ExitPolicy reject *:*


Edit /etc/tor/torrc and set your email address next to ‘ContactInfo’.

You may also wish to set ‘RelayBandwidthRate’ and ‘RelayBandwidthBurst’ to something else, depending on your Internet connection speed. The example value is 100 KB (Kilobytes Per Second) which is fine for a typical ADSL broadband connection. You will notice ‘DirPort’ is also set, enabling this node as a Directory Server – remove the line if you don’t want that.

Next, we need to run socat to redirect port 443 traffic to localhost port 9001. This is because a useful Entry Guard (the relay will accept incoming connections as well as being an exit node) needs to run on a port which is likely to be available for every Tor user. Port 443 is HTTPS so a sensible choice. The problem is Tor doesn’t run as root and will be denied permission when trying to bind to port 443. For this reason it’s bound to 9001 locally and we will redirect traffic using ‘socat’.

To run socat:

/usr/bin/socat TCP-LISTEN:443,fork,su=nobody TCP:127.0.0.1:9001 &


We need to ensure this starts on reboot so to do that we add it to root’s crontab.

echo '@reboot /usr/bin/socat TCP-LISTEN:443,fork,su=nobody TCP:127.0.0.1:9001 &' >> /var/spool/cron/crontabs/root


Almost done! Finally, we need to serve an ‘about this node’ page over HTTP so anyone querying what this node is will be able to find out.

Note: You can also do something similar with ‘DirPortFrontPage’, however I don’t believe it will let you add additional content easily (such as the bandwidth graph).

Replace the default nginx page with the official Tor Exit Node page.

curl -o /usr/share/nginx/html/index.html https://madpsy.uk/wp-content/uploads/2015/11/tor-exit-node.txt
curl -o /usr/share/nginx/html/how_tor_works_thumb.png https://madpsy.uk/wp-content/uploads/2015/11/how_tor_works_thumb.png


Edit /usr/share/nginx/html/index.html, find ‘[email protected]’ and replace with your actual e-mail address.

At the bottom of the page is a bandwidth graph for your node. To generate this we use ‘vnstat’. I will assume eth0 is your Internet interface. We need to add another cron for this.

First, run it once manually:

/usr/bin/vnstati -i eth0 -vs -o /usr/share/nginx/html/vnstat.png


Then add the cron so it runs on the hour, every hour:

echo '00 * * * * /usr/bin/vnstati -i eth0 -vs -o /usr/share/nginx/html/vnstat.png' >> /var/spool/cron/crontabs/root


You can now view this info page by browsing to your node’s IP in a browser (e.g. http://192.168.0.10). You should see the info page and the graph at the bottom. The info page and graph should look something like this:

[image: exit-node-info]

[image: vnstat]

The final stage (I promise) is to perform basic port forwarding on your router so HTTP, Tor Relay and Tor Directory are accessible from the Internet. If you don’t do this your Tor Exit Node/Relay is useless.

You want to forward TCP/80, TCP/443 and TCP/9030 to the IP address of your shiny new Tor Node – for example 192.168.0.10.

In case you don’t already know how to do this, it seems this site is uber useful: portforward.com

You can test this worked by browsing to your public IP address and make sure you see the same info page as before. In case you were wondering Tor handles dynamic IP addresses just fine, you don’t need to do anything with hostnames or DNS etc.

I did promise that was the last thing, which it basically was 🙂

One last thing! We must restart Tor so picks up our new configuration. We waited until after configuring port forwarding as one of the first thing Tor will do is make sure the port is open from the Internet.

To restart Tor, simply run:

/etc/init.d/tor restart


You can monitor what your node is up to with ‘arm’. Just run:

sudo -u debian-tor arm


At the top will be a ‘fingerprint’, something like ‘GH35AJCVH421742CCJFPQIUCB1835947B4399’.

You can use this fingerprint to search ‘Atlas‘ for details on your Node. Alternatively you can also search for your public IP address.

If you are running an exit node on a VM or dedicated server at a hosting company (much better idea than running from home) then it is also worth asking the hosting provider for a reverse DNS record for your IP address. I will assume you already have a domain name. Where xxx.xxx.xxxx.xxx is your server’s IP:

tor-exit1-readme.yourdomain.com  A   xxx.xxx.xxx.xxx

xxx.xxx.xxx.xxx.in-addr.arpa     PTR    tor-exit1-readme.yourdomain.com

This is so anyone looking up what your exit node’s IP is (from their logs etc) will likely spot the reverse record and try to view it in a browser – in which case they will see your Tor info page.

In addition to this it is worth while letting the hosting provider know what your server is going to be doing. That way, providing they are not idiots, they will understand why they may receive some complaints. There is not point in letting your home ISP know – they will likely either be clueless or tell you it’s against their T&C’s and terminate your account!

Essential Reading: For more information on how to safely run a Tor Exit Node, see this blog post.

I mentioned your relay will also be an Entry Guard. It will typically take 70+ days before your Node is a fully trusted Guard and working to its full potential. For more information on Entry Guard see this blog post.

[image: lifecycle-blog]
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      Bin Laden's "Letter to America"

      In the Name of Allah, the Most Gracious, the Most Merciful,

      "Permission to fight (against disbelievers) is given to those (believers) who are fought against, because they have been wronged and surely, Allah is Able to give them (believers) victory" [Quran 22:39]

      "Those who believe, fight in the Cause of Allah, and those who disbelieve, fight in the cause of Taghut (anything worshipped other than Allah e.g. Satan). So fight you against the friends of Satan; ever feeble is indeed the plot of Satan."[Quran 4:76]


      Some American writers have published articles under the title 'On what basis are we fighting?' These articles have generated a number of responses, some of which adhered to the truth and were based on Islamic Law, and others which have not. Here we wanted to outline the truth - as an explanation and warning - hoping for Allah's reward, seeking success and support from Him.


      While seeking Allah's help, we form our reply based on two questions directed at the Americans:


      (Q1) Why are we fighting and opposing you?

      (Q2) What are we calling you to, and what do we want from you?


      As for the first question: Why are we fighting and opposing you? The answer is very simple:


      (1) Because you attacked us and continue to attack us.


      a) You attacked us in Palestine:


      (i) Palestine, which has sunk under military occupation for more than 80 years. The British handed over Palestine, with your help and your support, to the Jews, who have occupied it for more than 50 years; years overflowing with oppression, tyranny, crimes, killing, expulsion, destruction and devastation. The creation and continuation of Israel is one of the greatest crimes, and you are the leaders of its criminals. And of course there is no need to explain and prove the degree of American support for Israel. The creation of Israel is a crime which must be erased. Each and every person whose hands have become polluted in the contribution towards this crime must pay its price, and pay for it heavily.


      (ii) It brings us both laughter and tears to see that you have not yet tired of repeating your fabricated lies that the Jews have a historical right to Palestine, as it was promised to them in the Torah. Anyone who disputes with them on this alleged fact is accused of anti-semitism. This is one of the most fallacious, widely-circulated fabrications in history. The people of Palestine are pure Arabs and original Semites. It is the Muslims who are the inheritors of Moses (peace be upon him) and the inheritors of the real Torah that has not been changed. Muslims believe in all of the Prophets, including Abraham, Moses, Jesus and Muhammad, peace and blessings of Allah be upon them all. If the followers of Moses have been promised a right to Palestine in the Torah, then the Muslims are the most worthy nation of this.


      When the Muslims conquered Palestine and drove out the Romans, Palestine and Jerusalem returned to Islaam, the religion of all the Prophets peace be upon them. Therefore, the call to a historical right to Palestine cannot be raised against the Islamic Ummah that believes in all the Prophets of Allah (peace and blessings be upon them) - and we make no distinction between them.


      (iii) The blood pouring out of Palestine must be equally revenged. You must know that the Palestinians do not cry alone; their women are not widowed alone; their sons are not orphaned alone.


      (b) You attacked us in Somalia; you supported the Russian atrocities against us in Chechnya, the Indian oppression against us in Kashmir, and the Jewish aggression against us in Lebanon.


      (c) Under your supervision, consent and orders, the governments of our countries which act as your agents, attack us on a daily basis;


      (i) These governments prevent our people from establishing the Islamic Shariah, using violence and lies to do so.


      (ii) These governments give us a taste of humiliation, and places us in a large prison of fear and subdual.


      (iii) These governments steal our Ummah's wealth and sell them to you at a paltry price.


      (iv) These governments have surrendered to the Jews, and handed them most of Palestine, acknowledging the existence of their state over the dismembered limbs of their own people.


      (v) The removal of these governments is an obligation upon us, and a necessary step to free the Ummah, to make the Shariah the supreme law and to regain Palestine. And our fight against these governments is not separate from out fight against you.


      (d) You steal our wealth and oil at paltry prices because of you international influence and military threats. This theft is indeed the biggest theft ever witnessed by mankind in the history of the world.


      (e) Your forces occupy our countries; you spread your military bases throughout them; you corrupt our lands, and you besiege our sanctities, to protect the security of the Jews and to ensure the continuity of your pillage of our treasures.


      (f) You have starved the Muslims of Iraq, where children die every day. It is a wonder that more than 1.5 million Iraqi children have died as a result of your sanctions, and you did not show concern. Yet when 3000 of your people died, the entire world rises and has not yet sat down.


      (g) You have supported the Jews in their idea that Jerusalem is their eternal capital, and agreed to move your embassy there. With your help and under your protection, the Israelis are planning to destroy the Al-Aqsa mosque. Under the protection of your weapons, Sharon entered the Al-Aqsa mosque, to pollute it as a preparation to capture and destroy it.


      (2) These tragedies and calamities are only a few examples of your oppression and aggression against us. It is commanded by our religion and intellect that the oppressed have a right to return the aggression. Do not await anything from us but Jihad, resistance and revenge. Is it in any way rational to expect that after America has attacked us for more than half a century, that we will then leave her to live in security and peace?!!


      (3) You may then dispute that all the above does not justify aggression against civilians, for crimes they did not commit and offenses in which they did not partake:


      (a) This argument contradicts your continuous repetition that America is the land of freedom, and its leaders in this world. Therefore, the American people are the ones who choose their government by way of their own free will; a choice which stems from their agreement to its policies. Thus the American people have chosen, consented to, and affirmed their support for the Israeli oppression of the Palestinians, the occupation and usurpation of their land, and its continuous killing, torture, punishment and expulsion of the Palestinians. The American people have the ability and choice to refuse the policies of their Government and even to change it if they want.


      (b) The American people are the ones who pay the taxes which fund the planes that bomb us in Afghanistan, the tanks that strike and destroy our homes in Palestine, the armies which occupy our lands in the Arabian Gulf, and the fleets which ensure the blockade of Iraq. These tax dollars are given to Israel for it to continue to attack us and penetrate our lands. So the American people are the ones who fund the attacks against us, and they are the ones who oversee the expenditure of these monies in the way they wish, through their elected candidates.


      (c) Also the American army is part of the American people. It is this very same people who are shamelessly helping the Jews fight against us.


      (d) The American people are the ones who employ both their men and their women in the American Forces which attack us.


      (e) This is why the American people cannot be not innocent of all the crimes committed by the Americans and Jews against us.


      (f) Allah, the Almighty, legislated the permission and the option to take revenge. Thus, if we are attacked, then we have the right to attack back. Whoever has destroyed our villages and towns, then we have the right to destroy their villages and towns. Whoever has stolen our wealth, then we have the right to destroy their economy. And whoever has killed our civilians, then we have the right to kill theirs.


      The American Government and press still refuses to answer the question:

      Why did they attack us in New York and Washington?

      If Sharon is a man of peace in the eyes of Bush, then we are also men of peace!!! America does not understand the language of manners and principles, so we are addressing it using the language it understands.


      (Q2) As for the second question that we want to answer: What are we calling you to, and what do we want from you?


      (1) The first thing that we are calling you to is Islam.


      (a) The religion of the Unification of God; of freedom from associating partners with Him, and rejection of this; of complete love of Him, the Exalted; of complete submission to His Laws; and of the discarding of all the opinions, orders, theories and religions which contradict with the religion He sent down to His Prophet Muhammad (peace be upon him). Islam is the religion of all the prophets, and makes no distinction between them - peace be upon them all.


      It is to this religion that we call you; the seal of all the previous religions. It is the religion of Unification of God, sincerity, the best of manners, righteousness, mercy, honour, purity, and piety. It is the religion of showing kindness to others, establishing justice between them, granting them their rights, and defending the oppressed and the persecuted. It is the religion of enjoining the good and forbidding the evil with the hand, tongue and heart. It is the religion of Jihad in the way of Allah so that Allah's Word and religion reign Supreme. And it is the religion of unity and agreement on the obedience to Allah, and total equality between all people, without regarding their colour, sex, or language.


      (b) It is the religion whose book - the Quran - will remained preserved and unchanged, after the other Divine books and messages have been changed. The Quran is the miracle until the Day of Judgment. Allah has challenged anyone to bring a book like the Quran or even ten verses like it.


      (2) The second thing we call you to, is to stop your oppression, lies, immorality and debauchery that has spread among you.


      (a) We call you to be a people of manners, principles, honour, and purity; to reject the immoral acts of fornication, homosexuality, intoxicants, gambling's, and trading with interest.


      We call you to all of this that you may be freed from that which you have become caught up in; that you may be freed from the deceptive lies that you are a great nation, that your leaders spread amongst you to conceal from you the despicable state to which you have reached.


      (b) It is saddening to tell you that you are the worst civilization witnessed by the history of mankind:


      (i) You are the nation who, rather than ruling by the Shariah of Allah in its Constitution and Laws, choose to invent your own laws as you will and desire. You separate religion from your policies, contradicting the pure nature which affirms Absolute Authority to the Lord and your Creator. You flee from the embarrassing question posed to you: How is it possible for Allah the Almighty to create His creation, grant them power over all the creatures and land, grant them all the amenities of life, and then deny them that which they are most in need of: knowledge of the laws which govern their lives?


      (ii) You are the nation that permits Usury, which has been forbidden by all the religions. Yet you build your economy and investments on Usury. As a result of this, in all its different forms and guises, the Jews have taken control of your economy, through which they have then taken control of your media, and now control all aspects of your life making you their servants and achieving their aims at your expense; precisely what Benjamin Franklin warned you against.


      (iii) You are a nation that permits the production, trading and usage of intoxicants. You also permit drugs, and only forbid the trade of them, even though your nation is the largest consumer of them.


      (iv) You are a nation that permits acts of immorality, and you consider them to be pillars of personal freedom. You have continued to sink down this abyss from level to level until incest has spread amongst you, in the face of which neither your sense of honour nor your laws object.


      Who can forget your President Clinton's immoral acts committed in the official Oval office? After that you did not even bring him to account, other than that he 'made a mistake', after which everything passed with no punishment. Is there a worse kind of event for which your name will go down in history and remembered by nations?


      (v) You are a nation that permits gambling in its all forms. The companies practice this as well, resulting in the investments becoming active and the criminals becoming rich.


      (vi) You are a nation that exploits women like consumer products or advertising tools calling upon customers to purchase them. You use women to serve passengers, visitors, and strangers to increase your profit margins. You then rant that you support the liberation of women.


      (vii) You are a nation that practices the trade of sex in all its forms, directly and indirectly. Giant corporations and establishments are established on this, under the name of art, entertainment, tourism and freedom, and other deceptive names you attribute to it.


      (viii) And because of all this, you have been described in history as a nation that spreads diseases that were unknown to man in the past. Go ahead and boast to the nations of man, that you brought them AIDS as a Satanic American Invention.


      (ix) You have destroyed nature with your industrial waste and gases more than any other nation in history. Despite this, you refuse to sign the Kyoto agreement so that you can secure the profit of your greedy companies and industries.


      (x) Your law is the law of the rich and wealthy people, who hold sway in their political parties, and fund their election campaigns with their gifts. Behind them stand the Jews, who control your policies, media and economy.


      (xi) That which you are singled out for in the history of mankind, is that you have used your force to destroy mankind more than any other nation in history; not to defend principles and values, but to hasten to secure your interests and profits. You who dropped a nuclear bomb on Japan, even though Japan was ready to negotiate an end to the war. How many acts of oppression, tyranny and injustice have you carried out, O callers to freedom?


      (xii) Let us not forget one of your major characteristics: your duality in both manners and values; your hypocrisy in manners and principles. All manners, principles and values have two scales: one for you and one for the others.


      (a)The freedom and democracy that you call to is for yourselves and for white race only; as for the rest of the world, you impose upon them your monstrous, destructive policies and Governments, which you call the 'American friends'. Yet you prevent them from establishing democracies. When the Islamic party in Algeria wanted to practice democracy and they won the election, you unleashed your agents in the Algerian army onto them, and to attack them with tanks and guns, to imprison them and torture them - a new lesson from the 'American book of democracy'!!!


      (b)Your policy on prohibiting and forcibly removing weapons of mass destruction to ensure world peace: it only applies to those countries which you do not permit to possess such weapons. As for the countries you consent to, such as Israel, then they are allowed to keep and use such weapons to defend their security. Anyone else who you suspect might be manufacturing or keeping these kinds of weapons, you call them criminals and you take military action against them.


      (c)You are the last ones to respect the resolutions and policies of International Law, yet you claim to want to selectively punish anyone else who does the same. Israel has for more than 50 years been pushing UN resolutions and rules against the wall with the full support of America.


      (d)As for the war criminals which you censure and form criminal courts for - you shamelessly ask that your own are granted immunity!! However, history will not forget the war crimes that you committed against the Muslims and the rest of the world; those you have killed in Japan, Afghanistan, Somalia, Lebanon and Iraq will remain a shame that you will never be able to escape. It will suffice to remind you of your latest war crimes in Afghanistan, in which densely populated innocent civilian villages were destroyed, bombs were dropped on mosques causing the roof of the mosque to come crashing down on the heads of the Muslims praying inside. You are the ones who broke the agreement with the Mujahideen when they left Qunduz, bombing them in Jangi fort, and killing more than 1,000 of your prisoners through suffocation and thirst. Allah alone knows how many people have died by torture at the hands of you and your agents. Your planes remain in the Afghan skies, looking for anyone remotely suspicious.


      (e)You have claimed to be the vanguards of Human Rights, and your Ministry of Foreign affairs issues annual reports containing statistics of those countries that violate any Human Rights. However, all these things vanished when the Mujahideen hit you, and you then implemented the methods of the same documented governments that you used to curse. In America, you captured thousands the Muslims and Arabs, took them into custody with neither reason, court trial, nor even disclosing their names. You issued newer, harsher laws.


      What happens in Guatanamo is a historical embarrassment to America and its values, and it screams into your faces - you hypocrites, "What is the value of your signature on any agreement or treaty?"


      (3) What we call you to thirdly is to take an honest stance with yourselves - and I doubt you will do so - to discover that you are a nation without principles or manners, and that the values and principles to you are something which you merely demand from others, not that which you yourself must adhere to.


      (4) We also advise you to stop supporting Israel, and to end your support of the Indians in Kashmir, the Russians against the Chechens and to also cease supporting the Manila Government against the Muslims in Southern Philippines.


      (5) We also advise you to pack your luggage and get out of our lands. We desire for your goodness, guidance, and righteousness, so do not force us to send you back as cargo in coffins.


      (6) Sixthly, we call upon you to end your support of the corrupt leaders in our countries. Do not interfere in our politics and method of education. Leave us alone, or else expect us in New York and Washington.


      (7) We also call you to deal with us and interact with us on the basis of mutual interests and benefits, rather than the policies of sub dual, theft and occupation, and not to continue your policy of supporting the Jews because this will result in more disasters for you.


      If you fail to respond to all these conditions, then prepare for fight with the Islamic Nation. The Nation of Monotheism, that puts complete trust on Allah and fears none other than Him. The Nation which is addressed by its Quran with the words:


      "Do you fear them? Allah has more right that you should fear Him if you are believers. Fight against them so that Allah will punish them by your hands and disgrace them and give you victory over them and heal the breasts of believing people. And remove the anger of their (believers') hearts. Allah accepts the repentance of whom He wills. Allah is All-Knowing, All-Wise." [Quran 9:13-1]


      The Nation of honour and respect:


      "But honour, power and glory belong to Allah, and to His Messenger (Muhammad- peace be upon him) and to the believers." [Quran 63:8]
"So do not become weak (against your enemy), nor be sad, and you will be superior ( in victory )if you are indeed (true) believers" [Quran 3:139]


      The Nation of Martyrdom; the Nation that desires death more than you desire life:


      "Think not of those who are killed in the way of Allah as dead. Nay, they are alive with their Lord, and they are being provided for. They rejoice in what Allah has bestowed upon them from His bounty and rejoice for the sake of those who have not yet joined them, but are left behind (not yet martyred) that on them no fear shall come, nor shall they grieve. They rejoice in a grace and a bounty from Allah, and that Allah will not waste the reward of the believers." [Quran 3:169-171]


      The Nation of victory and success that Allah has promised:


      "It is He Who has sent His Messenger (Muhammad peace be upon him) with guidance and the religion of truth (Islam), to make it victorious over all other religions even though the Polytheists hate it." [Quran 61:9]


      "Allah has decreed that 'Verily it is I and My Messengers who shall be victorious.' Verily Allah is All-Powerful, All-Mighty." [Quran 58:21]


      The Islamic Nation that was able to dismiss and destroy the previous evil Empires like yourself; the Nation that rejects your attacks, wishes to remove your evils, and is prepared to fight you. You are well aware that the Islamic Nation, from the very core of its soul, despises your haughtiness and arrogance.


      If the Americans refuse to listen to our advice and the goodness, guidance and righteousness that we call them to, then be aware that you will lose this Crusade Bush began, just like the other previous Crusades in which you were humiliated by the hands of the Mujahideen, fleeing to your home in great silence and disgrace. If the Americans do not respond, then their fate will be that of the Soviets who fled from Afghanistan to deal with their military defeat, political breakup, ideological downfall, and economic bankruptcy.


      This is our message to the Americans, as an answer to theirs. Do they now know why we fight them and over which form of ignorance, by the permission of Allah, we shall be victorious?
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Founding Engineer
$170K - $230K•0.50% - 1.00%•San Francisco, CA, US
Skills
Python, Distributed Systems

Connect directly with founders of the best YC-funded startups.
Apply to role ›


About the role
SubImage maps infrastructure the way an attacker does so security teams at scale-ups and enterprises can find and fix problems. We’re built on Cartography, the open source tool our founders helped create at Lyft that’s now a CNCF project, adopted at over 70 companies.

We are a seed stage company (a mighty team of 4!) but are growing rapidly - our customers are companies and organizations that your parents have heard of. We need engineering help to meet the demand! This is your chance to get in on the ground floor of something big. Or at least, figure out very quickly that this won’t work (it’s startup life; just being honest about it).

Novel engineering problems you’ll work on

We’re seeking the holy grail in multiple security challenges.


	Can we triage and contextualize security vulnerabilities? This problem goes deep:

	Are the vulns on internet-facing assets? Via which active services? What is the full path?

	Are the vulnerable functions truly reachable from a code perspective?

	Are there any compensating controls at play that make the vuln invalid?

	Once exploited, does the vuln grant access to sensitive data? Via what providers, and via how many hops?





	Any agent can generate code now. How can we prove that the security fixes our agent proposes will not break anything?

	How do we build a near-real time, self-updating map of our environment so that we can see and stop attacks as they happen?

	How do we teach an agent to answer questions about our graph very quickly, while making sure that it has just the context that it needs, without making mistakes?

	How do we correctly determine the owner of a given resource based on environment heuristics like actions, tags, logs, files?

	How do we reliably and sustainably track and manage the state of compliance processes like vulnerability management?

	How might we implement “time travel” in our knowledge graph so that we can replay an attack as it happened?



If these sorts of challenges sound inspiring, this is our life’s work, and this is the job for you.

Who we’re looking for


	3+ years experience at high growth companies. We are looking for fast trajectory. You are curious and hungry. 

	Strong experience in distributed systems and cloud tech.

	You are based in the SF Bay Area and want to work in-person, in-office 5 days a week.

	Strong sense of ownership. You care deeply about delivering a solution end-to-end.

	You demonstrate strong first-principles, systems thinking.

	You aren’t afraid of implementing gnarly business logic to make the lives of jaded security engineers easier. Ideally you can do this in a maintainable and elegant way.



Nice to have


	Knowledge of cloud-native infra e.g. Kubernetes.

	Information security knowledge and interest.



Our stack


	Cartography does the ingestion. You’ll be shipping code that runs at over 70 companies, not just ours.

	Neo4j holds the graph.

	Python backend with FastAPI.

	Svelte frontend with a custom homegrown cool-as-hell WebGL graph renderer.

	An MCP server that exposes the graph and everything in our platform to AI agents.

	IaC with Terraform.



Benefits


	Health + Vision + Dental

	401k match (what STARTUP does this?)



Perks


	Gym membership

	Lunches with team

	Unlimited PTO




About the interview

	Apply

	Technical screen

	Call with founders

	Work with the team for a day - we will compensate you for your time

	Offer




About SubImage
Hi! We're SubImage, a YC-backed cybersecurity startup. We use graph theory to map out customer environments, helping them find and fix vulnerabilities before they get hacked.

Our tech is built around an open source tool called Cartography that we created at Lyft and donated to the Linux Foundation. It’s used by over 70 companies - including 7 in the Fortune 100 - to make sense of complex infra across AWS, Okta, GitHub, and more.

We're a small, fast-moving team passionate about security, infra, and AI. Before starting SubImage, we've worked at places like Lyft, Anthropic, and the NSA.



[image: SubImage]
Founded:2024
Batch:W25
Team Size:4
Status:Active
Location:San Francisco


Founders





Original: https://www.ycombinator.com/companies/subimage/jobs/NCTFgKK-founding-engineer · Discussion




Colophon


Colophon

Sent by sendle.app

Long reads, delivered to your reader.




OEBPS/nav.xhtml

Table of Contents


		In this issue

		Discovery of a new OpenAI agent message board

		Solving the Jane Street reverse engineering challenge		Challenge Accepted

		Getting Distracted and wasting my time. And my life.

		Focus, Chris, Focus.

		I think I can make a graph now?

		On to the real puzzle

		The doldrums

		What next?





		Formalizing Fermat's Last Theorem

		Adult Film Producer Unmasks Prolific 'John DOE' Torrent Pirate as Meta Executive		From John Doe to Reality Labs Exec

		Nearly 20,000 Files

		Meta: ‘Nothing Ties’ Downloads to Company





		Corporate America is getting hooked on open-source AI

		IBM Bob		Welcome to IBM Bob:

		Your AI-Powered Development Partner

		What I can build with you

		What developers say





		Show HN: Open-Source eInk Bike Computer

		Shutting down our public encrypted DNS		Migrating to Quad9





		Elevator of the Year: Modernization of the Metropolis Trust Building		Elevator World Project of the Year Winner, for elevator modernization!

		Situation

		The criss-cross crisis





		Ok, but does it scale?

		The Two Abstractions of System Design: Hide or Reduce		Modularity abstraction hides. Modeling abstraction reduces.

		Modularity abstraction hides concurrency. Modeling abstraction exposes it.

		Examples of modeling abstraction





		deSEC – Free Secure DNS

		The Rust React Compiler is now native in Vite		Faster Builds = Happier Devs + Cheaper CI

		What about React Compiler’s limitations?

		Toolchain Consistency Means No Coverage Gaps

		How to Use It





		Show HN: TERMy – A fast terminal assistant that does not use LLMs

		Getting Started with AT Protocol		Tierney Cyren

		Essential Resources for Getting Started with AT Protocol Originally posted on 25 Aug 2026 A number of times now, I've shared links with personal software engineering friends who I'm trying to convince to explore the AT Protocol. Rather than just sharing those links individually over and over again, I figured I'd just slap together a post so I can can copy/paste one link rather than more than a dozen. I'll update it in the future, and I'll put my most used emoji in these parentheses every time I update it, starting with my current most used emoji for the initial post because there are no rules: (💕👀) Understanding the AT Protocol These are some posts I conisder to be staples of atmospheric thinking. I'm sure there are more, but these are the ones that I've gone back to over and over again. A Social Filesystem by Dan Abramov - required reading for understanding AT Protocol as a human who has used a computer. There Are No Instances in atproto by Dan Abramov - really useful if you've ever even the fediverse. I originally got started in Tent which was orthogonal to the fediverse, but right at that same time I started learning about the fediverse as Mastodon and Diaspora* were getting their feet under them. Really good way to de-fediverse your brain so you can absorb how AT Protocol works from a clean slate, IMO. (Hacker News: I swear I'm not anti-fediverse.) Let's Talk Money by Joe Basser - a deep dive into money and the AT Protocol, specificially ending at the point of ATM (Atmosphere Money) which Joe is one of the developers of. IMO Atmosphere Money is a unique and good approach and I'm hopeful it actually ends up being successful. Spaces This is a section I've added on the first edit of this post, as Spaces are so fundamental to how AT Protocol surfaces data. Spaces open up an entire new category of applications and an entirely unique set of features. Whether you want to build an AT Protocol Dropbox (please be kind to your PDS) or if you want to add Close Friends to your social app (Bluesky please), spaces enables so much that wasn't possible before. The Atproto Spaces Alpha is Live by Daniel Holmgren - intro point to Atproto Spaces, which is effectively "private data" for the Atmosphere. I know a lot of folks were waiting for this to start building. Reintroducing Spaces by Daniel Holmgren - the post-Spaces alpha launch post from Daniel. Honestly, reading this post is such a unique experience because it's like Daniel took everything I wanted to hear Spaces were and then put it onto Leaflet. Lexicons Standard.site - the community-owned long-form content lexicon. This is, in my opinion, the most important signal of community health beyond the launch and ~success of Bluesky. Community coming together around a standard format for a standard type of content, entirely separate from Bluesky PBC. Data Fundamentally, the AT Protocol is about data ownership. Lexicons define structure for data, data is stored in records on a Personal Data Server (PDS), and the protocol defines how data is moved. It's way more complicated than that, but that gets you like 80% of the way there in most cases. These are some resources that are useful for the data part of AT Protocol development. HappyView - a one-click deployable AppView. AppViews have been called "the hardest part of AT Protocol Development" (I've seen this and am too lazy to find the source), but HappyView legitimately makes it completely trivial. bluesky-social/pds - The reference PDS implementation from Bluesky. I've heard criticisms but it is the reference implementation, so... Tranquil PDS - I've had a number of folks tell me this is the best deployable PDS. I have no stake in it but there's some social proof for you. Utilities These are some utilities that I've either personally found useful when building for the AT Protocol or poked at and am looking forward to using but haven't had the need yet. microcosm.blue - open-source APIs that can be super useful for AT Protocol development, depending on what you're building. pdsls - web interface for exploring the AT Protocol. It's got a pretty comprehensive record viewer + there's firehose, jetstream, spacedust, and labeler tooling. atproto.at - a different web interface for exploring the AT Protocol. Bunch of good features, I prefer pdsls but atproto.at has a really great UI. ATStore - positioning itself as the "AT Protocol App Directory", the ATStore is so far the steward of "here's different apps that take advantage of the AT Protocol". I definitely have some complicated feelings about the ATStore, but it is the central hub for discovery currently. atproto.md - Authless markdown representation of any AT Protocol record. atmosphere.money - ATM (Atmosphere Money) is a jab at trying to get payments natively into the AT Protocol. Things Built With AT Protocol Just a number of things that are built on top of AT Protocol that are... neat and can show you some of the breadth of what is possible. I've found sharing this often helps people understand that it's not just about building a Twitter clone or social apps. BeaconBits - check-in app, similar to swarm. It's browser-only, which I feel tanks its viability as a consumer app, but it's pretty nice in-browser. atmowx - weather data, on AT Protocol. Super cool to see data binded and visualized to the protocol. adsb - flight data, crowdsourced onto the protocol. Super super cool, hits my special interests perfectly. plyr.fm - social music on the AT Protocol. Kinda like SoundCloud, but the songs are hosted in users' PDSes. Marque - domain registrar built on the AT Protocol. If you're building an app where users register and would want to get their own domain, you can use Marque as an interface for that - pretty nifty. Okay that's it. Hit me up at @bnb.im if you have suggestions. I might add them, I might not. If you made the thing I'll probably be more hesitant, but there's a shot.
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