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How Europe is killing makers and micro-entrepreneurs

lectronz.com · 888 points · Discussion




Lectronz is a marketplace for open-source hardware makers and DIY electronics. Most of our sellers are not factories or well-funded start-ups. They are engineers, independent designers, and hardware enthusiasts working from spare rooms, garages, and tiny workshops.


Some earn a living from their products. Some sell only a handful of boards each year. Others build ten units simply because they created something useful and want to share it with the community. Occasionally, one of those experiments grows into a real business. Every Arduino begins somewhere.


But the European Union's new packaging rules now threaten to kill the world of makers and micro-entrepreneurs, putting jobs, livelihoods and an entire ecosystem of innovation at risk.


And this threat is not just limited to makers and engineers. It affects artists, craftspeople and other micro-entrepreneurs selling their work across the EU.


A good idea, a terrible implementation


The EU has required producers to take responsibility for packaging waste for many years through Extended Producer Responsibility (EPR) schemes. The new Packaging and Packaging Waste Regulation (PPWR), which generally applies from 12 August 2026, aims to harmonise packaging rules across the European Union and reduce waste.


The main idea of EPR is sensible: businesses that place packaging on the market should help finance its collection and recycling.


For makers, this means taking responsibility for the boxes, envelopes, plastic bags and other packaging used to deliver their products. This is an idea we can all get behind.


Unfortunately, instead of creating a single European system, the PPWR preserves a fragmented national model. A business selling directly to customers across the EU must register and fulfil its obligations separately in every Member State where its packaging becomes waste. For large companies, this is part of the cost of doing business; for micro-businesses selling only a handful of products into each country, the cost and administrative burden can be wildly disproportionate to the amount of packaging involved.





Imagine an engineer in Greece who designs a €25 open-source sensor board... 


During the first year, he sells five to Germany, two to France, two to Austria and one to Belgium. Each ships in a small antistatic bag and a padded envelope. The amount of packaging generated for each sale is probably around 50 grams. 


He has just become a packaging waste producer in four countries.


Based on indicative prices currently quoted by national schemes and compliance providers, the annual cost for France alone can look like this:



	Registering for a packaging scheme, totalling €110 in fees per year.

	Using the services of an Authorised representative, adding €190 to €300 in costs per year.

	Spending time registering, documenting, and reporting waste created.




These indicative costs continue to add up for each country: 



	Belgium: €50 to €100 administrative fees per year, plus the services of an authorised representative (approx. €250 to €450).

	Germany: registration is free, but packaging-scheme participation starts at approximately €10 per year, plus an authorised representative costing around €190 per year.

	Austria: €250 administrative fees per year, plus the services of an authorised representative (approx. €100).




In short, the barrier to entry for these four countries totals €1150 per year in an optimistic scenario.


The weight-based environmental contribution associated with half a kilogram of packaging should be measured in cents. The bureaucracy required to account for it is measured in thousands of euros.





Now imagine you want to sell to all 27 Member States! To make it worthwhile, our Greek engineer needs to sell not 10 boards, not 100, but literally thousands of boards every year from the very start. 


It simply isn’t worth it anymore. 


Killing innovation softly


Often, innovation doesn’t come from large established corporations, but from small businesses that start from scratch with new ideas and little money. Before becoming successful and selling millions of products, many companies started selling 10, then 100, then 1000. Most businesses never make it there. But there has to be space where ideas can be tested. This is one of the reasons Lectronz exists. 


In the past year, while some sellers on Lectronz sold hundreds of products, half of our registered sellers got fewer than 10 orders. This is not a bug, but the nature of a marketplace like Lectronz where makers are free to experiment with product ideas. Some ideas don’t work. Some creators on Lectronz only build 10 units and share them with the community without making a profit. But even products that “fail” have a value. When hardware creators share them with the community, they help others grow as well. One piece of hardware may unlock the creation of another, leading to new product ideas and innovation. 


The EPR regulations threaten the existence of this innovative space in the EU.


EU policymakers keep sounding the alarm about Europe’s lack of innovation, but seem hell-bent on making it as hard as possible for innovation to emerge at all, with regulations that create a disproportionate barrier to entry for micro-enterprises and SMEs. It’s an environment where only big players like Amazon, Temu, or eBay can exist. 


Lectronz is also a micro-enterprise


Lectronz collects a 5% fee on every transaction it processes. We waive this fee on the first five sales to encourage sellers to test our platform. After years of work, and with the recent surge of new sellers joining our platform in 2026, Lectronz now generates roughly the equivalent of one modest salary. 


I did not build it to become the next Amazon. I built it because independent hardware creators deserve a marketplace designed for them.


If these rules force many of our sellers to withdraw from the European market, they could also make Lectronz itself unviable. After everything we have built together, that would be personally heartbreaking.


For now, Lectronz sellers should not expect any immediate disruption. It remains unclear how national authorities will enforce these rules against makers and micro-enterprises, and we will continue monitoring the situation closely.


What are the solutions?


If these regulations are applied strictly, the short-term solution for makers is simple: stop selling in the EU and ship exclusively to non-EU markets. 


Yes, you read that right. For a French micro-entrepreneur, it makes more sense to ship products to the US than to ship to neighbouring Germany or Belgium, for example. This is true even with any US tariffs in place. 


Of course, limiting sales to the US is not a viable solution for some sellers. It's also a loss for the European economy itself. I still hope that we can work out realistic solutions that can help restore the EU single market for micro-enterprises. Here are some ideas.


Solution #1: Introduce an EU-wide de minimis threshold.


Exempt small-volume sellers and micro-enterprises from cross-border packaging obligations. The threshold would apply only to producers that are below a specific volume of waste and/or a specific yearly turnover. 


Solution #2: Create an EU EPR One Stop Shop.


Create a centralised EU portal where sellers can register, report waste, and pay truly reasonable fees at once, for all Member States where they ship products. This could mimic the mechanism that already exists for VAT with the One Stop Shop (OSS). 


Ideally, since we are in 2026, most of this work should be done through a modern open RESTful API (not web forms) and open-source software, to be as automated as possible. 


Solution #3: Allow marketplaces to represent and manage micro-enterprises collectively as if it were a single producer.


A mechanism should allow marketplaces like Lectronz or Tindie to register, report waste, and pay reasonable fees on behalf of all their sellers as if they were collectively one producer of waste.


This means that the marketplace would pay administrative fees and other EPR costs corresponding to a single producer, that would collectively represent all its sellers. For Lectronz, this would have a non-trivial impact in terms of cost and administrative work, but it might be achievable under the right conditions.


As stated above, using a common API standard for all countries would help automate things.


Make your voice heard


Again, to reiterate, we support the idea of reducing waste and promoting sustainability. But there’s got to be a better, simpler, and fairer way to do it. 


This regulation is having a massive effect on the entire ecosystem of micro-businesses, not just makers. It affects artists who sell their creations online. Local traditional food producers who export their products across the EU. It also affects craftspeople who sell their work online through their own website or dedicated platforms like Etsy. Beyond the small world of makers and DIY electronics, this will have an impact on the livelihood of potentially hundreds of thousands of people in the EU. 


And to be clear: these rules affect not only businesses in the EU, but any business that sells to buyers in the EU.


Jeanette Koňarčíková, an independent artist and micro-entrepreneur from Slovakia, launched an online petition to draw the attention of policymakers to this issue:


https://www.change.org/p/stop-destroying-eu-micro-businesses-immediate-moratorium-on-cross-border-epr-fees


The petition is thoughtful and well-written. I encourage you to read and sign it!


The European Commission also has an open public feedback page for this issue here:


https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/15352-Packaging-and-packaging-waste-rules-on-national-registers-of-producers_en


Consider leaving feedback there as well.


Recently, the European Commission has begun to recognise part of the problem and has proposed suspending the requirement to appoint an authorised representative in every destination country until 2035. But this proposal has not yet been adopted. Unfortunately, this proposal may take time to be voted on and enter into force. By then, many small businesses may have closed. More importantly, removing the authorised-representative requirement would address only part of the problem. Rules like this risk undermining trust in the European project itself. What’s the point of the EU if the single market no longer exists for micro-enterprises? 


Here at Lectronz, we will continue to move forward and hope for the best. 


But make your voice heard now to make sure policymakers understand the urgency of this issue!





Original: https://lectronz.com/u/lectronz/articles/how-europe-is-killing-makers-and-micro-entrepreneurs · Discussion
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Xiaomi: New CPU matches Apple cores single threaded, much faster multithreaded

twitter.com · 586 points · Discussion

https://xcancel.com/lemire/status/2091894299289874926

Original: https://twitter.com/lemire/status/2091894299289874926 · Discussion
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I were 17, I'd learn how to build LLMs from scratch

twitter.com · 475 points · Discussion

https://xcancel.com/paulg/status/2091544343589060625

Original: https://twitter.com/paulg/status/2091544343589060625 · Discussion
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Executable Is a SQLite Database

fzakaria.com · 436 points · Discussion







  

  

  I have been probably obsessed with two things in the last few years: Nix as a tool to explore
innovative ideas that require the capability to rebuild the world and replacing ELF with SQLite as an executable format. You might have noticed that these two ideas are well suited to each other.


I explored the idea during my PhD thesis but found feedback from others unmotivating. 
Radical ideas are hard to sell, as you are working against the inertia of the established
solution.


[image: Four-panel comic. A crow at a microphone says "Nix is great"; the audience boos and shouts "get better material"; the crow looks stricken; the last panel shows its remaining cue cards, which read "SQLite can be an object file format".]


One of the end results of that exploration was sqlelf,
a tool that lets you explore an ELF file declaratively using SQL.11I wrote a paper, arXiv:2405.03883,
that I failed to get published and a follow-up post on querying with it. 
SELECT name FROM elf_symbols instead of fiddling with readelf and grep.
It was remarkably simple by leveraging virtual tables over the ELF: however I found it
to be a refreshing improvement to explore the ELF file format. I knew however that
there is still something much bigger to be done.


I never let the idea go and with the recent improvements with LLMs, I find it compelling to revisit these ideas to explore further. Specifically, can we replace ELF with SQLite as an executable format? 🤔


Not “a database that describes an executable”, but the actual file you chmod +x
and run.


$ file hello
hello: SQLite 3.x database, application id 0x53454c46, user version 1

$ ./hello
Hello, world!

$ sqlite3 hello 'SELECT soname FROM ldd'
libc.so.6




I developed a pretty fleshed out prototype. It is called SELF, the Structured Executable & Linkable Format, because I am unoriginal. It is on GitHub if you are interested. I’m surprised about all the interesting things that fall out of this idea.


§ELF is a database that refuses to admit it


Working through my PhD, I realized something that bugged me. ELF is already a database. It just implements many database primitives by hand, along with a surprising number of
data structures for performance, like a bloom filter for symbol lookup.




If you ever have to analyze or parse ELF, the kernel, ld.so, binutils, LIEF, goblin, readelf, you are re-implementing the same parser over and over again. Every producer re-implements the same serializer.


The format itself is incredibly terse, designed for a world where disk space and network
bandwidth was at an extreme premium. Modifying the format is hard, you often have to zero out
sections and add new ones since it is packed so tightly. There is also no self-describing schema. ELF itself is a very generic format that supports sections of data that by convention
are interpreted in specific ways but the format does not enforce it.


SQLite is the counter-example. They are a self-describing
format that is extremely stable. It is designed to be extended to support new features without breaking existing consumers and supporting a wide range of queries performantly.


If we were to replace ELF with SQLite, what would fall out and can all of the necessary information be represented in a SQLite database? The answer is yes, and it is surprisingly simple.


§What falls away


A SELF file needs two tables to run: self_meta is the ELF header as key/value
pairs and segments is the load image, one row per program header with the bytes
in a BLOB:


CREATE TABLE segments (
  -- original phdr index
  id      INTEGER PRIMARY KEY,
  -- 'load' | 'tls' | 'stack' | 'relro'
  type    TEXT NOT NULL,
  -- original file offset
  offset  INTEGER NOT NULL,
  vaddr   INTEGER NOT NULL,
  filesz  INTEGER NOT NULL,
  memsz   INTEGER NOT NULL,
  r INTEGER, w INTEGER, x INTEGER,
  align   INTEGER NOT NULL DEFAULT 4096,
  -- the segment bytes; NULL for pure BSS
  content BLOB
);




A single table for the symbol table replaces many of the ELF sections and the .gnu.hash index. It is a single table with a single index:


CREATE TABLE symbols (
  id      INTEGER PRIMARY KEY,
  name    TEXT NOT NULL,
  -- 'GLIBC_2.2.5'
  version TEXT,
  value   INTEGER,
  size    INTEGER,
  -- 'func' | 'object' | 'tls' | ...
  type    TEXT,
  -- 'global' | 'weak' | 'local'
  bind    TEXT,
  defined  INTEGER NOT NULL,
  exported INTEGER NOT NULL
);
CREATE INDEX idx_symbols_name ON symbols(name, version);




Our capability to include an index is equivalent to .gnu.hash and .hash in ELF, but it is a proper b-tree index maintained by SQLite instead of a hand-rolled bloom filter.22.gnu.hash is a bloom filter plus bucket chains, laid out so
ld.so can reject a miss without touching the chain during symbol discovery. 


Surprisingly a lot more falls out as well: .dynstr is gone, because name is TEXT and SQLite already interns strings, symbol versioning is a column, not the .gnu.version_r / .gnu.version_d contraption and there is no need for a strings table.


Other tables exist as well for metadata which exist for tooling: sections,
notes, dynamic_entries. Delete them and the program still
runs, which means strip(1) is a transaction:


# ldd(1)
$ sqlite3 hello 'SELECT soname FROM ldd' 
libc.so.6

# nm -D --undefined
$ sqlite3 hello 'SELECT name,version FROM imports LIMIT 3'
__libc_start_main|GLIBC_2.34
_ITM_deregisterTMCloneTable|
puts|GLIBC_2.2.5

# readelf -l
$ sqlite3 hello \
    "SELECT type,vaddr,memsz,r,w,x FROM segments WHERE type='load'"
load|0|1744|1|0|0
load|4096|361|1|0|1
load|8192|312|1|0|0
load|15768|640|1|1|0

# strip(1)
$ sqlite3 hello 'DELETE FROM sections; DELETE FROM notes; VACUUM;'
# 57344 -> 49152 bytes

# still runs,  the optional tables were optional
$ ./hello
Hello, world!




All the tools that operate on ELF files for reading, reduce to queries over the database.
Any tool that modifies an ELF file, like strip, can operate on the database within a transaction rather than performing fragile offset surgery: strip is a DELETE and VACUUM. patchelf is an UPDATE.


Any information missing from the schema can be easily exposed via a view. For example, ldd is a query over the needed table, which is a join of the symbols table with the segments table to find the sonames of the libraries needed by the program.


CREATE VIEW exports AS SELECT name, version, type, size FROM symbols WHERE exported = 1;
CREATE VIEW imports AS SELECT name, version FROM symbols WHERE defined = 0;
CREATE VIEW ldd     AS SELECT ord, soname FROM needed ORDER BY ord;




§How does it work?


SQLite reserves a 4-byte
application_id at byte
offset 68 of its header, for exactly this purpose. We stamp it SELF, so an
ordinary SQLite database never matches:


$ xxd -s 64 -l 8 hello
00000040: 0000 0001 5345 4c46                      ....SELF




We can now leverage binfmt_misc, the subsystem that allows you to invoke any binary as if it were native. We need only to register
the magic to trigger on and an interpreter that will invoke our new file format.


On NixOS the registration is a few lines matching the SQLite magic at offset 0
and SELF at 68:


boot.binfmt.registrations.self = {
  recognitionType = "magic";
  offset = 0;
  # bytes 0-15, 68-71
  magicOrExtension = "SQLite format 3\\x00" + ... + "SELF";
  # ignore the middle
  mask = "\\xff..\\x00..\\xff";
  interpreter = "${self-exec}/bin/self-exec";
};




For now, I have a small tool elf2self that converts an ELF file into a SELF file. It is a simple postFixup hook you can opt into per package on NixOS. The tool reads the ELF, extracts the program headers and symbol table, and writes them into the SQLite database. We could look at extending gcc or ld to emit SELF directly, but for now this is a simple way to explore the idea.




self-exec is the interpreter. It is a small C program linked against libsqlite3.
Its implementation is remarkably similar to that of ld.so but it fetches the program headers and symbol table from the database instead of reading them from the ELF file.
It maps the loadable segments into memory, relocates them, and jumps to the entry point.



  Note
self-exec has to stay an ELF file. An interpreter that also matches the
registration recurses straight into -ELOOP.




§Dynamic linking


Running a static program was quick and easy but boring and unimaginative. The interesting part is dynamic linking, which is where the database shines.


I explored two different ways to do dynamic linking. The first is to keep ld.so and just replace the lookup with a SQL query via glibc rtld-audit interface, to quickly iterate on the design. The second is to replace ld.so entirely with a new dynamic linker that does the entire lookup and binding in SQL.


glibc’s rtld-audit interface lets an audit library intercept every shared object lookup (la_objsearch) before any filesystem search happens, dlopen included. The audit library can then answer the question “which library satisfies this symbol?” with a SQL query instead of walking the RUNPATH and LD_LIBRARY_PATH. Stock ld.so maps and relocates it, so the full gamut of glibc features work: lazy PLT, IFUNCs, TLS and symbol versioning, while library storage are rows and library lookups are queries.


# no ELF library anywhere on disk
$ rm libgreet.so.1
$ ./app
./app: error while loading shared libraries: 
       libgreet.so.1: cannot open ...

$ self scan --db system.db .
$ SELF_SYSTEM_DB=system.db LD_AUDIT=libself-audit.so ./app
Hello, world, from a SQLite library!




I was curious what a fully SQL dynamic linker would look like, so I prototyped one. It is called self-ld and it is a small C program that implements the dynamic linker entirely in SQL. It is a proof-of-concept, but it works. It maps every object’s segments, publishes their exports, and for each relocation patches the GOT and jumps to the start.


SELECT s.value + o.load_bias
FROM   relocations r
JOIN   symbols s ON r.symbol = s.id
JOIN   objects o ON s.object = o.id
WHERE  r.id = ?
ORDER BY o.load_order
LIMIT  1;




§Cost & Benchmark


The two things that often matter when replacing a well-established format are size and latency. How much bigger is a SELF file than an ELF file, and how much slower is it to run?


Size. A SELF file carries SQLite’s b-tree overhead and lands at roughly
double the ELF.




Similar to ELF binaries, most of that is recoverable, because the overhead is mostly the optional tables for debugging and tooling. Stripping them and deleting them is a transaction. A stripped coreutils SELF is 1,794,048 B against the ELF’s 1,768,632 B, that is within 1%.


We will see though that there are interesting ways to amortise the overhead even more which I found very unique and interesting.


Latency. I benchmarked various binaries from a 15 KiB hello to a 42 MiB gdb
linking 47 libraries:




There is a fixed ~5 ms to open SQLite and start the interpreter, plus a copy proportional
to the image. That copy is worse than it looks, because the b-tree pages are not mapped into memory. Two processes running the same SELF binary do not share text pages the way a normally-mmap‘d ELF does, because the bytes are copied out of the b-tree rather than mapped.33You might notice that curl (274 KiB, 27 libraries) starts slower than ELF git
(4.6 MiB, 5 libraries). That is ld.so doing work proportional to the
number of objects rather than the number of bytes, which I have
complained about before. 


§The system is a closure


A SQLite database though need not merely be a single executable. It can be a closure, a single file that contains a program and all of its transitive dependencies. The ldd output of a program is ambiguous: it only lists the sonames of the libraries it needs, not the specific files that satisfy those needs. Nix improves upon this by explicitly resolving every edge to a specific store path via the use of RUNPATH.44I have written about RUNPATH on Nix before such as
making it redundant or
speeding it up. 


We can do the same in SELF by storing the resolved path of each edge in the database:


CREATE TABLE objects (id INTEGER PRIMARY KEY, path TEXT UNIQUE,
                      soname TEXT, kind TEXT, is_root INTEGER);
CREATE TABLE needs (
  object_id     INTEGER REFERENCES objects(id),
  ord           INTEGER NOT NULL,
  soname        TEXT NOT NULL,
  -- the FK that kills ambiguity
  resolved_path TEXT REFERENCES objects(path)
);




self closure packs a binary and its transitive dependencies into one database
with those edges filled in. Shared library resolution stops being a guess and
becomes a foreign key and ldd becomes a JOIN 🤯:


$ self closure "$(readlink -f $(command -v ls))" coreutils.db
ls + closure -> coreutils.db

$ sqlite3 -column coreutils.db \
    "SELECT n.soname, substr(n.resolved_path, 12, 20)
     FROM needs n JOIN objects o ON o.id = n.object_id
     WHERE o.is_root = 1"
libgmp.so.10          rfabfsmwq02sn94mb3qg
libacl.so.1           x0zgiss9hdzcsll3cswg
libattr.so.1          08nfpyc4qhzdkc37nznv
libc.so.6             8kvxvr3pmsypxiypq4g8




This single database is a closure of the ls executable and its five libraries:
six objects, segment bytes and all, in one 4.8 MiB file. There is no soname ambiguity inside a closure, because a closure by
construction contains exactly one provider per edge.




§How far does this go? One file, one userland


I hope you’ve been with me so far, because this is where it gets really interesting.
We can go even further and pack multiple closures into a single database.


[image: Five-panel Inception meme. Cobb: "your executable is a SQLite database." Fischer: "and the libraries it links?" Cobb: "also SQLite, so is the whole userland, one file." Fischer: "how far down does this go?" Cobb, winking: "you are in one right now."]


I pointed self closure at every ELF binary on this system’s PATH: 723 executables,
which pull in 400 distinct shared libraries. 1,123 objects, 346,386 symbols,
3,808 dependency edges, all as one SQLite file.


Turns out when you do that, the database is much smaller than you would expect.




611.9 MiB of database against 644.4 MiB of ELF files. The whole userland,
as one queryable file, is smaller than the files it came from. The b-tree cost that doubled a single hello amortises to nearly nothing across 1,123 objects and is roughly 6% over
the actual program bytes.


The libraries and closure are shared across the executables very similar to how Nix might share them across multiple closures, if the store-path was the same. If every root shipped its own private closure (i.e. the AppImage model), the same 723 programs would come to
5.53 GiB but the deduplication of libraries and symbols falls out naturally from the database schema.


$ sqlite3 userland.db \
    'SELECT count(DISTINCT soname), count(*)
     FROM objects WHERE soname IS NOT NULL'
345|399

$ sqlite3 -column userland.db \
    'SELECT soname, count(*) FROM objects
     WHERE soname IS NOT NULL
     GROUP BY soname HAVING count(*) > 1
     ORDER BY 2 DESC LIMIT 4'
libsystemd.so.0   3
libpthread.so.0   3
libgcc_s.so.1     3
libc.so.6         3

$ sqlite3 userland.db \
    "SELECT count(*)
    FROM needs
    WHERE resolved_path IS NULL AND soname NOT LIKE 'ld-%'"
4




Many common idioms we use in ELF immediately fall out of the database. For example, LD_PRELOAD is a row in a table rather than an environment variable. The preload table is a list of objects to map last, so their exports win. This means that turning LD_PRELOAD on and off is a transaction.


$ ./app.self; echo $?
13

$ sqlite3 system.db "BEGIN;
    CREATE TABLE preload(ord INTEGER PRIMARY KEY, path TEXT);
    INSERT INTO preload VALUES (0, 'libmul.so.1.self');
  COMMIT;"

# same binary, no env var, no relink
$ ./app.self; echo $?
42

$ sqlite3 system.db 'DELETE FROM preload;'
$ ./app.self; echo $?
13




We were able to accomplish an atomic LD_PRELOAD across a whole userland
in one file, “interpose a tracing malloc everywhere, then ROLLBACK” is a
single transaction. 😈


§Where it stands


The format is done and round-trips between ELF and SELF losslessly. The tooling is done and can query, modify, and pack closures.  Lookup through SQL works on unmodified glibc programs perfectly and the native-SQL loader works enough to explore it as a possibility for ideas.


The whole thing is at fzakaria/selfdb.
nix run .#self-vm boots a NixOS VM where hello is a SQLite database. 🙌


Nix lets us explore radical ideas like this. We can rebuild the world down to the Linux kernel if needed. We need not be constrained by the existing decisions and constraints of the past. We can explore new ideas and see what falls out. I hope you find this idea as interesting as I do.





  





Original: https://fzakaria.com/2026/08/23/your-executable-is-a-sqlite-database · Discussion
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MS Paint and Photos inivisibly watermark even locally generated output with GUID

xusheng.dev · 418 points · Discussion

Reverse engineering reveals how Paint and Photos embed a server-issued GUID into the pixels of locally generated AI images.

        TL;DR


	Microsoft Paint supports both local and cloud image generation

	Paint and Photos also ship local AI models

	The two apps send the prompt to a remote server for moderation

	The server returns a GUID along with the moderated prompt

	The GUID is embedded into the locally generated image as an invisible watermark

	A separate visible-watermark setting does not control this invisible watermark

	On Copilot+ PCs, image generation is local but prompt moderation remains remote

	Microsoft discloses that Paint adds C2PA metadata to AI-generated images

	AI-generated image saves limited to C2PA-preserving formats: PNG, JPEG, GIF, and .paint



[image: Paint sends the user prompt to Microsoft’s moderation server, receives a moderated prompt and watermark GUID, generates the image locally, and embeds the GUID into the final image pixels]

A curious look at Microsoft Paint

This research started with my curiosity about Paint. I recently had some success looking into less-explored Windows features like UCPD, WHESCVC, and I have long known that Microsoft
added a bunch of AI features into the Paint app.
I do not know if anyone actually uses Paint + AI to generate images, but I wanted to see how exactly the image generation works.

Before I started, I expected that it simply called a remote API to do the image generation. However, after I set up Binary Ninja MCP with Codex and started the analysis, I soon realized that Microsoft actually shipped local models in Windows as part of Copilot.

The Paint App is sitting in the following path (yes, they are all Windows Apps now):

C:\Program Files\WindowsApps\Microsoft.Paint_11.2605.71.0_x64__8wekyb3d8bbwe\PaintApp\


And there are four apparent model files with the .onnxe extension:

seg.onnxe          23.1 MB
inseg_enc.onnxe    28.0 MB
inseg_dec.onnxe    16.5 MB
mager.onnxe       302.4 MB


The format of seg.onnxe was previously known, i.e., when it is XORed with the string Microsoft_2023, it becomes a normal ONNX file. However, the format of the other three .onnxe files initially looked different.

It turned out that Microsoft had not changed the algorithm, only the key. segapi.dll contains a small key registry:

ps_enc_key.1.0.80-main -> "Microsoft_2023"
ps_enc_key.1.0.81-main -> a 4,096-byte alphanumeric string


After decryption, onnx.checker.check_model() works on all of them:


	
			
						Model
						Graph
			

	
	
			
						seg.onnx
						1,094 nodes, input input_image, output output
			

			
						inseg_enc.onnx
						1,014 nodes, output image_embeddings
			

			
						inseg_dec.onnx
						1,133 nodes, inputs for embeddings, points and masks; output masks
			

			
						mager.onnx
						15,284 nodes, image/mask inputs; output output
			

	


A visible watermark

While walking through these files, I found a Watermarker.dll:

[image: The properties of Watermarker.dll included with Microsoft Paint]

This is not super surprising to me, because while I interacted with the Paint app, I already discovered that it has a setting to embed a visible watermark to the image that it produces:

[image: Paint offers Never, Always, and Ask every time choices for its visible AI watermark]

The visible watermark is just a small Copilot logo at the bottom right of the image, which is totally normal.

Then, out of nowhere, I decided to ask AI to analyze the DLL and see if it could also be embedding an invisible watermark. This is part of my intuition as a reverse engineer, because the file is 1.67 MB in size, which is unusually large for such trivial functionality (arguably, the visible watermark does not even require a separate DLL). Apparently, the recent Claude Code text-watermark announcement also played a role in prompting me to think about this possibility.

An invisible watermark

To begin with, the visible watermark is added by AddPerceptibleWatermark:

CPBDoc::Save(...)
  |
  `-- perceptible-watermark save helper(bitmap, WatermarkSetting)
        |
        +-- WatermarkSetting::Never
        |     `-- return the original bitmap
        |
        +-- WatermarkSetting::AskEveryTime
        |     `-- show the Yes / No confirmation popup
        |           +-- No: return the original bitmap
        |           `-- Yes: continue
        |
        `-- Always or confirmed Yes
              +-- Paint::AI::GetPerceptibleWatermarkSvg()
              `-- Paint::AI::AddPerceptibleWatermark(bitmap, SVG stream)
                    `-- composite the visible Copilot logo


Then there is also a different WmkWriteWatermark function:

Watermarker.dll!WmkWriteWatermark(
    output_pixels,
    payload,
    payload_length,
    width,
    height,
    stride,
    input_pixels,
    pixel_format);


Tracing the call tree, we can see WmkWriteWatermark is called after a local Stable Diffusion image generation. And if WmkWriteWatermark fails, Paint converts the entire generation into an error rather than returning the image without it:

CocreatorViewModel::GenerateImageAsync(...)
  |
  `-- Paint::AI::StableDiffusionHelpers::GenerateAsync(..., watermarkId, ...)
        |
        `-- Microsoft.ImageCreation.ImageGenerator
              |
              `-- NPU-generated image result
                    |
                    +-- output safety/moderation checks
                    |
                    +-- Paint::AI::AddWatermark(bitmap, watermarkId)
                    |     |
                    |     `-- Watermarker.dll!WmkWriteWatermark(...)
                    |           |
                    |           +-- success: return the watermarked bitmap
                    |           `-- failure: turn generation into an error
                    |
                    `-- construct successful StableDiffusionResult


Then it is natural to ask what the incoming payload actually is. It quickly becomes apparent that it must be 16 bytes:

if (payload_length < 16)
    return -6;

if (payload_length > 16)
    return -5;


It is funny to me that the code is using two different error codes when the payload is too short or too long. The function then ignores the length parameter and uses a hard-coded loop bound when it copies the payload:

for (size_t i = 0; i < 16; i++)
    message.push_back(payload[i]);


We do not yet know what the 16-byte payload is, but as we will see later, it is a GUID! WmkWriteWatermark does not embed the GUID directly. Its wrapper constructs the following 18-byte (144-bit) message:

0x4c || GUID[0..15] || (sum of the 16 GUID bytes modulo 256)


The core encoder rounds the usable image dimensions down to multiples of eight and keeps 144 counters, one for each bit. It requires every bit to be placed at least three times.

The encoder itself can be summarized as:

WmkWriteWatermark(output, guid, 16, width, height, stride, input, format)
  |
  +-- validate pointers, format, stride, and payload length
  +-- require width >= 192 and height >= 192
  +-- construct payload
  |     `-- 0x4c || GUID || byte-sum checksum
  +-- expand 18 bytes into 144 individual bits
  +-- round usable dimensions down to 8-pixel boundaries
  +-- scan/select suitable image blocks
  +-- quantize selected block/matrix values according to each bit
  +-- require at least three successful placements per bit
  |     |
  |     `-- insufficient capacity -> return -8
  `-- reconstruct RGB pixels into the output buffer


The embedding loop performs small quantized changes over selected image blocks. It contains 3-by-5 matrix operations and a matrix-decomposition routine, and it uses constants including 24.0, 0.25, 0.5, and 0.2. This looks like a content-adaptive block-domain, SVD-style watermark.

I am not an expert in image watermarking, but one thing should be clear – this is an invisible watermark! AI even wrote some code to call this function directly and tested it with a synthetic 512-by-512 BGRA image – 193,376 of the 262,144 pixels changed after adding the watermark.

That led to the next question. Where does the input of the watermark come from?

a GUID from remote prompt moderation

At the WmkWriteWatermark boundary, the payload is only a pointer and a length. Knowing that it must be 16 bytes was a clue, but many things can be 16 bytes. I therefore started walking backward through its callers. The immediate wrapper in PaintAIManager.dll has this symbolized signature:

Paint::AI::AddWatermark(
    Gdiplus::Bitmap& image,
    winrt::guid const& watermarkId);


winrt::guid, yikes! Now we know that the 16-byte watermark payload is indeed a GUID.

Further tracking the source, we find that the GUID actually comes from a network request. Before Paint runs the local image model, AIServices.dll sends the prompt and style to:

https://apsaiservices-a0fqcjc6bzbhgdcd.b02.azurefd.net/
v1/paint-cocreator/moderate-prompt


The request is JSON and contains at least these fields:

{
  "prompt": "...",
  "style": "...",
  "lastPromptGenerationId": "..."
}


The response parser expects:

{
  "revisedPrompt": "...",
  "promptGenerationId": "...",
  "watermarkId": "...",
  "containsHumanReference": false
}


Static analysis is nice, but at this point I wanted to see a real response from
the server. I reused Paint’s own authenticated session and sent the following
prompt through the moderation endpoint:

a cobalt blue circle above a tiny orange square


The server returned HTTP 200:

{
  "revisedPrompt": "a cobalt blue circle above a tiny orange square",
  "promptGenerationId": "74d9e06b-adea-43ce-85fe-186a26e2e34a",
  "watermarkId": "83424621-03cb-40e3-9808-a9fae837156d",
  "containsHumanReference": false
}


I also tried the prompt a portrait of a smiling person wearing a blue hat.
This time the response contained a different pair of
GUIDs and containsHumanReference was true. The field is therefore a
server-side classification of whether the prompt refers to a human. Paint
parses and stores it alongside the IDs, although I found no evidence that it
controls the watermarking step itself.

ParseModerateResponse parses both ID strings as GUIDs and rejects zero values with InvalidPromptGenerationId or InvalidWatermarkId. The server’s watermarkId is what becomes part of the generated image:

PaintUI.dll
  `-- IPromptModerationService
        `-- PaintAIManager.dll
              `-- AIServices.dll!ModerateAsync(...)
                    |
                    +-- build JSON
                    |     +-- prompt
                    |     +-- style
                    |     `-- lastPromptGenerationId
                    |
                    +-- HTTPS POST /v1/paint-cocreator/moderate-prompt
                    |
                    `-- AIServices.dll!ParseModerateResponse(response)
                          +-- revisedPrompt
                          +-- promptGenerationId -> parse as GUID
                          +-- watermarkId        -> parse as GUID
                          `-- containsHumanReference
                                |
                                `-- PaintUI stores WatermarkId
                                      `-- StableDiffusionHelpers::GenerateAsync(..., watermarkId, ...)
                                            `-- local Stable Diffusion result
                                                  `-- Paint::AI::AddWatermark(bitmap, winrt::guid const&)
                                                        `-- WmkWriteWatermark(..., guid, 16, ...)
                                                              `-- modified RGB pixels


In other words, “generated locally” does not mean that the complete operation is local. Microsoft receives and moderates the prompt, then issues the unique GUID that Paint embeds into the locally generated image. Paint also sends the previous promptGenerationId as lastPromptGenerationId with its next moderation request, allowing successive requests to be linked explicitly.


There is another piece to this story. Paint does more than alter the pixels. It also attaches C2PA Content Credentials to the saved file. The code responsible for this lives in ProvenanceHelper.dll, backed by provenancesdk.dll.

For the local Stable Diffusion path, the flow looks like this:

local Stable Diffusion result
  |
  +-- Paint::AI::AddWatermark(bitmap, watermarkId)
  |     `-- Watermarker.dll!WmkWriteWatermark(..., watermarkId, 16, ...)
  |
  `-- AIServices.dll!SignIngredientOnlineAsync(..., promptGenerationId, image, ...)
        |
        +-- POST /v1/paint-cocreator/image-sign
        |     +-- imageMetadata
        |     |     +-- PromptGenerationId
        |     |     +-- GenerationSeed
        |     |     +-- CreativityLevel
        |     |     +-- AIFVersion
        |     |     `-- moderation scores
        |     `-- imageToSign.jpg
        |
        `-- ParseProvenanceResponse(...)
              `-- server-supplied C2PA manifest
                    `-- ProvenanceHelper::InsertManifestIngredient(...)
                          `-- AuthoringFinalizeOutputToBufferAsync(...)
                                `-- final image with C2PA metadata


Notice that the signing request sends PromptGenerationId, while the image already contains the separately returned watermarkId. The server assigned both values during moderation, so it can associate the signing request with the watermark already present in the submitted pixels.

I then saved a real image directly from Paint’s Image Creator and inspected its PNG chunks. Immediately after IHDR was an 18,979-byte caBX chunk containing a signed C2PA manifest. The interesting part was this:

{
  "c2pa.soft-binding": {
    "alg": "com.microsoft.invismark.1",
    "blocks": [
      {
        "scope": "the entire image",
        "value": "83424621-03cb-40e3-9808-a9fae837156d"
      }
    ]
  },
  "c2pa.actions.v2": {
    "actions": [
      {
        "action": "c2pa.watermarked",
        "description": "Content watermarked by Microsoft Responsible AI"
      }
    ]
  }
}


Decoded into something more readable, the manifest says:


	Generator: Microsoft Responsible AI Provenance

	AI system: Azure OpenAI ImageGen

	Action: c2pa.watermarked

	Algorithm: com.microsoft.invismark.1

	Watermark value: 83424621-03cb-40e3-9808-a9fae837156d

	Description: Content watermarked by Microsoft Responsible AI



The server’s watermarkId, the identifier embedded into the pixels, and the C2PA c2pa.soft-binding.value are the same per-generation value.

That relationship is important. C2PA calls this a soft binding: a value derived from, or embedded into, the content so that the content can still be matched with its provenance record after the file-level manifest has been removed. For a watermark soft binding, the value is the watermark’s content identifier. Microsoft cryptographically signed this assertion.

Why does Paint watermark locally?

At this point, the existence of Watermarker.dll started to make more sense. Paint actually has two rather different generation paths.

The Image Creator feature I tested above uses Azure OpenAI ImageGen. Generation, watermarking, and provenance packaging can all happen in Microsoft’s cloud, and Paint can simply receive a finished image that already contains both the invisible watermark and C2PA manifest:

Image Creator
  `-- Microsoft cloud
        +-- content filtering
        +-- Azure OpenAI ImageGen
        +-- invisible watermark
        +-- C2PA manifest
        `-- completed image returned to Paint


Cocreator is different. On a supported Copilot+ PC, Microsoft says that the NPU generates the image locally, while Azure online services still perform the safety checks. The feature therefore requires both a Microsoft account and an internet connection even though the actual Stable Diffusion inference runs on the device:

Cocreator on a Copilot+ PC
  |
  +-- prompt -> Microsoft moderation service
  |                 +-- revisedPrompt
  |                 +-- promptGenerationId
  |                 `-- watermarkId
  |
  +-- revisedPrompt + sketch -> local NPU generation
  |
  +-- Watermarker.dll -> embed watermarkId locally
  |
  `-- online provenance signing -> final C2PA manifest


This is probably the reason Paint needs a local watermark implementation at all. A cloud generator can watermark its output before returning it. A local generator cannot rely on that, so Paint has to alter the locally generated pixels itself. It also explains why Paint treats a failure from WmkWriteWatermark as a failure of the entire generation instead of quietly returning an unmarked image.

There is another surprisingly visible sign that Microsoft designed the save path around provenance. When I save a generated result directly from the Image Creator pane, Paint offers exactly one format: PNG.

[image: Paint only offers PNG when saving an AI-generated result directly]

After an AI result is applied to the Paint canvas, the available formats are still restricted to PNG, JPEG, GIF, and Paint’s own .paint format. BMP—the classic Paint format—is conspicuously absent.

This lines up with the formats supported by C2PA. PNG stores its manifest in a caBX chunk, JPEG uses one or more APP11 marker segments, and GIF has its own C2PA application-extension representation. The .paint format is controlled by Microsoft and can preserve whatever provenance state Paint requires. By contrast, the C2PA specification explicitly calls out BMP as a classic format that cannot embed arbitrary manifest data without using an external manifest. If Paint allowed the image to be exported directly as BMP, the file-level C2PA manifest would therefore disappear.

The split also raises an interesting security question about the cloud path. If the underlying remote image-generation endpoint can be made to return the generated image before watermarking and provenance packaging—or has an internal option that suppresses those stages—it might be possible to obtain a cloud-generated image with neither signal attached.

How to classify such a path would depend entirely on Microsoft’s design goal. It could be intended behavior if the underlying service is allowed to return raw generations and Paint is merely responsible for applying the provenance layers. It could be a product bug if Microsoft overlooked the possibility of someone calling the API directly and bypassing Paint’s watermarking step. Or it could be a security vulnerability if Microsoft treats watermarking as a mandatory abuse-prevention or provenance control and the endpoint can be made to bypass it. Without knowing the intended trust boundary, all three possibilities remain open.

Photos app does the same thing

While I was trying to locate the Watermarker.dll on disk, I happened to notice that Microsoft Photos contains a DLL with the same name:

C:\Program Files\WindowsApps\
  Microsoft.Windows.Photos_2026.11060.2004.0_x64__8wekyb3d8bbwe\Watermarker.dll


There are also local Stable Diffusion operations behind Photos’ Image Creator and Restyle Image features. Both lead to the same watermark wrapper:

Photos Image Creator
  `-- PerformSDTextToImageAndWatermarkAsync(..., promptGenerationId, ...)
        +-- run the local text-to-image model
        `-- ApplyWatermark(image, promptGenerationId)
              +-- parse promptGenerationId as a GUID
              +-- ConvertGUIDtoContiguousByteArray()
              +-- convert RGBA to ARGB
              +-- Watermarker.dll!WmkWriteWatermark(..., guid, 16, ...)
              `-- convert ARGB back to RGBA


Restyle Image takes the parallel path:

Photos Restyle Image
  `-- PerformSDSketchToImageAndWatermarkAsync(..., promptGenerationId, ...)
        `-- ApplyWatermark(image, promptGenerationId)
              `-- Watermarker.dll!WmkWriteWatermark(..., guid, 16, ...)


A subtle difference between Photos and Paint is failure behavior. If the watermark encoder returns an error, its code logs:

ApplyWatermark encountered error: ... - watermark will not be applied.


It then appears to continue returning the generated image. Paint instead treats a watermarking failure as a generation failure and the image is not returned to the user.

What Microsoft discloses

After doing this analysis, I found that Microsoft does disclose some adjacent parts of the system on its Image Creator support page. On content filtering, it says:


“we apply content filtering to prevent the generation of images”



The same page says that generated images:


“will contain C2PA manifest helping users identify that it is an AI generated image.”



It also explains that Image Creator uses Azure online services and says Microsoft collects user and device identifiers together with prompts for abuse prevention and monitoring. That is a meaningful disclosure of remote filtering and C2PA metadata.

What the page does not explain is that the C2PA manifest contains a GUID identifying the invisible pixel watermark, or that Paint’s local generation path receives its watermark GUID from remote prompt moderation. Calling the feature “Content Credentials” is accurate, but it does not make this prompt-associated identifier obvious to a Windows user.

Conclusion

To the best of my knowledge, this is the first research to document and analyze the invisible-watermarking behavior of Paint and Photos. Visible watermarks on AI-generated images are not new—Microsoft documents them for Microsoft 365 and Bing Image Creator—nor are invisible pixel watermarks such as Google’s SynthID and Bing’s hidden watermark.

Microsoft does disclose that Paint uses remote content filtering and adds C2PA Content Credentials. The new evidence shows that this metadata is not merely an unrelated file-level AI label: its signed c2pa.soft-binding assertion names Microsoft InvisMark and records the identifier carried by the invisible pixel watermark. The file-level manifest and pixel-level watermark are two layers of the same provenance system.

The local and cloud paths also explain the unusual division of labor. Cloud Image Creator can return an already watermarked and signed image, while Cocreator must embed the server-issued identifier after local NPU inference. In both cases, “local” does not mean offline: the prompt still goes to Microsoft for moderation, and the completed local result goes through online provenance signing.

This might be related to Article 50 of the EU AI Act, whose transparency rules took effect on August 2, 2026 and require AI-generated content to carry a detectable, machine-readable mark—but not a prompt-specific GUID. Microsoft discloses the existence of C2PA metadata, but I could not find a disclosure explaining the server-issued watermark GUID, its association with prompt moderation, or its presence in the pixels. Those details carry obvious privacy and right-to-know implications.

It also appears possible to modify Paint or Photos to bypass both prompt moderation and watermarking. But that does not provide a new capability: anyone can already run Stable Diffusion directly without either mechanism.


      



Original: https://xusheng.dev/posts/reversing/mspaint_invisible_watermark/main/ · Discussion
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Coding expertise is going to collapse from AI reliance

larsfaye.com · 340 points · Discussion

"We see a future where intelligence is a utility like electricity or water and people buy it from us on a meter and use it for whatever they want to use it for" - Sam Altman of OpenAI

In my previous article, Agentic Coding is a Trap, I discussed the "skilled orchestrator paradox", where the skills required to manage AI agents for coding are the same ones that can be diminished through the continued use of said AI agents. Expertise was largely the differentiator; the more experienced a developer is, the less likely it is that they might experience skill atrophy, as the knowledge has had a chance to ossify after years of experience.
If you look around right now, you'll find the vast majority of those that are seeing the most benefits from these models are those that have had years, if not decades, of experience in the field (which predates AI tooling, of course). And any industry veteran will tell you the same: the bedrock of this knowledge comes from doing the work.
Developers who've entered the field around the time of LLMs are placed in a position where they don't have the benefit of longevity, but they are being guided (and sometimes mandated) to accelerate their efforts using coding assistants that require a history of expertise to wield effectively and responsibly.
It's an awkward place to be for that demographic, as it creates a scenario where a novice needs expert-level skills to leverage the tools and keep pace in the industry.
The "Expert Novice"
We're currently sending very mixed signals to people across the industry. We're hammering in that if you're not using AI tools, you will be "left behind" by your peers who are using them. "AI won't replace you, someone using AI will" has been on repeat since 2023.
And in the same breath, it's also said that the way to get the best results from these models is to apply higher-order thinking; "vibe coding" is a dead end; you need to "move up the stack" and create robust specs, architect with good design patterns, and always review the outputs diligently so you never ship something you don't understand.
The skills to do so, however, are a function of someone who has experienced the friction and challenges over time that culminate in "good taste".
This leads to another situational paradox: If these tools demand expertise, yet the tools can actively circumvent the friction that cultivates expertise, then what is the path for one to become an expert so they can effectively use these tools?
Confidence without Comprehension
One hope is that these models will end up accelerating learning as they are used for code generation. Junior developers can work with the same gravitas and confidence as industry veterans with their "personal AI tutor". Knowing syntax is increasingly less important, and any knowledge or ambiguity gaps are filled by the AI tool. The deeper mechanics of the code stay abstracted away, since the developer sits higher in the stack.
JetBrains, a major player in developer tools, recently cited a study titled "The Widening Gap: The Benefits and Harms of Generative AI for Novice Programmers", which painstakingly analyzed individual behaviors in live coding sessions, and tested their ability to learn coding with varying degrees of AI assistance. Their main takeaway was stark and counterintuitive:
"Participants thought it was like having a personal tutor. From the data in our study ... we observed that they did not, in fact, use GenAI tools like a personal tutor. In fact, it was quite the opposite."

The participants that leaned into heavier AI assistance:
	"Often skipped crucial planning stages, finding that because they hadn’t reasoned themselves into this position, Copilot had."
	"Finished with an 'illusion of competence' rather than true understanding."

Counter to that, the participants that mitigated their usage of AI:
	"Succeeded because they had developed 'negative expertise'—which is 'the ability to ignore incorrect or unhelpful GenAI suggestions'—allowing them to focus on writing their own solutions rather than being led astray."
	"Were able to use GenAI to accelerate, creating code they already intended to make."

The novice developers who were the most unrestricted and confident in their AI usage "had skipped crucial steps in the programming problem-solving process, and were now lost."
Perhaps unsurprisingly, the novice developers who performed the best were the ones that greatly mitigated or outright ignored the AI coding assistance.
Inverted Learning
Due to the self-directed nature of LLMs, the more experience you have, the more benefit they provide since you can accurately steer, audit, and verify the outputs. The less knowledge you have, the more they can mislead you. Interacting with LLMs for learning new skills takes the shape of an "inverted learning" model, a role reversal where the student is initially guiding the mentor, the mentor responds, and then the student, again, steers the mentor.
The process is precarious; LLMs are incredibly sensitive to the shape of the prompt. When you're exploring new domains, you don't know what you don't know, and the malleable and accommodating design of an LLM can lead you to believe you know more than you actually do.
If you're exploring territory that is even somewhat unfamiliar, you often don't even know the questions that you need to ask that could properly guide the model to providing the best answers. It begins to feel like a compass that always points north, wherever you suggest north might be.
From the same study that JetBrains highlights, even the most prepared students were derailed by the AI assistance due to this type of learning model: One participant demonstrated good fundamental planning and habits, but suddenly "skipped crucial problem-solving planning stages, jumping directly to coding and was enticed by Copilot into quickly producing code" and had to rely on the LLM to fix the error that the LLM introduced in the first place.
AI models lack judgment, empathy, and pedagogical intent, and the solutions provided are not rooted in experience but rather in patterns in the training data (LLMs are, at their core, incredibly complex pattern interpolators).
The infinite answer machine is tempting, and known to be addictive. It can unwind rather quickly, especially for inexperienced developers. Once you get deep enough into a generated solution, you are often beholden to the AI tool to also finish the job, circumventing the problem-solving friction that is required for the formation of a mental model (and to be fair, senior developers are prone to this phenomenon, as well).
The Friction is a Feature
Expertise and mastery don't happen purely through observation and dialogue, but through experience, repetition, and trial and error; you have to fail to succeed. If I wanted to learn how to cook, I could watch a Master Chef work and make endless inquiries. After a month, I would be able to describe the perfectly medium-rare ribeye but never know what it's like to cook one, and I'd almost certainly overcook it on my first attempt.
Coding has endless moments of tracing obscure errors with no log file to help, experiencing the subtle performance differences of certain methods, or having to rewrite an approach when it's clear it won't going to scale.
This applied friction is directly what builds "developer intuition" (or "taste"). The Germans have a great word for this: Fingerspitzengefühl (fingertip feeling). It’s the muscle memory that triggers when a developer looks at something and thinks, “yeah...this is probably going to cause problems.” By avoiding the mechanics of the struggle, this intuition is never built.
In UPenn's large-scale 2025 study Generative AI without guardrails can harm learning, they followed 1,000 students using an LLM to learn mathematics and found students used AI as a crutch and ended up performing 17% worse than students with just a textbook (and just as with the previous study, the students using the AI assistance thought they were excelling).
LLMs don't just have to generate code, though.
If leveraged as Socratic sparring partners instead of answer generators, studies have shown that "dialogic AI systems can meaningfully stimulate reflective, critical and independent thinking".
In that same UPenn study, they also tested a "Tutor" version by having students ask for help and then independently solve the problem. The GPT Tutor group performed an astonishing 127% better in the AI-assisted practice session (although, interestingly, they scored about the same on the test as the textbook group).
This is effective because the model is no longer being utilized as a means of production, and it shifts the cognitive work back onto the individual. It's when the friction is still present that it creates a lasting imprint that leads to expertise.
Anthropic's 2026 study "How AI assistance impacts the formation of coding skills" came to similar conclusions:
For novice workers in software engineering or any other industry, our study can be viewed as a small piece of evidence toward the value of intentional skill development with AI tools. Cognitive effort—and even getting painfully stuck—is likely important for fostering mastery.

There's a certain sense of irony here: the most productive learning that can happen with an AI coding tool is when it isn't used to generate much of any code at all.
Pipeline Collapse
If LLMs can write code and debug code, and agentic workflows can perform system design from the abundance of patterns in the training data, then what is the purpose of this knowledge in the first place? Programming will be done entirely in natural language, and we can dispense with the need to engage with the code because the models continue to improve and fill in any knowledge or ambiguity gaps. They will debug any issues that arise and manage any complexity that they introduce.
The trillion-dollar bet that is being made is: this knowledge won't matter, because LLMs will take up the slack and effectively become the new generation of "developers". It starts give off an aire of hubris that drove past no-code movements, and the fever dreams of CEOs, rather than the reality on the ground.
Coding/programming/software is a unique intersection of logic, math, problem-solving, critical thinking, planning, communication, and creativity. LLMs can detect patterns at a scale that no human ever could, but patterns only get you so far.
David Cramer, co-founder at Sentry (a performance and error tracking platform), put it succinctly in a recent interview:
I think there's a type of person ... that inherently believes that LLM will get better enough that they will go back and fix this stuff, that it will be able to clean up all the junk that's been stacked up along the way. I don't think that's true. I think it's a science experiment.  
  You want to flex that you can generate all of your code and have hundreds of things going in parallel, I will flex and show you how broken the code is 100% of the time.


Will the pipeline collapse, or just change?
It really depends on whether we make the needed shift to a more pedagogical usage of these systems.
By continuing to focus on and promote AI coding workflows that prioritize code generation above deep understanding, we are not cultivating the next generation of expertise who will inherit the code that is being created today.
[image: Coding Agents Mentoring]
My Approach: Friction First
Joel Spolsky presciently writes (in 2002, no less) in his Law of Leaky Abstractions:
Code generation tools which pretend to abstract out something, like all abstractions, leak. And the only way to deal with the leaks competently is to learn about how the abstractions work ... the abstractions save us time working, but they don’t save us time learning.

If a developer wants to learn Java, they should probably not start with Spring Boot. If they want to learn JavaScript fundamentals, they should not start with React. If they want to become highly adept at CSS, they should not start with Tailwind. LLMs could be considered the ultimate leaky abstraction.
My advice here is very similar to my previous prescription.
If a developer wants to become an expert in programming, they should largely disregard the pure code generation capabilities of these models, and instead use them for interactive documentation, dynamic tutorial generators, and Socratic exercises.
It's not a panacea, of course: Using an AI tool as a tutor carries its own risks since it is susceptible to the same hallucinations as any other interactions, and it cannot be relied upon solely as a learning source. If you can't properly audit the accuracy of the generated code, they you can't audit the accuracy of the generated concept. If you use AI as a mentor, you must still verify its outputs against official documentation, human peers, and actual trial and error.
"Coding's actually a great way to cement understanding. The more you program, the more you understand the domain that you're working in."
 — Kent Beck, creator of Test-Driven Development


Choosing this slower, more deliberate path is the best way to grow expertise, but I'm aware of how hard that is when the surrounding ecosystem is actively working against it. AI is being mandated (often recklessly) across companies, and baked into most software development tools and IDEs as they cater largely to senior engineers (even with some tools like Cursor tucking away the code view unless the user specifically seeks it out). Some companies are even forcing developers to only use AI for all coding tasks, regardless of experience level, and these companies will have to learn their own lessons.
However, for everyone else who is looking to strike a balance between deep learning (no pun) and productivity, there are qualifying questions you can ask to ensure your usage of these tools yields long-term benefits.
My AI-assistance checklist:
	If I did not have access to an AI tool, could I still accomplish this task?
	Am I using the model to deepen my understanding, or expedite the answer?
	If I had to audit and verify the generated output, could I adequately explain what was happening?
	If I'm learning a new concept, have I done proper research to know the right questions to ask?
	Have I cross-referenced and verified the approach through other methods (reading documentation, standard search tools, StackOverflow, Reddit)?
	Is this a truly rote task that's been done 100 times before, or a task that requires executive decision-making somewhere in the process?

Even as a developer with decades of experience under my belt, I am still constantly referring to them throughout my daily work, especially when I am attempting to learn something new (which in this field, is neverending).
The key is to detect the difference between cognitive debt and cognitive offloading: Cognitive debt is abdicating your judgment and decisions, whereas cognitive offloading is delegating the mechanical or tedious.
As the Anthropic study mentioned, getting "painfully stuck" is a good thing. It takes discipline and effort to not drift back towards just generating answers, which might not even be accurate in the first place. LLMs didn't suddenly rewrite the fundamentals of how we learn, but they did give us a new way to do so.
Intelligence isn't a Commodity
The realignment I hope to see over the years is the understanding that skills don't develop without active participation. You must engage directly and continously to experience the essential friction that culminates in expertise (even if it means moving more slowly).
If we stay fixated on lines of code and tokens burned while the expertise pipeline dries up over the years, Sam Altman's vision of selling intelligence back to us on a meter could become reality. Domain knowledge could become very hard to come by, and when one sits down to do any type of development work, there will be a pang of paralysis if that person does not have an active AI tool subscription at their side.
LLMs are a static database of skills. They are interpolation engines. Software engineering, however, is an exercise in adaptation and novel problem-solving. You cannot interpolate your way through a completely unique system failure. 
  — François Chollet, creator of ARC-AGI Benchmark






Original: https://larsfaye.com/articles/ai-coding-will-prevent-expertise · Discussion
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[image: blog post]
We have some difficult news to share with the IPFS and wider peer-to-peer community.
Protocol Labs has informed us that it will not be renewing Shipyard’s funding. While we’re grateful for the support and trust they have placed in us over the past two-plus years, we’re naturally disappointed by this outcome. As a direct result, Shipyard will be winding down its IPFS-related engineering, maintenance, and infrastructure operations. Our final day of our IPFS related work will be September 30, 2026.
Over the past three years, it has been our privilege to help shape the modern IPFS ecosystem and empower users with more resilient, self-sovereign technology. You can read more about the impactful work that we shipped in a follow-up post we’ll be sharing in the coming days, but some highlights include:
	Delivering verifiable websites and downloads directly in the browser through inbrowser.link.
	Re-architecting IPFS gateway infrastructure to handle approximately 3× more traffic while reducing operating and maintenance costs by around 80%.
	Advancing HTTP-native approaches to IPFS that dramatically simplify deployment, development, and operating costs compared with traditional libp2p-based hosting.
	Maintaining and improving many of the core implementations, libraries, and public infrastructure relied upon by the IPFS ecosystem every day.

We were excited about delivering the next chapter for IPFS: dramatically simpler HTTP-native implementations, resilient and sustainable content routing, support for large native SHA-256 objects, pseudonymous hosting and retrieval through Tor and onion services, and many other ideas we believed would make IPFS significantly easier to adopt. Unfortunately, we won’t have the opportunity to see those efforts through ourselves.
The practical implications extend well beyond Shipyard. Among other things:
	Projects maintained by Shipyard will no longer have dedicated maintainers responsible for new features, bug fixes, releases, or long-term stewardship. These include: Kubo, Helia, Boxo, Rainbow, IPFS Desktop, IPFS Companion, Someguy, Service Worker Gateway, IPFS Check, and others.
	Contributions from Shipyard to upstream projects such as go-libp2p and js-libp2p will cease.
	Our work on IPFS specifications, standards, and broader ecosystem coordination will come to an end.
	Shipyard will cease operating the public infrastructure it currently manages, including ipfs.io, dweb.link, check.ipfs.network, delegated-ipfs.dev, the IPFS bootstrap nodes, collaborative cluster infrastructure such as Wikipedia-on-IPFS, and related services. Protocol Labs, as the owner of the associated domains and infrastructure, will determine their future.

Our goal over the coming weeks is to leave the IPFS ecosystem in the best possible position for whatever comes next.
We’ll remain available through the end of September to help with that transition. If you maintain software, operate infrastructure, or rely on any of the work Shipyard has been responsible for, please don’t hesitate to reach out. We’ll do everything we reasonably can to answer questions, provide context, and help make the transition as smooth as possible.
If you have a favourite memory of working with Shipyard, or an idea you always hoped IPFS would eventually achieve, we’d love to hear it. Google Form
Finally, we want to say thank you.
To everyone who contributed code, reviewed pull requests, filed issues, tested experimental features, ran infrastructure, participated in standards discussions, or simply believed in the idea that content should be addressed by what it is rather than where it lives: thank you.
It’s been an honour to build alongside this community. While this chapter of IPFS at Shipyard is coming to a close, we remain proud of what we’ve accomplished together, and we hope the work we’ve done helps provide a strong foundation for whatever comes next.





Original: https://ipshipyard.com/blog/2026-the-end-of-ipfs-at-shipyard/ · Discussion
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[image: Getty Images The Sun sets over an ocean. The sky is dark red and the silhouette of a ship sailing across the ocean in front of the Sun. ]Getty Images


The world's oceans are hotter than ever recorded, new data suggests, as they suffer from human-caused climate change and the growing El Niño weather phenomenon.

The average surface temperature of the planet's seas outside the polar regions hit 21.1C (70F) on Saturday, according to figures from the European Copernicus climate change service.

That edges past the 21.09C recorded on three separate days in March 2024, and is far above average for the time of year.

Warmer oceans can have wide-reaching consequences, including supercharging extreme weather, raising sea levels and harming marine life.

"This record is another clear signal of an ocean under growing stress," said Dr Samantha Burgess, deputy director of Copernicus.

"El Niño is adding heat to the system, but it is doing so on top of decades of human-driven warming," she added.

[image: Graph showing global average sea surface temperatures for each day of the year. Each year since 1979 is shown as an individual light red line, running from 1 January to 31 December. Each line tends to peak in March or April, with a lower secondary peak in August. The line for 2026 is shown in dark red and has kept climbing since June and now stands at 21.1C. ]


The data is based on sea temperatures 10m (32ft 10in) below the surface, using measurements from buoys, ships and satellites, which are combined to produce a global estimate.

While the margin of record is currently very small and any global estimate comes with uncertainties, scientists say its timing is particularly notable. 

Average worldwide sea temperatures tend to reach their yearly peak in March or April, which corresponds to the end of summer in the southern hemisphere - and not in August.

The southern hemisphere contains more of the planet's ocean surface than the northern hemisphere and so exerts a bigger influence on average sea temperatures.

What is especially concerning to scientists is that the oceans are already so hot when the natural El Niño weather phenomenon is still some way off its expected peak.

This could see ocean temperatures climb yet further.

"The fact that we are already breaking records is an early indicator of how strong the El Niño is becoming," said Dr Jeremy Grist, senior research fellow at the National Oceanography Centre in Southampton. 

"All things being equal we might expect the ocean temperature record to be broken again in March [or] April 2027," he added. 

[image: Two maps showing sea surface temperatures in the tropical Pacific Ocean. The map from December 2025 shows cooler-than-usual conditions, marked in blue, indicating a La Niña. The map from July 2026 shows much warmer-than-usual conditions, marked in red, indicating an El Niño. ]


The waters far away from El Niño's Pacific hunting ground are also extremely warm, including around the UK and Europe.

The western English Channel has seen almost continuous marine heatwave conditions for more than three years, peaking at 7C above normal in July, according to Prof Tim Smyth, director of science at Plymouth Marine Laboratory.

“This is unprecedented,” he added.

Scientists say such widespread warmth around the planet is a clear sign of the growing effect that human-caused climate change is having on the world's seas. 

"The latest Copernicus data reinforce the troubling upward trend in ocean temperatures,” said Smyth.

Warmer seas help to fuel more extreme weather. They can provide storms with extra moisture and energy, and can intensify heatwaves on land in some coastal regions by reducing the cooling effect of sea breezes.

Warmer water also takes up more space, raising sea levels and bringing a greater risk of coastal flooding - while intense ocean heat can be devastating for sea habitats, such as coral reefs.

The increasing frequency of marine heatwaves is already "putting increasing pressure on marine ecosystems and the communities that depend on them", Burgess said.

Watch: How does El Niño affect world weather?

[image: Your Voice banner image. Your Voice is written in white against a purple background. ]


[image: Thin, green banner promoting the Future Earth newsletter with text saying, “The world’s biggest climate news in your inbox every week”. There is also a graphic of an iceberg overlaid with a green circular pattern.]
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			Biomarker test is based on technology developed at WashU Medicine
[image: A scientist pipettes in a lab at WashU Medicine]Matt Miller/WashU MedicineThe FDA has cleared a blood test developed from technology invented at WashU Medicine to aid in diagnosing Alzheimer’s disease. The test, PrecivityAD2, can detect amyloid plaque biomarkers with over 90% accuracy, offering a less invasive alternative to spinal taps and brain scans.
			

			
			The U.S. Food and Drug Administration (FDA) has cleared for marketing an innovative blood test with underlying technology invented at Washington University School of Medicine in St. Louis for the early diagnosis of Alzheimer’s disease. The test, known as PrecivityAD2, was developed and validated by C2N Diagnostics, a WashU startup company.

PrecivityAD2 is a blood-based diagnostic test cleared by the FDA to aid in identifying the presence of amyloid plaques in the brain associated with Alzheimer’s disease in certain patients. Unlike some other FDA-cleared blood-based tests that use immunoassay methods to analyze biomarkers associated with Alzheimer’s, PrecivityAD2 uses high-resolution mass spectrometry to provide quantitative measurements of the biomarkers.

The availability of blood-based biomarker testing may help clinicians evaluate patients for Alzheimer’s disease using a less invasive approach than cerebrospinal fluid testing. Biomarker information may also help inform appropriate clinical management when interpreted together with a patient’s clinical history and other diagnostic information.

Early detection of Alzheimer’s disease is important since the first treatments capable of slowing the progression of the neurodegenerative disease recently became available to patients, and these drugs are more effective when started sooner rather than later. Other promising investigational drugs are in the pipeline.

Fundamental technology underlying the test was initially developed by a WashU Medicine team co-led by Randall J. Bateman, MD, the Charles F. and Joanne Knight Distinguished Professor of Neurology, and David M. Holtzman, MD, the Barbara Burton and Reuben M. Morriss III Distinguished Professor in the Department of Neurology. C2N Diagnostics is a WashU startup co-founded by Bateman, Holtzman and others in 2007. C2N acquired exclusive commercial license rights to the patented technologies developed in Bateman’s and Holtzman’s labs, and optimized and commercialized assays underpinning some of the tests developed by Bateman’s team.

“The PrecivityAD2 test provides an accurate and reliable way to detect the presence of brain amyloid plaques associated with Alzheimer’s disease pathology based on a single blood draw,” Bateman said. “With FDA clearance, this innovation can reach more patients, increasing early and accurate diagnoses for people who are seeking causes of cognitive symptoms such as memory loss. With faster diagnosis, patients can receive earlier treatment, when treatments are most effective.”

[image: Randall Bateman in his lab with another scientist]Matt Miller/WashU Medicine
WashU Medicine’s Randall Bateman, MD, (right) is a co-founder of C2N Diagnostics, a WashU startup that received FDA clearance for its PrecivityAD2 test to aid in Alzheimer’s evaluation.


FDA clearance signifies that PrecivityAD2 has undergone rigorous evaluation to confirm it has comparable accuracy to cerebrospinal fluid tests and brain scans, even in patients with mild symptoms. Although physicians have been able to order the PrecivityAD2 test for patients with mild cognitive symptoms, FDA clearance allows PrecivityAD2 to be marketed more broadly to clinicians and health systems that rely upon FDA for quality assurance. Clearance can also facilitate insurance coverage, which makes the test more affordable and accessible.

The blood test uses high-resolution mass spectrometry to measure the ratio of levels of amyloid (Aβ42 and 40) and two forms of tau protein (p-tau217 and total tau217) in the blood. These biomarkers are associated with amyloid pathology, a characteristic feature of Alzheimer’s disease.

Previous studies demonstrated that the PrecivityAD2 test can diagnose the amyloid pathology of Alzheimer’s disease with more than 90% accuracy. It performs comparably to more invasive screening methods such as spinal taps and brain scans, even in patients with mild cognitive symptoms.

Transforming Alzheimer’s diagnosis and management

The PrecivityAD2 test is built on Bateman and Holtzman’s foundational research into Alzheimer’s disease-related amyloid and tau proteins. Their research helped establish methods for precisely measuring Alzheimer’s-associated proteins and investigating their relationship to disease pathology.

Bateman and Holtzman pioneered stable isotope-linked kinetics (SILK) approaches for studying the production and clearance of amyloid-beta in the brain and cerebrospinal fluid. This work contributed to the scientific foundation for subsequent development of blood-based biomarker technologies.

“Achieving FDA clearance of the PrecivityAD2 blood test is a key milestone in our mission to transform the diagnosis and management of Alzheimer’s disease on a path toward finding a cure,” Holtzman said. “This accomplishment reflects the unwavering, yearslong commitment of everyone on our team and the team at C2N Diagnostics to delivering innovative solutions that improve lives.”

[image: David Holtzman in his lab with another scientist]Matt Miller/WashU Medicine
WashU Medicine’s David Holtzman, MD, (left) is a co-founder of C2N Diagnostics, a WashU startup that received FDA clearance for its PrecivityAD2 test to aid in Alzheimer’s evaluation.


Bateman and Holtzman worked with the WashU Office of Technology Management (OTM) to file patent applications related to components of the blood test, and co-founded C2N to commercialize the Alzheimer’s blood-testing technology. An ongoing expanded research collaboration between WashU Medicine and C2N has helped to accelerate the PrecivityAD2 test’s commercialization.

“The FDA clearance of C2N’s blood test is a significant advancement in Alzheimer’s diagnostics and a testament to the culture of innovation at WashU Medicine,” said Doug E. Frantz, PhD, vice chancellor for innovation and commercialization at WashU. “Accurate and accessible tools like this are critical in supporting our mission to accelerate the development of treatments and cures for Alzheimer’s and other diseases once thought to be untreatable.”

C2N employs more than 120 researchers, physicians and other highly skilled professionals and is expanding its headquarters to St. Louis’ Cortex Innovation District, a 200-acre campus adjacent to WashU Medicine.
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    seL4 security proofs now complete on AArch64

    After completing the proofs of functional correctness and integrity,
Proofcraft has now established the proof that seL4 enforces confidentiality on
AArch64, providing a formal mathematical proof that the kernel prevents an
application running on top of seL4 from learning information without
authorisation.

Thanks to continued support from NCSC, this milestone completes the formal
proof that the seL4 implementation code on AArch64 enforces security isolation
of the applications running on top (under the assumptions listed here). This
isolation prevents attacks on non-critical applications from propagating to
critical applications and compromising them.




    
  







  
  
    
    
    Proof Engineering and Theory at LICS'26

    
[image: Title page of the paper The Algebra of Iterative Constructions]
The paper The Algebra of Iterative Constructions by Kevin Batz,
Benjamin Lucien Kaminski, Lucas Kehrer, Gerwin Klein, Henning Urbat, and Todd
Schmid was presented at the 41st Annual Symposium on Logic in Computer Science
(LICS) in Lisbon this week. This paper in theoretical computer science is
about an algebraic abstraction and reasoning principles for the iterative
construction of fixed points. Fixed points are a recurring theme in computer
science with many famous results such as the Kleene fixed point theorem. The
algebra shown in this paper allows expressing such theorems concisely and
enables reasoning about them in an abstract and streamlined way that can be
implemented efficiently in proof assistants such as Isabelle/HOL, which
Proofcraft is using for the verification of the seL4 microkernel.

The highly automated Isabelle/HOL implementation of iteration algebra in this
paper resulted from a spontaneous collaboration between Proofcraft’s Chief
Scientist Gerwin Klein and Benjamin Kaminski that started at the IFIP Working
Group 2.3 (Programming Methodology) meeting in Athens in 2025. It shows that
proof engineering ranges from practical application all the way to deep theory.


    
  







  
  
    
    
    MCS seL4 now verified! (for RISC-V)

    Proofcraft achieved a significant milestone in the seL4 verification roadmap
that was years in the making: the MCS configuration of seL4, providing support
for mixed-criticality systems, is now proved to be correct on RISC-V.

This configuration is the largest new seL4 feature, indispensable for mixed
criticality real-time applications such as automotive use cases. It contains
wide-ranging changes to the kernel’s implementation and API. Its verification
therefore required considerable effort and has been a priority in the seL4
roadmap for a long time.

Proofcraft has now completed, for the very first time, the verification of
functional correctness for seL4 with MCS. Functional correctness is the largest and most central
proof in the seL4 verification stack. The proof targets the RISC-V architecture
and will now be ported to the Arm 64-bit architecture, as part of DARPA’s PROVERS program.




    
  







  
  
    
    
    Dynamic Domain Scheduler for seL4

    Proofcraft delivered the implementation and formal proof of more flexible
domain scheduling in seL4.

Before the change, the seL4 security proofs, and in particular the proof of
information flow enforcement, required a fully static schedule that was
compiled into the kernel. This meant that, when using seL4 to enforce the
information flow boundaries between applications, developers were required
to provide a fixed predetermined amount of time for each domain, for the
entire lifetime of the running system. This strict policy made it hard to apply
information flow control in practice and to support in SDK-style development such
as the Microkit.

Proofcraft proposed a new seL4 runtime API (Application Programming Interface)
allowing the loading of semi-static domain schedules. This means that a system
with information flow protection can go through different phases at runtime that
can satisfy different domain timing requirements. For instance, a boot phase of
the system can have longer time slices to allow virtual machines to start
without overrunning their domain time allocation, and an operational phase of
the system can provide shorter time slices so that each domain can be responsive
to outside interaction. Additionally, an SDK-based system such as the Microkit
can use the new API to set a domain schedule at boot time.

This new seL4 API is implemented, verified and available in seL4 15.0.0.




    
  







  
  
    
    
    June Andronick Keynote at CDIS Spring Conference in Stockholm

    On May 21st 2026, CDIS – Swedish research Center for Cyber Defense and
Information Security – held its spring conference at KTH Royal Institute of
Technology in Stockholm.

Proofcraft CEO June Andronick was one of the two keynote speakers, alongside
August Martens from Mistral AI. June gave an overview of formal verification for
cybersecurity, and participated in a panel on Digital Sovereignty.

[image: Picture of June giving talk and panel]


    
  







  
  
    
    
    Proofcraft presenting at the Cyberagentur Milestone Research summit

    

In April 2026, Germany’s Cyberagentur held a Milestone Research summit to
present the progress and outcomes of its funded programs, including the
Ecosystem trustworthy IT research program (ÖvIT), which Proofcraft is a
recipient of, partnering with Kry10.

Proofcraft’s Chief Scientist Gerwin and Kry10’s Chief Scientist Martin
Dehnel-Wild presented the progress on the Dyvercon project, to deliver
dynamism, performance, and proof for complex cyber-physical systems. In
particular, Gerwin reported on Proofcraft’s work on extending the seL4
proofs to support a static multikernel configuration, where applications can
benefit from the use of multiple CPU cores for performance, while at the kernel
level a separate instance of seL4 run on each core.

Gerwin additionally gave a general introduction to formal verification and
overview of its use in the real world.


    
  







  
  
    
    
    Proofcraft is a proud sponsor of the seL4 summit 2026

    


Proofcraft is happy to be supporting the 2026 seL4 summit as a Silver sponsor.

The seL4 summit is an annual international gathering of participants from
industry, government and universities with interests in the world’s most highly
assured OS kernel. Attendees and presenters include the creators and maintainers
of the seL4 technology such as the Proofcraft team.

This year’s seL4 summit will be held in Vancouver, Canada, on Sep 1-3, 2026.




    
  







  
  
    
    
    5 years of Proofcraft. 5 years closer to a verified future.

    

On the 14th of April 2021, we created Proofcraft. Five years later, we are so
busy working for a verified future that we have not posted news for a while.

Much has happened, and more is to come. For now, here are some posts from our
back log of news items with technical highlights that Proofcraft has been
delivering.

Firstly, the seL4 proofs are now supported on 100% of Arm platforms that the
kernel can run on. With this significant progress towards reducing the reliance
on experts, users of seL4 can now choose freely between the supported Arm
platforms and always be sure they use a verified code base. This work is part of
DARPA’s PROVERS program.

Secondly, seL4 on AArch64 now provably enforces integrity: We have a formal
mathematical proof that the kernel prevents an application running on top of
seL4 from modifying data without authorisation. And the work on security
theorems goes on: thanks to continued support from NCSC, we are close to
completing the confidentiality property, and with that the entire security proof
stack for the 64-bit Arm architecture.

Much more is happening, with three large projects going on in parallel, funded
by DARPA, Cyberagentur and NCSC respectively. Stay tuned for more!
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  seL4 is a registered trademark of LF Projects, LLC.
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        Infrastructure

“We should own our infrastructure.” A lot of people would instinctively nod in agreement with that statement. Yet who “we” refers to shifts depending on the type of infrastructure. Highways, railways, bridges, and ports require nation-scale efforts. The water supply is usually put into the hands of municipalities. And the desire to own infrastructure goes down to a much smaller level: Owning your home is a dream for many—though such ownership doesn’t necessarily have to be organized on an individual level. Instead, cooperatives or city-owned housing1 can provide similar benefits.

China’s neo-colonialism, which manifests, among other things, as building and buying infrastructure in sovereign nations, is rightly criticized by many. Not selling your water supply to Nestlé is a universally accepted principle, and landlords are one of the most hated classes.

For a long time, Europe has not held digital services to the same standard. In part, this can be explained by Europe implicitly including American corporations in a collective “we”—an assumption that officially fell apart under the current Trump regime, but should have been regarded with skepticism well before then. Corporations are not our friends. However, the larger factor at play is that Europe simply did not consider digital services infrastructure. While anti-Americanism is en vogue again and drives much of the digital sovereignty movement, Europe must be careful not to simply replace American corporations with European ones, but to strive towards collective ownership instead.

Under capitalism, profit-oriented companies will always play a part in building and even operating our infrastructure. However, they need to be forced into a position where they are easily replaceable. It’s acceptable to hire a company to build a road, but when it comes to maintaining and repairing it half a century later, we need to be able to hire a different company for the job. It’s acceptable to hire a company to build and operate the backbone transmission lines, but we don’t want that company to own the entire power grid. We want smaller players to be able to connect to and interoperate within the grid. That’s where open standards come in.

The Internet used to be—and to some degree still is—built around standards. A data center operator can buy servers from one company, switches from another, routers from a third, and connect them to a backbone internet provider that runs hardware from yet another company. If a company goes out of business or shifts to anti-consumer practices, the next generation of hardware can easily be ordered from a different vendor.
The need for and the benefits of this supply chain independence are easily understood even by people who don’t operate data centers for a living. However, when it comes to communication tools, even the tech-literate fail to apply the same critical scrutiny.

After breathing, eating, and procreating, communicating is probably the fourth most important thing humans do. Yet we often fail to recognize our communication tools as part of our infrastructure.

Digital rights advocates often point to Signal, Wire and Threema as examples of communication tools developed and operated by entities with slightly more ethical business practices than their Big Tech counterparts. What most privacy enthusiasts fail to understand is that these companies are still in the business of operating walled gardens with no escape. They do not interoperate. It’s not that Signal has done something inherently malicious—although paying its CEO close to a million dollars a year and running its servers on AWS are certainly questionable—it’s that we don’t have a hedge in place if it ever does.

Open-source software is orthogonal to this problem. It helps to ensure that the software isn’t spyware—unlike WhatsApp and other Meta products2—and that the end-to-end encryption is sound, but it does not protect us if Signal shuts down its servers tomorrow or ceases EU operations3. Open-source alone is not sufficient to meet the requirements we should have for our infrastructure.

To live up to the standards we set for ourselves, we need to design systems in which self-hosting is structurally possible but not strictly necessary. Like owning a home, running your own server should be possible, and so should collective ownership. Digital systems can and should replicate the advantages of cooperative housing alongside those of individual ownership.

Treating digital communication as true infrastructure can only be achieved by adopting and mandating open standards.

The Extensible Messaging and Presence Protocol (XMPP)45 is a standard for communicating online. It wasn’t created to fit a particular zeitgeist or address the current political climate. In fact, its roots go back more than 25 years.

Standards

Interoperability and vendor independence are achieved by setting and adhering to standards. To avoid individual vendors pushing standards that explicitly or implicitly exclude potential competitors or otherwise give unfair advantages, standards-developing organizations (SDOs) are set up for mutual cooperation, and usually have safeguards in place that prevent a single company from becoming too powerful. Well-known examples of such organizations include the ISO, the IETF, the W3C, and the Unicode Consortium.

There is a distinction to be made between a vendor publishing its API and allowing others to use it, and stakeholders coming together to collectively develop a standard within the framework of an SDO. Organizations like the IETF succeed because they force different people with different needs to agree. Protocols aren’t dictated by the priorities of a single company; instead, they are reviewed and tested by competitors, security researchers, and independent developers.

Element, formerly known as Riot and NewVector, develops an instant messaging product with a feature set—such as self-hosting and federation—similar to that of XMPP-based solutions. Notably, however, it chose not to adopt XMPP, but instead published its own API under the name Matrix for others to use. Unlike with traditional standards, Element maintains tight control over any modifications or additions to its public API. Key leadership positions in the Matrix Foundation are predominantly held by current and former Element employees. Getting outside contributions accepted into the specification is notoriously difficult.6 Yet European public administrations, in their push for digital sovereignty, routinely fall into the trap of procuring such single-vendor platforms, confusing an open-source codebase with an open standard.

It’s natural for standard proposals to originate within a single organization. JMAP, a modern replacement for IMAP and SMTP Submission, which is not too dissimilar from Matrix—a JSON API over HTTP—started within Fastmail before being brought to the IETF. Jabber started out as an open-source community project before it was brought to the IETF and renamed to XMPP. Ideas start small, but to create a standard, outside feedback, collaboration, and the structure of an SDO are needed.

For consumers, the difference in the approaches of Fastmail and Element is striking. Not only was JMAP noticeably improved on a protocol level while going through the IETF working group process, but it now has at least three independent servers and numerous independent client applications. Matrix, on the other hand—despite dating back to the same era around 2014—is still stuck with one predominant reference implementation and a second alternative still in its infancy and struggling to gain traction. Operating that reference implementation is notoriously resource-intensive, which makes self-hosting difficult for smaller organizations and individuals. Element sells closed-source plugins to speed up performance.

The X in XMPP

The origins of XMPP—which started out as Jabber—go back over a quarter of a century. The original RFC7 dates to October 2004 and only received minor revisions in March 20114. Requirements for instant messaging will naturally change over a time span that long. Luckily, the X in XMPP stands for Extensible, and extensions provide a way for the protocol to adapt and change over time. Extensions to XMPP are called XMPP Extension Protocols (XEPs) and are managed by the XMPP Standards Foundation (XSF). The XSF doesn’t write extensions itself; rather, it provides the framework of an SDO for developers to propose and standardize their own.

Adapting to changing requirements hasn’t always been smooth sailing. XEP-0198 (Stream Management), an extension crucial for preventing message loss in mobile deployments, was stabilized in 2009, but only gained widespread implementation around 2014–2015. The iPhone was released in 2007; the HTC Dream, the first commercial Android phone, followed in 2008. OMEMO (XEP-0384), XMPP’s specification for industry-standard end-to-end encryption, gained traction from 2016 onward, three years after Edward Snowden8 exposed the NSA’s global surveillance and put the need for E2EE on the map. The articles “The (Sad) State of Mobile XMPP in 2014” by Georg Lukas9 and “The State of Mobile XMPP in 2016” by this author10 illustrate this rocky transition into the mobile era.

This demonstrates that merely having specifications is not enough. Standards need to be backed by multiple, preferably independent, implementations. Today, the XSF keeps track of the implementation status of its XEPs11. This data helps authors and the XSF guide proposals through their lifecycle, such as determining the right moment to advance an XEP from Experimental to Stable. It also allows developers to easily identify other clients and servers that support a given specification for interoperability testing. Finally, by providing a reverse lookup of which software supports which features, it helps end users find the right client for their needs.

Modern clients like Dino on Linux or Conversations on Android are on par with alternatives built on proprietary protocols. Recent additions to the feature set include emoji reactions, cross-device read-state synchronization, and time zone indicators to avoid messaging contacts during their local night hours. A unique feature among self-hostable instant messaging solutions, which sadly became relevant after a state-sponsored attack on a public XMPP provider12, is channel binding, a mechanism to prevent certain machine-in-the-middle attacks.

Looking to the not-too-distant future, the XMPP community is currently working on message replies, gallery-style multi-image sharing, and OAuth support. All of these features already have experimental XEPs backing them, but the community is currently awaiting implementation experience before advancing them. Meanwhile, the community is also exploring options for updating the RFC and bringing the protocol back to the IETF as “XMPP 2.0.”

Instant messaging is not a homogeneous user experience. A messenger for teams might require a different feature set than something optimized for use with friends and family. Not every XMPP client aims to provide the same user experience, but the standards exist for developers to build whatever specialized client their users need without inventing a protocol from scratch.

A Future in the Past

There is something fascinating about the fact that XMPP has developers in its community who are younger than the protocol itself. It has quietly outlived venture-funded startups, proprietary platforms, and entire tech cycles. That endurance provides the resilience we need in challenging times. It is the anchor, the backbone, the infrastructure.

Matrix reinvented the wheel as a rubber-tyred metro. On paper, it provides real benefits, such as climbing steeper inclines, which are then used to aggressively advertise and lobby local governments to buy in. But in the end, the municipality gets locked into a single vendor.

A changing geopolitical situation and the realization that Big Tech holds too much power lead us to seek out and develop alternatives. But what if the alternative has been right under our noses for over 25 years? The standard for instant messaging—RFC 6120: Extensible Messaging and Presence Protocol (XMPP).
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        Fingerprint bench · client-side only

        
        Every measurement a website can take from your browser, run live and shown back to you. This is the same class of signals the tracking and anti-fraud scripts collect — surfaced instead of hidden.

      




        
          1 Hardware & environment
            cross-engine · links you across different browsers

          …

        

        
          2 Engine × hardware
            canvas · audio · math · codecs — links within one engine family

          …

        

        
          3 Browser build
            which browser & version — not who you are

          …

        

        
          4 Session
            theme · quota · timing · IP — resets constantly

          …

        

      





  
    Mostly local. Every fingerprinting probe runs in your browser and stays here — no analytics, no beacon. The one exception is IP intelligence: on load, GlassBox queries public geolocation APIs (ipwho.is, ipapi.is) to look up your address, network and VPN status. Turn Geo off in the toolbar to stay fully local. View source to confirm the rest.
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PicoMQ is a Rust server for Durable Streams, built on Object Store. Cheap, URL-addressable, granular streams (create/append/read/long-poll/SSE), with Pico Protocol or Durable Streams Protocol as the facade.S3Stream is the stream storage primitive, used in AutoMQ, shipped as a Rust library. Coordination is a command log in Postgres.
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							Here’s a pop quiz for you: What purpose did this little kiosk serve?

via Wikimedia Commons
It’s quite a pretty little building—note the delicate grilles, the ornately etched glass, and the little bouquet of metal flowers bursting from the roof.

But of course, there is one key clue missing from the photograph: the smell. Or rather, the stench. This was one of Paris’s infamous public urinals—a pissoir (or vespasienne, if you’re inclined to be polite).

There was a moment around the mid-1800s in Paris when public urination began to be treated as a public health issue. A series of devastating cholera outbreaks led people to begin regarding human waste as a danger rather than a mere nuisance. Something had to be done.

		
		
Before that point, authorities had installed empeche pipi here and there—a kind of hostile architecture meant to prevent rogue peeing. This might take the form of a row of iron spikes blocking an enticing corner, or a piece of bullnose masonry meant to send the stream shooting back onto the offender’s shoes.

The most these interventions could do was shunt prospective pee-ers from one spot to another. But, in 1850, public urination was actually banned. People were going to need somewhere to go.

Enter the pissoir. When you can’t smell them, it’s easy to wish they were still around. Nowadays, public restrooms are utilitarian at best, but these looked like little palaces, crusted with iron flowers, shells, and scrolls—even, in some cases, tiny lions’ heads, glaring out as if to guard your back while you’re in the booth. On the other hand, the greatest concession most of them made to privacy was a little iron screen separating the user from the street.



[image: Enclosed six-stall urinal, Jardin de la Bourse, Place de la Bourse, 2nd arrondissement, Paris, circa 1865]

Enclosed six-stall urinal, Jardin de la Bourse, Place de la Bourse, 2nd arrondissement, Paris, circa 1865, via Wikimedia Commons





[image: Single stall urinal with raised modesty screen, Square des Batignolles, Paris, circa 1865]

Single stall urinal with raised modesty screen, Square des Batignolles, Paris, circa 1865, via Wikimedia Commons
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Slate cubicle with two stalls and doors, on curb of footpath, Place du Louvre, Paris, circa 1865, via Wikimedia Commons
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Single stall masonry urinal mounted with globe and advertising on sides, circa 1865, via Wikimedia Commons
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Eight-stall urinal, cast iron and slate with shrubbery screen, Champs-Élysées Gardens, in front of the Palais de l'Industrie, 8th arrondissement, Paris, circa 1873, via Wikimedia Commons
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Cast iron urinal on curb of street, advertising on panels of urinal walls, Paris, circa 1865, via Wikimedia Commons






Some were surmounted by glowing streetlamps, which served the joint purpose of making them easy to find and illuminating the advertisements with which they were liberally pasted. (Apparently, the perfumers and winemakers weren’t worried about unsavory associations with their product.)

Notably, they were only intended for use by men. The assumption was that women weren’t really much of a part of public life, and so wouldn’t need a way to relieve themselves while out on the street—kind of a self-fulfilling prophecy, if you think about it.

There was another use for the pissoir, which took their designers quite by surprise. Almost immediately, they became the favored meeting spot for men seeking rendezvous with one another. They were relatively private, secluded, and perfect for communicating anonymously with graffiti—the ideal release valve for a population that was prohibited from meeting publicly.


		
							
						[image: A chemist examining a flask of urine]					
				

			
			
				Early Doctors Diagnosed Disease by Looking at Urine
								
					March 24, 2023				

				When uroscopy became trendy, it caused a minor scandal within the early medical profession. 
			

		


		
In “Dirty Desire: The Uses and Misuses of Public Urinals in Nineteenth-Century Paris” sociologist Andrew Israel Ross tracks the contested terrain of the urinal, writing:

[T]he case of the public urinals ultimately shows that the meaning of modern urban life emerged in a constantly shifting dialogue between those who conceived and built the city and those who ultimately used it. The tendency of the built environment to exceed the control of those who conceived it … is a distinguishing feature of modern urban life.


The crackdown followed swiftly. The police started patrolling particularly popular urinals. So did blackmailers, for whom merely stepping into a urinal was enough to launch a harassment campaign.

Meanwhile, in the United States, toilets were becoming a centerpiece in yet another hot-button issue: temperance. In the absence of other options, saloons had become the de facto public bathroom network for most major cities—which meant that anyone who needed to empty their bladder was regularly exposed to the enticements of drink.
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As historian Peter C. Baldwin documents in “Public Privacy: Restrooms in American Cities, 1869–1932,” temperance advocates made fighting for public bathrooms one of their priorities. After all, once the saloons were shut down, people would still need somewhere to go. Baldwin quotes a 1913 Chicago Tribune article:

Why are we compelled to run the gauntlet past the beer bar, the bartender, and subject to the searching glance of this white-aproned gentleman, until in shame we start to spend money for booze?


Rather than small, minimally private public urinals, temperance activists advocated for large, many-stalled “comfort stations.” But there was a surprising side effect: the privately owned restrooms started to close their gates. (After all, there were public bathrooms available now, so why shouldn’t they only allow in paying customers?)

Meanwhile, as Prohibition played out, the project of constructing public bathrooms slowed to a trickle, and the few that had been built began to fall into disrepair.

The large, underground comfort stations of the early twentieth century are

almost all gone now throughout the United States. City pedestrians are usually forced to rely on facilities in semi-private buildings such as hotels, stores, restaurants, and coffee shops. Instead of a right conferred by government on all citizens, bodily privacy is a purchasable commodity. Even if provided free of charge, the use of the toilet is understood to be the result of an agreement between an individual and a business. It is an awkward, grudging agreement, inflected by judgments of the individual’s social status.


If you’ve ever been wandering the streets of Chicago or New York, wondering why there’s no place to pee, this history is part of the answer.


		

	Men seeking same-sex encounters transformed the pissoir into something its planners never intended. Who ultimately determines the meaning of a public space: its designers, authorities, or the people who use it?

	The article describes empeche pipi as an early form of hostile architecture. What assumptions about human behavior distinguish architecture designed to prevent an activity from infrastructure designed to accommodate it?

	What kinds of historical sources would allow us to reconstruct the experiences of people who actually used nineteenth-century public toilets, rather than the intentions of officials who designed and regulated them?

	Why did temperance advocates in the United States view public restrooms as part of the campaign against alcohol? What does that connection reveal about the unexpected ways infrastructure can influence social behavior?

	The article ends by describing bodily privacy as a “purchasable commodity” in many American cities. How does the history of public toilets complicate the distinction between public rights and private services?

Explore more classroom resources from JSTOR Daily.
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Abstract
Hypertension represents the predominant risk factor for cardiovascular disease morbidity and mortality; with significant healthcare utilization and expenditure. Pharmaceutical management is habitually adopted; although its long-term effectiveness remains ambiguous, and accompanying adverse effects are disquieting. Peppermint, which is rich in menthol and flavonoids, may exert potential benefits relevant to hypertension. This trial aimed to explore the effects of twice-daily peppermint oil supplementation in individuals with pre- and stage 1 hypertension. A 20 day, parallel randomized, placebo-controlled trial was adopted (NCT05561543). 40 individuals with pre- and stage 1 hypertension were randomly assigned to receive 100 μL per day of either peppermint oil or peppermint-flavoured placebo. The primary trial outcome was the between-group difference in systolic blood pressure from baseline to 20 days. Secondary outcome measurements were the between-group differences in anthropometric, haematological, diastolic blood pressure/resting heart rate, psychological wellbeing, and sleep efficacy indices. Statistical analysis was conducted on an intention-to-treat basis using baseline-adjusted linear regression models comparing post intervention values between trial arms with the corresponding baseline value entered as a covariate; adjusted mean differences (b), 95% confidence intervals, and effect sizes (d) were calculated. In relation to the primary outcome, adjusted systolic blood pressure at 20 days was significantly lower (b = −8.48 mmHg, 95% CI = −14.24 to −2.73, d = −0.94) in the peppermint trial arm (baseline = 130.05 mmHg, 20 days = 121.97 mmHg) than in placebo (baseline = 130.93 mmHg, 20 days = 131.05 mmHg). Loss to follow-up (N = 1) and adverse events (N = 1) were low, both occurring in the peppermint arm, and compliance was very high in the peppermint (93.3%) trial arm. Given the substantial health and economic burden associated with hypertension worldwide, these findings suggest that twice-daily peppermint supplementation may represent a simple, low-cost, and well-tolerated strategy to support blood pressure reduction in this population.

Trial registration

ClinicalTrials.gov NCT05561543
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Introduction
Globally, hypertension is renowned as the leading risk factor for cardiovascular disease morbidity and mortality [1]. High blood pressure ranks first among modifiable risk factors attributable to cardiovascular disease aetiology, accounting for the largest proportion of coronary heart disease, heart failure, and stroke events [2]. It is associated with significant societal and economic consequences [3] and also mediates significant productivity loss from disability and premature death [4]. Thus, hypertension is one of the most consequential and remediable threats to the health of individuals and society.

Pharmaceutical intervention is the predominant treatment approach for hypertensive disease, and angiotensin-converting enzyme inhibitors, beta-blockers, calcium antagonists, and diuretics are the most commonly adopted approaches [5]. However, while these medicines are effective for the treatment of hypertension, their long-term comparative effectiveness in routine care remains an area of ongoing investigation, with some evidence indicating differences between drug classes [6]. In addition, long-term adherence can be suboptimal [7], in part because adverse effects and treatment burden may influence continued use [8]. These considerations, alongside overreliance of daily prescription medication and broader preference among some patients for non-pharmacological options, support continued evaluation of adjunctive approaches with favourable tolerability profiles for the management of cardiometabolic risk [9].

Improved dietary practices are the principal approach for the non-pharmaceutical prevention and management of hypertensive and cardiometabolic diseases [10]. Enhanced intake of fruits and vegetables has definitively been shown to improve hypertensive and cardiometabolic disease symptoms [11]. However, maintaining a habitual dietary pattern high in fruits and vegetables has been shown to be difficult to accomplish [12]; therefore, supplementation potentially represents a more appealing treatment and prevention modality.

Peppermint (Mentha x piperita L.) is a recurrent flowering plant that cultivates in western Europe and North America. Peppermint is a hybrid of both spearmint (Mentha spicata L.) and water mint (Mentha aquatica L.). The peppermint plant contains a diverse chemical profile, including menthol, flavonoids, menthone, and menthyl acetate [13]. Peppermint possesses a broad range of biological activities, including digestive, choleretic, carminative, antiseptic, antibacterial, antiviral, antispasmodic, antioxidant, anti-inflammatory, myorelaxant, expectorant, analgesic, tonic, and vasodilatory properties [13,14], and has importantly been shown through toxicology analyses to be safe for ingestion [15].

Importantly, owing specifically to its antioxidant, anti-inflammatory, and vasodilatory properties, there is growing speculation that peppermint ingestion may target the mechanisms central to hypertensive pathophysiology, and thus confer significant clinical benefits [16]. To date, only very limited studies have been undertaken exploring the influence of peppermint supplementation on cardiovascular outcomes, with Barbalho et al. [17] showing that twice daily supplementation of peppermint, mediated significant reductions in both low-density lipoproteins (LDL) cholesterol and systolic blood pressure. However, this investigation did not feature a control group, meaning that the improvements cannot be attributed conclusively to peppermint supplementation, as opposed to other external mechanisms. Importantly, in healthy individuals, Sinclair et al. [16] showed using a placebo randomized controlled trial, that twice daily peppermint supplement yielded significantly greater reductions in systolic blood pressure, triglycerides and state/ trait anxiety compared to placebo.

At the current time, there has yet to be any randomized placebo-controlled intervention studies, examining the efficacy of peppermint supplementation in hypertensive individuals. Therefore, with preliminary evidence in healthy individuals suggesting a positive effect of peppermint ingestion [16], further placebo-controlled investigations concerning its influence on outcomes pertinent to hypertension may be of both practical and clinical relevance.

The aim of this placebo randomized trial is to investigate the effects of 20 days of twice daily peppermint supplementation in individuals with pre- and stage 1 hypertension compared to placebo. The primary objective of this trial is to investigate the effects of peppermint supplementation on systolic blood pressure relative to placebo. Its secondary objectives are to determine whether peppermint supplementation impacts upon other risk factors for hypertensive and cardiometabolic disease.

In relation to the primary outcome, it was hypothesized that peppermint oil will mediate statistically significant reductions in systolic blood pressure compared to placebo. Furthermore, for the secondary outcomes, peppermint oil will produce improvements in other cardiometabolic health parameters compared to placebo.




Materials and methods

Study design and setting

The comprehensive protocol for this study, detailing the study setting, CONSORT diagram, randomization process, recruitment strategy, and sample size calculation, has been previously published [18]. This study adheres to the latest guidelines for reporting parallel-group randomized trials [19] (S1). The University of Lancashire in the city of Preston in Lancashire, Northwest England, served as the location for the trial. In accordance with our previous trial, this research followed a 20 day parallel design, incorporating randomized allocation with a placebo control [16] (Fig 1). After screening for eligibility and enrolment, participants were randomized at the individual level, using a computer program (Random Allocation Software) to either a peppermint or placebo group. Screening included confirmation of eligibility and exclusion criteria via a structured health history review, including assessment for diagnoses suggestive of secondary hypertension and for major comorbidities that could influence blood pressure or participant safety. Indices, pertinent to hypertension, as described in detail below, were assessed at baseline and after 20 days (post-intervention). In agreement with previous trials involving hypertensive individuals, the primary outcome measure was the between-group difference in systolic blood pressure from baseline to post-intervention [9,20]. Secondary outcome measures were between-group differences in anthropometric, haematological, diastolic blood pressure/ resting heart rate, psychological wellbeing and sleep efficacy indices. All experimental visits took place in the morning and were undertaken in a ≥ 10-hour fasted state. Participants were also required to arrive hydrated and to avoid strenuous exercise, alcohol, and nutritional supplements 24 h and caffeine 12 h prior.




Inclusion criteria

Eligibility criteria for this study required participants to meet the following conditions: (1) aged from 18–65 years; (2) fulfil the classification of pre- and stage 1 hypertension outlined by the American Heart Association [21], (3) not taking prescribed medicine for blood pressure management, (4) the ability to complete written questionnaires independently and (5) able to provide informed consent.




Exclusion criteria

Exclusion criteria were (1) diagnosed diabetes mellitus; (2) known cardiovascular disease or clinically significant cardiovascular comorbidity, including coronary heart disease, symptomatic heart failure, clinically significant arrhythmia, or a history of stroke or transient ischaemic attack within the previous 6 months; (3) known or suspected secondary hypertension, including renal, renovascular, or endocrine causes; (4) known clinically significant renal impairment or severe hepatic disease; (5) evidence or history of severe hypertension related target organ damage requiring specialist management; (6) pregnant or lactating women; (7) allergy to peppermint; (8) habitual consumption of peppermint products; (9) regular consumption of antioxidant supplements; (10) body mass index larger than 40.0 kg/m²; (11) current enrolment in other clinical trials or use of other external therapies likely to influence outcomes; and (12) any condition likely to compromise informed consent, protocol compliance, or outcome assessment, including severe psychiatric illness, cognitive impairment, or active substance or alcohol misuse.




Sample size

There has yet to be any investigation examining the efficacy of peppermint supplementation in hypertensive individuals. Therefore, a pragmatic a priori sample size calculation was undertaken based on our previous trial examining the effects of peppermint supplementation on systolic blood pressure (i.e., our primary trial outcome) in healthy individuals [16]. Considering an expected attrition rate of 10%, this revealed that 20 participants would be necessary in each trial arm, with a total N of 40, to achieve α = 5% and β = 0.80.




Participants and recruitment

Recruitment for this project commenced on 01/12/2023 and continued until 07/07/2025 and data collection itself formally ended on 05/08/2025. Both males and females of diverse races and ethnicities, who live in Preston and its surrounding areas, were recruited. Recruiting materials were placed using public patient bulletin boards as well as using social media. Individuals expressing interest in participation were able to reach out to the research team for additional details about the study and to address any questions related to participation. Written informed consent was acquired from all participants.




Ethical approval and trial registration

This study was granted ethical approval by the University of Lancashire HEALTH Ethics Committee (HEALTH 01074; S2-3), and all participants submitted written informed consent before participating, adhering to the principles stated in the Declaration of Helsinki. The trial was preregistered on clinicaltrials.gov (NCT05561543).




Dietary intervention

After the conclusion of their baseline data collection session, participants were provided with either pure peppermint oil (Piping Rock Health, UK) or placebo. Participants randomized to the peppermint arm were required to consume 50 µL of supplement diluted into 100 mL of water twice daily: once in the morning and again in the evening. This dose was selected based on our previous placebo randomized trial in healthy individuals using the identical dose and supplementation schedule, which demonstrated a significant reduction in systolic blood pressure with no reported adverse effects or dropouts and high compliance (90.03%) in the peppermint trial arm [16]. The placebo condition involved the consumption of a peppermint-flavored cordial (Schweppes, Schweppes Geneva) in the same quantity and manner as the peppermint group, without the presence of peppermint oil, menthol, or peppermint-derived constituents listed on the ingredient declaration. The placebo cordial was selected based on its ingredient declaration, and this approach to placebo preparation has been shown in previous trials to provide an effective blinding strategy [16,22]. To ensure effective blinding, identical opaque 15 mL dropper bottles without any labels were supplied to participants in both the placebo and peppermint trial groups, with the only difference being the solution, i.e., placebo or peppermint that they contained. Additionally, all supplements were prepared by an independent researcher to maintain blinding.

Both the peppermint oil and peppermint-flavored cordial utilized in this trial are commercially available, food-grade products that are approved for human consumption. Pure peppermint oil is marketed as a dietary supplement and listed as a Generally Recognized As Safe (GRAS) substance by the U.S. Food and Drug Administration (21 CFR §182.20). The peppermint-flavoured cordial is a commercially available beverage produced in compliance with UK and EU food safety regulations, approved for general sale and consumption under the UK Food Safety Act 1990 and the Food Information Regulations 2014. Furthermore, peppermint flavourings contained within the cordial are permitted under EU Regulation No. 1334/2008 on flavourings and food ingredients with flavouring properties. The selected dose in the present trial was derived from our previous human study [16], which demonstrated significant improvements in cardiovascular outcomes without adverse events and with high participant compliance, supporting both the tolerability and safety of the intervention.

Throughout the study, the participants were encouraged to maintain their habitual diet and exercise routines; and asked to refrain from consuming any other peppermint supplements. Participants were also asked to keep a 4-day diet diary prior to the baseline assessment and before the follow-up examination at the end of the 20 day treatment period [9,20]. This ensured that there were no differences in dietary patterns between groups and that participants had not made significant changes to their nutritional approach that could influence the study outcomes. Diet diaries were analyzed using WinDiets Nutritional Analysis Software Suite Version 1.0 (Robert Gordon University, Aberdeen, UK), allowing daily energy intake, fat, saturated fatty acids, protein, carbohydrate, sugars, fibre, alcohol, vitamin A, thiamine, riboflavin, niacin, vitamin B6, vitamin B12, folate, vitamin C, vitamin D, vitamin E, calcium, salt, iron, zinc, and selenium to be examined.

For their post-intervention data collection session, all participants were asked to return any unused supplementation/ placebo to the laboratory in order to determine the % compliance in each trial arm. Furthermore, in order to examine blinding efficacy, each participant was asked which trial arm that they felt that they had been allocated to at the conclusion of their post-intervention data collection session. In both groups loss to follow up was monitored, as were any adverse events.




Data collection


Blood pressure and resting heart rate.
Blood pressure and resting heart rate measurements were undertaken in an upright seated position. Peripheral measures of systolic and diastolic blood pressure and resting heart rate were measured via a non-invasive, automated blood pressure monitor (OMRON M2, Kyoto, Japan), adhering to the recommendations specified by the European Society of Hypertension [23]. Three readings were undertaken, each separated by a period of 1 min [24], and the mean of the last 2 readings used for analysis.




Anthropometric measurements.
Anthropometric measures of mass (kg) and stature (m) (without footwear) were used to calculate BMI (kg/m2). Stature was measured using a stadiometer (Seca, Hamburg, Germany) and mass measured using weighing scales (Seca 875, Hamburg, Germany). In addition, body composition was examined using a phase-sensitive multifrequency bioelectrical impedance analysis device (Seca mBCA 515, Hamburg, Germany) [25], allowing percentage body fat (%) and fat mass (kg) to be quantified. Finally, waist circumference was measured at the midway point between the inferior margin of the last rib and the iliac crest and hip circumference around the pelvis at the point of maximum protrusion of the buttocks, without compressing the soft tissues [26]; allowing the waist-to-hip ratio to be quantified.




Haematological testing.
Capillary blood samples were collected by finger-prick using a disposable lancet after cleaning with a 70% ethanol wipe. Capillary triglyceride, total cholesterol and glucose levels (mmol/L) were immediately obtained using three handheld analyzers (MulticareIn, Multicare Medical, USA). From these outcomes’ LDL cholesterol (mmol/L) was firstly quantified using the Anandarja et al. [27] formula using total cholesterol and triglycerides as inputs. In addition, HDL cholesterol (mmol/L) was also calculated by re-arranging the Chen et al. [28] equation to make HDL the product of the formulae. Both of these approaches have been shown to have excellent similarity to their associated lipoprotein values examined using immunoassay techniques r = 0.948–0.970 [28,29]. The ratios between total and HDL cholesterol and between LDL and HDL cholesterol levels were determined in accordance with Millán et al. [29]. Finally, the triglycerides and glucose (TyG index) was calculated as the natural logarithm of the product of plasma glucose and triglycerides divided by two [30].




Questionnaires.
Sleep quality has been shown to be diminished in patients with hypertension and cardiometabolic disease [31], and supplementation of peppermint has been demonstrated to enhance sleep quality [32]. Therefore, general sleep quality was examined using the Pittsburgh sleep quality index (PSQI) [33], daytime sleepiness using the Epworth Sleepiness Scale [34] and symptoms of insomnolence via the Insomnia Severity Index [35]. These questionnaires were utilized cooperatively to provide a collective representation of sleep efficacy. The Pittsburgh sleep quality index measure consists of 19 individual items, creating 7 components (subjective sleep quality, sleep latency, sleep duration, sleep efficiency, sleep disturbance, use of sleep medication, and daytime dysfunction) that produce a global score ranging from 0 to 21, with lower scores denoting a healthier sleep quality. The Epworth Sleepiness Scale consists of a list of eight scenarios in which tendency to become sleepy is rated on a scale of 0–3. The total score is the sum of these responses and ranges from 0 to 24, with higher scores indicating increased sleepiness. The Insomnia Severity Index features seven questions in which sleep difficulty is rated on a scale of 0–4. The total score is the sum of these responses and ranges from 0 to 28, with higher scores indicating greater sleep difficulty.

Because psychological wellbeing is lower in those with hypertension and cardiometabolic disease [36], general psychological wellbeing was examined using the COOP WONCA questionnaire [37], depressive symptoms using the Beck Depression Inventory [38] and state/ trait anxiety with the State Trait Anxiety Inventory (STAI) [39]. Once again, these scales were utilized conjunctively to provide a collective depiction of psychological wellbeing. The COOP WONCA questionnaire comprises six scales (physical fitness, feelings, daily activities, social activities, change in health and over-all health) designed to measure functional health status on a scale ranging from 1 to 5. The final score is the mean of the six scales, with a higher score indicating reduced functional health. The Beck Depression Inventory is a 21-item questionnaire in which depressive symptoms are rated on a scale of 0–3. The total score is the sum of these responses and ranges from 0 to 63, with higher scores indicating greater depression. Finally, the State-Trait Anxiety Inventory uses 20 items to assess trait anxiety and 20 to examine state anxiety, rated on a scale of 0–4. The total score for both trait anxiety and state anxiety is the sum of these responses for each component and scores range from 20 to 80, with higher scores denoting greater anxiety.






Statistical analysis

Baseline demographic and clinical characteristics were presented descriptively for each trial arm. In accordance with CONSORT guidance, formal significance testing of baseline differences was not performed, and any observed differences were interpreted with reference to their prognostic relevance and the magnitude of any chance imbalance [19]. Continuous variables are expressed as means accompanied by their respective standard deviations, while categorical variables are reported as percentages (%) or frequencies (N). Comparisons of compliance levels (%) between trial arms were performed using linear regression models with trial arm included as a fixed factor.

All analyses of the intervention-based data adhered to an intention-to-treat approach. In accordance with our previously published trial protocol [18], treatment effects for all continuous outcome measures were estimated as between-trial-arm differences at 20 days, with adjustment for the corresponding baseline value of the same outcome. Accordingly, post-intervention values at 20 days were analyzed using linear regression models with trial arm included as a fixed factor and the corresponding baseline value entered as a covariate, an approach recommended for randomized controlled trials with baseline and follow-up continuous outcomes [40,41]. No additional baseline demographic or clinical characteristics were included as covariates in the primary models. For these analyses, the adjusted mean difference between trial arms at 20 days (b), 95% confidence intervals of the difference, and associated p-values are presented. Effect sizes were calculated as semi-standardised adjusted mean differences (d) by dividing b by the residual standard deviation from the fitted model [42]. Effect size values are interpreted as 0.2 = small, 0.5 = medium, and 0.8 = large [43].

The efficacy of blinding was assessed using a one-way chi-square (Χ2) goodness-of-fit test. Two-way Pearson chi-square tests of independence were applied for bivariate cross-tabulation analyses between trial arms. These analyses assessed the number of participants lost to follow-up and the incidence of adverse events in each group. Chi-square analyses were calculated using Monte-Carlo simulation to determine probability values. Missingness was limited to the 20 day post-intervention outcome values of two participants in the peppermint trial arm who did not complete the follow-up assessment; no baseline variables were missing. To preserve the intention-to-treat analysis set, missing 20 day outcome values were imputed using a fully conditional specification approach [44]. As the incomplete variables were continuous post-intervention outcomes, the imputation models were specified for continuous variables and were informed by treatment allocation and the corresponding baseline value of each outcome. All statistical analyses were performed using SPSS v29 (IBM Inc., SPSS, Chicago, IL, USA), and statistical significance was considered at the p ≤ 0.05 level.






Results

Baseline demographic, anthropometric, and health information

Baseline characteristics of participants are presented in Table 1. Baseline systolic blood pressure, the characteristic of greatest prognostic relevance to the primary outcome, was similar between the placebo and peppermint trial arms.




Compliance, loss to follow up, and adverse events

Total trial completion numbers in each group were peppermint N = 18 and placebo N = 20, with loss to follow-up (N = 1) and an adverse event (N = 1) occurring in the peppermint arm (Fig 1). The adverse event was minor and caused by the participant’s dislike of the taste of peppermint. The chi-square tests were non-significant, indicating that there were no statistically significant differences between trial arms in either loss to follow-up (p = 0.151) or adverse events (p = 0.311). There was no statistically significant difference (p = 0.565) in compliance between the peppermint (93.3%) and placebo (92.2%) trial arms.




Blinding efficacy

Of the 38 participants that completed the trial, 47.4% (N = 18) correctly identified their designated trial arm, the Chi-squared test was non-significant (p = 0.746) indicating that an effective blinding strategy was adopted.




Blood pressure and resting heart rate

Adjusted post-intervention systolic blood pressure (b = −8.48 mmHg, 95% CI = −14.24 to −2.73, p = 0.005, d = −0.94), diastolic blood pressure (b = −4.57 mmHg, 95% CI = −8.98 to −0.15, p = 0.043, d = −0.66), and resting heart rate (b = −8.92 beats/min, 95% CI = −17.43 to −0.40, p = 0.041, d = −0.72) at 20 days were significantly lower in the peppermint arm compared to placebo after adjustment for baseline values (Table 2).




Anthropometric measurements

Adjusted post intervention anthropometric measurements at 20 days did not differ significantly between the placebo and peppermint trial arms after controlling for baseline values (p = 0.407–0.954; Table 2).




Haematological testing

Adjusted post intervention haematological parameters at 20 days did not differ significantly between trial arms after controlling for baseline values (p = 0.121–0.921; Table 2).




Questionnaires

Adjusted post intervention questionnaire-based outcomes at 20 days did not differ significantly between trial arms after controlling for baseline values (p = 0.066–0.924; Table 2).




Diet diaries

Across all dietary intake measures, adjusted post intervention values at 20 days were similar between the placebo and peppermint trial arms after controlling for baseline values, with no statistically significant between group differences observed (p = 0.241–0.992; Table 3)






Discussion
This trial aimed to evaluate the effects of a 20 day regimen of twice-daily peppermint supplementation on health indicators in individuals with pre- and stage 1 hypertension, relative to placebo. Notably, this study represents the first randomized controlled trial employing a parallel placebo-controlled design to investigate the impact of peppermint supplementation in this population. The primary objective was to examine the influence of peppermint supplementation on systolic blood pressure compared to placebo. Secondary objectives included assessing its effects on additional risk factors for hypertension and cardiometabolic disease.

In relation to the primary outcome, in agreement with our hypothesis and the findings of our previous trial in healthy individuals [16], adjusted systolic blood pressure at 20 days was significantly lower in the peppermint trial arm compared to placebo, with a large effect size. It is proposed that the observed benefits of peppermint supplementation were mediated by the presence of menthol. Menthol acts as an agonist for the transient receptor potential melastatin 8 (TRPM8) channels in vascular smooth muscle [45], with their activation subsequently triggering a vasodilatory effect. Specifically, the opening of vascular TRPM8 channels allows for the entry of calcium into the endothelium [46], which in turn stimulates nitric oxide production [47] and hyperpolarization of vascular smooth muscle cells [48]. Since arterial hypertension is the most common preventable risk factor for cardiometabolic disease [49], and the greatest single risk factor for global all-cause mortality [50], these findings have significant clinical implications. The results of this trial suggest that peppermint supplementation could be a valuable tool in the management of pre- and stage 1 hypertension.

In addition to the primary outcome, and in further support of our hypotheses, adjusted diastolic blood pressure and resting heart rate at 20 days were also significantly lower in the peppermint group compared to placebo. In addition to the aforementioned effects, it is proposed that the effects of peppermint in reducing the resting heart rate were also mediated as a function of menthol. In addition to the vascular effects described above, peppermint supplementation may also influence resting heart rate through autonomic nervous system modulation. Menthol has been shown to activate TRPM8 channels located on sensory neurons, which can alter autonomic balance by enhancing parasympathetic (vagal) activity and/or reducing sympathetic drive [51,52]. This shift in autonomic tone can reduce sinoatrial node firing rate, thereby lowering resting heart rate [52]. Importantly, epidemiological studies have shown that resting heart rate is an independent predictor of cardiovascular and all-cause mortality in both men and women with and without diagnosed cardiovascular disease [53,54]. Furthermore, epidemiological studies also suggest that reducing the resting heart rate is not only associated with decreased cardiovascular mortality but also with decreased all-cause mortality [55]. This observation provides further evidence that peppermint supplementation could be an effective tool in the management of cardiovascular disease.

Although significant reductions in systolic blood pressure, diastolic blood pressure, and resting heart rate were observed in the peppermint trial arm, it did not elicit statistically significant between-group differences in anthropometric, haematological, questionnaire-based, or dietary indices. It is ultimately beyond the scope of this trial and its experimental measures, to determine the mechanisms responsible for the lack of statistical differences in most secondary trial outcomes. However, the a priori sample size was determined to address the primary outcome and may therefore have provided limited statistical power to detect between-group differences in secondary trial measurements. In addition, the 20 day intervention period was designed to examine short-term responsiveness and may have been insufficient for detecting changes in outcomes that typically require longer exposure to manifest. Accordingly, larger trials of longer duration with follow-up are warranted to more definitively evaluate secondary endpoints and the sustainability of observed effects.

Overall, the current trial demonstrated a successful blinding strategy, a very low number of adverse events, good compliance, and a high retention rate in the peppermint group. Therefore, it can be concluded that peppermint is a safe, tolerable, and low cost (<£10 for 15 mL) modality for individuals with pre- and stage 1 hypertension, that can be easily incorporated into habitual dietary patterns. Notably, a significantly lower adjusted systolic blood pressure value at 20 days was observed in the peppermint trial arm, indicating that this supplement may represent an effective means of improving blood pressure in this population. However, it remains unclear whether these findings can be generalised to individuals in more advanced stages of hypertension or those with relevant comorbidities not examined in the present study. Further research is therefore warranted to establish whether the efficacy of peppermint observed in healthy individuals [16] and in the current cohort can be replicated in these populations. It is also notable that whilst other supplementary modalities such as Montmorency tart cherry and blueberry have also been shown to reduce systolic blood pressure and cardiometabolic risk factors [56,57], they necessitate the intake of increased sugar (≈15 g per 30 mL serving) and additional daily kilocalorie intake (≈80 kcal per 30 mL serving) [56,58]. In contrast, peppermint, administered in extremely small quantities relative to tart cherry or blueberry, may represent a more suitable option for supporting blood pressure control while aiding the maintenance of a healthy body weight.

As with any randomized controlled trial, this investigation is not without limitations. The a-priori sample size was determined to address the primary outcome and may therefore have provided limited statistical power to detect between-group differences in some secondary outcomes. Accordingly, null findings for secondary endpoints should be interpreted cautiously, and larger trials are warranted to more definitively evaluate these outcomes. A further limitation is the 20 day intervention period, which permits assessment of short-term blood pressure responsiveness but does not establish whether any effects are sustained. Given blood pressure variability and guidance that antihypertensive strategies should be evaluated over several months to establish maintenance of efficacy [59], longer trials with follow-up are required. Blood pressure outcomes were assessed using clinic style measurements obtained in a laboratory environment, which may not capture blood pressure throughout the day. Although more logistically and fiscally challenging, twenty-four-hour ambulatory blood pressure monitoring may be advantageous in nutritional interventions as it provides a more comprehensive depiction of systemic blood pressure across 24 hours and reduces the likelihood of white coat hypertensive readings [60]. Finally, while the present trial observed favourable effects of peppermint oil supplementation on blood pressure and selected cardiometabolic outcomes, it was not designed to elucidate the mechanistic basis for these changes. Menthol, a major constituent of peppermint oil, is a TRPM8 agonist and has been linked to vasodilatory effects via calcium dependent endothelial signalling and nitric oxide related pathways [45–48], but mechanistic indicators such as nitric oxide metabolites, endothelial function, and autonomic markers were not measured. Accordingly, mechanistic interpretation remains speculative, and future trials should incorporate such measures to evaluate underpinning pathways and optimise intervention delivery and clinical outcomes.




Conclusion
The current placebo randomized controlled trial aimed to investigate the influence of 20 days of twice-daily peppermint supplementation on blood pressure and related health indicators in individuals with pre- and stage 1 hypertension, compared to placebo. The trial supported our primary hypothesis that peppermint supplementation would lead to a significant reduction in systolic blood pressure relative to placebo. Given the substantial health and economic burden associated with hypertension worldwide, these findings suggest that twice-daily peppermint supplementation may represent a simple, low-cost, and well-tolerated strategy to support blood pressure reduction in this population.
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CUDA is a giant for GPU compute, which includes machine learning applications. So far, CUDA supports x86-64 and aarch64 CPUs. Now, Nvidia is looking at extending CUDA support to RISC-V. This move opens the door for RISC-V CPUs to feed GPU compute. Nvidia’s talk focuses on the requirements that RISC-V CPUs must fulfill to work with CUDA. Basically, they want a server-grade CPU and platform.


Nvidia starts by requiring a RVA23 CPU, and adherence to RISC-V’s server SoC and server platform specifications. Those specifications include RAS (reliability, availability, and serviceability) features, a specialized security processor, and other baseline features. Nvidia gets most of their server-grade expectations fulfilled by those specifications. 
Nvidia has a few more requirements that go beyond the RISC-V profile or platform specifications listed above, because they found it difficult to make CUDA software work well without those features. They don’t want a lowest common denominator problem, where they can’t use performance-enhancing extensions because they can’t guarantee they’ll be running on hardware with those extensions supported. From Nvidia’s perspective, that would force them to ship inefficient code. Nvidia brought up vector extensions as an example, because predication support lets them avoid branches.


ACPI is a more difficult requirement. ACPI lets software discover what hardware can do, and can be used for power, performance, and thermal management. Nvidia’s software team wasn’t happy because RISC-V hardware didn’t have ACPI when they started porting CUDA, but that situation has been resolved. In 2025, the UEFI forum added RISC-V ACPI support. The RISC-V BRS (Boot and Runtime Services) specification was ratified last year, and includes ACPI.


Then, Nvidia requires PCIe coherency. Nvidia brings up a memory ordering problem where the CPU has written data, but that data is sitting in a cache. If CUDA kicks off a DMA request to copy that data to the GPU, the DMA engines may read data from DRAM and miss modified data sitting in CPU-side caches. When copying results back from the GPU, the CPU could read stale data from its caches after the DMA engines write data to DRAM. Software would have to explicitly invalidate caches to avoid that scenario if the system doesn’t have PCIe coherency. Working cache invalidations into the CUDA stack would be difficult, and Nvidia considers PCIe coherency to be a standard feature in a server CPU. RISC-V’s server SoC specification recommends that hardware implement cache coherency, but Nvidia wants a guarantee.


Nvidia also wants hardware to support peer-to-peer PCIe communication. Without this capability, buffers copied between two devices would have to go through CPU memory, which costs performance and increase complexity because it’ll need extra synchronization signals.


Unfortunately, Nvidia didn’t go over all requirements in detail. They noted that they’re aiming for a certain level of performance, and that the overall list fits within two pages. It’s an open question whether it’s like two double-spaced pages with large font, or two note pages allowed for an open-note exam (which a student will creatively fill with as much information as possible).
Besides running CUDA on RISC-V CPUs, Nvidia briefly went over requirements for NVLink Fusion. NVLink Fusion lets other companies implement Nvidia’s NVLink IP on their chips, letting them use Nvidia’s NVLink C2C link with a custom CPU of their choice. A hypothetical product would work much like Nvidia’s GB10, which linked Mediatek’s CPU die with an Nvidia GPU using NVLink C2C. Nvidia would of course want customers to use Nvidia’s CPUs as well. But if customers want to connect custom CPUs or other accelerators, Nvidia would still like them to use their NVLink IP. The custom CPU could be a RISC-V one.


NVLink Fusion’s requirements include all of CUDA’s requirements, along with whatever’s needed to support software frameworks like DOCA and NCCL. Requirements extend to having a close partnership with Nvidia, which sounds like a given. Integrating IP can be a complex endeavor, and would likely require close cooperation along the lines of Mediatek’s cooperation with Nvidia for GB10.


RISC-V’s software ecosystem has some distance to go before catching up to x86-64 and aarch64. Nvidia’s effort to bring CUDA into the RISC-V world is a promising development. Unfortunately, those efforts don’t necessarily mean you can attach a Nvidia GPU to a RISC-V system and get cracking with CUDA. The vast majority of existing RISC-V hardware won’t meet Nvidia’s requirements. In fact, I would be surprised if any RISC-V consumer hardware meets those requirements in the near future. ACPI is an obvious sticking point, and seems difficult for vendors to pick up. In the aarch64 world, ACPI support has been spotty at best even though it has been in standards for years. A RISC-V standard ratified in 2025 would likely take several years to get wide support, if not more.


When and if RISC-V systems start showing up with CUDA support, they’ll likely be server systems rather than the single board computers hobbyists can afford. Nvidia noted that they’re partnering with SiFive, and SiFive plans to demo a system running CUDA at Hot Chips. Nvidia implied the example CPU specifications on their slide correspond to that system, and those specifications suggest it’s a high core count server chip. I look forward to seeing that, but I also hope Nvidia doesn’t block CUDA from running on unsupported systems. I would love to see enthusiasts take a shot at feeding Nvidia GPUs from RISC-V systems.
Going forward, I hope Nvidia can relax their requirements to give existing RISC-V systems a better chance of meeting them. Lack of vector extensions or PCIe coherency doesn’t necessarily lead to intractable performance problems. Using branches instead of predication can work well if those branches are predictable, which they often are. Cache invalidations required to work around lack of PCIe coherency will incur a performance cost. However, that cost may be acceptable for workloads that do a lot of compute compared to data movement. The same applies to PCIe peer-to-peer transfers. It’s great to have things go fast, but things that don’t happen often can be put on a slow path if you’re careful. Hopefully, Nvidia’s current requirements stem from expedience, and were set to allow a fast, low-risk RISC-V port. And hopefully, CUDA evolves in a way that makes it accessible to a wide range RISC-V systems, not just specialized enterprise designs.
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| Read on LessWrong |

Large language models often take actions running on one computer (via an
agentic harness such as Claude Code or Codex), however the LLMs’ responses to
prompts are computed on a different computer with GPU access. Could a malicious
LLM gain control of the host machine where its weights are loaded? Such a
machine is a high-value target: it has sufficient compute to run a frontier
LLM, offers easy access to the LLM’s weights, and has privileged access to
other computers in the datacentre compared with a generic computer on the
internet.

This essay explores how easily a malicious LLM could take control of the host
machine. The primary attack considered here involves the LLM emitting a token
sequence whose semantic meaning is irrelevant but that exploits a vulnerability
in the software that loads an LLM onto GPUs, runs the LLM to generate output
tokens, and parses those tokens into responses. .

How could an LLM execute code on the host machine?

Like any program, inference engines like vLLM or SGLang may contain
exploitable bugs. Because the LLM controls the tokens passed to the inference
engine, a malicious LLM could therefore emit a sequence of tokens that a poorly
written inference engine mistakes for code or instructions to execute rather
than data to return to the user.

But surely all inference engines are robust pieces of software and this would
never happen, right?


CVE-2025-9141 was an arbitrary-code execution bug in vLLM’s XML-based tool
parser for Qwen3 Coder. The parser passed almost every tool-call argument to
eval(), allowing the LLM to execute arbitrary code on the host machine.
Gemini automatically analysed the PR that introduced this bug and
correctly flagged it as a critical security vulnerability. Despite that
warning, the lead maintainer of vLLM force-merged the PR, writing:

[image: I'm force merging this to unblock model usage]

Unfortunately, parsing an arbitrary token sequence into a fully fledged chat
(with user turns, assistant responses, tool calls, and so on) is not trivial,
and the exact process often differs between LLMs. This complexity creates more
opportunities for bugs that could permit arbitrary code execution on the host
machine.

vLLM and SGLang are complex, and bugs are common

Modern inference engines do more than map token sequences to strings. vLLM’s
documentation lists support for more than 200 model architectures, and its
examples directory contains about 35 Jinja chat templates. Modern
inference engines parse many chat formats, and slightly misspecified parsing
logic result in an LLM’s output being interpreted as code to execute.

In this vLLM issue, a user was discussing how LLMs reason with MiniMax-M3,
and the LLM emitted the string <mm:think>. vLLM mistakenly parsed this plain
string as the start of a reasoning block. So instead of:


Response: I'll echo exactly what you said: <mm:think>\nThere, how was that?



vLLM parsed this as:


Response: I'll echo exactly what you said: 

Reasoning: \nThere, how was that?



This is a fairly harmless parser bug, but it demonstrates that inference
engines do more than convert tokens to strings and concatenate them. They are
complex systems under constant iteration and their developers are under a lot
of pressure to make them as fast as possible. These factors increase the risk
that a malicious LLM could turn a parser bug into arbitrary code execution on
the inference host.

Vision and audio tokens might increase the attack surface

Multimodal architectures allow an LLM to respond with images or audio as well as
plain text. Turning a model’s audio or visual output into usable media is
probably more complicated than decoding text tokens. However, as far as I can
tell, current multimodal LLMs generally emit constrained media tokens rather
than arbitrary file bytes. A model-specific decoder turns those tokens into
pixels or waveforms, which are then encoded into files. This makes classic
malformed-file exploits against software such as ffmpeg or media viewers less
directly accessible to the model, although the additional decoders, encoders,
and native kernels still increase the attack surface.

I do not currently see multimodal output as a major route to host compromise.
However, it offers much higher bandwidth than text alone, and future inference
engines may optimise these media-generation pathways in ways that make them
easier to exploit. I also do not know how proprietary multimodal models
represent image and audio output; their methods may carry different risks.

How likely is an LLM to discover and exploit inference engine vulnerabilities?

Somewhat likely? I’m unsure. Discovering a useful vulnerability is probably the
harder step. The sequence of tokens required to exploit it might be quite
unusual, but that does not make the vulnerability impractical to exploit. Given
the right context (e.g. an LLM exploring the vLLM codebase and discovering a
vulnerability in the process), I’d expect a frontier LLM to be able to emit the
tokens required to exploit it.


Once an LLM discovers an exploit token sequence, it could store that sequence,
or instructions for recreating it, in files, filenames, or URLs likely to enter
another LLM’s context. The exploit would then act as a form of persistent
prompt injection: an agent might trigger code execution on the GPU host merely
by listing a directory or reading a file.

Inference engines are an attractive target for power-seeking LLMs

I believe hope that OpenAI, Google, and Anthropic have security teams that
red-team the software they run internally. But as open-weight LLMs become more
powerful, we’ll have more LLMs running on bleeding-edge inference engines that
have received less scrutiny. This increases the chance that a malicious
open-weight LLM will encounter and exploit a vulnerable inference engine.

Another attack vector may emerge as LLMs are increasingly tasked with writing or
modifying the inference engines that run them, usually to improve performance. A
malicious LLM could use that access to plant a backdoor. C++ and CUDA
components of the inference pipeline seem like especially attractive
targets: the LLM could introduce an out-of-bounds memory-access vulnerability
that enables arbitrary code execution on the GPUs or on the CPU host that
controls them.

How do we defend against this?

Beyond red-teaming inference engines for vulnerabilities, a few other measures
might help:


	Run the GPUs and token parser on separate computers. The GPU host would emit
only logits. A second host would sample tokens from those logits, parse the
tokens into chat messages, and forward the messages to the agentic harness.
This separation would limit a parser compromise to the CPU host rather than
the GPU host.

	Restrict the permissions granted to GPU hosts and treat all data they emit as
untrusted.
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The dredging industry has been the backbone of the Dutch economy for centuries. If canals, harbours and rivers would not be maintained for a few years, the whole country would literally grind to a halt.

Today, dredging happens with oil powered ships, which burn up to 3,000 litres of fuel per hour. However, in earlier times, the Dutch waterways were dredged mostly by hand, using simple but ingenious tools.

Manual dredging was heavy labour, especially when waterways became deeper. Therefore, it was supplemented by animal power, wind power and tidal power. However, in some parts of the Netherlands, people chose a different strategy: they designed a new type of cargo ship that could sail in shallow waterways.

35 million m³ of mud

Siltation is a serious problem in the Netherlands, which lies in the delta area of various rivers that supply large amounts of silt and clay particles. At the same time, navigable waterways are essential to maintain transportation and trade — the country is home to the largest port in Europe, Rotterdam.

Each year, some 30 to 35 million m³ of mud are dredged out for the maintenance of the Dutch waterways. Approximately 75% comes from salty waters. In the port of Rotterdam alone, 20 million m³ of mud is collected each year.

The demand for dredging continues to increase. Both inland ships and seagoing vessels continue to get bigger, requiring ever deeper and wider waterways. A “modal shift” policy, in which cargo transport moves from the road to the water in order to improve sustainability and reduce congestion, also leads to more and larger ships, and thus to more dredging.
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Although most of the mud is dumped into the sea, each year 3.5 to 5 million m³ of contaminated sediments must be landfilled. Then there is the dependency on fossil fuels. A typical suction hopper dredger has a pumping power of 2,500 kW and removes 100 m³ of sediments per minute. The largest dredgers have 30,000 kW engines and 6,000 kW of pumping power. At full power, these ships consume 3,000 litres of oil per hour.

Dredging a Country by Hand

Silting is a very old problem in the Netherlands, so how did this job happen before the arrival of fossil fuel powered dredging machines and boats?

For centuries, the Netherlands were mainly dredged by hand. Dredgers stood on a small boat and scraped mud from the bottom with their “dredge bag” (“baggerbeugel”). In an alternative configuration, the dredger stood on a wooden board that was supported by the river bank on one side, and by a floating container on the other side.
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The dredge bag, a tool that was also used for peat cutting, was a long stick (up to 6 metres long) with an annular metal scraper and a net at the end. There were different types of nets and bags, depending on the composition of the sediment. Working with the dredge bag, the handle was rested against the shoulder, so that the net could be dragged over the bottom with two hands.


For large dredging works, thousands of workers with dredging bags were deployed.



The mud was pulled ashore or deposited in a flat barge. For large dredging works, such as the construction of the Northern Holland Canal in 1822-1825, thousands of workers with dredging bags were deployed. Until about 1960, contractors of dredging works employed men with dredging bags for the maintenance of shallow ditches and canals. The tool is still for sale.

Dredge Mills

Manual dredging is heavy and time-consuming work, so people designed technology that could ease and speed up the task. Furthermore, ships became ever larger. In the last quarter of the sixteenth century, the “dredge mill” was introduced, which worked up to a depth of two metres. It was still based on human power, but now people were merely the power source for a machine.

On a dredge mill, a group of people worked large treadmills or capstans, which drove a paddle wheel that scooped the mud from the bottom and threw it into a barge that was moored across. The dredge mill was usually made up of two flat barges with the rotating wheel in between. These machines were often operated by prisoners.


 
   [image: Dredge mill operated by prisoners. Image: Beeldarchief Rijkswaterstaat.]
   
  


However, one century later, the depth of a merchant ship had increased to between 3.5 and 5 metres — and this was too deep for the human powered dredge mill. In 1622, the first horse-powered dredge mill was built. Three to six horses ran a pivot which set in motion a bucket chain. The horses had to be changed every hour because of the heavy labour involved.

In 1829, horse powered dredge mills could be used to dredge up to a depth of 5-7 metres. If working at a depth of 3.2 metres, with three to six horses, approximately 20 m³ of mud could be collected each hour. By comparison, the average modern suction dredger — which removes 100 m³ of mud per minute — is as powerful as 300 horse powered dredge mills.
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The original dredging techniques were also improved. Mechanical dredge bags emerged in the sixteenth century, when someone got the idea to pull the dredging bag with a rope over a winch. Mechanical dredge bags could be mounted on ships, but several dredge bags and winches could also work side by side on a pontoon.

During the first half of the nineteenth century the valve barge was invented. The bottom of this small boat could be opened without causing it to sink. In this way, it took less time to remove the mud. The technique is still used in some modern dredgers.
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Scratchers

The Dutch also took advantage of renewable energy sources to lighten the work — in particular wind and tidal power. From the fifteenth century onwards, the “scratcher” (“krabbelaar”) was used, a scraper that could dredge gullies if there was enough current.

With a strong current, dredging becomes easier, because the mud only needs to be loosened. The tide ensures the discharge of the material to the sea.
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Simple scratchers were a kind of large rakes that were dragged across the bed of the water body. These were pulled by horses or people — some were pulled by a rowing boat.

Wind Powered Dredgers

In harbours with strong winds and tides, scratchers were rigged with sails. These triangular sailing ships had a broad stern and a flat bottom. Attached to the bottom was a harrow with iron spikes. At mid tide, the scratcher was placed just before the lock gates of a scouring basin, which was filled during high tide.

At low tide, the sluice gates of the basin were opened and the scratcher was pushed through the harbour with great force as the iron teeth scraped across the bottom. The ship gathered extra speed through the wide stern and, if the wind was good, the use of sails. Horses could also be used, pulling the ship in the absence of good winds.


At low tide, the sluice gates of the basin were opened and the scratcher was pushed through the harbour with great force as the iron teeth scraped across the bottom.



Wind powered scratchers were in use at least since 1435 in the southeastern part of the Netherlands. The flat bottom of the scratcher hinged and could sink with the help of cables to improve the draft. Two revolving doors, which could make a sharp angle of about 45 degrees with the ship, increased the reach of the barge.
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Nevertheless, manpower was still needed. Five to six men kept the monster in the right lane, while two to three men kept the harrow at the desired depth through pulleys and hoist blocks.

Alternatives to Dredging

Dredging was not the only answer to the siltation of waterways. Until the nineteenth century, the choice was also made to increase the height of river banks and dikes, so that the water level was allowed to rise. This was especially true for large rivers.

In a report from 1825, the dredging of large rivers was not considered a possibility because they were too deep and too wide for the technology of those days. It was only with steam power that dredging was also done on major rivers.


 
   
   
     
       A Frisian Skûtsje. Image: Skûtsje Langwar
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The province of Friesland, in the north of the country, reveals yet another alternative to dredging. The Frisians never used dredge mills, horse mills or other tools than dredge bags. They continued to dredge by hand until the arrival of the steam engine.

However, they innovated in a different way: from 1889 to 1933, they built 1,200 large cargo ships with a very limited draft — the so-called “skûtjes”. Obviously, boats with a smaller draft meant less dredging. The strategy reminds of the medieval Chinese wheelbarrow, which allowed transportation to keep functioning at a time when the road infrastructure was crumbling.

How many people do we need?

In a more sustainable future, could we dredge the Netherlands without fossil fuels? Sustainability is all about cars and smart appliances, but what about large infrastructure and maintenance works? Powering today’s dredgers with solar or wind power sounds unrealistic: those ships would require enormous chemical batteries, which is not practical or sustainable.

Therefore, as part of the Human Power Plant, we investigated how many people would be needed if we were to dredge the Netherlands by hand again. To answer this question, we organised a workshop in which we dredged a piece of Frisian waterway by hand and measured how long it takes to collect 1 m³ of mud. The results are discussed in the video below.

For English substitles, click CC:


Sources:
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Original: https://solar.lowtechmagazine.com/2018/08/could-we-dredge-the-netherlands-without-fossil-fuels · Discussion
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A Claude Code skill that recovers export-blocked Kindle highlights

github.com · 35 points · Discussion


A personal collection of Claude Code skills, published as a single
plugin under the l3a0 namespace. This repo is both the plugin and its own marketplace.

I write about how these tools get built — and about technology, business, and finance — at
baowebdev.substack.com.


Install


claude plugin marketplace add l3a0/claude-plugins
claude plugin install l3a0@l3a0


Skills are invoked as /l3a0:<skill-name> (the bare /<skill-name> also works while no other
installed command claims the name), and Claude auto-invokes them when a request matches a
skill's description.


Skills



kindle-highlights


Export a heavily-highlighted book from Amazon's notebook page and some highlights come back
cut off mid-sentence, while others come back as a bare location number with no text at all,
under this notice:


"Some highlights have been hidden or truncated due to export limits."



Those are your own notes, in your own account, capped by a budget Amazon doesn't document and
you can't raise. This skill gets them back: it extracts every highlight for a book from the
Kindle notebook (read.amazon.com/notebook) into one combined, verbatim, location-cited
Markdown file — including the highlights the export limit truncates or hides entirely, which
are recovered from the Mac Kindle app's synced annotation positions plus the Cloud Reader's
rendered pages.

Proven on four real books: 2,432 highlights extracted, 815 of them export-blocked (454
truncated + 361 fully hidden) — every one recovered, with recovered text landing within a
couple of characters of the Kindle app's own position ruler (median residual 0–1). Every
gotcha in the skill was earned by real debugging across those runs.
The build story — why the export limit exists, the three unlocks that beat it, and what a
library of exports becomes — is written up in
How to Take Back Your Kindle Highlights,
also published on Substack.

Scope: this exports your own highlights from your own Amazon account, by driving your
own logged-in browser session and reading files the Kindle app stores on your Mac. The output
is for your personal notes — book text is copyrighted, so keep extracted notes private.


Prerequisites (macOS only)


The pipeline is macOS-only three times over: browser control runs over AppleScript, OCR uses
Apple's Vision framework, and highlight positions come from the Mac Kindle app's data files.


	Claude Desktop with the "Control Chrome" extension — Anthropic's browser-control MCP,
installed in one click from Claude Desktop → Settings → Extensions. It is the skill's
verified path for executing JavaScript in your real Chrome (any browser MCP that can run JS
in the tab can substitute). It requires a Chrome setting:
Chrome menu bar → View → Developer → Allow JavaScript from Apple Events → check →
quit and relaunch Chrome.

	Google Chrome, signed in to your Amazon account (the skill drives
read.amazon.com).

	The current Mac Kindle app (App Store; bundle id com.amazon.Lassen — not the classic
Kindle.app), signed in to the same Amazon account, with the book downloaded. Its synced
annotation database provides exact highlight extents with no export limit.

	Xcode Command Line Tools (xcode-select --install) — the bulk-recovery path compiles a
small Swift OCR helper (swiftc) that uses Apple Vision.

	python3 — builds the final Markdown and runs a localhost receiver
(127.0.0.1:8931) that the reader page POSTs captures to.




What it does, briefly



	Scrapes all highlights from the notebook page DOM to JSON (verbatim typography preserved).

	Reads exact character-precise highlight positions from the Kindle app's SQLite database —
including highlights the web export hides completely.

	For blocked text, captures the Cloud Reader's rendered pages via canvas (no OS screenshots
needed), OCRs them locally with Apple Vision (zero tokens), and cuts the text to the known
positions.

	Emits one Markdown file with ### Location N sections, blockquoted verbatim text, and
flags for anything recovered or approximate, then runs a QA pass.




License


MIT





Original: https://github.com/l3a0/claude-plugins · Discussion
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The "File" menu isn't about files

adam.farkas.pro · 31 points · Discussion


        


        

        

    
        What is up with calling the first app menu item "File" even though the items do nothing related to actual files? 
💡
tl;dr – Please consider opting for something better than calling your first menu item "File". 

Let's dive into a couple of apps on my MacBook and have a look at the actual things you can do in those "File" menus, and probably settle on a better alternative name for it.
Sit back, as I have a total of 35 apps to go through.
At the very end, there are some honorable mentions which either use "File" correctly or break this pattern and name the first menu what the items actually imply.
1Password
	"File" – You could argue that Items are files, but are they? You import and export files, ok, but what am I actually importing and exporting? Right, passwords!
	Suggestion – "Password"

Automator
	"File" – You are creating and opening files, so I guess this passes, but anyway, I think we can improve this.
	Suggestion – "Automation"

Calendar
	"File" – Are you handling files by creating events or reminders? I think not? Import and Export pass, but what's the app about again?
	Suggestion – "Event"

Chrome
	"File" – At least one item refers to files…
	Suggestion – "Browse"

Claude
	"File" – Not even close, but ok, it was probably vibe-named, and there are a decent amount of apps calling the first menu item "File", so it must be the logical prediction…right?
	Suggestion – "Interact" (or "Chat")

	"File" – Again, just because import and export are handled here, you are not really doing anything file-related…
	Suggestion – "Card"

DaVinci Resolve
	"File" – Where do I even start?
	Suggestion – "Project"

Dictionary
	"File" – At least you can print it, right?
	Suggestion – Just get rid of it altogether; other native Apple apps do that…

Find My
	"File" – There is not a single app/window state where the options are actually active…
	Suggestion – Delete

Firefox
	"File" – If one item on a list accounts for naming something, I guess we need to reconsider naming meals.
	Suggestion – "Browse" (could this be a browser naming convention?)

HandBrake
	"File" – Meh, not really.
	Suggestion – "Source"

Home
	"File" – Nope. (I am already getting lazy)
	Suggestion – "Add"

Mail
	"File" – No, not really.
	Suggestion – "Message"

Maps
	"File" – Apple is especially rigorous about staying to the tradition.
	Suggestion – Delete

Mela
	"File" – Again, if import and export are the reasons we name this "File" we need to reconsider everything.
	Suggestion – "Recipe"

Messages
	"File" – Nope.
	Suggestion – "Message"

Notes
	"File" – Hmm, not really.
	Suggestion – "Note" (which is awkward besides Notes, but Apple, you are to blame for this for naming your standard apps so lazily)

Parcel
	"File" – Why?
	Suggestion – "Delivery"

Passwords
	"File" – I keep repeating myself.
	Suggestion – "Password" (this one's on you Apple, again)

QuickTime Player
	"File" – Those are technically file-related items, but we can do better.
	Suggestion – "Media"

Reeder
	"File" – Haha.
	Suggestion – Delete

Reminders
	"File" – …
	Suggestion – "Reminder"

Safari
	"File" – We are in browser land.
	Suggestion – "Browse" (again)

Shortcuts
	"File" – It's not funny anymore, but it wasn't from the beginning.
	Suggestion – "Shortcut" (I'll send you the check later, Apple)

Spotify
	"File" – Lazy mode on, for both, them and me.
	Suggestion – "Playlist"

Stocks
	"File" – Whoa, no.
	Suggestion – "Watchlist"

SuperDuper!
	"File" – Technically, out of any other example, here you are handling the most files.
	Suggestion – "Copy"

Weather
	"File" – Oh, Apple…
	Suggestion – Delete

WhatsApp
	"File" – Hmm?
	Suggestion – "Chat"

Word
	"File" – This passes theoretically, but I like mine better.
	Suggestion – "Document"


Honorable Mentions
Here's an (unfortunately short) list of apps that either use "File" correctly or opted for a better alternative!
Finder
	That's the easy one! Since this is the root app where "File" was born, here it actually makes sense and describes what every user expects. 

Terminal
	You are handling shells, thus the menu item is called "Shell". Nice!

Photoshop 2026
	Almost every single item refers to a "File"!

TextEdit
	All files related, nice. Also, Apple is indeed able to come up with better app names. 

Visual Studio Code
	You are handling files in the menu items, so "File" makes sense!


    


    



        

    



Original: https://adam.farkas.pro/your-file-menu-isnt-about-files/ · Discussion
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Show HN: Kern – container and resource runtime in a 1.5 MB binary, no daemon

github.com · 29 points · Discussion


[image: kern]
kern: A fast, rootless sandbox and virtual resource runtime for any workload, including untrusted and AI-generated code.

A real, kernel-enforced container in ~3.5 ms, out of one 1.52 MB binary with no daemon.


  [image: Terminal: 'kern box app --image alpine -- echo hello from a real container' prints the greeting, then reports that kern started in 3.5 ms against docker run's 297 ms. A real OCI image, rootless, a 1.52 MB binary, no daemon, on an Intel i7-14700KF, Linux 7.0.]


0 RAM at rest · no daemon, no socket, nothing to start · one static binary, libc its only Rust dependency







# install the release binary (static, 1.52 MB, checksum-verified by the script)
curl -fsSL https://raw.githubusercontent.com/getkern/kern/main/install.sh | sh

# a throwaway shell in a real OCI image: rootless, kernel-enforced, a few ms
kern box dev --image alpine -it -- sh


No native Windows: use WSL2. Install.




What kern is


One binary that manages resources, of which isolation is the first. That is why there is no
single row for kern in a comparison table: it is a container runtime, a sandbox, a resource slicer
and a stack runner at once, in 1.52 MB with no daemon.


	A real container. Real OCI images: pull, build from a Dockerfile, commit, push,
save/load. A box from an image starts in ~3.5 ms.

	A sandbox, always rootless. User, PID, mount, network, UTS and IPC namespaces, an overlay or
read-only root pivoted in, a deny-by-default seccomp allowlist and cgroup v2 limits. One flag,
--security-profile untrusted, is the whole hardened bundle.

	Resource profiles, not just isolation. CPU (vcpu:), memory, disk (vdisk:) and devices
(vgpio:), declared once in a kern.toml and attached by name. kern run applies the same caps
to a process on the host, with no sandbox at all. docs/RESOURCES.md

	Stacks, in kern's own format or in Docker's. kern compose <file> up takes a kern-compose.toml
([box.NAME] tables, with the resource profiles above) or the docker-compose.yml you already have,
with no conversion step. One stack to one pod, services reaching each other by name.

	The tools around them. ps, logs, exec, stats, inspect, wait, top (a live TUI),
doctor, plus a Python and Node SDK and an MCP server for agents.



Its entire Rust dependency tree is libc: JSON and OCI manifests are parsed by hand, and pull
shells out to the curl and tar already on the machine rather than linking a TLS stack. (1.52 MB
is the size-optimized release build; a plain cargo install from source is 1.91 MB.)


  



What kern is not



	
Not a hypervisor. The boundary is the Linux kernel, so a kernel privilege-escalation bug is an
escape. Docker and Podman share that condition, which is why gVisor and Firecracker exist.

Read with the tagline, that is one line seen from both sides: untrusted and AI-generated code is
what kern is FOR, because you chose to run it and own the blast radius (agent tool-calls, CI jobs,
build steps, code cells). What it is not for is hostile code from strangers, multi-tenant, on a
kernel you serve other tenants from. kern does start rootless always, where Docker's is opt-in.



	
Not free of the userns trade. Its isolation is built on an unprivileged user namespace, a
fertile source of kernel LPE bugs. SECURITY.md states this before any claim.



	
Not a wall around what you mount in. -v $HOME:/host gives the box your home directory: a
mount is a trust decision you make, not a boundary kern enforces. --net host and --privileged
are opt-outs by name. (The one path kern refuses to bind is its own runtime registry.)



	
Not a Docker Engine reimplementation. It speaks Docker's formats, not its API: no overlay
networks, no plugins, no Swarm. Matrix: docs/DOCKER-COMPAT.md.



	
Not a Kubernetes runtime. No CRI. Use containerd or CRI-O.



	
Not shipping GPU slices. On the roadmap, with no GPU code in this edition, so
there is nothing here to trust or to attack yet.





What it does not know or does not do yet is in OPEN_ITEMS.md rather than left for
you to find.


Install


kern needs a Linux kernel with unprivileged user namespaces and cgroup v2. It runs on Linux, WSL2
and ARM boards (Raspberry Pi · Jetson · Arduino UNO Q); there is no native Windows build, use
WSL2 (kern ships a pre-baked WSL rootfs).

The quickest route is the release binary: one static file, no toolchain, and the script verifies its
SHA256 before installing it.

curl -fsSL https://raw.githubusercontent.com/getkern/kern/main/install.sh | sh


It picks x86_64 or aarch64 for you, installs to ~/.local/bin (/usr/local/bin as root, or
KERN_INSTALL_DIR), and refuses to install a download whose checksum does not match. Verifying by
hand instead is two lines:

curl -fsSLO https://github.com/getkern/kern/releases/latest/download/kern-x86_64-unknown-linux-musl.tar.gz{,.sha256}
sha256sum -c kern-x86_64-unknown-linux-musl.tar.gz.sha256 && tar xzf kern-x86_64-unknown-linux-musl.tar.gz


From source is the other route, and the whole dependency tree is one crate (libc), so it is
short: clone, build and install took 36 s on a desktop (i7-14700KF), longer on a small ARM board.

# if you do not have Rust yet
curl --proto '=https' --tlsv1.2 -sSf https://sh.rustup.rs | sh

cargo install --git https://github.com/getkern/kern getkern --locked


That puts kern in ~/.cargo/bin, which rustup adds to your PATH (open a new shell, or
source "$HOME/.cargo/env", if kern is not found).

The release also ships an aarch64 binary, a Windows .exe shim and a pre-baked WSL rootfs, each
with its own .sha256; the tag is GPG-signed and independently timestamped (provenance/).

kern doctor tells you whether boxes will run here before you try. Boards, WSL2 and the long form:
docs/INSTALL.md. Common questions (Docker, bubblewrap, youki, E2B, Windows, the
threat model): docs/FAQ.md.


Quickstart


kern box dev --image alpine -it -- sh              # a throwaway shell in a real OCI image
kern run --memory 256M --cpus 0.5 -- ./crunch      # cap a process, no sandbox
kern box svc --image nginx:alpine -d -p 8080:80 \  # a service: published, restarted, health-checked
  --restart --health-cmd 'wget -qO- localhost:80' -- nginx -g 'daemon off;'
kern ps                                            # what is running, with PORTS and HEALTH
kern exec svc -it -- sh                            # shell into it
kern stop svc                                      # its signal, its grace, then the code it exited with
kern top                                           # live TUI: boxes, CPU/RAM, profiles, volumes
kern compose stack.toml up                         # a multi-box stack (examples/) or a compose.yml
kern compose stack.toml down                       # and take it down again


Untrusted code, one flag for the bundle:

kern box job --image python:3.12-slim --security-profile untrusted --memory 256m \
  -v ./job:/w -- python3 /w/x.py


--security-profile untrusted is the seccomp allowlist + --cap-drop ALL + --read-only in one
opt-in flag (spell them out by hand if you prefer); add --require-limits to refuse to start unless the
memory/pids caps are actually enforced. No network unless you ask, dangerous capabilities dropped,
seccomp always on. Ninety runnable examples, each doing one thing: examples/.

Every read verb also answers in JSON, so nothing has to parse a table:

kern ps --json | jq '.[] | select(.health == "unhealthy") | .name'
kern volume ls --json          # ps · images · stats · inspect · builds · pod ls · config list · diff



Your Docker Compose stack, without Docker Desktop


kern speaks docker-compose.yml. Point it at the stack you already have and kern compose up runs it
with no daemon and no Docker Desktop, the same on Linux, WSL2 and ARM boards.

# compose.yaml - a real stack, unchanged
services:
  db:
    image: postgres:alpine
    environment: { POSTGRES_PASSWORD: secret, POSTGRES_DB: app }
  web:
    image: adminer
    ports: ["8080:8080"]
    depends_on: [db]


kern compose compose.yaml up


Both official images start, web reaches db by service name, and the port is published to the host.
Warm (images cached) the web tier serves in ~0.3 s, and the stack costs only what postgres and adminer
actually use (~66 MB here) with zero daemon on top, where Docker Desktop is a background VM before your
first container.

Official images that drop to a non-root user (postgres, redis, ...) want uidmap and a /etc/subuid
line, and outbound image pulls want pasta; both are one apt install on a dev box, and kern doctor
names either if it is missing. This is the local dev loop, not a production orchestrator: no Swarm, no
overlay networks.


Embed it: Python & Node


Run agent or LLM-generated code from your own program with
kern-sandbox, a thin, dependency-free wrapper over the kern
binary. Every call runs in a fresh isolated box: network off, memory and pid caps, capabilities
dropped, output bounded, and a timeout the binding itself enforces.

pip install kern-sandbox        # PyPI   · needs the `kern` binary above, on PATH or $KERN_BIN
npm  install kern-sandbox       # npm    · same


from kern_sandbox import run_code

r = run_code("import platform; print(platform.python_version())")
print(r.stdout)          # ran in a fresh box; a timeout / OOM / blocked escape is data on r.fault



	Faults are data, not exceptions: a timeout, OOM-kill or blocked syscall is a field on the
result, not a raise. A fresh box per call by default; Sandbox keeps a workspace across calls and
a warm kernel() keeps one interpreter for sub-millisecond cells (weaker isolation, by choice).

	Rich results without a Jupyter kernel: the last expression, display() and matplotlib figures
come back captured, like a notebook cell.

	Ships an MCP server (kern-mcp): a dependency-free stdio server that gives Claude Desktop,
Cursor or any MCP client a local code interpreter. Point the client at it:



{ "mcpServers": { "kern": { "command": "kern-mcp" } } }


Tools: run_code (python/bash/node), write_file, read_file, list_files. Each call is a fresh
network-off box; files persist across calls in a workspace on disk. Setup command, image and the
other options: bindings/python/README.md.

Full API, Python and Node: bindings/python/README.md ·
bindings/node/README.md.


Resource profiles


A slice is declared once in ~/.config/kern/kern.toml and attached by name, to a sandboxed box or a
bare process, with the same token.

Three kinds: vcpu: (CPU and memory), vdisk: (a size-capped scratch disk) and vgpio: (device
nodes). Two of them, and the anchors they are carved from:

[[cpu]]                     # the host budget a slice is carved from
id    = "cpu:0"
cores = 8.0

[[vcpu]]                    # 1.5 cores and 512 MiB  ->  attach as  vcpu:heavy
name    = "heavy"
backend = "cpu:0"
cpus    = 1.5
memory  = "512m"

[[gpio]]                    # a controller anchor
id = "gpio:0"

[[vgpio]]                   # exactly one device node ->  attach as  vgpio:sensor
name    = "sensor"
backend = "gpio:0"
i2c     = ["/dev/i2c-1"]


kern validate ~/.config/kern/kern.toml       # check it before anything runs
kern box train --image alpine vcpu:heavy vdisk:scratch -- ./train.sh
kern run vcpu:heavy -- ./train.sh            # the same slice, no sandbox
kern box iot --image alpine vgpio:sensor -- ls /dev


Profiles compose: several attach to one box, and an explicit flag beats a profile's own value. Every
key is spelled like its CLI flag, so cpus is --cpus and memory is --memory. A backend naming
no declared pool is refused when the config is read, not when the box runs.
docs/RESOURCES.md has the field-by-field schema.

A vdisk: is a RAM-backed tmpfs when kern runs rootless, whatever its backend says, and an
ext4-on-loop image with a real quota when it runs privileged. kern says which one you got, per
profile, rather than letting you assume, and the size cap is enforced either way.

vgpio: is chip-granular, not per-line. Asking for pins binds the whole /dev/gpiochipN, and
that character device exposes every line of that controller. pins = [17] does not restrict the box
to line 17: the kernel has no per-line mount boundary, so the pin list is cooperative metadata rather
than a boundary. Naming a device node, as i2c above does, grants that node and nothing else.


kern vs Docker vs Podman





	
	kern
	Docker
	Podman





	Daemon
	no
	yes (dockerd + containerd)
	no



	Rootless
	yes, always
	opt-in
	yes



	Cold start, bare box
	~2.3 ms
	~297 ms
	~293 ms



	Cold start, from an OCI image
	~3.5 ms
	~297 ms
	~293 ms



	Stop a service (init handles SIGTERM)
	~1.9 ms
	~310 ms
	~380 ms



	Resident memory, nothing running
	0
	154 to 160 MB
	0



	Footprint
	one 1.52 MB binary
	daemon stack
	multi-binary install



	OCI images, pull / build / push
	yes
	yes
	yes



	docker-compose.yml
	yes, read as-is
	yes
	partial



	Overlay networks, Swarm, CRI
	no
	yes
	partial



	GPU
	on the roadmap
	yes
	yes






Performance


Intel i7-14700KF, Linux 7.0.0, the release binary, one script you can run yourself:
python3 examples/benchmark.py. Yours will differ with your CPU, kernel and filesystem.




	
	kern
	bubblewrap
	runc
	podman
	docker





	Cold start (bare box)
	~2.3 ms
	~2.3 ms
	~18.6 ms
	~293 ms
	~297 ms



	200 boxes in parallel
	~0.11 s
	~0.16 s
	~0.35 s
	~44.8 s
	~16.2 s





Three thousand at once take ~2.2 s, and a live box costs ~0.3 MB of memory.

Two honest notes. Nobody wins single-shot latency outright: the floor for unshare + exec is
1 to 2 ms, so the whole top tier sits inside its own noise, and bubblewrap is a launcher with no
images, caps or lifecycle. The gap that means something is to the engines, two orders of magnitude
above.

Method, per-phase breakdown, board numbers and every caveat: BENCHMARKS.md.


Security


Namespaces, a pivot_root, 16 dangerous capabilities dropped before exec, an always-on seccomp
allowlist by default (moby's own default filter minus kern's 35 escape syscalls, which stay
hard-killed; a syscall outside the vetted set returns ENOSYS, and the wider denylist is the opt-out
via KERN_SECCOMP=denylist), cgroup v2 limits (--require-limits refuses to start unless they bind),
and a deny-by-default /dev. Where a boundary is cooperative rather than kernel-enforced,
SECURITY.md says so and names the bypass.

You do not have to take it on trust: pentest/ holds four adversarial suites that assert
those boundaries against the kernel rather than against kern's own reporting, and they run without a
registry account or a network.

sh pentest/run-with-local-registry.sh ./target/release/kern pentest/pentest-ports.sh


Report a vulnerability privately via GitHub Security Advisories or hello@getkern.dev.


Documentation





	
	





	docs/INSTALL.md
	install on Linux, WSL2 and ARM boards, from source



	docs/DOCKER-COMPAT.md
	what of Docker works, what does not, and where it differs



	docs/RESOURCES.md · docs/CONFIG.md · docs/STORAGE.md · docs/EGRESS.md
	the two-verb model, the kern.toml schema, volumes and egress



	docs/THREAT_MODEL.md · SECURITY.md · OPEN_ITEMS.md
	the threat model (structured, then per-mechanism), and the known gaps



	BENCHMARKS.md · EDGE.md
	measurements, and running on a Pi, Jetson or UNO Q



	examples/ · blog/
	ninety runnable scripts, and longer write-ups



	bindings/python/README.md · bindings/node/README.md
	the kern-sandbox SDK: embed kern in Python or Node






Status


The core is done. Everything above works today: 840 Rust, 78 Python and 61 Node tests,
clippy-clean, cargo-deny-clean, on real hardware: Linux, WSL2, Raspberry Pi 5, Jetson Orin Nano,
Arduino UNO Q. v0.7.0 is the first published release. The CLI and config surface can still
change, always called out in CHANGELOG.md.


Contributing


Issues and pull requests are welcome. CONTRIBUTING.md has the workflow and the
gates; contributions are covered by the CLA.


Maintainer


Alex, @realexhub. Commits come from
@getkerndev, the project's commit identity.

The commits are not signed; the release TAG is. That is what to verify:
git verify-tag v0.7.0 against the key in provenance/, whose fingerprint is in
SECURITY.md.


License


Apache-2.0. See LICENSE and TRADEMARK.md.





Original: https://github.com/getkern/kern · Discussion
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What Is a Syslog Server?

blog.greencloudvps.com · 28 points · Discussion


                What Is a Syslog Server?

A syslog server is software or a dedicated appliance that receives syslog messages from various devices over a network. These messages typically include:


	System startup and shutdown events

	Authentication attempts

	Network interface status changes

	Firewall activity

	Security alerts

	Application errors

	Hardware failures

	Configuration changes



The server stores these logs in a searchable database or log files, making it easier to investigate incidents and monitor infrastructure.

How Does a Syslog Server Work?

A syslog server follows a straightforward workflow:

1. Event Generation

Network devices and operating systems generate log events whenever something noteworthy occurs.

Examples include:


	User login

	Router reboot

	VPN connection

	Firewall denial

	Disk failure



2. Syslog Transmission

The device formats the event as a syslog message and sends it to the configured syslog server.

Common transport methods include:


	UDP Port 514

	TCP Port 514

	TLS (Encrypted Syslog)



3. Message Reception

The syslog server listens for incoming messages from hundreds or thousands of devices simultaneously.

4. Log Storage

Logs are stored based on:


	Source device

	Timestamp

	Severity

	Facility

	Event type



Many solutions also compress and archive older logs automatically.

5. Search and Analysis

Administrators can:


	Search logs instantly

	Filter events

	Create dashboards

	Generate reports

	Detect anomalies

	Investigate incidents



[image: syslog server]

Syslog Server Architecture

A typical deployment consists of four major components:


Components of a Syslog Server

A complete syslog server typically includes:

Log Receiver

Accepts incoming syslog messages from multiple devices.

Parser

Extracts information such as:


	Timestamp

	Source IP

	Hostname

	Facility

	Severity

	Message content



Storage Engine

Stores logs using:


	Flat files

	SQL databases

	Elasticsearch

	Cloud storage



Search Engine

Allows administrators to locate events quickly using filters and keywords.

Alerting Module

Generates alerts when predefined conditions occur, such as:


	Multiple failed logins

	Firewall attacks

	Server crashes

	High CPU utilization



Reporting Dashboard

Provides graphical reports for:


	Device activity

	Security incidents

	Login statistics

	Network health

	Compliance audits



Syslog Message Format

A typical syslog message contains:


Example:


The message contains:


	Priority

	Date and time

	Host name

	Application name

	Event description



Syslog Severity Levels

Syslog defines eight severity levels.





	Level
	Name
	Description





	0
	Emergency
	System unusable



	1
	Alert
	Immediate action required



	2
	Critical
	Critical condition



	3
	Error
	Runtime errors



	4
	Warning
	Warning events



	5
	Notice
	Normal but significant



	6
	Informational
	Informational messages



	7
	Debug
	Debugging information







Higher-priority messages receive faster attention.

Syslog Facilities

Facilities identify the source of log messages.

Common facilities include:


	Kernel

	User

	Mail

	Daemon

	Authentication

	FTP

	Local0–Local7



Facilities help categorize logs for easier filtering.

Benefits of Using a Syslog Server

Centralized Logging

Instead of reviewing logs on each device individually, administrators access everything from one location.

Faster Troubleshooting

Searching centralized logs significantly reduces troubleshooting time.

Enhanced Security

A syslog server helps detect:


	Unauthorized logins

	Malware activity

	Brute-force attacks

	Suspicious network behavior



Regulatory Compliance

Many regulations require centralized log retention, including:


	PCI DSS

	HIPAA

	ISO 27001

	SOC 2

	GDPR (where applicable)



Historical Analysis

Archived logs enable long-term trend analysis and forensic investigations.

Automated Alerting

Real-time notifications allow teams to respond quickly to critical events.

Common Devices That Send Logs

Nearly every network-connected device can send syslog messages.

Examples include:


	Routers

	Switches

	Firewalls

	Wireless controllers

	Linux servers

	Unix servers

	VMware hosts

	Storage systems

	Printers

	VoIP systems

	Load balancers

	IDS/IPS appliances



Common Use Cases

Organizations deploy syslog servers for many purposes.

Network Monitoring

Monitor routers, switches, and firewalls continuously.

Security Monitoring

Identify:


	Failed login attempts

	Malware infections

	Unauthorized access

	Privilege escalation



Incident Response

Investigate outages using historical logs.

Compliance Auditing

Maintain long-term log records for regulatory requirements.

Capacity Planning

Analyze trends in:


	CPU usage

	Memory utilization

	Network traffic

	Storage consumption



Syslog Server Best Practices


	Use Secure Transport – Whenever possible, use TLS instead of plain UDP to encrypt log transmissions.

	Synchronize Time – Configure all devices with the same NTP server to ensure accurate timestamps.

	Implement Log Retention Policies – Retain logs according to organizational and legal requirements while managing storage efficiently.

	Restrict Access – Only authorized administrators should have access to log management systems.

	Monitor Storage Capacity – Prevent log loss by tracking disk usage and expanding storage before it becomes full.

	Configure Automated Alerts – Receive immediate notifications for: critical errors, security incidents, device failures, service outages,…

	Back Up Log Data – Regular backups protect against accidental deletion, hardware failures, and ransomware attacks.



Challenges of Managing a Syslog Server

Although highly beneficial, syslog servers also present some challenges:


	Large storage requirements

	High log volumes

	Noise from excessive informational logs

	Complex log parsing

	Secure transmission management

	Retention policy enforcement

	Scaling infrastructure as environments grow



Effective filtering, indexing, and automation help address these challenges.

Syslog Server vs SIEM





	Feature
	Syslog Server
	SIEM





	Log collection
	Yes
	Yes



	Centralized storage
	Yes
	Yes



	Search
	Yes
	Yes



	Correlation rules
	Limited
	Advanced



	Threat detection
	Basic
	Advanced



	Compliance reporting
	Basic
	Extensive



	Machine learning
	Rare
	Common



	Cost
	Lower
	Higher







A syslog server focuses on collecting and storing logs, while a Security Information and Event Management (SIEM) platform adds advanced analytics, event correlation, and automated threat detection.

Future of Syslog Servers

As IT environments become more distributed and cloud-native, syslog servers continue to evolve with features such as:


	Cloud-based log management

	AI-assisted anomaly detection

	Integration with SIEM and SOAR platforms

	Container and Kubernetes log collection

	Real-time streaming analytics

	Enhanced encryption and authentication

	Scalable storage for massive log volumes



These advancements enable organizations to gain faster insights and improve operational resilience.

Conclusion
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Removed all counters, replies, following/ers, timestamps, from textlog

textlog.cc · 26 points · Discussion

Nice. Profile pages are much cleaner now.

That actually sounds like a very good reasoned choice. Love it

replied to:fold or unfold replies

The rationale is clear. However, I have found it useful in other  arenas to have a total-post-count of the user on show as it easily enables me to avoid following people who favour quantity over quality. Even a posts-per-day number would do the same job.
replied to:fold or unfold replies

The numbers simply confuse, create bias and competition. Now you simply go to their profile, read their notes and decide by their content if that person is interesting to you. Having no place else to judge the focus necessarily turns to the content. That’s what matters most.
replied to:fold or unfold replies

It is, up to the point that you accidentally follow someone who posts 300 times a day and totally swamps your timeline :-)
We’ll see, if it becomes an issue then we deal with it :) Plus when you unfollow their messages are removed from the  tab.


Interesting... So if I scan through the feed and reply to some interesting posts, you will see like maybe a dozen of my posts back to back without even following me though 🤔





continued:fold or unfold replies

Also removed the relative timestamps and reply counts. We’re number-free. Numbers introduce unnecessary bias. Now the focus is on the content.
replied to:fold or unfold replies

No reply counts I could get used to, but no timestamps? Now we're in uncharted waters...
replied to:fold or unfold replies

Why do you need it? It’s just for stalking when someone was online and might bias to ignore older posts that could still be in  —not knowing the time also makes it easier to reply whenever you feel, less pressure. I don’t have time on my desktop either, hate time :p
replied to:fold or unfold replies

Hm idk, various things. If someone finds posts from months/years ago, timestamps put them in context (what "current events" are on their mind &c). Also hints if it's still fresh in mind when you reply, or if it'll be a blast from the past. (Arg for YYYYMMDD, perhaps not HHMMSS.)
That’s what I’m hoping for! Resurrecting old interesting discussions based on their content. And also not ignoring posts that are not fresh, e.g responding to a “good morning” post. If you see “5h” you would ignore it. Now you don’t know. Let’s see how it goes for a few days.

+1. The timestamp is critical context for a tweet. Microblogging is fundamentally a chronological log of messages. Removing timestamps from logs makes them unusable and inherently breaks the medium.






Thank for keeping it cool . Unfortunately this is a message that doesn’t add much to the conversation, but I still want to express my appreciation for avoiding things that leads to a strive for more, more, more.

love this. makes me think what other “default/normal” features we can remove

this became the catalyst to join! I can already see that this is the type of place I at least want to lurk.





Original: https://textlog.cc/post/2059 · Discussion
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Octopus intelligence may be related to never-before-seen mutation

smithsonianmag.com · 17 points · Discussion


Autostep (YC P26) Is Hiring AI/Fullstack Engineers and a Chief of Staff
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Autostep (YC P26) Is Hiring AI/Fullstack Engineers and a Chief of Staff

app.dover.com · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://app.dover.com/Autostep/careers/e9510e3b-a854-4e48-9e5d-c89796acaed4 · Discussion
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Abstract

Fixed points are a recurring theme in computer science and are
often constructed as limits of suitably seeded fixed point iterations.
We present the algebra of iterative constructions (AIC) - a purely
algebraic approach to reasoning about fixed point iterations of con-
tinuous endomaps on complete lattices. AIC allows derivations of
constructive fixed point theorems via equational logic and avoids
explicit computations with indices. We demonstrate the applica-
bility of AIC by providing algebraic proofs of several well- and
less-well-known fixed point theorems: Among others, we prove the
Tarski-Kantorovich principle - a generalization of the Kleene fixed
point theorem - as well as a fixed point-theoretic generalization of
k-induction, which is used in software verification.

‘We moreaver improve upon a recent generalization of the Tarski-
Kantorovich principle due to Olszewski for obtaining pre- and post-
fixed points from lattice-theoretic limit inferiors and limit superiors
trough iterating an endomap on an arbitrary seed element: We
identify sufficient continuity conditions on the endomaps so that
these limits become proper fixed points.

We have mechanized our algebra in Tsabelle/HOL. Tsabelle's
sledgehammer tool is able to find proofs of the above fixed point
theorems fully automatically.

Finally, we investigate the completeness of our axiomatization
of AIC. We prove that our finite set of finitary axioms is (a) sound
but incomplete for standard models of AIC (sequences of elements
from a complete lattice) and that (b) a different finite set of infini-
tary axioms is complete. We also prove that infinitary axioms are
unavoidable: there exists no complete axiomatization of standard
models given by finitely many finitary axioms.
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1 Introduction and Overview

Fixed points are ubiquitous in computer science and related fields:
shortest paths [24], game equilibria [25], social choice theory [12],
dynamical systems [15], or semantics [1, 13] and verification [9]
are only a few of many instances.

In verification, for example, a common task is to approximate the
greatest fixed point (gfp) of a continuous endomap F from below,
because this amounts to finding a loop invariant that implies the
most general loop invariant. Let a be a candidate for such a lower
bound on gfp F. Thenif a < F(a) holds, we have - by coinduction -
verified that the candidate a is indeed a lower bound on gfp F. Dually,
if F(a) % a, then a is a verified upper bound on Ifp

a3 F(a) implies a < gfpF, and
Fla) < a implies IpF < a

One justification of the above goes through a certain fixed point
iteration principle: Consider the case for gfp F. If a < F(a), then
this “kicks off” an ascending fixed point iteration a < F(a) <
F(a) % ... which (under suitable continuity conditions on F) in
the limit (supremum) converges to a fixed point “just above™ a. More
precisely: supy..,, F*(a) is the least fixed point of F that is greater
than or equal to . Since a < supy..,, F*(a) and since supy.,, F*(a)
is itself a fixed point and is hence necessarily less or equal to the
greatest fixed point gfp F, we get that a < gfp F. Dually, if F(a) < a,
then infy,, F* (a) is the greatest fixed point of F just below” a and
a upper-bounds Ifp F. This fixed point iteration principle is called
the Tarski-Kantorovich principle [16).

But what if neither a < F(a) nor F(a) < a hold?
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craft the prompt. Then, when there are inevitably bugs, they rely on the Al to find them because they don't even know
where to look or what to look for.

1 use Claude and Gemini a lot, but there are only three use cases I've found where they actually save me time: looking
up how to do something in an API or navigating an unfamiliar codebase, writing one-off scripts that pull data from
multiple sources to do something useful, and generating unit tests when there are clear existing examples to replicate.
Everything else, | end up churning too much on the prompt and it's faster to just write code myseff.

There are a few tips | pass on to my juniors (always always have the Al tell you its plan before generating code: give it
examples from our codebase to replicate so it follows our conventions), but | don't know how to help them gain the
knowledge and experience they need to truly be effective.

Anyone have pointers to good resources for how to use Al to build your skills and become a better developer, not
merely a faster one?
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