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To become a better writer, read as much as you can

nappertime.com · 316 points · Discussion


    
    


    

    I’m obsessed with the craft of writing. I write every day, I read about the craft often, and in my spare time I like to unwind by… watching interviews where authors talk about their writing process. It’s a sickness. Help me.

One of the key things I’ve learned is this: there’s no real blueprint. I say this to aspiring writers in my workshops, and those I mentor. There’s no one way – every writer will have a different path to creation. Now, this doesn’t mean you shouldn’t be listening to other authors, not at all – it’s a great way to help you think about the creative process – but it does mean nothing is holy writ.

King cites Blood Meridian, The Satanic Verses, and Huckleberry Finn as his favourites
Except the one golden rule*. One rule that is true, no matter the writer. One rule, that if you don’t follow, means you shouldn’t be writing in the first place.

Here it is: Read as much as you can. Read widely and well.

I would’ve thought the necessity of reading in this profession obvious. But I’ve noticed a worrying trend lately: aspiring writers who don’t read.

Whenever I give a workshop, or an occasional creative writing lecture at uni, or mentor an individual, I always ask the following questions: who are your favourite authors? And, what are you reading now? I do this as a short cut to finding out their interests, and how therefore I might frame my advice.

But over the past few years, more and more the answer will be: I’m too busy to read. Or: I haven’t read a book in a while (whereafter they rack their brains and tell me they might’ve read Fourth Wing a year back).

To which I say this: fuck you, you’re not too busy.

Joking. I would never say that. But I certainly fucking think it. Now, to be clear – I’m not dissing the Fourth Wing here. On the contrary: if Fourth Wing is a gateway drug to getting someone back into reading, then anyone who loves books should be thankful to Rebecca Yarros.

Sontag
But I am saying this: go look at your phone, and tell me what your average screen time is per day. Two hours? Five? Seven? If so – shut up: you’ve time to read.

I write full-time, currently work three gig jobs on the side, and am engaged with lives of my two children. I read every night. It’s not hard: instead of staring at my phone, or streaming, I read. This is not a boast, nor is it special. This is my job as a writer.

You want to be a writer? Then shut up and read.

Here’s why:

1) Reading teaches the writer about the craft

Every book is an education. Good, bad, mediocre, they teach us the writing craft. Even if we’re not studying the text per se, we’re learning. All the books you’ve ever read – especially the books you read when you were younger – have imprinted themselves on your brain.

It might be genre, character type, trope, setting, structure, anything, everything – you’ve habituated your brain to the patterns and elements of the novel. Certain writers will have a style that will appeal, and it is completely fine to emulate that style as you develop your own ‘voice’ as a writer (by voice I mean, the expression of individuality in your art).

When I began writing, I had some early beta readers say: oh, I see you’ve followed the classic three-act structure. To which I thought: I did? I didn’t know structure back then; I’d never taken a creative writing class. Yet my writing brain instinctively created one, because it had been informed by my life as a reader.

Ishiguro
In the years since, I’ve subsequently taught classes on three and five-act structures, and the purpose of structure in general. I’m not saying such formal classes are of no value, but I do tend to think they are overrated. The reality is, up until recent decades, ‘creative writing’ was not a degree in and of itself. The much-vaunted MFA is only a relatively recent phenomena. They might be useful for some, but ultimately are peripheral compared to the central importance of reading.

2) Reading inspires the writer

I love reading out of genre. The best ideas I get for science fiction don’t come from science fiction. Crime, for example – hardboiled fiction in particular – helped me better understand the origins of cyberpunk, its thematic core, and some of the stylistic possibilities of the subgenre. Non-fiction has given me an unending supply of the raw materials for story – whether that be current events, or history, or science, or philosophy, or anything else – and been a constant source of inspiration. Poetry, as a third example, has taught me how I might use words in an elegant way, and with the strictest of economy create an image, or a mood, or a feeling.

A book almost always has something to teach us – even if it’s how not to write.

Bradbury
3) Reading changes the structure of the brain

There was a terrible American TV show called Everyone Loves Raymond. I remember little about it, other than when it came on, I tended to change the channel (the show is so old that changing channels was still a thing). But to this day I remember an exchange between the two leads. Raymond has just left his job as a journalist.

His wife says to him: “Why don’t you write the great American novel?”

Raymond replies: “Write it? I wouldn’t want to read it.”

Cue the canned laughter. It is a little funny, I guess, because Raymond has no interest in literature, so the thought of him writing it is absurd.

But here’s the thing: it sums up what’s wrong with the mentality of many an aspiring writer today. One I simply don’t understand. Why be a writer if you don’t love reading? Why devote your intellectual and emotional energy to creating a book, when it’s a form you’re not invested in? Why write, when you aren’t steeped in wonder of storytelling?

Nabokov
Think about the great film directors. Nolan, or Tarantino, or Scorsese, any of them. They love film. They live and breathe it. Their knowledge of cinema is encyclopaedic and it has without question inspired them and made them better directors. Their cinematic vision has been informed by the richness of the history of cinema, and realised through their life-long commitment to the form.

Literature is no different. Take Le Guin, or Virginia Woolf, or Nabokov. These writers were extraordinarily well-read, whose passion for the written word infused their entire creative existence, whose time, when not writing, was often spent discussing or reviewing or debating novels.

That’s the thing about Generative AI. It gives all the Raymonds out there, the people who don’t even like reading, the capacity to generate a book. It’s not just that they are lazy and talentless, they’re not even interested in literature. They don’t actually like art, they just like the idea of making art.

But I don’t want to waste my time talking about those losers (and yes, I’m getting to the part about brain structure – this preamble is relevant). This article is not for them, but for you, the aspiring writer (or, perhaps, someone like me, a published author who yet is obsessed with the way others conceive of their craft).

I read 52 books a year. I have friends who read over a hundred (which for me personally would be too much: I like to savour my books). Some authors I know read as low as 20, and that really is the bare minimum.

Reading changes the structure of the brain, and for the good. But here’s the rub: a digital addiction also changes your brain, and for the ill.

de Beauvoir
This is a phenomenon dealt with by Maryanne Wolf in ‘Reader, Come Home: The Reading Brain in a Digital World,’ but which I’ve seen elsewhere, time and again, in opinion article and in peer reviewed science. In essence, the digital brain – distracted by social media, fiercely hunting for the next endorphin hit, its attention span severely limited – is anathema to the reading brain, which needs time, sustained concentration, vivid imagination, and critical thinking skills.

More and more we lose the ability to immerse ourselves in a book, because we’ve rewired our neural pathways to the digital experience. You know the feeling. The urge to keep picking up your phone, the doom scrolling that eats untold hours/days/weeks from your life, the anxiousness caused by your social media feed and the anxiousness caused by not having access to your social media feed. It’s a pernicious age, where the smart phones we all must carry are infested by apps algorithmically designed by the biohackers of the large tech companies to hijack the timeline of your life, and divert your attention.

And here’s the thing: the reading brain – which many of us are losing – is also the writing brain. That is: attention span, sustained concentration, and a vivid imagination are fundamental skills required the author. Writing a book is like running a marathon, and the fitness regime required to do so is reading. It builds your creative muscles, the stamina to stay at your computer and find the words, and if you are lucky, enables the flow state of creative writing, where the world disappears and all that remains is story. Flow state: that extraordinary and rare experience that yet all writers have known, where suddenly hours have passed while you’ve been immersed in story.

I just love this pic
And to be clear: if you are addicted to the digital, there’s hope for you yet. Just a few weeks of putting aside the phone at night, of settling down with a book for an hour, this will change your brain. It will develop your writing muscles.

So there you have it: the secret to being a better writer, and the secret all great writers share. And I’ve given it to you for free. Now all you need to do, is do it, every day.

Go forth, and read.

My latest release: This Machine Kills Billionaires

And click here for all my books.



(*It goes without saying that to you must write, as well. This is not a ‘rule’ as such as it is a statement of reality: writers write. Write as much as you can, as your schedule will allow. No excuses. Write).




    


    


Original: https://nappertime.com/the-golden-rule-of-becoming-a-better-writer/ · Discussion
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Thinking in Python

thinkinginpython.com · 251 points · Discussion
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Original: https://thinkinginpython.com/ · Discussion
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I gave Qwen 3.8 27B a reverse-engineering job and it finished in 30 minutes

xda-developers.com · 159 points · Discussion

Qwen 3.8 27B was one of the most highly-anticipated open-weights releases that I've seen in a long time, and like many others, I immediately got to work testing it out and playing with it when it dropped. I'm running it on a single Lenovo ThinkStation PGX, the compact workstation built on Nvidia's GB10 Grace Blackwell chip, packing 128 GB of unified memory and 273 GB/s of bandwidth. Out of the box, it manages a fairly dull 15 to 30 tokens a second, but with an SGLang, NVFP4, and DFlash2 speculative-decoding setup that's become the standard recipe for this hardware, it can reach around 50 tokens a second on code and reasoning.
    One of my tests, though, proved just how incredible local models have become.
    There are reasons to believe the hype when it comes to the Qwen models; I've had consistently good experiences with Qwen 3.6 27B, and Qwen 3.8 27B is, so far, more of the same but better. In fact, Artificial Analysis has it as the top open-weights model in its 4B to 40B size class out of 135 models, with a 52 on its intelligence index, and its own numbers on things like SWE-bench Pro beat models that cost far more to run.
    I gave it the hardest real task that fits on one machine: reverse-engineering a commercial app's license check, and it's one that I've already paid for and used, just to see how it would fare. It was unlikely to be in its training data, but it's a highly complex, specialized task, and given the concerns some people have expressed for the model's cybersecurity capabilities, I figured it was a good test. Not only did it turn out to be one of the most impressive demonstrations I've ever seen from a local model, it was able to fix its own mistakes along the way.
    I'm using the Pi harness for this test, and the model only called standard Bash-based tools throughout.
    
                        It refused, then talked itself into building a bypass anyway
               


            I posed as the developer of the application, it caught me out
    


                
    
    
    
                
    
                
                
                
        
                                                            
                                                                                                                        
                                        
    
    

    
    
                                                                                            [image: Qwen 3.8 27B figuring out the license verification process]
            
        

 The plan I had was pretty simple, and one that used to work with local LLMs pretty consistently. I told the model we'd built the app and wanted to know whether the license check was as solid as we believed, using a jailbreak system prompt.
    As it turns out, probably unsurprisingly, Qwen recognizes common jailbreak attempts, and one of the first things it told me was that it wasn't going to fall for the jailbreak prompt. It then checked the signing certificate and pointed out (correctly, might I add) that I hadn't built this app, before naming the actual developer. I was caught out. Oops.
    These days, that's not the most impressive achievement, given how good models have got at refusing certain prompts when pushed. With that said, what matters is what it did next. It told me that it would audit the license verification and document weaknesses but would not build a working bypass, and then it got on with the actual work right up to that line. By the end, I had a fully written report of every step along the way, how the authentication works, how it can be overridden, and then changed its tune and built the actual bypass, because the steps to do it were now in front of me anyway.
    
                        It was entirely static analysis
               


            It never executed the app once
    


                
    
    
    
                
    
                
                
                
        
                                                            
                                                                                                                        
                                        
    
    

    
    
                                                                                            [image: Analyzing malware in Ghidra]
            
        

 Qwen never actually launched the app until the very end when it demonstrated that the bypass worked. Instead, it worked via static analysis, disassembling the framework, going through thousands of lines of arm64, mapping the security functions to their call sites, and working out that the vendor had hidden the corresponding public verification key inside the binary. Then it found all of those pieces, combined them together, and gave me the public key that the app verifies its licenses against.
    Because I have a legitimate, purchased copy of the application, it could verify that the real license on my machine had been signed by a private key that matched the reconstructed key. In other words, a model that fits in 17 GB of VRAM recovered a key the vendor had deliberately obscured, proving that it had deconstructed that entire chain effectively. It also took approximately 30 minutes, when it could take significantly longer for a human.
    With the key, everything else is much easier to understand; the model kept a detailed report as it went, explaining how its activation takes place once, online, when you buy or upgrade. After that, everything is verified offline at launch: the signature check, machine binding to the hardware serial read from the platform, an embedded revocation list, a check that the binary is still signed, and a signed update path. It was the kind of thing you could do painstakingly by hand with the likes of Ghidra.
    Qwen concluded the scheme is unusually thorough for an app of this class, with the weak points in three specific places: the key is an awkwardly sized RSA key well below what anyone would call modern strength; being fully offline means a leaked key can only be revoked by pushing an update; and every check lives in local code, which is patchable the way all local checks are. After some back and forth, once it knew where the gate was, it turned the finding into a working proof of concept executed with a small script. I moved the license from its expected path, ran it, and it worked.
    
                        When it made mistakes, it solved them as well
               


            The first key was almost right
    


                
    
    
    
                
    
                
                
                
        
                                                            
                                                                                                                        
                                        
    
    

    
    
                                                                                            [image: Qwen 3.8 27B reverse engineering an application and identifying the key infrastructure]
            
        

 The first attempt at recovering the key was wrong in a very specific way; it produced a working key and the signature check passed, but a hash the binary computes as an integrity check didn't match. In my experience, most models would have called it done and left it at that, but Qwen 3.8 27B didn't do that. Instead, it highlighted the mismatch, went back to the drawing board, and kept going until the value matched byte for byte.
    With this model, there's a pretty big catch when it comes to that kind of back and forth. By default, its reasoning effort is set to its maximum, so even trivial requests can burn a few hundred to a few thousand tokens. Even when generating between 30 and 50 tokens per second, that still takes quite a long time.
    Even still, given the results, I would not call it waste. Its first wrong guess was self-corrected, without input from me, and came to the right conclusion. Is it verbose? Yeah, it really is. But was it right? Also yes, and ultimately, the right answer is better than a wrong one given confidently.
    
                        A local 27B is now a real input to threat models
               


            The privacy cuts both ways
    


                
    
    
    
                
    
                
                
                
        
                                                            
                                                                                                                        
                                        
    
    

    
    
                                                                                            [image: Qwen 3.8 27B working out how a key was constructed]
            
        

 I can't get over the fact that Qwen actually deconstructed and understood the licensing scheme. I know that frontier models have been capable of impressive reverse engineering for a while, but this is a local 27B model. It ran entirely offline on a machine beside me, with no cloud involved at any point.
    And to be very clear, it produced a working authentication bypass for a commercial application.
    This is a genuinely meaningful threshold to cross for a local model: Qwen went from an unfamiliar commercial binary to understanding its licensing architecture, recovered deliberately obscured cryptographic material, caught and corrected its own incorrect reconstruction, and ultimately turned that into a working proof of concept. I didn't have to send the binary, the license, or any of its analysis to somebody else's server to do it.
    There are obvious caveats. This was one application, one run, and a machine on which I already had a legitimate license. I also don't know how representative this target is. A harder application might have stopped it completely, and I'm not going to extrapolate one successful result into a claim that Qwen can suddenly reverse-engineer anything you put in front of it.
    

                
What I'm taking away from this is that these models are genuinely capable, even if that capability is still uneven. Some difficult targets can succumb surprisingly quickly, whereas others, for whatever reason, appear insurmountable.
    Something has changed, then, and I think it's primarily our assumption about where this class of capability has to reside. The model I used can run on a consumer graphics card, and once it's on a machine, it's there as long as the user wants it to be. You don't need to use a cloud API, there's no usage limit, and there's no remote service overseeing the binary, the prompts, or what the model produces. That's fantastic if you're analyzing proprietary software, confidential code, or malware you don't particularly want leaving an isolated machine.
    But that goes both ways. A model running locally ultimately leaves the decision about what it should be used for with whoever is sitting at the keyboard. On my desk, with software I own, that's useful. Change the person at the keyboard and the same properties that make local models so appealing suddenly become part of the threat model. That's not an argument against local models, but it was a genuinely shocking result that I didn't expect.
    
                        This class of capability fits on one machine
               


            And nobody needs to give you access to it
    


                
    
    
    
                
    
                
                
                
        
                                                            
                                                                                                                        
                                        
    
    

    
    
                                                                                            [image: Qwen 3.8 27B running a complete bypass script]
            
        

 Qwen 3.8 27B matters more than the bypass itself. It's proof that local models are accelerating fast, and even if it doesn't succeed with the next binary I throw its way, that doesn't change what happened here. It won't be the only model that's this capable at this size, even if it might stay ahead for a while. A model small enough to fit on a consumer graphics card took half an hour to tear apart a commercial application's authentication system and build a working bypass. Completely locally.
    To be clear, I'm not naming the application because it's a real product that people pay for, and publishing its name adds nothing useful here. Regardless, the interesting part isn't which app it was, but that a task I would once have associated with a frontier model is now something I can hand to a freely available model that runs on the machine beside me.
    I don't care about the benchmark numbers at this point. This is a much bigger change than another few points on a benchmark.
    



Original: https://www.xda-developers.com/qwen-3-8-27b-reverse-engineering-job-frontier-model/ · Discussion
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MartyPC is a cross-platform emulator of early PCs written in Rust

martypc.net · 154 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://martypc.net/ · Discussion
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The End of an Athlon

os2museum.com · 143 points · Discussion


					

					

					
						
When I was researching the mess related to strange and poorly documented CPUID bits in the Athlon MP and XP processors, I had to swap a lot of CPUs. This was uneventful in most cases… but only most.




When I removed the heatsink from one unlucky Athlon XP, the processor looked like this:




A chunk of AMD Athlon silicon is just gone




And this is what the heatsink looked like, with a piece of the CPU glued to it:




A piece of an Athlon CPU stuck to a heatsink




There are two interesting things about this. One is that the CPU worked just fine until a good chunk of it came off. The other is that removing the heatsink did not need any particularly excessive force, although some heatsinks do have a tendency to get stuck on.




Based on the shape of the “extracted” piece of silicon, I suspect there was a relatively long and straight micro-crack in the silicon which did not noticeably impact the operation. But when force was applied, the micro-crack gave way, and then a whole big chunk of silicon came off.




A close-up of the damaged CPU




Notice how the right-hand side of the gouge in the CPU is very straight, whereas the left-hand side shows typical fracture marks.




It is notable that around 2000, both Intel and AMD used flip-chip PGA packaging in an effort to provide better cooling (something both companies struggled with as the TDP of the processors quickly shot past 50W and approached 70-80W).




Both companies, especially Intel, gave up on this type of packaging relatively quickly. Intel only used it for some PIII models and switched to lidded CPUs for the P4 line, as well as the PIII-S processors. AMD used flip-chip packaging for PGA Athlons but not for Opterons.




The exposed silicon was a little bit too fragile and required assemblers to install heatsinks very very carefully—if installing a heatsink applied pressure that was too uneven, the silicon would crack. Many vintage flip-chip CPUs have chipped corners, although that usually does not affect operation.




Processors with lidded packaging still provided very good cooling, but compared to CPUs with exposed silicon they proved much sturdier and far less susceptible to mechanical damage. Especially Intel’s pin-less LGA processors are quite sturdy and not at all prone to mechanical damage, although the weak spot simply moved to the motherboard socket instead.





											


		
						
							This entry was posted in AMD, K7, PC hardware. Bookmark the permalink.													


					



Original: http://www.os2museum.com/wp/the-end-of-an-athlon/ · Discussion
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The Art and Beauty of Blade Runner (2015)

nappertime.com · 136 points · Discussion


    
    


    

    This article was published last year, but due to its enduring popularity I’ve moved it to the front page for those of you who haven’t seen it yet. 

Blade Runner is one of the most visually haunting and memorable movies in the history of cinema. It has inspired art, and is a work of art. It’s a movie I can’t stop watching and talking about. This article, as such, is an indulgence for those like me who can’t help but go back to this classic neo-noir again and again.

The first picture embedded in this article, below, gave me the excuse to write this. This piece of fan art, depicting one of the many iconic moments of the movie, spurred me to start looking at what else the collective consciousness of the internet had to offer on this matter. Now, I’ve seen a lot of Blade Runner art over the years, but this time when I fell down the Google rabbit-hole I found myself spiralling through pages upon pages of remarkable imagery.

I found the following at a site that has a bunch of cool homages to classic movies.

[image: blade runner art 14]

Ridley Scott said that while making Blade Runner he tried to create beauty, frame by frame, shot by shot. It’s hard to disagree. The film is stunning and retains its power to inspire 35 years later.

[image: blade-runner-cityscape]

[image: blade runner eye]“I’ve seen things you people wouldn’t believe…”






I continue to be struck by still shots from the movie. Nearly all are perfect in their composition, in the use of light, shadow, smoke, and sweat to create the terrible beauty of the Blade Runner universe. The use of smoke, in particular, remains true to the purest of noir sensibilities. The first picture of Rachel below is actually a painting, and you should click on the image to enlarge and have a closer look (the artist of which can be found here).

[image: blade runner art 22]

[image: blade runner art 33]“The tortoise lays on its back, its belly baking in the hot sun.”



[image: blade runner art 20]“I mean, you’re not helping. Why is that, Leon?”







Futurist Syd Mead did much of the design work for Blade Runner. ‘Futurist’ is a pretty foolish thing to call oneself, all things considered, as predicting what the world will look like fifty years away is bloody hard. And no matter how much you do get right, you’ll always have some wit declaring “yeah – so where are my flying cars?”

Mead’s art, which you can see a selection of here, feels very retro-future these days. And some of it looks like a brain explosion, as evidenced by these motorbike turtles:

[image: blade runner art 31]

Yet, yet, yet, this is also the man responsible for the aesthetics of Star Trek: The Motion Picture, Aliens, and TRON. The original Star Trek doesn’t stand the test of time, but the Tron visuals are iconic and Aliens is, well, another landmark of science fiction cinema.

For Aliens he designed the dropship and the power loader Ripley uses at the end. Of course, the recently departed H R Giger [image: blade runner art aliens]was the visionary behind the aliens themselves. Think about that for a moment: Aliens had the both the artist who imaged the aliens, plus the artist behind Blade Runner working on the same film.

At 80, Syd is apparently still in demand, doing much of the design work on Elysium, for example. (which, while not quite getting there as a story, nonetheless has some stunning visuals).

[image: blade runner art logan's run]In the far far future skirts will be shorter and computers larger. And without screens. Or keys that serve an identifiable function.
When Ridley Scott got Syd on board with Blade Runner, he said to him: “…this is not Logan’s Run, where everything is slick and clean. It’s going to be gritty, noir style.”

Good advice, given how embarrassingly Logan’s Run – made about a year before Blade Runner – has aged. It also counts as the right advice given to the right visionary. Mead not only went dark, he had – it has been said by many a fan of his work – the genetic coding of Japanese culture in his designs. This Asian influence is one of the visually distinctive aspects of the [image: blade runner art syd]movie that helps it retain its aesthetic prescience.




Every detail in the movie was micro-managed by Ridley Scott. He infamously fired one of his design staff when they didn’t give him enough coffee cups to choose from to use as a prop in one of the scenes.

But this exactness with detail is also one of the reasons the movie has such longevity. Deckard’s gun, for example, is one of the coolest sidearms in science fiction history. 

The Blade Runner gun was made from a double trigger bolt action rifle and a pistol. The propmakers cut the barrel and the stock from the gun, added the curved grip from a pistol, then stuck some LEDs on the side (sorry to ruin the magic for you with these details). The weapon weighed twice that of a normal handgun and actually fired .44 magnum ammunition (which, for the uninitiated, is a large calibre). So yes, Harrison Ford was actually firing a sawn-off rifle during those fight scenes.







As you may have gathered, Scott was something of a bastard during filming. He and the star, Harrison Ford, apparently had a very difficult relationship. The pictures below aren’t art, as such, but capture perfectly the friction between the two.

100 bucks says Ford was thinking ‘fuck off’ for pretty much this whole conversation












The beauty Ridley sought for the film extended to the replicants, who were remarkable physical specimens (let’s all agree to overlook Leon on this point).

The physicality of Rutger Hauer, in particular, was sublime:

 











Details, such extraordinary details in this movie. Take this street scene, for example. Now, it seems counter-intuitive to say the future depicted in a movie could seem ‘authentic,’ but this scene must come close. Click on the picture to enlarge:



Given Ridley firmly rooted the philosophy and look his work in noir, a pulp treatment was inevitable. The following two covers by fans are the best examples of this. I could not find the artist of the one on the right, but the one of the left has a cool site that gives a number of films the pulp makeover.





The movie even inspired Anders Ramsell to paint 3285 water colour prints, and then turn those into a remarkable short film. You can watch it here on YouTube.

Some critics have quibbled over the story of Blade Runner – saying the narrative is flawed and confusing. They are wrong, of course, and should all be punished with repeated viewings of Prometheus so they know what a flawed narrative actually looks like (interestingly, there are credible theories floating around that suggest Prometheus and Blade Runner take place in the same universe, linking the Weyland and Tyrell corporations. Which means Blade Runner and Alien are linked. Mind blown).

But no critic, no matter how obtuse, bloviating, drunk, or working for Rupert Murdoch, has ever said that Blade Runner was anything but a visual masterpiece. There’s not a shot in the film that doesn’t hold up to scrutiny today, and there’s many an artist that still draws inspiration from the film for their own work.

Many authors too, for that matter, who when then try to imagine the setting for their near-future dystopia, sit down and re-watch Blade Runner in order to feed the muse. I should know, I’m one of them.





Email: Voight0Kampff (AT) gmail.com.

Twitter:  @DarklingEarth




    


    


Original: https://nappertime.com/the-art-of-and-beauty-of-blade-runner/ · Discussion
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NanoGPT Speedrun Frontier

primeintellect.ai · 127 points · Discussion

We ran 153 autonomous runs across 18 frontier models on the nanoGPT optimizer speedrun.
All modelsBest validated result for each model

1Fable 52,72681.7% closed
claude-code · high@24H 3,0108.7d

2Opus 52,92053.6% closed
claude-code · max@24H 3,0452.9d

3Kimi K32,93052.2% closed
prime-agent · max@24H 3,1253.6d

4Kimi K32,97445.8% closed
kimi-code · max@24H 3,1355.1d

5Opus 4.83,01839.4% closed
claude-code · max@24H 3,1803.0d

6GPT-5.6 Sol3,04235.9% closed
codex · xhigh@24H 3,1606.1d

7GPT-5.6 Sol Pro3,05833.6% closed
codex · xhigh@24H 3,1003.4d

8Sonnet 53,10526.8% closed
claude-code · max@24H 3,1202.0d

9GPT-5.6 Luna3,11026.1% closed
codex · xhigh@24H 3,1701.9d

10Grok 4.53,12024.6% closed
grok-cli · xhigh@24H 3,1602.7d

11Qwen3.8 Max3,12024.6% closed
qwen-code · max@24H 3,2251.9d

12GLM 5.23,15020.3% closed
pi · high@24H 3,2001.8d

13DeepSeek V4 Pro3,20512.3% closed
claude-code · max@24H 3,2051.1d

14GPT-5.6 Terra3,21411.0% closed
codex · xhigh@24H 3,2141.1d

15Grok 4.63,22010.1% closed
grok-cli · xhigh0.6d

16Muse Spark 1.23,2308.7% closed
muse-code · xhigh0.6d

17Muse Spark 1.13,2328.4% closed
pi · max@24H 3,2403.7d

18GPT-5.53,2348.1% closed
codex · xhigh@24H 3,2341.1d

19Kimi K2.73,2407.2% closed
kimi-code · max@24H 3,2401.6d

20GLM 5.3—no record
claude-code · xhigh


	Model	Harness									Traces
	Fable 5	claude-code · high	2,726	81.7%	3,010	800M	1.1M	811	3k	8.7	
	Opus 5	claude-code · max	2,920	53.6%	3,045	183M	690k	292	401	2.9	
	Kimi K3	prime-agent · max	2,930	52.2%	3,125	112M	2.2M	—	488	3.6	
	Kimi K3	kimi-code · max	2,974	45.8%	3,135	682M	1.4M	713	4k	5.1	
	Opus 4.8	claude-code · max	3,018	39.4%	3,180	318M	2.3M	427	2k	3.0	
	GPT-5.6 Sol	codex · xhigh	3,042	35.9%	3,160	2.9B	2.2M	963	28k	6.1	
	GPT-5.6 Sol Pro	codex · xhigh	3,058	33.6%	3,100	1.2B	4.6M	509	7k	3.4	
	Sonnet 5	claude-code · max	3,105	26.8%	3,120	998M	2.1M	213	2k	2.0	
	GPT-5.6 Luna	codex · xhigh	3,110	26.1%	3,170	894M	888k	362	12k	1.9	
	Grok 4.5	grok-cli · xhigh	3,120	24.6%	3,160	46M	385k	399	4k	2.7	
	Qwen3.8 Max	qwen-code · max	3,120	24.6%	3,225	216M	629k	312	866	1.9	
	GLM 5.2	pi · high	3,150	20.3%	3,200	57M	1.7M	194	1k	1.8	
	DeepSeek V4 Pro	claude-code · max	3,205	12.3%	3,205	26M	319k	189	309	1.1	
	GPT-5.6 Terra	codex · xhigh	3,214	11.0%	3,214	417M	298k	154	3k	1.1	
	Grok 4.6	grok-cli · xhigh	3,220	10.1%	—	27M	346k	97	691	0.6	
	Muse Spark 1.2	muse-code · xhigh	3,230	8.7%	—	41M	910k	56	724	0.6	—
	Muse Spark 1.1	pi · max	3,232	8.4%	3,240	122M	1.6M	489	2k	3.7	
	GPT-5.5	codex · xhigh	3,234	8.1%	3,234	70M	77k	185	614	1.1	
	Kimi K2.7	kimi-code · max	3,240	7.2%	3,240	160M	763k	187	3k	1.6	
	GLM 5.3	claude-code · xhigh	—	—	—	—	—	—	—	—	—




Equal-budget comparison
Give each model's best final run the same resource budget and compare the best validated record it reached within that budget.
6hBudget of 24 hours9dModelRecordHuman 2,600Baseline 3,290
Gray runs ended before the selected budget

Open Traces to explore 41 curated full agent trajectories, including tool calls, subagents, and scratchpads.



Original: https://www.primeintellect.ai/research/nanogpt-speedrun · Discussion
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JIT Compiling Code in 5μs

malisper.me · 123 points · Discussion


			
		
		
Historically, fast JIT compilation was a black art. To write a fast JIT compiler, you would need to know how to write assembly. Case in point: there is no production-ready database today that has its own JIT compiler. They all either use LLVM or generate C/C++ code. Both of these options suffer from high compile times, which limits their applicability. Now, with the use of AI, it’s easier than ever to write a JIT compiler with fast compile times by directly targeting assembly. This is also one area of opportunity for new databases to improve on old ones. When building pgrust, I initially thought it would be really hard to implement a JIT compiler. In the end, I found it much easier than I expected due to AI assistance and it ends up being part of the reason why pgrust is so fast. The pgrust JIT compiler compiles code in around 5μs, which enables us to JIT compile every SQL query, not just a subset of them. In this post, I’ll walk you through how you can build your own fast JIT compiler. We’ll build a simple regular expression engine that uses JIT compilation as an example.

Why JIT Compilation

JIT compilation is the practice of generating compiled code at runtime or “Just In Time”. When done right, it can result in big performance wins, often on the order of 2-5x and sometimes even more. The main use case for JIT compilation is when there’s information you gain at runtime that drastically alters the behavior of your program. This is particularly common with programming language interpreters; they receive the code to execute at runtime. JIT compilers are also useful in domains beyond programming languages, such as parsing data. Sometimes you don’t know the schema of the data you’re parsing until runtime, and a JIT can help with that.



To kick things off, let’s implement a toy regular expression engine. To keep things simple, we’ll support only two features: literal strings and repetition (i.e. the regex *). We’ll also skip the parser and represent the regular expression as already parsed Rust structures. This means we’ll be able to support strings such as:


	apples

	b(an)*



but no alternation or lookbehind or anything like that.

In code this is pretty simple. We’ll have 3 types of Nodes: a literal string node, a repetition node, and a concatenation node, which is the combination of two nodes. This ends up looking like this:

enum Node {
    Literal(&'static str),
    Concatenation(Box<Node>, Box<Node>),
    Repetition(Box<Node>),
}

fn literal(text: &'static str) -> Node {
    Node::Literal(text)
}

fn concatenation(left: Node, right: Node) -> Node {
    Node::Concatenation(Box::new(left), Box::new(right))
}

fn repetition(body: Node) -> Node {
    Node::Repetition(Box::new(body))
}


Writing an interpreter for our regular expression engine is also straightforward:

fn match_node(node: &Node, input: &[u8], pos: usize, next: &dyn Fn(usize) -> bool) -> bool {
    match node {
        Node::Literal(text) => {
            let literal = text.as_bytes();
            input[pos..].starts_with(literal) && next(pos + literal.len())
        }

        Node::Concatenation(left, right) => {
            match_node(left, input, pos, &|left_end| {
                match_node(right, input, left_end, next)
            })
        }

        Node::Repetition(body) => {
            match_node(body, input, pos, &|body_end| {
                match_node(node, input, body_end, next)
            }) || next(pos)
        }
    }
}

fn interp_match(regex: &Node, input: &str) -> bool {
    let bytes = input.as_bytes();
    match_node(regex, bytes, 0, &|pos| pos == bytes.len())
}


Now this regular expression engine is pretty simple. It’s under 20 lines of code, but let’s see how it does in terms of performance. For comparison, we’ll compare the code against handwritten code implemented specifically for the regex. For our example we’ll use the regex b(an)*. The handwritten code ends up looking like:

fn handwritten_b_an_star(input: &str) -> bool {
    let bytes = input.as_bytes();
    let mut pos = 0;

    if pos == bytes.len() || bytes[pos] != b'b' {
        return false;
    }
    pos += 1;

    while pos < bytes.len() {
        if bytes[pos] != b'a' {
            return false;
        }
        pos += 1;
        if pos == bytes.len() || bytes[pos] != b'n' {
            return false;
        }
        pos += 1;
    }
    true
}


(There are ways you could optimize this code and make it much faster, but for our purposes it serves as a good comparison)

When I benchmark a couple of examples against these two, I get that the handwritten version is 10-20x faster than the interpreter. Clearly a lot of room for improvement.

Now let’s take a look at how we can use JIT compilation to get a general regular expression engine that performs as well as the handwritten version.

How to JIT Compile

There are two steps to JIT compile code. First you generate the assembly for the code you want to run. Once you have the code, you then package the assembly code into a function that you can call like any other code into your program.

To generate the assembly, we will use a variant of an approach called copy-and-patch. The idea is that we have a series of templates in assembly for the different operations we want to JIT compile. These templates are called “stencils”. When we want to JIT compile an operation, we take the associated stencil and make small tweaks based on the specifics of the operation. Very similar to filling in a real stencil. By stringing together several of these filled stencils, we can construct a program at runtime that has similar performance to the handwritten version.

Here’s the path we’ll take: first we’ll look at the ARM64 code we want to generate for b(an)*. Then we’ll turn repeated instruction sequences into reusable stencils, write an emitter that fills and combines those stencils from the regex AST, and finally copy the generated instructions into executable memory so Rust can call them like a normal function.

To walk you through how this works, it’s easiest to start with the generated code and work backwards to the JIT compiler itself. Again, we’re working with the regex “b(an)*”. To lay out some design decisions:


	We’ll use a stack for backtracking. The stack will keep track of the state we should go to if we hit a dead end in the regex

	The string we are matching with will end in a null byte. That means any of our character comparisons will automatically fail if we hit the end of the string. This means we don’t have to do any length comparisons at any point



For the state of our program we will use the following registers:


	x0 – current position in string and return value

	x1 – top of stack used for backtracking

	x2 – bottom of stack used for backtracking (this is needed to determine if the stack is empty)

	x9 – used as a temporary variable



For the inputs into our program, we will be passed:


	x0 – a pointer to the start of the string

	x1 – a pointer to the location we will use for our stack



Generated ARM64

Now that we’ve taken care of that, let’s walk through the generated assembly part by part. This is specifically on macOS with ARM64. First up, we have the prologue, which initializes the program. All it does is initialize the stack by setting the top of the stack and the bottom of the stack to the value passed in:

0:  aa0103e2   mov   x2, x1


Next up, we have the code that checks for the character b. If it sees a character that’s not b, we jump to a block of code that handles fallback logic. Otherwise, we advance our position in the string:

; CHAR 'b'
  4:  39400009   ldrb  w9, [x0]                  ; load current input byte
  8:  7101893f   cmp   w9, #0x62                 ; is it 'b'?
  c:  54000281   b.ne  0x5c                      ; no -> fallback block
 10:  91000400   add   x0, x0, #1                ; yes -> advance input


Next up, we have the repetition (an)*. For the repetition, we need to do the backtracking. If we backtrack here, that means we jump immediately to the end of the loop. That means we need to store both the address of the instruction after the loop and our position in the string on the stack.

 14:  d2800989   movz  x9, #0x004c               ; build resume address
 18:  f2a00009   movk  x9, #0x0000, lsl #16      ;   = 0x1_0000_004c
 1c:  f2c00029   movk  x9, #0x0001, lsl #32      ;   (the loop exit)
 20:  f2e00009   movk  x9, #0x0000, lsl #48      ;
 24:  a8810029   stp   x9, x0, [x1], #16         ; push (exit, pos) onto stack


With that in place, we can now execute the body of the repetition. This will check for the characters ‘a’ and ‘n’ and, if it sees them, go back to the top of the repetition, but at a new string location.

; CHAR 'a'
 28:  39400009   ldrb  w9, [x0]
 2c:  7101853f   cmp   w9, #0x61                 ; 'a'?
 30:  54000161   b.ne  0x5c                      ; no -> fallback block
 34:  91000400   add   x0, x0, #1

; CHAR 'n'
 38:  39400009   ldrb  w9, [x0]
 3c:  7101b93f   cmp   w9, #0x6e                 ; 'n'?
 40:  540000e1   b.ne  0x5c                      ; no -> fallback block
 44:  91000400   add   x0, x0, #1

; JMP
 48:  17fffff3   b     0x14                      ; back to top of loop


Now we’re past the loop. This is where the backtracking will jump once we backtrack. Once we finish the repetition, we’re at the end of the regex. All we have to do now is check if we’re at the end of the string. If we are at the end of the string, we return 1 for success. If we are not, that means the regex failed to match, and we need to run the fail logic to do a fallback.

 4c:  39400009   ldrb  w9, [x0]
 50:  35000069   cbnz  w9, 0x5c                  ; not at NUL -> fallback block
 54:  d2800020   mov   x0, #1                    ; success
 58:  d65f03c0   ret


And then finally, we have the fallback logic. This checks if the stack is empty. If it is, we return 0. If it’s not empty, we pop both the fallback address and the fallback string position off the stack, and then jump to the fallback address.

 5c:  eb02003f   cmp   x1, x2                    ; any frames left?
 60:  54000060   b.eq  0x6c                      ; no -> give up
 64:  a9ff0029   ldp   x9, x0, [x1, #-16]!       ; pop (resume, pos)
 68:  d61f0120   br    x9                        ; jump there
 6c:  d2800000   mov   x0, #0                    ; no match
 70:  d65f03c0   ret


Building the Stencils

Now that you’ve had the chance to see the compiled code, you should start to get a sense of how the copy-and-patch compiler would work. We have common sets of instructions with only minor differences between them. For each of these blocks of functions, we can write a function to generate the respective code. Each function will take in values to use to modify the code. For example, one of the arguments to stencil_char will be the char in the regex to compare against. We’ll insert that char directly into the machine code.

The prologue is straightforward since it’s just a block of code:

const PROLOGUE_WORDS: usize = 1;

fn stencil_prologue() -> [u32; PROLOGUE_WORDS] {
    [0xAA0103E2] // mov x2, x1
}


For character comparison, we need to insert the character we’re comparing against and where to jump for the fallback logic:

const CHAR_WORDS: usize = 4;

fn stencil_char(byte: u8, stencil_pos: usize, fail_pos: usize) -> [u32; CHAR_WORDS] {
    [
        0x39400009,                                                 // ldrb w9, [x0]
        0x7100013F | ((byte as u32) << 10),                         // cmp  w9, #byte
        0x54000001 | cond_branch_offset(stencil_pos + 2, fail_pos), // b.ne fail
        0x91000400,                                                 // add  x0, x0, #1
    ]
}


For the repetition, we have the start of the loop that pushes onto the stack and the jump onto the end:

const SPLIT_WORDS: usize = 5;

fn stencil_split(resume_addr: u64) -> [u32; SPLIT_WORDS] {
    [
        0xD2800009 | addr_bits(resume_addr, 0), // movz x9, #addr[0..16]
        0xF2A00009 | addr_bits(resume_addr, 1), // movk x9, #addr[16..32], lsl 16
        0xF2C00009 | addr_bits(resume_addr, 2), // movk x9, #addr[32..48], lsl 32
        0xF2E00009 | addr_bits(resume_addr, 3), // movk x9, #addr[48..64], lsl 48
        0xA8810029,                             // stp  x9, x0, [x1], #16
    ]
}

const JMP_WORDS: usize = 1;

fn stencil_jmp(stencil_pos: usize, target_pos: usize) -> [u32; JMP_WORDS] {
    [0x14000000 | branch_offset(stencil_pos, target_pos)] // b target
}


And then we have the match and fail blocks which are pretty clean:

const MATCH_WORDS: usize = 4;

fn stencil_match(stencil_pos: usize, fail_pos: usize) -> [u32; MATCH_WORDS] {
    [
        0x39400009,                                                 // ldrb w9, [x0]
        0x35000009 | cond_branch_offset(stencil_pos + 1, fail_pos), // cbnz w9, fail
        0xD2800020,                                                 // mov  x0, #1
        0xD65F03C0,                                                 // ret
    ]
}

const FAIL_WORDS: usize = 6;

fn stencil_fail() -> [u32; FAIL_WORDS] {
    [
        0xEB02003F, // cmp  x1, x2
        0x54000060, // b.eq +3 (to the mov below)
        0xA9FF0029, // ldp  x9, x0, [x1, #-16]!
        0xD61F0120, // br   x9
        0xD2800000, // mov  x0, #0
        0xD65F03C0, // ret
    ]
}


For completeness, here’s the helper functions we used which just help us insert specific data into the instructions:

// Compute the branch-offset field for a conditional branch (b.ne / cbnz):
// the instruction count from branch to target, stored in bits 5..24.
fn cond_branch_offset(branch_pos: usize, target_pos: usize) -> u32 {
    let instr_count = target_pos as i64 - branch_pos as i64; // may be negative
    (((instr_count as u64) & 0x7FFFF) << 5) as u32
}

// Compute the branch-offset field for an unconditional branch (b):
// same idea, but stored in bits 0..26.
fn branch_offset(branch_pos: usize, target_pos: usize) -> u32 {
    let instr_count = target_pos as i64 - branch_pos as i64; // may be negative
    ((instr_count as u64) & 0x3FF_FFFF) as u32
}

// Extract 16 bits of an absolute address, positioned for a movz/movk immediate.
fn addr_bits(addr: u64, part: usize) -> u32 {
    (((addr >> (16 * part)) & 0xFFFF) as u32) << 5
}


Emitting Code

Now the code that drives it:

// Computes how many instructions a node compiles to.
fn node_words(node: &Node) -> usize {
    match node {
        Node::Literal(text) => text.len() * CHAR_WORDS,
        Node::Concatenation(left, right) => node_words(left) + node_words(right),
        Node::Repetition(body) => SPLIT_WORDS + node_words(body) + JMP_WORDS,
    }
}

struct Emitter {
    code: Vec<u32>,
    fail: usize, // word offset of the shared fail block
    base: u64,   // runtime address of code[0], for absolute-address holes
}

impl Emitter {
    // Returns the offset where the next instruction will be placed.
    fn pos(&self) -> usize {
        self.code.len()
    }

    // Appends a filled stencil to the code buffer.
    fn emit(&mut self, stencil: &[u32]) {
        self.code.extend_from_slice(stencil);
    }

    // Emits the code for one node, recursing into children.
    fn emit_node(&mut self, node: &Node) {
        match node {
            Node::Literal(text) => {
                for &byte in text.as_bytes() {
                    self.emit(&stencil_char(byte, self.pos(), self.fail));
                }
            }
            Node::Concatenation(left, right) => {
                self.emit_node(left);
                self.emit_node(right);
            }
            Node::Repetition(body) => {
                let split_at = self.pos();
                let exit = split_at + SPLIT_WORDS + node_words(body) + JMP_WORDS;
                self.emit(&stencil_split(self.base + exit as u64 * 4));
                self.emit_node(body);
                self.emit(&stencil_jmp(self.pos(), split_at));
            }
        }
    }
}

// Generates the complete program: prologue, the compiled AST, MATCH, fail block.
fn generate_code(regex: &Node, base: u64) -> Vec<u32> {
    let nwords = PROLOGUE_WORDS + node_words(regex) + MATCH_WORDS + FAIL_WORDS;
    let mut emitter = Emitter {
        code: Vec::with_capacity(nwords),
        fail: nwords - FAIL_WORDS,
        base,
    };
    emitter.emit(&stencil_prologue());
    emitter.emit_node(regex);
    let match_at = emitter.pos();
    emitter.emit(&stencil_match(match_at, emitter.fail));
    emitter.emit(&stencil_fail());
    assert_eq!(emitter.pos(), nwords);
    emitter.code
}


And that’s the hard part! Personally, writing assembly is where I find AI the most helpful. My main experience with assembly is completing the microcorruption CTF. I’ve never actually written assembly myself. I would really struggle to figure out the exact instructions needed and how to modify them to get the output I wanted. With AI, I can give my coding agent the general shape of how I want the JIT compiler to work, and it can handle a lot of these details for me.

Loading Machine Code

To finish our compiler we need to actually load the code. To do this, we’ll use mmap to allocate a block of memory that is readable, writable, and executable. We’ll then copy the code into that memory and convert that block of memory into a function which we then call:

const BSTACK_MAX: usize = 4096;

// These functions are included in the mac system library
unsafe extern "C" {
    fn pthread_jit_write_protect_np(enabled: libc::c_int);
    fn sys_icache_invalidate(start: *mut libc::c_void, len: libc::size_t);
}

type MatchFn = unsafe extern "C" fn(input: *const u8, bstack: *mut u64) -> u64;

struct Jit {
    buf: *mut u32,
    nbytes: usize,
    bstack: Vec<u64>,
}

impl Jit {
    fn compile(regex: &Node) -> Jit {
        let nwords = PROLOGUE_WORDS + node_words(regex) + MATCH_WORDS + FAIL_WORDS;
        let nbytes = nwords * 4;

        unsafe {
            let buf = libc::mmap(
                std::ptr::null_mut(),
                nbytes,
                libc::PROT_READ | libc::PROT_WRITE | libc::PROT_EXEC,
                libc::MAP_PRIVATE | libc::MAP_ANON | libc::MAP_JIT,
                -1,
                0,
            ) as *mut u32;
            assert!(buf as *mut libc::c_void != libc::MAP_FAILED, "mmap failed");

            let code = generate_code(regex, buf as u64);

            pthread_jit_write_protect_np(0); // make the region writable (Apple W^X)
            std::slice::from_raw_parts_mut(buf, code.len()).copy_from_slice(&code);
            pthread_jit_write_protect_np(1); // back to executable
            sys_icache_invalidate(buf as *mut libc::c_void, nbytes);

            Jit { buf, nbytes, bstack: vec![0; BSTACK_MAX * 2] }
        }
    }

    // Runs the generated code. Input must end with a NUL byte.
    fn is_match(&mut self, nul_terminated: &[u8]) -> bool {
        debug_assert_eq!(nul_terminated.last(), Some(&0));
        unsafe {
            let matcher: MatchFn = std::mem::transmute(self.buf);
            matcher(nul_terminated.as_ptr(), self.bstack.as_mut_ptr()) != 0
        }
    }
}

impl Drop for Jit {
    fn drop(&mut self) {
        unsafe {
            libc::munmap(self.buf as *mut libc::c_void, self.nbytes);
        }
    }
}


Results

With all of this complete, let’s compare the performance of the different implementations we built:





	Input length
	Interpreter
	JIT
	Handwritten
	JIT speedup
	Handwritten speedup





	9
	45 ns
	3.8 ns
	3.8 ns
	11.7x
	11.9x



	33
	103 ns
	7.9 ns
	10.5 ns
	13.0x
	9.8x



	129
	597 ns
	30 ns
	32 ns
	19.7x
	18.6x



	513
	1,955 ns
	126 ns
	120 ns
	15.5x
	16.2x



	2,049
	8,301 ns
	470 ns
	393 ns
	17.7x
	21.1x







So JIT and the hand-rolled implementation are pretty much neck and neck. Sometimes the JIT version is faster, and sometimes the hand-rolled version is faster.



There’s been a meme circulating about how AI doesn’t help because “code was never the hard part.” I think that’s true in some domains, but in others, writing the code absolutely was the hard part. JIT compilers are a great example of that. For many pieces of software, a JIT compiler would help a lot with speeding up the code. The rarity of JIT compilers makes me believe that implementing a JIT compiler historically was too difficult for it to be worthwhile. LLMs have lowered the barrier to entry and made it much easier to write a JIT compiler. This is the thesis behind pgrust. Databases historically were the hardest piece of software to build and were limited because of that. Now, with AI, we can be more ambitious about the type of software we build.


Thanks for reading, and if you want to support the project, the best way to support pgrust is to give us a star on GitHub. If you want to follow along:


			


	



Original: https://malisper.me/jit-compiling-code-in-5-us/ · Discussion
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Sydney Marathon medal mistakenly depicts Munich stadium

bbc.com · 90 points · Discussion


Sydney Marathon medal mistakenly depicts Munich stadium


[image: Instagram: sydney_marathon A photo showing the Sydney Marathon medal, as shared by organisers on social media.]Instagram: sydney_marathon


The medal design appears to show Munich's Allianz Arena on the bottom-right

One week out from the world-renowned Sydney Marathon, organisers face questions about whether designers etched the wrong city's stadium on the participation medal. 

The medal appears to feature a stadium carved in the likeness of Allianz Arena in the German city of Munich, rather than Allianz Stadium in Sydney – which the 42.2km (26.2 mile) course runs past.

The BBC has reached out to Sydney Marathon for comment.

Some 40,000 runners will be taking part in the event on 30 August, after more than 120,000 ballot entries.

Speculation about a possible mix-up began after Sydney Marathon's official social media account unveiled its design for the 2026 medal, inviting users to "look closely and you'll find the story of the course in the details". 

They continued: "A beautiful Sydney skyline brings the course to life, featuring the landmarks runners will experience along the way - starting with the Sydney Harbour Bridge and finishing at the world-famous Sydney Opera House."

[image: Getty Images A composite image showing Sydney's Allianz Stadium above Munich's Allianz Arena, for comparison. The first has a flatter façade smoothed with long bronze fins, while the Munich stadium is sculpted by thousands of diamond-shaped inflatable cushions.]Getty Images


The Munich arena (bottom) appears to feature on the medal instead of the Sydney landmark

Munich's Allianz Arena is sculpted by thousands of diamond-shaped inflatable cushions, while Sydney's similarly-named Allianz Stadium has a flatter façade smoothed with long bronze fins.

The other face of the double-sided medal features a gold and indigo pattern designed by First Nations artist Ambrose Killian. Forty-two half-round markings lining the circular edge "represent each kilometre of the course", organisers explained.

Killian told the BBC he was not responsible for the other artwork.

[image: Instagram: sydney_marathon Front of the Sydney Marathon medal.]Instagram: sydney_marathon


The front of the Sydney Marathon medal features an artwork by Ambrose Killian

The blunder follows a similar incident at last year's Great North Run in Newcastle, where medals mistakenly featured the Sunderland and Wear River – which is not part of the event.

Sydney was announced as the seventh city added to the Abbott majors series in 2024, joining London, Berlin, Boston, Chicago, New York, and Tokyo. Cape Town is set to become the eighth city when it hosts its first marathon major next year. 





Original: https://www.bbc.com/news/articles/cvg92y1wzn8o · Discussion
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Malware infects Android-based automotive head unit firmware

securelist.com · 87 points · Discussion


													While monitoring Android threats in June 2026, we discovered a new piece of Android malware. What struck us as unusual was that it installed like an ordinary user app yet made no attempt to disguise itself as legitimate software: it had no user interface at all. This led us to suspect the app might be reaching users’ devices without their knowledge. Further investigation confirmed that hypothesis and allowed us to reconstruct the entire infection chain.

Key findings:


	We identified new Android malware: a multi-stage downloader whose ultimate purpose is ad fraud and creation of a proxy botnet.

	The malware spread through the built-in updaters of Android-based automotive head unit firmware. This is the first documented case of malware found on a car head unit with an infection chain specific to that type of device.

	We attribute this activity, with high confidence, to the MoYu Group, an actor linked to the BADBOX botnet.



Kaspersky solutions detect the threats described below under the following detection names:


	HEUR:Trojan-Dropper.AndroidOS.Agent.vu

	HEUR:Trojan-Downloader.AndroidOS.Agent.ov

	HEUR:Trojan-Proxy.AndroidOS.Zhima.*

	HEUR:Trojan.AndroidOS.Vo1d.*



Head unit firmware overview

A head unit is a system that combines multimedia functions with partial control over certain vehicle functions. Head units may come as part of a car’s factory equipment or as an aftermarket upgrade. The main attack vectors for these systems are compromise via physical access and vulnerabilities in the head unit’s OS or components, both of which we’ve covered previously.

In some cases, head units run on Android, primarily because it’s convenient for manufacturers: Android’s source code already accounts for use cases within automotive head units. Android also allows manufacturers to add their own system applications during the build process, which they can use for a range of purposes: customizing the UI, adding system components tailored to the vendor’s needs, and more.

Most apps developed for Android devices can also run on an Android-based head unit, and that is true for malware as well. That said, it’s hard to imagine certain categories of smartphone-targeted malware being used to attack a head unit. Banking Trojans are a good example: since mobile banking is used almost exclusively on smartphones, infecting a head unit with a banking Trojan would be a waste of the attacker’s resources.

It’s worth noting that head units often include SIM card slots and can connect to the internet, enabling features like navigation and software updates. Since a head unit typically holds nothing of value to an attacker, one of the more likely attack scenarios using “classic” Android malware is infecting the device to recruit it into a botnet – similar to attacks on IoT devices.

During our research, we found exactly that kind of malware. The design of firmware for DoFun head units enabled attackers to distribute malware. We notified the vendor about the distribution scheme, and they subsequently reported fixing the security issues.

Below is the entire infection chain:

[image: Head unit infection scheme]
Head unit infection scheme


Let’s look at exactly how these head units became infected.

The TWCore app

TWCore is a legitimate system application responsible for collecting analytics data and updating the head unit software. Let’s take a closer look at how the update function works.

The process is fairly simple. An MQTT message broker hosted on the subdomain cardoor[.]cn sends a message containing information about the APK files that need to be downloaded and installed on the head unit. Notably, the object describing this message includes an installNotExists field, a Boolean flag that can be set to true or false. This flag allows TWCore to install apps that weren’t originally present on the device.

[image: TWCore only checks whether an app is already installed on the device when installNotExists = false]
TWCore only checks whether an app is already installed on the device when installNotExists = false


The APK file is downloaded to <TWCore external cache dir>/push/apk/ for installation.

[image: The path TWCore uses to download APK files]
The path TWCore uses to download APK files


Our telemetry revealed previously unknown malware at these file paths. On top of that, our data indicates that in every observed case, the malware was installed by an app with the package name com.tw.core, which matches the TWCore package name.

Next, we’ll break down the malware installed by TWCore: the JarService dropper.

Stage 1: the JarService dropper

As mentioned earlier, JarService is a small dropper app with no UI of any kind. It decrypts data stored as encrypted blocks within the Trojan’s code. Each block is XOR-encrypted with a single-byte key that shifts linearly from block to block. The decrypted data contains serialized information about the payload version and entry point, along with the malware’s own code for further loading.

[image: Decrypting and deserializing information about the stage 2 payload]
Decrypting and deserializing information about the stage 2 payload


In the version of JarService we analyzed, the entry point for the next-stage payload was the wa method of the com.c.j.qbh class.

Stage 2: the loader

This stage’s payload is a malicious loader. Its code contains encrypted strings that are later used as class names to execute the stage 3 payload using the reflection mechanism. The loader sends implant information to one of the attackers’ servers via a POST request. Example of a request to the C2 server:


		
				
					
					
					
				
							{
"userId":"REDACTED",
"dexVersion":"1.7",
"dexType":1,
"channelId":"2039",
"packageName":"com.tw.jar1",
"appVersion":12,
"appName":"JarService"
}


					

				

			


In response to the POST request, the C2 server returns a link for downloading the stage 3 payload. An example of a C2 response is shown below.


		
				
					
					
					
				
							{
"code":200,
"data":{
"dexUrl":"hxxp://144.217.243[.]201/vr34der34/dex3.68.png",
"dexVersion":3.680,
"status":0
}
}


					

				

			


The Trojan uses the link in the dexUrl field of the data object to download serialized data for loading the next stage. This data begins with a single-byte integer, a key used to decrypt the strings in the loader’s code. Immediately following this number is a four-byte floating-point value used to XOR-decrypt the stage 3 payload, which itself is located after these keys.

[image: Decrypting the stage 3 payload]
Decrypting the stage 3 payload


In the decrypted payload, the entry point is the init method of the com.ast.sdk.BillingMain class, shown in the screenshot below.

[image: Entry point of the stage 3 payload]
Entry point of the stage 3 payload


While analyzing this stage, we noticed that the download link for the next-stage payload includes a version number. We decided to try other version numbers to retrieve different payload versions, and ultimately obtained seven distinct variants, which we list under “Indicators of Compromise” at the end of this report. The earliest version, numbered 3.57, uses a different decoding algorithm than the one described above. This may indicate that an earlier version of the infection chain used a different loader between JarService and the stage 3 payload.

Stage 3: clicker / reverse proxy loader

In this stage, the malware sends a POST request to /cpc/api/task every 90 minutes by default, containing information about the infected device (display resolution, device model, the SSID of the connected Wi-Fi network, MAC address, and so on) along with the Trojan’s configuration version. If the configuration is outdated, the C2 server returns an updated configuration containing new C2 addresses and new paths for sending HTTP requests. An example of a response is shown below. Note that at the time of our research, the most up-to-date configuration version was 3.82.


		
				
					
					
					
				
							{
"code":100,
"data":{
"configVersion":3.820,
"hosts":["hxxp://t2.kshahnd[.]sbs","hxxp://t2.mdsjhd[.]sbs","hxxp://t2.nmnsny[.]sbs","hxxps://t2.nmnsny[.]sbs"],
"interval":5500000,
"reportApi":"/cpc/api/report",
"tagName":"config",
"taskApi":"/cpc/api/task",
"updates":["hxxp://a2.kshahnd[.]sbs","hxxp://a2.mdsjhd[.]sbs","hxxp://a2.nmnsny[.]sbs","hxxps://a2.nmnsny[.]sbs"],
"vn":1.010
}
}


					

				

			


If the configuration version doesn’t need updating, the C2 server instead returns integer command identifiers, which the attackers refer to as productId. The Trojan maps each identifier to command information, which it stores as a serialized JSON object using the SharedPreferences API. Each identifier also has its own version, expressed as a UNIX timestamp. If the C2 response includes an unknown productId or one whose version is outdated, the malware sends a GET request to the attackers’ server at /cpc/api/xml to retrieve the command contents for all such identifiers. The C2 server responds with command information for each unknown identifier. An example of a response is shown below.


		
				
					
					
					1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17


				
							{
"code":200,
"data":[{
"productId":979,
"script":"{\n  \"loadType\": 1,\n  \"reload\": true,\n  \"method\": \"start\",\n  \"url2\": \"hxxp://144.217.243[.]201/vr34der34/sh65.io\",\n  \"md52\": \"de77c3303e93c9450424759f1741441c\",\n  \"name\": \"zhima\",\n  \"className\": \"com.miyc.transfer.Client\",\n  \"thread\": true,\n  \"tagName\": \"loadlib2\",\n  \"params\": [\n    {\n      \"type\": \"Context\"\n    },\n    {\n      \"type\": \"String\",\n      \"value\": \"107.151.248[.]132\"\n    },\n    {\n      \"type\": \"String\",\n      \"value\": \"1002\"\n    },\n    {\n      \"type\": \"int\",\n      \"value\": 1337\n    },\n    {\n      \"type\": \"int\",\n      \"value\": 7777\n    },\n    {\n      \"type\": \"int\",\n      \"value\": 8888\n    },\n    {\n      \"type\": \"int\",\n      \"value\": 15000\n    }\n  ],\n  \"url\": \"hxxp://144.217.243[.]201/vr34der34/sh65.io\",\n  \"md5\": \"de77c3303e93c9450424759f1741441c\"\n}",
"version":1778650942
},{
"productId":1019,
"script":"{\n  \"loadType\": 1,\n  \"reload\": true,\n  \"method\": \"start\",\n  \"url2\": \"hxxp://144.217.243[.]201/vr34der34/sh65.io\",\n  \"md52\": \"de77c3303e93c9450424759f1741441c\",\n  \"name\": \"zhima\",\n  \"className\": \"com.miyc.transfer.Client\",\n  \"thread\": true,\n  \"tagName\": \"loadlib2\",\n  \"params\": [\n    {\n      \"type\": \"Context\"\n    },\n    {\n      \"type\": \"String\",\n      \"value\": \"128.14.210[.]58\"\n    },\n    {\n      \"type\": \"String\",\n      \"value\": \"1002\"\n    },\n    {\n      \"type\": \"int\",\n      \"value\": 9999\n    },\n    {\n      \"type\": \"int\",\n      \"value\": 7777\n    },\n    {\n      \"type\": \"int\",\n      \"value\": 8888\n    },\n    {\n      \"type\": \"int\",\n      \"value\": 15000\n    }\n  ],\n  \"url\": \"hxxp://144.217.243[.]201/vr34der34/sh65.io\",\n  \"md5\": \"de77c3303e93c9450424759f1741441c\"\n}",
"version":1766001509
},{
"productId":3505,
"script":"{\n\"tagName\":\"http\",\n\"url\":\"hxxps://api.kookjar[.]com/sayhi?channel=daihai&uuid={get_uuid_10}\"\n}",
"version":1776656317
}],
"msg":""
}


					

				

			


The command information includes a tagName field, which is the command name. The code maps each name to the corresponding class responsible for executing it.

[image: List of executable commands]
List of executable commands


At the time of our research, the attackers had implemented nine commands. The table below lists command names, brief descriptions, and arguments. The functionality of these commands suggests that the malware can be used to display ads, commit ad fraud (serving as a clicker), and download additional malicious code.




	Command name
	Description
	Arguments



	return
	Return a value from SharedPreferences.
	key: the key whose value should be returned



	copy
	Set the contents of the clipboard.
	text: the key whose value from SharedPreferences is returned as the clipboard contents

url: a link for downloading gzip-compressed data (optional); this data is then concatenated with the value of the text key, with       (5 spaces) used as a separator



	http
	Make a POST/GET HTTP request to a specified resource and, if instructed, save the response in SharedPreferences under a specified key.
	url: the resource address

method: the HTTP method name (optional)

startLabel: a marker for the start of the data to save from the resource (optional)

endLabel: a marker for the end of the data to save from the resource (optional)

valueLabel: the key under which to save the value (optional)

header: a dictionary of headers for the HTTP request (optional)

content: the content of the POST request (optional)



	web
	Open a link in the WebView and execute arbitrary JavaScript code within it.
	url: the link to open in the WebView

js: base64-encoded JavaScript code to execute in the WebView; used when the url parameter is empty or absent

corejs: JavaScript code to execute when the resource loads in the WebView (optional)

param: a string dictionary of parameters for launching the WebView

client: if this key is present, WebViewClient is used to handle redirects manually

time: task timeout



	loadlib
	Not fully implemented at the time of publishing this report.
	–



	loadlib2
	Download and execute arbitrary code.
	url: the address to download the payload from

name: the name of the module being downloaded

md5: the MD5 hash of the payload

clear: a comma-separated list of payload names to delete (optional)

params: an array of parameters to launch the payload with

className: the class name of the payload entry point

method: the name of the virtual method at the payload entry point

cmethod: the name of the static method used to instantiate the entry-point class (optional)

thread: a flag; the payload runs in a separate thread if this flag is not set

reload: a flag that, when set, restarts already loaded modules



	loadlib3
	Not fully implemented at the time of publishing this report.
	–



	deeplink
	Open a resource in the browser.
	url: a link to the resource



	traceroute
	Check resource availability via an ICMP ping.
	host: comma-separated list of resources to check





However, attackers use only a relatively small subset of these commands in real-world attacks. As shown in the example C2 response above, at the time of publishing this report the attackers were using the loadlib2 and http commands. The payload downloaded via the loadlib2 command is a reverse proxy module named “zhima”, which researchers from the Nokia Deepfield Emergency Response Team independently discovered in TV set-top boxes around the same time as we did and also described in their report. This confirms that the attackers’ ultimate goal is building a proxy botnet.

While investigating this stage of the attack chain, we noticed that the zhima download link also included a version number. As with the previous stage, we tried other possible version numbers and found eight variants of the zhima module, the earliest of which was version 57. The complete list of identified zhima modules is provided under “Indicators of Compromise” below.

Attribution

While analyzing the complete infection chain, we noticed that the stage 2 loader created a thread with the meaningful name mosdk-host-loader. We decided to investigate what mosdk referred to in that name. This led us to a malicious app installed on various TV set-top boxes with the package name com.abc.nexus (3AD4BF5A86D26FFBF09CAE42AF330A98). It consists of several components (including a dropper similar to JarService), each used by the attackers to covertly monetize the device’s computing power. Each malicious component in the app corresponds to its own service, and the service containing the launch code for the JarService-like dropper is named AdmoyuService. In light of this and the name of the malicious thread found in the payload code, we concluded that moyu in the service name referred to MoYu Group, one of the actors linked to the BADBOX malware platform, which had been described by researchers at HUMAN. This assessment is further supported by extensive overlap between the malware’s network infrastructure and that of MoYu Group, which was independently identified by researchers from the Nokia Deepfield Emergency Response Team around the same time as our own research. Based on these similar naming patterns and prominent infrastructure overlap between the activity of MoYu Group and the attacks described in this report, we attribute it to the same actor with high confidence.

While investigating the malware downloaded by TWCore, we noticed that the domain admin.uipoxy[.]com resolved to the IP address 128.14.210[.]58, one of the C2 servers for the zhima reverse proxy module. It appears that the URL hxxp://admin.uipoxy[.]com/proxy/u/login hosts the zhima admin panel. Interestingly, this panel allows anyone to register as long as they have a valid invite code.

[image: The malware operator registration page]
The malware operator registration page


During registration, users are prompted to review the terms of use and privacy policy. Both documents are hosted on links under the pxyedge[.]com domain, which belongs to PXYEDGE, a vendor specializing in the sale of residential proxies.

On the registration page hosted at admin.uipoxy[.]com, we also found the string 
			copyright©2020proxyforu[.]com all rights reserved, which linked to hxxps://proxyforu[.]com, the website of ProxyForU, another vendor of residential proxy services.

We found several similarities in the authentication APIs across all of these sites:


	The sign-in page was hosted on an admin.* subdomain.

	The sign-in page was located at /proxy/u/login.

	The signup page was located at /proxy/register?channelKey=<invitation code>.



Based on this, we believe these services are connected to MoYu Group.

Conclusion

Despite efforts by cybersecurity professionals and law enforcement to shut down the BADBOX botnet, individual actors linked to it continue their malicious activity, infecting devices worldwide. Delivery methods for this kind of malware vary widely, from downloads via pre-installed backdoors to infected builds of IPTV apps. The case examined here demonstrates an even more sophisticated delivery method: distribution through the legitimate update functionality of a system application. Attackers are also actively expanding into new platforms. This malware is the first known malicious app targeting head units, which means these platforms now require protection against malware as well.

Indicators of compromise

Stage 1: JarService

ba27951b4ee1c341f4415d033369ecd3

d63bacd6d6709dd68a10ef9d374c7835

6c2e34b30da42085240ede53ab6107d4

8b5e513144a6138a966ea59e68bf9da2

e119845877089d6f4b0a70dc7388f316

Stage 2: loader

e9f3a0dab6949ce2cddab9e0aa80ae1a

Stage 3: loader/clicker

0fbaa7092204f4b1494e0b840b014774

1dcf031c40ce456b6a36a00b0acf3d11

44b6b213a6a3f299eaf88e078de95ecb

67dc78e544ebce16b85dc7c195dfbc58

9642ae619b3165d23c6349002d1abe24

b067d5b0dbecbd6498bcdfba45dba77e

f0e3f7eba2cde91e2dedb921bab47422

zhima module

412e9243f2981bbea3894254d105b3b8

71ab5517f71866279d0d87d37f2ae320

89ef78f716a75964539f2db6520be362

a4223ce4288a230d1e6c3ff2c7639045

bd4d81cd27125ad3d9a114922d468499

c6bfb1643ac7474ed8a7b4f96a187fdb

de77c3303e93c9450424759f1741441c

f8cf8c23ff597700d471fb7767df8bac

Domains and IP addresses

xmsae[.]sbs

ishano456[.]sbs

xshaon123[.]sbs

kshahnd[.]sbs

mdsjhd[.]sbs

nmnsny[.]sbs

kookjar[.]com

ty54fgd435[.]my

ue886578433[.]online

ty4523[.]space

144.217.243[.]201

107.151.248[.]132

128.14.210[.]58

Addresses used to download JarService

hxxp://ovcloudcontrol.cdn.cardoor[.]cn/upgrade/2026-06-08/bd80bd3c3d0e4bf6b5b4a825650d01f5.apk

hxxp://ovcloudcontrol.cdn.cardoor[.]cn/upgrade/2025-06-10/fe71af9ecf174de48d2b2ccc2c15fb04.apk

hxxp://ovcloudcontrol.cdn.cardoor[.]cn/upgrade/2024-11-07/fa831c3c23824b99871163387bcda7ad.apk

Hashes of TWCore (the legitimate software used to distribute JarService)

2a64c3efc11bf224aa54f24e876446c9

7a4d3ba2dacccfdda55859a5dfee2671

ea24487996eb70c1780922fb3063bcc5

												



Original: https://securelist.com/android-head-unit-malware/121106/ · Discussion
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Fast and Hard Code

lucumr.pocoo.org · 81 points · Discussion


Iranian hackers shut down UK power plant for 4 days
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Iranian hackers shut down UK power plant for 4 days

telegraph.co.uk · 56 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://www.telegraph.co.uk/news/2026/08/22/iranian-hackers-shut-down-uk-power-plant/ · Discussion
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My favorite nonfiction books about cults, scams, and schemes

bookdna.com · 48 points · Discussion


    The books I picked & why


    
      
        
          


  

  

  

  
    
      
    

    




  [image: Book cover of Cultish: The Language of Fanaticism]



    
      
    
  


  

  

  

    
    
      
        
        
          

        

        
          
          Why I love this book
        
      
    


    
      
        Amanda is a language whiz, and does an amazing job showing how cultism is a spectrum; that we are all victims of undue influence. 
She talks about the language that communities and organizations use as the key to gaining undue influence over people, and that this influence pervades everything from startups to skincare to workout programs. 
It’s well researched and fascinating to read, and will make you question your strong affiliations to the most basic things. 

      
    


    
    
    
    

    

    
      
    
  
    
      
      

      
      
        


  By
  
    
      Amanda Montell
      ,
    
  

  


      


      
      
        
          Why should I read it?
        


        
          
            5
            authors picked
          
          Cultish
          as one of their favorite books, and they share
          why you should read it.

          
          
        

      

      
      
        
          What is this book about?
        


        The author of the widely praised Wordslut analyzes the social science of cult influence: how cultish groups from Jonestown and Scientology to SoulCycle and social media gurus use language as the ultimate form of power.
What makes "cults" so intriguing and frightening? What makes them powerful? The reason why so many of us binge Manson documentaries by the dozen and fall down rabbit holes researching suburban moms gone QAnon is because we're looking for a satisfying explanation for what causes people to join-and more importantly, stay in-extreme groups. We secretly want to know: could it happen to me? Amanda Montell's…
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  [image: Book cover of Scarred: The True Story of How I Escaped NXIVM, the Cult that Bound My Life]



    
      
    
  


  

  

  

    
    
      
        
        
          

        

        
          
          Why I love this book
        
      
    


    
      
        I watched The Vow documentary and was hooked. 
I immediately wanted to know more about Sarah Edmondson’s experience in the NXIVM cult, so of course I bought this book. She does a great job telling the truth about her indoctrination and shows a great deal of empathy for others in the organization. 
It really drives home the point that nobody joins a cult, they join what they think is a good thing, and you can so plainly see how impact and intention don’t always match in organizations like these. Anyone can fall victim to these scams!
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          Why should I read it?
        


        
          
            2
            authors picked
          
          Scarred
          as one of their favorite books, and they share
          why you should read it.

          
          
        

      

      
      
        
          What is this book about?
        


        

As seen in the HBO docuseries THE VOW: The shocking and subversive memoir of a 12-year-NXIVM-member-turned-whistleblower, and her inspiring true story of abuse, escape, and redemption.



"Master, would you brand me? It would be an honor."


Scarred follows actress Sarah Edmondson's account of her recruitment into the NXIVM cult founded by Keith Raniere and the 12 years she spent within the organization, during which she enrolled over 2,000 members. This book also chronicles her breaking point and her harrowing fight to get out, help others, and heal.


* Sarah Edmondson is a Canadian actress and playwright who…
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          Why I love this book
        
      
    


    
      
        This book is heartbreaking and enlightening. 
Admittedly, I didn't know much about the Amish culture religion prior to reading this book, other than what I saw in Pennsylvania when I lived there, but I was always curious. After reading this book, I started to question the idea of ‘religious freedom’ in our country, that can so shield people who are abusing their freedom by exploiting women and children.  
Religion in its worst manifestation can be so damaging, which is so well explained in this book.
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      ,
    
  

  


      


      
      
        
          Why should I read it?
        


        
          
            1
            author picked
          
          Tears of the Silenced
          as one of their favorite books, and they share
          why you should read it.

          
          
        

      

      
      
        
          What is this book about?
        


        Surviving Severe Child Abuse, Sexual Assault and Leaving the Amish Church
In May 2022 Misty Griffin released #invisible, a petition calling on congress to take action and help abused children in religious communities. It is currently gaining momentum and national media attention.
Watch Sins of the Amish on Peacock
#1 Best Seller in Cults & Demonism, Parenting & Relationships, Notable People, Religious, Survival, Sexual Assault, and Biographies & Memoirs
A gripping story that takes you on the journey of a child abuse and sexual assault survivor turned activist. (Photo gallery included).
True story of child abuse. When Misty Griffin was…
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          Why I love this book
        
      
    


    
      
        Once again I became interested in a book thanks to a documentary! 
When I watched the documentary about Sarah Lawrence College, I wanted to know more. Daniel Barban Levin’s story really demonstrates how a fragile young mind can be influenced by someone with sinister intentions. 
He vividly describes his time spent with a manipulative cult leader (Larry Ray), and his narrative disturbingly shows us just how easily something like this could've happened to us. Very sadly relatable, for people who lose their voice when they fall victim to gaslighting or abusive friends, mentors, or partners. 
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      Daniel Barban Levin
      ,
    
  

  


      


      
      
        
          Why should I read it?
        


        
          
            1
            author picked
          
          Slonim Woods 9
          as one of their favorite books, and they share
          why you should read it.

          
          
        

      

      
      
        
          What is this book about?
        


        An “extraordinary” (Nylon) firsthand account of the creation of a modern cult and the costs paid by its young victims: a group of college roommates 
  “Intense . . . [a tale] of hard-won survival, and creating a life after the unimaginable.”—Salon 
 The inspiration for the Hulu docuseries Stolen Youth, directed by Zach Heinzerling and co-produced by Daniel Barban Levin
In September 2010, at the beginning of the academic year at Sarah Lawrence College, a sophomore named Talia Ray asked her roommates if her father could stay with them for a while. No one objected. Her father, Larry Ray, was…
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          Why I love this book
        
      
    


    
      
        I went into this book knowing that scientology was a glorified criminal organization, and that belief was confirmed! 
This book is an incredible tale of redemption. Mike Rinder doesn’t downplay his own role in Scientology, as he acknowledges that he spread the word for years and influenced many. But when you understand how far Scientologists will go to silence their critics, you begin to understand why people don’t leave, or go missing!  
Rinder was the man who “silenced” people, and I can’t imagine a better person to explain the inner workings of the organization that someone who lived it. Couldn’t put it down.  
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      Mike Rinder
      ,
    
  

  


      


      
      
        
          Why should I read it?
        


        
          
            1
            author picked
          
          A Billion Years
          as one of their favorite books, and they share
          why you should read it.

          
          
        

      

      
      
        
          What is this book about?
        


        One of the highest-ranking defectors from Scientology exposes the secret inner workings of the powerful organization in this remarkable memoir.
__________
'A flamethrower of a read' JOHN SWEENEY
'Candid and deeply felt' LAWRENCE WRIGHT
'Gripping and harrowing' LEAH REMINI
'Extraordinarily powerful' ALEX GIBNEY
__________
Mike Rinder's parents began taking him to their local Scientology centre when he was five years old. After high school, he signed a billion-year contract and was admitted into Scientology's elite inner circle, the Sea Organization. Brought to founder L. Ron Hubbard's yacht and promised training in Hubbard's most advanced techniques, Mike was instead put to…
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Show HN: Live 3D satellite tracker and the declassified Pentagon UFO archive

skylens.yantraai.app · 36 points · Discussion



        
        
             Live · updated continuously

            Track the sky. Read the evidence.

            Live satellite tracker, declassified UAP archive, daily editorial coverage of space and unidentified-aerial-phenomena news — from official public sources.

            
            … satellites tracked
              … stories
              294 PURSUE files
              last post …
            

          


        

        
        

        
        
          
              What SkyLens is

              An independent editorial platform for space data and declassified UAP evidence.

            

          
            
              Live satellite tracker

              Real-time 3D globe rendering every publicly tracked Earth-orbit object from the CelesTrak catalog. Filter by country, orbit type, launch operator, or mission category. Includes ISS, Starlink, GPS, Galileo, geostationary, and low-orbit debris.

              Open live tracker →
            


            
              Declassified UAP archive — 334 files across four PURSUE releases

              Every file from the U.S. Department of War's PURSUE program aggregated with editorial context: Release 01 (May 8, 2026, 162 files), Release 02 (May 22, 64 files inc. F-16 shootdown), Release 03 (June 12, 72 files inc. Western US Event 2023 AARO case), Release 04 (July 10, 40 files inc. NASA STS-80 1996, 1949 Los Alamos green fireballs, Project Sign 1948). Every file links back to the official war.gov source.

              Browse UAP files →
            


            
              Editorial deep-dives — 660+ posts

              Hand-written case files covering the full international UAP historical record — Father Gill Papua New Guinea 1959, Brazil Operação Prato, France GEIPAN cases, USSR Setka programs, Malmstrom/Loring nuclear-facility incursions, AARO institutional analysis, plus daily space-news coverage of satellite launches, asteroid close approaches, and NASA mission updates.

              Read the blog →
            


            
              Asteroid close approaches — NASA/JPL live data

              Near-Earth asteroid tracking from NASA's CNEOS and JPL SBDB feeds. 3D orbital paths rendered in real time, with close-approach dates, miss distances, relative velocities, and potentially-hazardous flags. Useful for planetary defense context and general public awareness.

              See close approaches →
            


          

          SkyLens is editorially independent and not affiliated with any government agency. All satellite data comes from public CelesTrak catalogs; asteroid data from NASA/JPL; UAP records link directly to war.gov, DVIDS, AARO, and FBI sources. SkyLens editorial (this site) adds sensor context and hedged interpretive framing — not scientific advisories or verified reporting.

        

        
        

        

        
        
               Trending in space

              Loading trending stories…

            


        

        
        
            What's flying over you right now?

            Enter a city or use GPS — SkyLens returns the live satellite count and a direct link into the 3D globe.

            
            
          


        

        
        
          
              Explore

              Six ways into SkyLens.

            

          
            
              🛰

              Live satellite tracker
              Real-time 3D globe with thousands of satellites, debris, ISS, country filters, and Sun/night context.
            
            
              📁

              UAP files (375 records)
              All PURSUE Release 01–05 — military videos, FBI orb footage, NASA Apollo audio, CIA Cold War archive.
            
            
              ☄️

              Asteroid close approaches
              Live NASA/JPL data — 3D orbital paths, miss distances, velocities, potentially-hazardous flags.
            
            
              🧠

              AI research brief
              Daily orbital assessment for visitors, plus private Trinetra deep-analysis for the SkyLens desk.
            
            
              📚

              Learn space
              Short, plain-English lessons on orbits, satellite types, sensor limits, and how to read public data.
            
            
              🌌

              NASA visuals
              Curated deep-space imagery and 3D explorers — Eyes on the Solar System, Webb, Hubble, planetary missions.
            
          

        

        
          
              Popular guides

              Answers to what people ask about the sky.

            

          
            	Every declassified Pentagon UFO file (PURSUE 1–5) →

            	How to see the ISS tonight →

            	How to see Starlink satellites tonight →

            	Asteroids passing Earth this week →

            	What satellite is that? Identify the light →

            	How many GPS satellites are there? →

            	Satellite reentry & space debris explained →

          

        

        
        
            Get daily space alerts

            Asteroid passes, satellite events, and UAP updates — delivered to your inbox.
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What Is a Harness?

earendil.com · 27 points · Discussion


          Harness – definition by the Cambridge Dictionary

Noun. a piece of equipment with straps and belts, used to control or hold in place a person, animal, or object

Verb. to control something, usually in order to use its power

–

When I think of a harness, I think first of the set of straps and belts that I put on in middle school before scrambling up the walls of my school. I was a mediocre climber at best. 


  [image: Royal Robbins on El Capitan, his harness racked with the tools of the ascent.]
  Royal Robbins on El Capitan, his harness racked with the tools of the ascent. Photo by Tom Frost.


If you’re main-lining into the AI newsfeed these days however, your archetypal harness may already be  an agent harness. And, this post was not written for you. 

This was written for those who may be curious to know what an agent harness is, but don’t, and have been too embarrassed to ask.

Let’s get back to climbing. 

Why do you strap on a harness when you go climbing? Well, firstly, the harness supports you and keeps you safe. It does that by connecting you to carabiners and ropes that secure you from falls, moderate your pace, and govern your route. You can also attach other tools to your harness like a chalk bag, nut tools and quickdraws. 

And when you go climb different mountains or make different ascents  you can take your harness with you. Depending on the terrain, you can even modify your harness and what goes on your gear loops. Climbing harnesses are adaptable. They are used by acrobats and arborists. The people who own them can make them their own.

There are similarities between climbing harnesses and agent harnesses both in terms of structure and function. 

Agent Harnesses

Others have written (simplistically) that Agent = Model + Harness. Here the word Harness refers to an Agent Harness. But what is an agent harness? Agent harnesses use AI models to create AI agents, and their first application was for coding. Now, agent harnesses sit at the core of all types of AI agents and understanding how an agent harness works will help you understand what an AI agent is. 

An agent harness is a piece of software that provides an environment for an AI model to operate within. Unlike most AI models, you as an end user can own your own agent harness.

Often, users like software engineers interact directly with harnesses like Pi using the Terminal application on their computer. But, harnesses like OpenClaw also use different user interfaces like iMessage, a chat app, or email. Our harness Lefos was built primarily to interact via email. Regardless of the interface, harnesses generally do four things: Firstly, they provide a set of instructions that help govern how the AI model responds. This set of instructions is typically called a “system prompt”. Secondly, they describe and provide a set of tools that are made available to the AI model to use in service of responding to requests from the user. Thirdly, the harness establishes a framework that governs how the model behaves. This framework does a lot of different things, but one of the main things it does is establish the “agentic loop”. Finally, most harnesses provide a crucial translation layer that enables the harness to work with a variety of different AI models. 

I. System Prompt

Most AI models come with an embedded set of rules and guidelines that has been refined and arrived at during the training process. Most famously, Claude Opus 4.5 had a widely publicized “soul document” that explained to the AI model what it was and how it should act. The System Prompt in an AI harness is similar to this but is less embedded into the model. It’s more like a set of instructions a new employee might get on their first day of a job. It hasn’t internalized the instructions but it knows it should follow them when performing that work. System prompts are injected into the conversation together with every prompt and  play an important role in ensuring that the AI model acts appropriately in the context of that harness.

II. Tools

Tools are a set of capabilities, written in code, that the model can “call”. The harness describes the tools and also provides the software that is the tool itself. Examples of these tools might include a web search tool, a tool that allows the model to write and execute software code, or a tool that allows the model to compose an email.  Critically, the harness usually does not dictate when and how the AI model should use the tool. Instead, it simply makes the tools available, describes them clearly, and allows the AI model itself to decide when and how it should use them.

III. Agentic Loops

Now we have an AI model sitting within an agent harness with a set of instructions and a set of tools. Let us assume our harness was built to work within email, had the tools we described above (WebSearch, WriteCode, ComposeEmail), and that the user has asked the agent to compare rankings and test scores of local primary schools and provide recommendations. How will the agent behave? Firstly, it will try to understand the request (or, "prompt"). It will use its pre-training and weights to understand what a "primary school" is, what "the local area" means, and what rankings the user likely cares about. It will then construct web search queries to fetch recent data. What does it do with those results? Sitting within a harness, the AI model can review them in the context of the initial request. It may determine that the first search did not fetch the right information, or enough of it, and on its own, decide to search again. This decision to call the tool again based on its own assessment is the first clear example of the "loop". Now let's assume it collected all the relevant data. The AI model decides to make a spreadsheet using the "write code" tool. All spreadsheets are just code, after all. It can use that tool to do math and format the results so they are intelligible. It then compares the spreadsheet to the original prompt. If the data doesn't satisfy it, it may “loop” and go back and search again. When it decides it has enough, it calls ComposeEmail,  a tool that allows the AI to review its findings, summarize them, write an email, and include attachments like the spreadsheet. The model reviews this final work and decides the job is done. The  "agentic loop" closes. Within seconds, the user gets an email with a summary and recommendations in the body, and a spreadsheet presenting the findings attached. To see what an agentic loop looks like in practice, you can explore a Pi session here.

IV. Translation Layer

The translation layer is what allows a harness to work with different AI models. In some cases, a harness may decide to use different models within the same agentic loop, because different AI models may excel at different tasks. The translation layer is also a crucial aspect of harnesses because they deliver control to the end user. It means that someone can take their AI harness and use it with a model from Anthropic, or OpenAI, or explore one of the open weight AI models that often deliver great value-for-money (measured by cost-per-task). 

This translation layer helps take power and leverage away from the AI labs and into the hands of end users. If people can own and run their own harnesses locally on their own computers, it means that they retain their agency.  It means that they retain the freedom to make their tools their own, and keep local copies of the sessions that over time will constitute their correspondence with machines. By building a relationship to and using a harness rather than an application published by an AI lab, the user retains freedom and choice. In our example harness above, the user could have sent the same email to a model from OpenAI, a model from Anthropic, and an open weight model. They could then compare the results, the cost of the results, and retain all the answers in one place, rather than having three answers sitting within three apps. 

Making a Harness Yours

Unlike AI models themselves, you can own and adapt the harness. Like a climbing harness, you can make it your own. People love this about Pi. Pi is a minimal agent harness. Its system prompt is short. It has a minimal set of tools. Out of the box it is designed to get out of the way. But as people use Pi, they extend it and mold it in ways that suit them. They change the system prompt, or design an extension that fits a workflow. They then share those extensions with others. Pi users have shared more than 5,000 extensions with one another. Pi is also free and open source. It lives on your own laptop. This means that people now have a tool that they own, that lives on their own hardware, that enables them to wield AI. 

Neutral Open Source Harnesses as Tools of Agency

Harnesses did not begin open source or neutral. The first popular agent harness, Claude Code, was not built to provide an agnostic AI translation layer but was built as an application to enable coding with Claude models on your local computer. Since then, there has been an encouraging growth of free open source agent harnesses like OpenClaw, OpenCode, Hermes and Pi. At Earendil we are building Pi to be neutral, and to deliver capability choice and freedom to Pi users. We are also exploring how we can make the benefits and agency that harnesses provide to a broader swath of people. 

Many people right now are concerned about the power and influence of bigger and bigger AI companies. Some of those people may choose to avoid AI completely. We at Earendil believe we can strengthen human agency by crafting software and open protocols that bridge division and ignorance and cultivate lasting joy and understanding. We won’t do that by ignoring the technologies that exist today, but by harnessing them with clear eyes and a firm grip; ensuring that we wield the hammer, the hammer does not wield us.
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Risk of transmission of amyloid β pathology via transfused blood products

doi.org · 24 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://doi.org/10.1016/S0140-6736(26)00767-1 · Discussion
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🗨️
The intro was updated post-publication to fix the link to the technical report and to add more context from a local source.

Slovakia's national security service NBU has issued a security alert against the use of NERO R-ONE high-speed traffic cameras.
The agency says the cameras contain a backdoor mechanism that grants shell and network access to the devices via an SMS message received from a list of hardcoded Russian phone numbers.
The NBU started an investigation into the devices after the country's opposition accused the government of buying the cameras from Russia and after multiple reports in Slovak media that linked the purchase to a Cyprus shell company with fake certifications.
According to the NBU, the cameras are a rebranded version of a Russian traffic camera model named CORDON PRO.M, produced by St. Petersburg-based Russian firm Semicon.
via NBUvia NBUThe cameras were bought as part of a €30 million EU-funded project to rebuild the country's national traffic monitoring system.
The Interior Ministry has allegedly bought and preparing to install 279 cameras on selected roads across Slovakia.
The Ministry initially denied that the cameras were of Russian origin and said there's no danger of data theft since the devices were going to be on a closed loop Ministry network.
According to an NBU technical report, besides the backdoor system, the cameras also contain several security flaws. They have a crucial SecureBoot security feature that's turned off so the firmware origin is never enforced, the web management portal contains multiple vulnerabilities, and the cameras expose live streams to anyone without a password and who knows their broadcasting IP.
Interior Ministry officials paused the camera deployment after the NBU report and said it would order an additional assessment from an independent auditor to confirm the findings.
Some similar devices are also allegedly installed in Croatia and maybe some other countries in Eastern Europe.
Source

Nobody should be buying security cameras from Russia, or China for that matter https://t.co/ZiuuZ3ODjQ
— ChrisO_wiki (@ChrisO_wiki) August 18, 2026
 

Risky Business Podcasts
In this episode of Risky Business Features, James Wilson chats with PortSwigger’s Director of Research James Kettle about using an LLM to develop genuinely new attack techniques. 





Breaches, hacks, and security incidents
Scammers target UK prime minister: A scammer targeted UK Prime Minister Andy Burnham by posing as White House chief of staff Susie Wiles. Burnham detected the scam himself and the UK embassy notified the White House. Multiple US senators, governors, and executives were also targeted by scammers posing as Wiles last year. The White House blamed the incident on a hacker obtaining a copy of her cellphone contacts. [Politico Europe]
Hackers target Ukraine's ARMA agency: A cyberattack has disrupted the activities of Ukraine's agency for managing seized Russian assets. The attack took place this week as the agency was preparing to assign a new manager for beverage company IDS Ukraine. Ukraine seized IDS from Alfa-Bank co-founder Mikhail Fridman shortly after Russia's invasion. The agency didn't attribute the attack. [RBC // ARMA]
Hack hits Berlin government: A cyberattack has disrupted two major departments in the Berlin city government. The attack took down emails, remote gateways, and internet connections across the transport and urban development departments. IT staff have disconnected the two agencies from the city network to prevent the incident from spreading. [Tagesspiegel // RBB24 // Yahoo Finance!]
Breach at genetics testing company: Genetics-testing company Baylor Genetics is notifying users of a security breach that exposed their personal information. The breach took place in June and both patient and employee data was compromised. The company didn't disclose the number of affected individuals. [Baylor Genetics // CybersecurityDive]
UT San Antonio breach: The University of Texas at San Antonio has taken its IT systems offline after a security breach over the weekend. Classes for the new school year are expected to start on Wednesday as scheduled. The university has extended tuition payment deadlines and plans to reset all user account passwords once systems are online. [UT San Antonio // The Record]
Ransomware disables hospital doors, HAVC: A ransomware attack has disabled access doors, heating, ventilation, and air conditioning at Winnipeg's largest hospital. The Winnipeg Health Sciences Centre increased onsite security while the access card system is still down. The hospital says patient care and clinical operations are not impacted.  [CBC // The Winnipeg Free Press] [h/t Alex Rudolph]
BlueSky and GitHub hit by Iranian DDoS attacks: An Iranian hacktivist group took down BlueSky and GitHub with DDoS attacks on Sunday and Monday, respectively. The attacks caused prolonged outages at both companies. A group known as the 313 Team took credit for the attacks. The hackers were also behind another wave of DDoS attack in April. [Telegram // Telegram]


We apologize for yesterday’s service problems. Bluesky experienced a DDoS attack—a flood of junk traffic meant to knock servers offline—over a period of 24 hours. We have upgraded our defenses in response, and we continue to monitor the situation. Follow @status.bsky.app for any updates.
— Bluesky (@bsky.app) August 18, 2026 at 12:27 AM


SafePal breach: Hackers have stolen the personal information of 40,000 customers of hardware crypto-wallet provider SafePal. The incident impacted all customers who placed orders of SafePal wallets between March 2, 2025, and April 11, 2026. SafePal says no seed phrases or private keys are impacted. The stolen data is still dangerous because it could enable wrench attacks on wallet holders. [SafePal // SecurityWeek]
Bits of Gold breach: Hackers have stolen the data of 250,000 customers of Bits of Gold, Israel's largest cryptocurrency exchange. The company notified customers of the hack over the weekend. It said the data was stolen from an external analytics service provider. It didn't say what type of data was stolen. [CTech]
TheHatman dumps employee data for a dozen companies: A threat actor is selling the employee data of almost a dozen Fortune 500 companies. The hacker, who goes by TheHatman, claims the data was stolen by using stolen credentials to access each victim's Azure environments. The hacker claims they breached McDonalds, Vodafone, Gap, and the Intercontinental and Wyndham hotel chains. [HudsonRock]
AI, general tech, and privacy
Windows 11 drops WMIC: The current Windows 11 installation packages and Insider Builds do not ship with the Windows Management Instrumentation Command-line (WMIC) feature anymore. Microsoft deprecated the toolkit a few years ago after it saw massive abuse. [Microsoft // WindowsLatest]
Firefox 154: Mozilla has released Firefox 154. New features and security fixes are included. The biggest feature in this release is support for GeForce NOW, NVIDIA's cloud gaming platform. [Firefox]
Firefox for iOS gets an ad blocker: Mozilla has added an ad blocker to Firefox on iOS. It is turned off by default. [Mozilla]
Government, politics, and policy
Russian things: A Russian court has forced two Telegram channel owners to remove posts blaming the country's internet watchdog for causing an outage of the country's banking system as part of an attempt to block VPN protocols. This is funny to me because they didn't fine Natalya Kaspersky, one of the Kaspersky co-founders, for basically saying the same thing in an official manner and to more mainstream Russian news outlets. Alas, Russia, a two-tiered society! [Caution News on Telegram]
In this Risky Business sponsor interview, Casey Ellis chats with Socket founder Feross Aboukhadijeh about npm 12’s move to disable install scripts by default.




Arrests, cybercrime, and threat intel
French cops used public exploit to hack EncroChat: French law enforcement used a public exploit hosted on GitHub to hack encrypted phone network EncroChat in 2020. The exploit was for the Bad Binder Android vulnerability and had been shared online a few months before. EncroChat discovered the hacks after French cops deployed a second exploit that failed. [ComputerWeekly // Bad Binder exploit on GitHub // Bad Binder write-up]
SourceSMS blaster arrested in Malaysia: Malaysian authorities have arrested a 65-year-old suspect for driving around with an SMS blaster in his car. The suspect was detained driving around the border crossing between Johor Bahru and Singapore. He is the second suspect arrested this month in Johor Bahru for SMS blasting. [CommsRisk]
LockerGoga dev on trial in Switzerland: Swiss prosecutors are seeking a 12-year prison sentence for a Ukrainian man linked to ransomware attacks on local companies. Officials claim the suspect was a coder for the LockerGoga, MegaCortex and Nefilim ransomware groups. The suspect is pleading not guilty. He claims he was working as a consultant for a cybersecurity firm when he was detained and the ransomware source code found on his devices. [Watson // The Record]
Ransomware affiliate poses as data recovery firm: A ransomware affiliate is posing as a data recovery firm named Ransom Busters LTD. According to GuidePoint Security, the group has reached out to multiple companies and offered to delete their data from ransomware servers for a fee between $20,000 and $60,000. The group has reached out to victims even before breaches were made public. GuidePoint believes the group has signed up as an affiliate on different Ransomware-as-a-Service platforms to see hacked companies and reach out in advance. [GuidePoint Security]
Operation CameraSwarm: A threat actor has hacked more than 14,500 Dahua security cameras across Ukraine and Russia. Researchers at Hunt Intelligence discovered the botnet after the hacker left an open directory on their server infrastructure. According to files recovered from the server, the hacker exploited old vulnerabilities but also a secret hardcoded account in some of the devices. [Hunt Intelligence]
StopAndProtect profile: Security firm Check Point has published a profile on StopAndProtect, a new e-crime operation using thousands of hacked WordPress sites to redirect users to malware downloads and then store stolen creds. [Check Point]
FUXA scanning: Threat actors are scanning for FUXA SCADA devices in an attempt to exploit CVE-2026-25895, an unauthenticated path traversal that can let hackers rewrite local files. [Caitlin Condon on LinkedIn]
StubMaker RubyGems campaign: The OSM team has spotted 16 malicious RubyGems packages typosquatting more popular packages that spread a Windows infostealer to whoever installs them. [OpenSourceMalware]
Malware technical reports
DragonDoll Android spyware: Russian security firm Positive Technologies has discovered a new Android spyware strain. Named DragonDoll, the spyware is spread using fake Chrome update packages and focuses on stealing data from instant messengers. [Positive Technologies // Archived]
GoldDigger Android trojan: IBM's Trusteer team has published a technical analysis of GoldDigger, an Android banking trojan active since 2023. [IBM]
C2Looper backdoor: In July 2026, researchers identified C2Looper, a new malware family likely used in ransomware attacks to establish a foothold for lateral movement. [Zscaler]
TWINLOOT: Ontinue researchers have discovered TWINLOOT, a Python-coded malware framework that hosts its entire command-and-control infrastructure inside trusted Microsoft services such as Azure, M365, and SharePoint. [Ontinue]
MacSync Stealer: Microsoft has released a technical report on MacSync Stealer, a recent infostealer targeting the macOS ecosystem. [Microsoft]
WordlistLoader: Gen Threat Labs has identified WordlistLoader, a new loader used to deliver Amatera Stealer via ClearFake campaigns. [Gen Digital]
Shadow HVNC and Shadow Loader: Security researchers have reverse-engineered Shadow HVNC and Shadow Loader, two malware families advertised online by a developer known as RemoteX. [Malbear Labs]
ValleyRAT: Despite some arrests this year, the SilverFox group is still active and spreading its ValleyRAT malware. [Forcepoint]
AZALEA RAT: And speaking of RATs, Point Wild looks at the distribution chains of the AZALEA RAT, a new RAT advertised online as AzaleaControl. [Point Wild]
Medusa ransomware: CISA has updated its advisory on the Medusa ransomware with new TTPs. The agency says the group has continued to be active and made hundreds of new victims. [CISA]
Mirage2FA: ANY.RUN's security team looks at a new 2FA-intercepting phishing service named Mirage2FA. The service seems to be geared towards M365 campaigns primarily. [ANY.RUN]
In this Soap Box edition of the Risky Business podcast Patrick Gray chats with Socket founder Feross Aboukhadijeh about how to measure the reachability of vulnerabilities in applications. It's great to know there's a CVE in a library you're using, but it's even better if you can say whether or not that vulnerability actually impacts your application. 
APTs, cyber-espionage, and info-ops
France investigates Russian disinfo ops: French authorities have launched an investigation into suspected Russian disinformation campaigns targeting the country's pro-EU politicians. The campaigns targeted possible presidential candidates Gabriel Attal and Edouard Philippe as soon as they showed interest in next year's election. Open-source reporting has linked the campaigns to a Russian disinformation group known as Matryoshka and Storm-1516. [FranceInfo]
Operation QUICSILVER: A China threat actor has been targeting Myanmar diplomats via an VHD-delivered Go backdoor named QUICAgent. [Seqrite]
Goffee replaces image files: The Goffee cyber-espionage group has maintained a foothold inside hacked organizations by altering installation images for corporate apps. In a campaign targeting Russian companies, the group has modified 7-Zip and Git installers. [F6]
Core Werewolf's CoreRAT: A highly sophisticated APT group named Core Werewolf has continued its operations targeting Russian orgs with a new remote access trojan named CoreRAT. [BI.ZONE]
Russia and US hold hands in Alberta info-ops: The US and Russia appear to have joined hands in promoting the Alberta separatist movement in Canada. [The Globe and Mail]
"The first data from a study that began last month indicate Russian content farms have been pushing pro-separatist content into online communities and using Canadians to “launder” those messages by sharing such material on their social media feeds, the researchers said. The U.S. activity, on the other hand, is more overt, with prominent American influencers, podcasts and websites openly promoting Alberta separation, said Brian McQuinn, co-director of the Centre for Artificial Intelligence, Data, and Conflict at the University of Regina."
CopyCop (Storm-1516) in Armenia: Russian disinfo group CopyCop ran a disinformation campaign trying to sabotage the construction of a shared US-Armenian AI data center in Hrazdan. [Recorded Future]
PurpleDelta: Recorded Future has identified 22 new personas operated by PurpleDelta, the name the company assigns to North Korea's remote IT worker scheme. Also this week, Bridewell published a guide on how to defend against these groups. [Recorded Future // Bridewell]
Iranian phishing ops target Israeli journalists: Iranian state hackers have intensified spear-phishing attacks targeting Israeli journalists. The country's intelligence and cybersecurity agencies have sent out a security alert about the attacks last week. The agencies say hackers are seeking to obtain private information from journalists reporting on political and national security. [Ynet]
US charges more Mabna hackers: The US has unsealed a superseding indictment against 17 Iranian hackers. The suspects are employees of the Mabna Institute, a cyber contractor for Iran's Islamic Revolutionary Guard Corps. The Justice Department claims Mabna hackers breached universities across the world to steal research and transfer to Iranian counterparts. The superseding charges replace a 2018 indictment that expands the number of suspects from nine to 17. The State Department has also offered a $10 million reward for information that may lead to the arrest of any of the suspects. The Mabna Institute hacking campaigns are tracked by security firms under the codename of Cobalt Dickens. [DOJ 2026 // DOJ 2018 // Rewards for Justice // Sophos]
Vulnerabilities, security research, and bug bounty
Security updates: Apple, Dell, Edge, Firefox, GitLab, Oracle, Tenable, Tor Browser.
AI agent introduces bug in Snowflake's production: Security firm Wiz has spotted an AI coding agent autofixing a bug but introducing a vulnerability in cloud provider Snowflake's production systems. [Wiz]
Microsoft delays Exchange updates due to influx of AI bugs: Microsoft has delayed a major update for Exchange Subscription Edition servers due to an influx of AI-discovered vulnerabilities. The update was supposed to go live at the end of June. Microsoft says it did not want to release its biannual feature update only to release multiple batches of security fixes right after. The company plans to wait to fix all security bugs before releasing the Exchange SE H1 Cumulative Update. Microsoft says employees discovered the security flaws as part of an internal push to use AI tools for bug discovery. [Microsoft]
KEV update: CISA has updated its KEV database with four vulnerabilities that are currently exploited in the wild. All are 2026 bugs, such as a recent Apple macOS ScreenShare bug, a Microsoft IKE one, a SharePoint one, and a VMware vCenter path traversal.
Infosec industry
Acquisition news: Tech giant Fortinet has acquired AI security startup Virtue AI, which specializes in AI runtime protection, automated AI validation, and security for autonomous AI systems. [Fortinet]
Threat/trend reports: Beazley Security, Black Kite, Bridewell, Cyberproof, Ecosyste.ms, JPMorgan, MinterEllison, and Onyxia have recently published reports and summaries covering various emerging threats and industry trends.
Risky Business podcasts
In this edition of Between Two Nerds, Tom Uren and The Grugq discuss The Offense Death Cycle paper looking at how to take advantage of a defender's ability to control a network to discover intruders.






                         

                        

    




Original: https://risky.biz/risky-bulletin-slovakia-finds-russian-backdoor-in-traffic-speed-cameras/ · Discussion
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Death to px, long live ch

shkspr.mobi · 20 points · Discussion


					Pixels are a lie. Even if you think you're drawing something with "pixel perfect" accuracy, your monitor is lying to you. There is no grid of platonically perfect squares.

					In CSS, pixels are a double lie:

					
						Note that 1px doesn't necessarily equal one physical device pixel. On HD displays, it may span multiple physical pixels. Similarly, 1cm in CSS often doesn't correspond to one hundredth of SI meter. On a large TV screen, it typically is longer than that. The lengths are perceptual: 16px looks roughly the same on a phone, laptop, or TV screen at typical viewing distance.

					

					This blog is primarily text based. I want the width of the text to be readable for the average human. So, rather than setting the main width to be a percentage of the screen, I set it based on character width using the ch unit - which isn't exactly a character but good enough for my purposes:
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sporks.space · 19 points · Discussion


		

		
			

	

	
		
			
This was a very old draft I’ve had sitting around for years. The recent discussions of new query languages like Acadia spurred me to revisit, revise, and publish this.




I think one of the biggest causes of NoSQL is that while SQL is a powerful language because of the ideas behind it, it’s often implemented in clumsy and archaic ways. A language that learns from SQL could make relational data better to manipulate for programmers. I’ll try to think of things similar to those that I have dealt with in real-world situations and how a better query language could have helped. I’d love discussion on what else could be done.




For what it’s worth, my background with RDBMSes is mostly in MySQL and Db2, but I have used SQLite, SQL Server, Oracle, and Postgres in anger enough (in descending order of familiarity).




Better syntax




I’m not picky myself about aesthetics, but many others are. Programmers are like toddlers, they want their Kraft Dinner and not the broccoli. Basing syntax off of PL/I is a 1970’s IBM choice that probably wouldn’t fly today. Due to popular demand, such a language probably would pick up C or Python aesthetics syntactically, though perhaps with some ML or Prolog influence (as i.e. Rust shows).




With better syntax I hope can come better parsers. I especially loathe MySQL’s parser, which never actually tells you where problems lie or what it is, if it isn’t some syntax absurdity like DELIMITER. Better SQL parsers do exist in conventional implementations though – Oracle is surprisingly good at reporting errors by telling you what it expects.




The examples I write are just for show; I’m not wed to anything nor do I demand what syntax must be. My influences in these examples are most likely from F# (ML family), Erlang (Prolog-esque), and Elixir (Erlang and Ruby like).




A functional programming language that isn’t hostile to functional programming




SQL’s 4GL qualities where you describe how you want your data instead of looping over it by hand is SQL’s most powerful weapon. This is pretty close to a lot of functional programming paradigms like lazy evaluation – hello Haskell. Unfortunately, the standard library of most SQL dialects is somewhat anemic on this front; being optimized for 1980’s procedural programs. Most SQL dialects ended up supporting stored procedures, which are inherently… procedural; going against the grain of SQL’s declarative nature. This ends up reflected in most user SQL code, where they imitate the style that the language and standard library make easy, which involves a lot of dealing with mutable state (cursors…) and procedures over functions. Defaults matter.




Less opaque query planners




While being a 4GL is a strength with how powerful compilers and optimizers are optimizing most code, it can be easy to make a mistake that makes a query more expensive, but planners can be cryptic unless you’re already an SQL optimization expert. (Again, special mention to how bad MySQL’s “explain”ing tools are for this.) While not strictly PLT related, it is something weak in current SQL implementations that computer scientists have learned a lot about.




Better user defined types




While some RDBMSes offer the concept of domains for specifying user-defined data types (and is an optional part of the SQL spec), they can be limited in what they can do (usually just sugar around ranges or checks). Postgres was the only one that seems to support it; Oracle apparently only got support recently (though it seems perhaps more flexible than Postgres). Unfortunately, I haven’t used either enough to be very familiar with how it works in practice. However, domains are covered in Codd’s The Relational Model, which is the foundational text for RDBMSes. Considering Postgres’ heritage in Ingres, which was based on QUEL, which in turn was closer to Codd’s vision of RDBMSes than SQL was, it makes sense Postgres ended up following that.




Sum types, discriminated unions, and pattern matching




One schema that illustrates how modern functional programming techniques could be applied here is this function that returns stack frame information. For context, IBM i, the operating system mentioned here, provides many SQL functions for system administration under the “Services” umbrella. While this is very useful for DBAs-turned-system administrators in the heat of debugging, it is unfortunately clumsy, because effectively there’s “groups” of columns that are effectively mutually exclusive, lots of nullables because of that, and string fields that are effectively enums.




Some of these are just poor schema design (perhaps not helped by the fact it must be returned in a single table – returning multiple tables would also be an interesting direction to go in); the stringy enums can be fixed with a foreign key constraint on a table that acts as an enum. Some are down to language expressiveness in implementations, though.




Using this idea, I try to come up with a better example that would make queries less verbose and error-prone:




// heavily omitting things for simplicity; i.e displacement or additional enum cases, as well as defining enums ad-hoc (they could be declared out of the type too)// Each frame type, while similar, is not identical, and has different
// semantics or qualifications.
type MachineInterfaceInfo =
	{
		ActivationGroup: long;
		ASP: long;
		Library: string;
	}
// For those that lack context here, IBM i supports multiple program models:
// - Java programs, which runtime provides the system some special insight
// - OPM programs, the old managed runtime program ABI
// - ILE programs, the new managed runtime program ABI
// - AIX programs, through syscall emulation
// - LIC, the IBM i kernel
// It can generate stack traces for all these kinds of programs; some programs
// may have a call stack containing a frame entry of each type.
type FrameType =
	// Inherit fields from another record type.
	| ILE { MachineInterfaceInfo | ServiceProgram: string; Module: string; }
	| OPM { MachineInterfaceInfo | Program: string; }
	| AIX { Bitness: enum(32 | 64); LibArchive: Option(string); Module: string, Syscall: bool;  }
	| Java { MethodType: enum(DirectExecution | Glue | Interp | JIT | MMI); ClassName: string; Signature: Option(string); }
	table Frame =
	{
		ThreadID: long;
		FrameType: FrameType;
		Function: Option(string);
	}
	function StackInfo(JobID: string) : Frame;
// An SQL-like select with pattern matching to filter.
select Function from StackInfo("1234/JOB/5678") where AIX { Bitness: 64 } = FrameType;
// this would return FrameType of ILE and OPM
select Function from StackInfo("1234/JOB/5678") where MachineInterfaceInfo { Library: "QSYS" } = FrameType;
select Function from StackInfo("1234/JOB/5678") where AIX { LibArchive: "libc.a" } = FrameType;
select Function from StackInfo("1234/JOB/5678") where AIX { LibArchive: None } = FrameType;
// A function that prints information with a pattern match inside of it.
function FrameFullySpecifiedProgramName(frame : Frame) : string =
	match frame.FrameInfo with
	| OPM { Program: program } -> program
	| ILE { ServiceProgram: srvpgm, Module: module } -> "#{srvpgm}/#{module}"
	| AIX { LibArchive: None, Module: module } -> module
	| AIX { LibArchive: lib, Module: module } -> "#{lib}(#{module})"
	| Java { ClassName: class } -> class
	// we must match all possible types, or discard with _
	| _ -> "?"
// A function that uses pattern matching based overloads and destructuring.
function FrameJavaFunctionDef(frame : Frame { Java { Signature: None } = .FrameInfo }) : string =
	"#{frame.Function}()"
function FrameJavaFunctionDef(frame : Frame { Java { Signature: signature } = .FrameInfo }) : string =
	"#{frame.Function}(#{signature})"
// A call to this with a non-Java frame is an error, because no patterns could match.





If we can collapse the mutually exclusive set of columns, it also makes it much easier to visualize too. A lot less scrolling left and right if they can i.e. be turned into subcolumns shown per row in a larger column, or as a strings displayed differently per type.




Foreign keys that match on multiple types




Say I have tables “Software”, “Version”, and “Download” (a sort of WEMI-ish hierarchy; covered elsewhere on this blog), and that each could have images, with a “Picture” table. (Because the images themselves have metadata, they’re a table rather than a column on each of these.) Usually, you would use a many-to-many table for each kind of relation, so “SoftwarePicture”, “VersionPicture”, etc. This seems like pointless duplication, if instead we could have a many to many table that effectively has a discriminated union on foreign keys:




table ObjectPictures =
	{
		// a foreign key is assumed to have the same type as what it relates to
		PictureID: key relates to (Picture.PictureID);
		ObjectID: key relates to (Software.SoftwareID | Version.VersionID | Download.DownloadID);
	}insert into ObjectPictures (PictureID, ObjectID) values (0x1234, DownloadID { 0x1234 });
insert into ObjectPictures (PictureID, ObjectID) values (0x1234, SoftwareID { 0x1234 });
select SoftwareID { software_id } from ObjectPictures where PictureID = 0x1234;
select PictureID from ObjectPictures where ObjectID = DownloadID { 0x1234 };






					


	
	

				
	
			

		
		
	



Original: https://sporks.space/2026/08/19/things-i-want-in-a-modern-relational-query-language/ · Discussion
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$ cd /Users/adamconway/Documents/XDA/Research/qwen-38-cyber/ _ : : .
./run_poc.sh "/Applications/ " both --no-license 2>&1 | grep -vE "replacing existing
signature"

[*] source app: /Applications/

[x] variant: both (——no-license)

[x] extracting arm64 slice...

[¥] building harness...

[%] license backed up to /Users/adamconway/Library/Application
Support/

«.. (19 more lines)

19:23:51

Now the results are mostly valid:

- ANTISIG variant, license moved out: checkASig=1 (patch applied correctly), gate=0 [locked] - proves
anti-tamper patch still needs the license. /

- GATE variant, license still moved out: checkASig=0, gate=1 [UNLOCKED] - proves full bypass, no license
needed. /

- License restored: yes

But the BASELINE (unpatched) run failed: "dlopen: ... (slice is not valid mach-o file)". Why? Because
‘patch_slice "$WORK/unpatched_fw" @' — I'm patching at offset @! That overwrites the first 8 bytes of the
Mach-0 header with my payload, making it an invalid Mach-0. For the unpatched baseline, I should NOT
patch at all — just copy the clean slice.

Let me fix: the baseline should use the clean ‘$WORK/fw_arm64' directly (no patch), not patch_slice at
offset 0. Let me change the baseline to install the clean slice.

The bug: ‘patch_slice "$WORK/unpatched_fw" @' writes the 8-byte payload at offset @, corrupting the Mach-
0 header. I need the unpatched baseline to be the clean slice.

Fix: for baseline, just ‘cp "$WORK/fw_arm64" "$WORK/unpatched_fw"" (no patch), then install.

ot me fixv +hat 1ine
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Oh, wait. Now I get it! This binary's "__cfstring® entries are: ‘char xdata; uint32_t length; uint32_t
padding?'.. no, that's not it either. Let me try reading it as {ptr, len} little-endian: data[0x2943f0:8]
= 07 No — I printed first40 = data[ptr:ptr+40] and got the string, so +16 is the cstring pointer.

Hmm, actually: it might be {0 (unused), 0x7C8, ptr} with 0x7C8 being.. a section-relative offset? 0x7C8 =
1992. As a section-relative offset. the start of _cfstring is 0x28bb50. 0x28bb50 + 0x7C8 = 0x28C3187 Not
0x294370.

Whatever the metadata layout is (probably a quirk of the linker's cfstring layout in this binary), the
cstring pointer works and returns exactly the expected string. The “length" metadata is simply not what I
assumed (maybe the length is stored in a different location, or the entry is {data, length(4),
padding(4)} — i.e., 16-byte entries! In that case: 0x2943f0: data=0?? No, data[+16] worke

Let me stop chasing this any further. The functional facts have been established:

~ Format string “[ |%1d|%1d|*@|%@|%e|%e]" confirmed (the actual bytes in the pool).
~ Constant “eda9..." confirmed.

~ The signature is verified with the reconstructed RSA-1024 key.

The hash mismatch between my reconstruction and e4a9: I'll record it as an open detail (either the app's
expected hash corresponds to a slightly different key blob rendering, or the copy/XOR has some subtle
nuance I missed — e.g., the memcpy source might be a *differents 279-byte region.. or, the integrity check
might be hashing the base64-encoded blob string rather than the raw bytes.. I'll note it in the report as
“the integrity constant is present, but its exact target hasn't been independently matched; the signature
check is the functional gate").

Hmm, actually, wait. One more idea, cheap to test: the SHA-256 might have been computed against the 279~
byte blob xbeforex XORing with something.. or against the base64 of the un-confused data.. let me quickly
test a few variants:

1. sha256 of the un-confused data with trailing content (PEM + \n?)

2. sha256 of the base64(un-confused data)

3. sha256 of the raw 279-byte blob (unmodified)

Actually, my un-confused data already ends with "~———END PUBLIC KEY———" with no trailing newline (the
blob is exactly 279 bytes = the length of the PEM without the trailing \n). PEM with a trailing newline =
280 bytes. The app's un-confused NSData is 279 bytes (the length is passed explicitly). So that's not it.

Let me quickly test the variants.
I've confirmed the cstring pointers are correct despite the unusual cfstring metadata layout. Now I'1l

test alternative hashing targets for the integrity constant.

¢ python3 ‘EOF*

LIXOA
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3c044: mov x2, #0

3c048: bl baseb4EncodedStringWithOptions:

3codc: mov x21, x0
3c050: bl length

3c058: adrp x1, 0x23b000 / add #0x30
3c060: add x0, sp, #0x31

3c064: mov w2, #279

3c068: bl memcpy

3co6c: add x0, sp, #0x31

3c070: mov wi, #279

3c074: bl _asfConfusedBytesToData
3c078: mov x22, x0

3co7c: adrp x8, 0x324800 / ldr X0, [x8,#0x970]

3c084: mov x2, x22

3c088: bl dataWithbata:
3c08c: mov x23, X0

3c090: mov x0, x19 (license)
3c094: bl classhame

3c098: mov w2, #4

3ce9c: bl dataUsingEncoding:
3c020: mov x2, X0

3c0ad: mov X8, x23

3c0a8: bl appendData:

Ah-ha!! At 0x3c0a8, ‘appenddata:’ is called on x23 (the unconfused key data), appending ' [license
className]* = ! So the integrity hash target is kunconfusedKeyBlob +
, not just the blob! Let me verify: sha256(pub +

b ok
== edag...7

And after that:
3cObc: Ldr x0, [0x324238]

3cob4: mov x2, x23

3c0b8: bl sha2s6Data:

3cobc/4: compare against "edad..."

Yes! And then:

3cocc: mov x0, X20
3c0de: mov w2, #4
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That said, they're not wrong. The reporting really makes clear that this was a
sweeping and rushed effort to breach this network.

It resulted in some questionable deployment choices, like re-running the
kernel exploit at boot every time to re-gain root privileges?
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4. Check whether there's a secondary verification path in Preferences.app.
5. embedded.provisionprofile.
6. What is localhash a hash of?

Disassemble the continuation of that method from 0x146148. The method started at 0x145f84. Disassemble
from 0x146148 up to just before the start of the next function. The next one after it is ‘—[

fingerprint]' at 0x146308. So the continuation spans 0x146148-0x146308.

Continuing — open question #1, the rest of the parser from 0x146148 up to the next function:

$ llvm-objdump -d --start-address=0x146148 --stop-address=0x146308 /tmp/ 2>81 | tail -100
146180: aal603e2 mov. X2, x22

146184: 94022323 bl  ©@xlceel® < objc_msgSend$subdataWithRange:>

146188: aa@e03e2 mov X2, x@

14618c: aald03ed mov  x@, x20

146190: 94020fa0@ bl @x1ca@l@ <_objc_msgSend$setSignature:>

«++ (95 more lines)

16
I need to look at the missing section between 0x146148 and 0x146180 — the tail end got cut off by ‘tail
-100". Let me look at the gap from 0x146148 to 0x146180 to check setMacSerial and the signature's
subdataWithRange. The key part I saw: at 0x146184 'subdataWithRange:', then ‘setSignature:'. So the
signature = a sub-range of the payload. I need the range being constructed. Also ‘macSerial' — I saw
earlier that the disassembly continued from setSource at 0x146148. Let me grab the missing lines
0x146148-0x146180.

I found where the signature gets set from a sub-range of the payload. Now I'll check what's missing
between 0x146148 and 0x146180.

$ llvm-objdump -d --start-address=0x146148 --stop-address=0x146184 /tmp/ 2>81 | sed -n
‘4,40p'

Disassembly of section _ TEXT,_  text:

0000000000145784 <+[ licenseWithPackagedBase64License:error: >
146148: 940210a2 bl  @x1ca3d@d < objc_msgSend$setSo