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victoriametrics.com · 340 points · Discussion
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Karpathy’s Pelican

twitter.com · 277 points · Discussion

https://xcancel.com/karpathy/status/2083749667410727319

Original: https://twitter.com/karpathy/status/2083749667410727319 · Discussion
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How the words we teach English language learners changed

pudding.cool · 168 points · Discussion

Look through the words scattered around this page. Every one of them is among the most commonly used words in the English language.
They come from a 2023 list of about 2,800 words, shown to cover over 90% of general English use, intended for people learning the language.

 This 2023 list is an update of an earlier one, made in 1953, which identified about 2,300 words as the essential vocabulary to everyday life at the time.
 Between the two lists, 70 years apart, about 600 words were dropped, and over 1,100 were added. The rest remained as is.

 Some of the changes make immediate sense: Telegraph dropped out; computer was added, along with website and blog. Tobacco was replaced by cigarette. Motherhood became mom, and dad was added too, though fatherhood was never on the list to begin with. The world changed and vocabulary surely followed.
But also: apple didn’t make the new list. Neither did fork, soap, umbrella or leaf, for example. It’s not that these things vanished from everyday life, but many hands-on words became less central to the core vocabulary. Dog stayed; goat and donkey didn’t. Bread stayed; breadmaking ingredients—flour and wheat—dropped. Cook is on the new list. Boil, bake, and fry are not.
And many of the words that were added, such as mortgage, corporation, appropriate, analysis, fairly, and despite, don’t look anything like the ones that were discarded. In fact, they are mostly abstract concepts that don’t look like anything at all.
 
 From Goat to Despite  
 How the Words We Teach English Language Learners Changed, and What That Says About Us
    These “essential vocabulary” lists are called the General Service List (1953) and the New General Service List (2013, revised in 2023).



They were designed as teaching tools for people learning English as a second language, built from real-world usage data and extensively tested. The aim was a vocabulary list with as few words and as much coverage of everyday English usage. That coverage is high, over 90% for the 2023 list1 and about 84% for the 1953 list.2 To account for that much of the language, they had to track a significant portion of whatever people were actually reading and saying. A word earned its place by appearing often enough, across enough contexts, to be hard to avoid for the average person in an English-speaking society. Open the word lists panel on the right to browse through all the entries in both lists.



While these were practical tools, built to capture which words people need most, the answer also doubles as a snapshot of ordinary life, 70 years apart: what people were expected to engage with, and had to deal with, in their daily lives.



Treating the lists as an indirect record of day-to-day life, I went through the differences between them from a few angles: what the words were about, how tangible were they, and to which parts of speech they belonged.




I started by using a common linguistics research tool3 that sorted all of the words by meaning. It assigned each word to one of 21 subject categories, based on typical usage: Food and Farming, the Body and the Self, Government and Public, Language and Communication, and so on. Together, they suggested what kind of world each list was built for.

 Data source: all words run through the UCREL Semantic Analysis System (USAS).

The categories that shrank are mostly those that have to do with the immediate, physical world, while the gains are those furthest from it.

To better see this, the categories can be oriented spatially. Some categories describe you: your body and emotions. Some describe what’s immediately around you: food, objects, and the natural world. Others name systems you participate in: government, institutions, society, and culture. And some have no location at all: abstract concepts, reasoning, and processes. When we look at the data grouped by physical scope, the pattern of change seems to point in a specific direction.

  Data source: all words run through the UCREL Semantic Analysis System (USAS), then grouped into five umbrella-term domains. Expand to view the full category breakdown.  	The Self: Emotion | The Body and the Individual
 	Local/Immediate: Substances, Materials, Objects and Equipment | Food and Farming | Life and Living Things | Architecture, Housing and the Home | World and Environment
 	Institutional: Money and Commerce in Industry | Government and Public | Education | Science and Technology
 	Social/Communicative: Social Actions, States, and Processes | Movement, Location, Travel and Transport | Language and Communication | Entertainment, Sports and Games | Arts and Crafts
 	Universal/Abstract: General and Abstract Terms | Psychological Actions, States and Processes | Numbers and Measurement | Names and Grammar | Time
 


In hindsight, the shift makes sense. By 1957, four years after the original list was published, white-collar workers outnumbered blue-collar for the first time in US history. And by 2000, fewer than one in four workers did manual labor. The stuff people encountered in their daily lives, what they needed to talk about, and the systems they had to navigate all changed.



The vocabulary lists, built from the language of their respective eras, tracked those changes. The shifts reflect a life that moved further from its own making: less tied to tools, animals, food, and the body; more tied to national or global institutions, categories, systems, and ideas.



The new vocabulary—mortgage, legislation, perspective, involvement, improvement, assumption, evaluation—are words you can’t weigh, point to, or hold in your hand. These words shape your life, but they do it without occupying physical space.






To better understand whether there was a shift in vocabulary describing the physical world, I compared each word to a database that rates its tangibility on a scale of 1 to 5 (called a “concreteness rating4”). A rating of 5 means you can experience the word directly with your senses, while a rating of 1 means you can’t.

The highly concrete end dropped the most: from 21% of the total in 1953 down to 14% in 2023.
  Kernel density estimation, bandwidth 0.08 · Data source: Brysbaert et al. (2014)

This shift matters because abstract and concrete words are processed by our brains in different ways. When you read axe, your brain doesn’t just decode letters, it reaches for something: an image, a weight, or a gesture. The word activates both a verbal label and a sensory trace. Psychologists call this dual coding:5 Concrete words travel through two channels, verbal and sensory; abstract words travel through one. Two channels mean two retrieval pathways, which is why concrete words are “stickier,” easier to hold in a line of thought and faster to recall. Abstract words, on the other hand, are purely verbal, and have to be understood through language alone.



To put it another way: Concrete words are easier for us to process because they are bundled with a web of associations, tactile experiences, and memories that anchor their meaning. Here’s a more detailed view of the shift away from concrete language: 

 Data source: Brysbaert Concreteness ratings for 40 thousand generally known English word lemmas. The dataset provided 99.8% coverage of the words in both lists. 6 words not in the dataset are not included in this chart: as, dialog, english, gaiety, madden, old-fashioned.

 While concrete words have sensory grounding to carry their meaning, abstract words rely on other parts of speech to specify, soften, or sharpen what they mean. That help tends to come from one particular corner of the language: adverbs.

 
  The 2023 list contains more words overall (2,809 vs. 2,284). All changes mentioned in the text reflect each category's share of its list, not raw counts. Data source: NLTK (Natural Language Toolkit), with manual correction of mislabeled words.

Axe doesn’t need an adverb to modify it; you know what it is. But acceptable, relevant, and adequate come with conditions, qualifications, and degrees that need to be spelled out. Adverbs do precisely that: language to calibrate language. 

Look through all the adverbs that were added:
absolutelyactuallyalongsideanymoreapparentlyapproximatelyautomaticallybadlybarelybasicallybrieflycarefullycertainlyclearlycloselycompletelyconsequentlyconstantlycurrentlydeeplydefinitelydifferentlydirectlydramaticallyeasilyeffectivelyentirelyequallyeventuallyexactlyextremelyfairlyfaithfullyfinallyfirmlyfirstlyforeverfrequentlyfullyfurthermoregenerallygentlygraduallygreatlyheavilyhencehighlyhopefullyimmediatelyincreasinglyinitiallylargelyliterallymainlymerelymonthlymostlynaturallynearbynearlynecessarilyneverthelessnewlynormallyobviouslyoccasionallyoriginallyoverseasparticularlypartlyperfectlypersonallypossiblypotentiallypreciselypresumablypreviouslyprimarilyprobablyproperlyquicklyquietlyrapidlyrarelyreallyreasonablyrecentlyregardlessregularlyrelativelyrespectivelyroughlysecondlyseriouslysignificantlysimilarlysimplyslightlyslowlysomewhatspecificallystronglysubsequentlysuccessfullysuddenlysurelysurprisinglytotallytrulytwicetypicallyultimatelyunfortunatelyusuallyvirtuallywidely

Most of the adverbs specify degree, frequency, certainty, and extent. Some hedge (somewhat, partly, relatively, possibly, approximately). Others assert (absolutely, definitely, entirely, exactly, precisely). They're all doing the same kind of work: Take a statement and tell you how much of it is true, how often, and how certain. It’s as if the world now requires you to be more precise about everything.




Bread survived both lists. Flour, wheat, harvest and bake didn’t. The word for what sustains us remained essential, while the words for how we’d make it weren’t. That might be the most honest summary of what happened.



The world that made the 2023 list is more regulated, more connected, and in many ways more capable than the one behind the 1953 list. It’s a world further than our kitchen or home, reaching across economies, institutions, and democracies.



Today's vocabulary reflects a life that isn’t self-contained, but rather more systemic. It’s not so much about what’s within arm’s reach, but more about the larger world we navigate through. That sort of long-distance connection requires a particular kind of language: expansive, abstract, and precise. And language, it turns out, can’t help itself. It keeps track.

 Methods & Notes
 I compared two prominent vocabulary lists for English learners: the General Service List (GSL, 1953; 2,284 words) and the New General Service List (NGSL 1.2, 2023; 2,809 words). I labeled words appearing on both lists as “remained” (1,656), words only on the 1953 list as “removed” (628), and words only on the 2023 list as “added” (1,153).



The GSL words came from the Simple English Wiktionary GSL. The NGSL words came from the official NGSL 1.2 file (“alphabetized and lemmatized for research”).
The NGSL uses lemmas (one entry per word family); the GSL sometimes lists inflected forms as separate headwords. These lists track word forms deemed worth teaching based on frequency and usefulness, not abstract concepts. For example, the word being is on the GSL as its own headword and was not included in the NGSL, But this doesn’t mean the concept of existence left the language. In the NGSL it falls under be, which is on both lists.

 Why treat the lists as a portrait of everyday English? Both lists were built for teaching, but external research suggests each covers a large share of everyday language use. About 84% of general English for the GSL and about 90% for the NGSL, depending on the text and how words are counted. I did not re-run those corpus analyses myself. I take the published materials as given and rely on coverage figures from the list authors and from follow-up studies (including an independent check on American English by Stoeckel, 2019 – see footnotes). That’s why the differences between the lists felt worth examining as more than a curriculum update, with the caveat that neither list is a neutral census of culture.
Where can I find the data? All tagged words: remained, removed, and added, with semantic tags, concreteness ratings, and part-of-speech labels are in this public spreadsheet. You can also browse the word lists in the word-list panel on the right side of this page.
How did I sort words by meaning? Each word was tagged with the UCREL Semantic Analysis System (USAS), using the 21 top-level categories. USAS also assigns much finer sub-categories (there are hundreds), but I stayed at the top level so the charts could show broad shifts without splitting the words into overly granular bins.



I chose not to correct mislabels. For example, hammer, nail, and wax are all tagged “General and Abstract Terms”, but in USAS’s finer tags, they read as actions (“to hammer,” “to nail,” “to wax”), not objects. Out of context, many of these words go multiple ways, and it didn’t feel right to override that case by case; USAS is an established linguistic framework, and swapping in my own judgment would mix two different standards.



For the second chart, I grouped USAS’s 21 categories into five “scope” domains (self, local, institutional, social, abstract). That grouping is my editorial choice, not part of USAS. It came from noticing a spatial quality to the trends seen across the 21 categories.

How did I measure concreteness? Concreteness ratings come from Brysbaert et al. (2014). I used these as-is. Six words weren’t in the database and were left out of the concreteness charts: as, dialog, english, gaiety, madden, and old-fashioned.
How did I tag parts of speech? Parts of speech were tagged with NLTK, simplified to five categories. Here I did intervene, but only when a word was clearly mislabeled (132 words, 3.8% of the list; mostly adjectives mislabeled as nouns). When a word can act as more than one part of speech depending on context, I left the tag as-is and deferred to NLTK as the established framework, using the primary, most common label. Here I also used an LLM strictly to help flag potential errors in NLTK’s output.
What are the limitations? Both lists rank words by frequency, then apply learner-focused curation. Michael West’s 1953 list especially reflects period pedagogy. He favored general-purpose vocabulary over emotional or highly specific words, not just whatever appeared most often (Therova, 2020, summarizing West, 1953, pp. ix–x). Some of what looks like “1950s life” may also be how mid-century ESL teaching filtered the language. I still treat the lists as a portrait of everyday English because both cover a large share of running text and speech that goes well beyond the classroom.
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Meshdiff – visually compare two STL versions in the browser, client-side

meshdiff.com · 156 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://meshdiff.com/ · Discussion
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Show HN: Bor – Open-source policy management for Linux desktops

getbor.dev · 153 points · Discussion

Hi HN! I've been working on Bor, an open-source system for centralized Linux desktop management.Bor consists of a lightweight Go agent and a central server. Policies are streamed to clients over mTLS/gRPC in real time—no polling—and currently support Firefox, Chrome, KDE, dconf, polkit and package management, with more coming.
Version 0.8 introduces several new policy types - Thunderbird, Microsoft Edge for Business and FirewallD zones, along with a number of improvements and fixes.
I'd love feedback on the architecture, policy model, and whether this is something you'd consider for managing Linux workstations.


Original: https://getbor.dev/blog/2026-08-02-bor-v080-release/ · Discussion
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Twenty Years of RISC OS Open

riscosopen.org · 131 points · Discussion


    On 20 June 2006 we incorporated RISC OS Open Ltd with one slightly mad ambition: to take a proprietary operating system and open it up to anyone who fancied helping. Twenty years on, that has largely happened, and the RISC OS of today is in far better health than the one we inherited.

To mark the occasion, here is the story so far, with one highlight for each of our first twenty years. Our thanks go to everyone who has written code, filed a bug, funded a bounty, contributed in our forums and wiki, tested a nightly build, or simply cheered from the sidelines. None of it would exist without you.

Twenty years, a year at a time

Year 1 (2006-07): it started with a plan to do the unthinkable. Castle and ROOL announced a shared source initiative that autumn, and by the Wakefield Show the following May the very first RISC OS sources were in public hands.

Year 2 (2007-08): batch by batch, more of the OS went out to the community, and the early momentum earned ROOL its second Drobe award, this one for “Best show of initiative”.

Year 3 (2008-09): a first for the platform. A build of RISC OS 5 ran on an IYONIX carrying a great deal of community-contributed code, shown off to a warm reception at the Midlands Show.

Year 4 (2009-10): the plumbing grew up. Nightly autobuilds began rebuilding and testing the sources automatically, while Jeffrey Lee’s port to the BeagleBoard, our first step towards cheap RISC OS hardware, took an Icon Bar award.

Year 5 (2010-11): a neat idea took shape. The Bounty Scheme let the community pool donations and vote with their wallets for the features they most wanted to see from the roadmap. It is still going strong today.

Year 6 (2011-12): working with Piccolo Systems, ROOL published an open source SD and MMC filing system, giving the BeagleBoard machines native memory-card support and laying important groundwork for the stable release ahead.

Year 7 (2012-13): the watershed. RISC OS Pi brought the OS to the Raspberry Pi, a credit-card computer with BBC BASIC only a keystroke away, and put RISC OS in front of a whole new generation. Our website traffic records did not survive the week.

Year 8 (2013-14): RISC OS 5.20 landed as the first stable ROM release in years, with the classic Risc PC and A7000 family included for the first time. To mark fifty years of BASIC we also released Pico, a cut-down RISC OS that boots straight to a prompt, just like the Beeb.

Year 9 (2014-15): support for the quad-core Raspberry Pi 2 arrived in February, followed swiftly by RISC OS 5.22, the next stable release and the first to bundle the OMAP4 (PandaBoard) port.

Year 10 (2015-16): a glimpse of the future turned up at the London Show in the shape of Titanium, a dual-core Cortex-A15 board built with RISC OS in mind. Then, in June 2016, ROOL reached double figures: ten years old, with most of the original goals met.

Year 11 (2016-17): monitors learned to introduce themselves. A bounty delivered EDID support, so RISC OS could read a display’s capabilities directly and spare users the old ritual of hand-tuned monitor definition files.

Year 12 (2017-18): the definitive BBC BASIC Reference Manual came back into print, fully revised across 520 pages, and RISC OS 5.24 went stable, this time with the Raspberry Pi and Titanium ports earning their badge, accompanied by a first edition RISC OS 5 User Guide put together with community contributions.

Year 13 (2018-19): the goal we set out to reach back in 2006. With Castle acquired by RISC OS Developments, RISC OS was re-licensed under Apache 2.0, free for anyone to use, share and build upon, commercially or otherwise, for the first time in its history.

Year 14 (2019-20): work began on a port to the new Raspberry Pi 4, and ROOL threw open the doors to its lab, moving the entire code base (every component and all 106,000-odd commits of history) onto a public GitLab for anyone to browse and improve.

Year 15 (2020-21): RISC OS 5.28 shipped with official Raspberry Pi 4 support and some 700 improvements, and just in time for Christmas the all-in-one Pi 400 got its own ready-to-run edition. The Acorn Electron would have approved.

Year 16 (2021-22): the community had its say at the RISC OS Awards, where 5.28 took Best New Development and the ROOL forums won Best Website, both by a comfortable margin.

Year 17 (2022-23): the Archimedes BASIC Compiler learned to use the hardware floating point unit, drawing a Mandelbrot some 35 times quicker than the plain interpreter. The next April, RISC OS was chosen by SpaceX for a mission to Mars, a claim that held up nicely until the 2nd.

Year 18 (2023-24): a busy year for modern conveniences. A native Git client, Open source SparkFS and NVMe solid-state storage both arrived in February, and RISC OS 5.30 followed in April, a bumper stable release spanning seven hardware platforms.

Year 19 (2024-25): the move to Git paid off handsomely, passing one thousand accepted merge requests since 2019. ROOL then announced its boldest plan yet, the Moonshots initiative, a shift to full-time, multi-year engineering to carry RISC OS onto 64-bit Arm before the 32-bit chips run dry.

Year 20 (2025-26): the Moonshots rocket began fuelling up with its first sponsors and volunteers, the full RAM of an 8GB Pi was freed from its 32-bit shackles, and, of all things, Fortran returned to the toolset after a long-lost copy surfaced on a decades-old backup tape.

Here’s to the next twenty

None of this was the work of ROOL alone. RISC OS today is hugely improved from the sorry state it was in back in 2006, and the scene around it is far livelier for everyone who turned up and got stuck in. We’re excited to see what the future will bring, from the next RISC OS stable releases to our next steps towards the moon.

Thank you, all of you. Here’s to the next twenty years!

- Steve Revill and everyone at RISC OS Open

  



Original: https://www.riscosopen.org/news/articles/2026/06/20/twenty-years-of-risc-os-open · Discussion
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F*: A general-purpose proof-oriented programming language

fstar-lang.org · 125 points · Discussion


  Introduction

  


  
  F* (pronounced F star) is a general-purpose proof-oriented
  programming language, supporting both purely functional and
  effectful programming. It combines the expressive power of dependent
  types with proof automation based on SMT solving and tactic-based
  interactive theorem proving.
  

  F* programs compile, by default, to OCaml. Various fragments of F*
  can also be extracted to F#, to C or Wasm by a tool
  called KaRaMeL,
  or to assembly using
  the Vale
  toolchain. F* is implemented in F* and bootstrapped using OCaml. 
  

  F* is open source on GitHub and is under 
  active development by Microsoft Research, 
  Inria, and by the community.



 Download

 

  F* is distributed under the Apache 2.0 license.
  Binaries for Windows, Linux, and Mac OS X are posted regularly on the releases page on GitHub.
  You can also install F* from OPAM, Docker, Nix, or build it from sources, by following the instructions in INSTALL.md.
  

 

  Learn F*


  An online
  book Proof-oriented
  Programming In F* is being written and regular updates are
  posted online. You probably want to read it while trying out
  examples and exercises in your browser by clicking the image below.
  
  

   [image: F* Tutorial]
  

  Low*

  We also have a 
  tutorial that covers Low*, a low-level subset of F*, which can be compiled to C by KaRaMeL.
  

  Course Material

  F* courses are often taught at various seasonal schools. Lectures and course materials for some of them are
    also a useful resource.

    

      	
        Embedding Proof-oriented Programming Languages in F*
        
          	Online lectures at the Oregon Programming Language Summer School (2021): Lecture notes, slides, code 

        

      


      	
        Formal Verification with F* and Meta-F*
        
          	Lectures and tutorial at ECI 2019: Lecture notes, slides, code 

        

      


      	
        Verifying Low-Level Code for Correctness and Security
        
          	Lectures at the Oregon Programming Language Summer School (2019): Lecture notes, slides, code 

        

      

      

      	
        Program Verification with F*
        
        	 Course at 2018 EUTypes Summer School,
          8-12 August, 2018, Ohrid, Macedonia Course material
        

        

      


    


    


Community



Please use GitHub
Discussions to ask questions about F*, learn about
announcements, etc. 


Although we previously used a Slack instance, we aim to consolidate our online community
on this public forum on Zulip.


We also have a mailing list, which has very low traffic. You can
subscribe at fstar-mailing-list.


The F* PoP Up Seminar, a
users and developers meeting is open to all. We aim to schedule it once a month, though
the schedule is irregular---we hope to see you there!


You can also contact the maintainers of F* at fstar-maintainers@googlegroups.com.



  Uses


    
    F* is used in several projects in both industrial and academic settings.
    We list a few of them here. If you are using F* in your project, please
    let us know by writing to the fstar-mailing-list.
    

  Project Everest

    
    Project Everest is an umbrella project that develops high-assurance
    secure communication software in F*. A big part of the development of F* has been motivated by the scenarios
    that Project Everest targets. Several offshoots from Project Everest continue as their own projects, including
    some of those listed below.
  
HACL*, ValeCrypt, and EverCrypt

    
    HACL* is a library of high-assurance cryptographic primitives, written in F* and extracted to C.
    ValeCrypt provides formally proven implementations of cryptographic primitives in Vale, 
    a framework for verified assembly language programming embedded in F*.
    EverCrypt combines them into a single cryptographic provider.
    Code from these projects is now used in production in several projects,
    including Mozilla Firefox,
    the Linux kernel,
    Python, 
    mbedTLS, the Tezos blockchain,
    the ElectionGuard electronic voting SDK, and the Wireguard VPN.
  
EverParse

    
    EverParse is a parser generator for binary formats that produces C code extracted from formally proven F*.
    Parsers from EverParse are used in production in several projects, including in Windows Hyper-V, 
    where every network packet passing through the Azure cloud platform is parsed and validated first by code generated by EverParse. EverParse is also used in other
    production settings, including ebpf-for-windows.



  Research


    
    F* is an active topic of research, both in the programming languages and formal methods community, 
    as well as from an application perspective in the security and systems communities.
    We list a few of them below, with full citations to these papers available in this bibliography.
    If you would like your paper included in this list, please contact fstar-maintainers@googlegroups.com.


    
The Design of F* and its DSLs

    
        	Dependent
            Types and Multi-monadic Effects in F* (POPL 2016) This
            is the canonical reference describing the F* system. The
            language has evolved in significant ways since 2016,
            however, its core design and implementation is based on
            this paper.
        

        	Verified
            Low-level Programming Embedded in F* (ICFP 2017) which
            describes the Low* fragment of F* which is a low-level
            subset of F* that can be compiled to C by KaRaMeL.
        

        	A
            Verified, Efficient Embedding of a Verifiable Assembly
            Language (POPL 2019) which describes the Vale
            language, a verified assembly language embedded in F*.
        

        	Meta-F*:
            Proof Automation with SMT, Tactics, and Metaprograms
            (ESOP 2019) which describes MetaF*, a metaprogramming
            system within F* used to implement various aspects of F*,
            ranging from its tactic engine to its support for
            typeclasses.
        

        	Programming
            and Proving with Indexed Effects (TR 2021) which
            describes the design of F*'s support for user-defined
            effects and provides a calculus that describes the logical
            core of F*.
        

        	Steel:
            Proof-oriented Programming in a Dependently Typed
            Concurrent Separation Logic (ICFP 2021), which
            describes the Steel language and its use of the SteelCore
            concurrent separation logic for proofs of imperative
            programs with various forms of concurrency.
        

    


    Semantics and Effects

        
        	Verifying
            Higher-order Programs with the Dijkstra Monad (PLDI
            2013), which introduces the concept of the Dijkstra monad,
            a core feature of F*'s system of effects.


        	Dijkstra
            Monads for Free (POPL 2017), which shows how to
            automatically derive Dijkstra monads for a class of
            computational monads using a continuation-passing
            transformation
        


        	A Monadic
        Framework for Relational Verification: Applied to Information
        Security, Program Equivalence, and Optimizations (CPP
        2018), which builds on the Dijkstra Monads for Free work to
        construct a framework for proving properties that relate
        multiple programs or program executions.
        


        	Dijkstra Monads
        for All (ICFP 2019), which generalizes the notion of a
        Dijkstra monad and shows how to systematically relate
        computational and specificational monads via monad morphisms.
        


        	Recalling a
            Witness: Foundations and Applications of Monotonic
            State (POPL 2018), which describes the design of a
            program logic for reasoning about programs whose state
            evolves monotonically, e.g., where the state is an
            append-only log.  This logic underpins both Low* and
            Steel.
        


        	SteelCore:
        An Extensible Concurrent Separation Logic for Effectful
        Dependently Typed Programs (ICFP 2020), which describes
        the SteelCore concurrent separation logic, the basis of the
        Steel DSL.
        
 

        	
          USSL: A Universe-Stratified, Predicative Concurrent Separation Logic
          a foundational, axiom-free concurrent separation logic shallowly
          embedded in F*, supporting dynamic invariants and higher-order ghost
          state in a predicative setting, by stratifying predicates according to
          the hierarchy of universe levels.
        
 

        	
          PulseCore: An Impredicative Concurrent Separation Logic for
          Dependently Typed Programs (PLDI 2025), a foundational, axiom-free
          concurrent separation logic shallowly embedded in F*, supporting
          dynamic invariants and higher-order ghost state, with impredicative
          invariants and later credits. PulseCore is the foundation for Pulse,
          an embedded language in F* for proof-oriented programming in
          concurrent separation logic.
        
 

    


    Applications in Security and Cryptography

    Many papers applying F* in security and cryptography can be
       found in
       the Project
       Everest bibliography.  We mention a few prominent ones here
       as well as other applications not related to Project Everest.

    

        	WYS*: A DSL for
        Verified Secure Multi-party Computations (POST 2017),
        which describes the WYS* language, a domain-specific language
        for writing verified mixed-mode secure multi-party
        computations.
        


        	Implementing
        and Proving the TLS 1.3 Record Layer(S&P 2017), which
        describes a verified implementaion of the TLS-1.3 record layer
        in Low*.


        	HACL*: A
        Verified Modern Cryptographic Library (CCS 2017), which
        describes HACL*, a verified cryptographic library
        implemented in Low*.


        	Formally
            Verified Cryptographic Web Applications in WebAssembly
            (S&P 2019), which develops LibSignal*, an implementation
            of the Signal protocol in F* using HACL*, compiled to Wasm
            by KaRaMeL.

                  
        	EverCrypt:
            A Fast, Verified, Cross-Platform Cryptographic
            Provider (S&P 2020), a crypto provider combining C and
            assembly code from HACL* and Vale, as well as some
            applications built on top of it, including a verified
            high-performance Merkle tree that was used in an initial
            version of Microsoft Azure CCF.


        	HACL×N:
          Verified Generic SIMD Crypto (for all your favorite
          platforms) (CCS 2020), which metaprograms vectorized
          versions of cryptographic primitives, enabling a
          "write-once, get vectorized versions for free" style.

          
        	A
        Security Model and Fully Verified Implementation for the IETF
        QUIC Record Layer (S&P 2021), a verified implementation of
        the QUIC record layer in Low* combined with the protocol logic
        implemented in Dafny.


        	DICE*:
        A Formally Verified Implementation of DICE Measured Boot
        (USENIX Security 2021), which proves the correctness &
        security of the DICE measured boot protocol for
        micro-controllers, implemented in Low*, using EverCrypt and
        EverParse.


        	DY*:
        A Modular Symbolic Verification Framework for Executable
        Cryptographic Protocol Code (Euro S&P 2021), a framework
        for type-based symbolic security analysis of cryptographic
          protocol implementations developed in F*.


        	A
            Tutorial-Style Introduction to DY* (LNCS 2021), which is, yes,
            a tutorial-style introduction to DY*.

          
        	An
            In-Depth Symbolic Security Analysis of the ACME
            Standard (CCS 2021), which proves the security of a
            model of the ACME certificate issuance and management
            protocol using DY*.

               
        	Noise*:
        A Library of Verified High-Performance Secure Channel Protocol
        Implementations (S&P 2022), which metaprograms provably
        secure implementations for a family of secure channel
        protocols.


        	TreeSync:
          Authenticated Group Management for Messaging Layer
          Security (USENIX Security 2023), a reference
          implementation of MLS in F*, proven secure using the DY*
          framework.


        	Modularity,
        Code Specialization, and Zero-Cost Abstractions for Program
        Verification (ICFP 2023), which describes
        proof-engineering techniques used in HACL* for generic
        implementations of cryptographic constructions that can be
        specialized repeatedly to many concrete implementations in
        C. The techniques used here led to the adoption of verified
        cryptographic code into the libraries of the Python
          programming language.


        	Verifying
            Indistinguishability of Privacy-Preserving Protocols
            (OOPSLA 2023), which provides a library called Waldo in F*
            that enables proofs of indistinguishability over traces of
            communication in networking protocols. 

  
        
       	Comparse:
       Provably Secure Formats for Cryptographic Protocols (CCS
       2023), which provides a parsing library for data formats that
       are appropriate for use with symbolic protocol
       analyzers. Comparse provides bit-level precise accounting of
       formats allowing the DY* protocol analysis framework to reason
       about concrete messages and identify protocol flaws that it
       previously would have missed.


       	Formal Security and
       Functional Verification of Cryptographic Protocol Implementations in
       Rust (CCS 2025), which develops Bert13, an implementation of TLS-1.3
       in Rust with post-quantum features, and proves it correct and secure via
       translation (using Hax) to a variety of prover backends, including F*,
       which is used to prove the Rust code panic free and to prove that the
       transcript formats are injective.

         
    

    
    Applications in Systems

        
        	Provably-Safe
        Multilingual Software Sandboxing using WebAssembly (USENIX
        2022), which describes a verified implementation of a sandbox
        for WebAssembly modules in Low* and Rust.


        	FastVer:
        Making Data Integrity a Commodity (SIGMOD 2021), which
        formalizes a protocol for data integrity monitoring in F*.


        	FastVer2:
        A Provably Correct Monitor for Concurrent, Key-Value
        Stores (CPP 2022), which proves the correctness of a
        low-level, concurrent implementation of the FastVer protocol
        in Steel.


        	Pipit on the
        Post: Proving Pre- and Post-Conditions of Reactive Systems (ECOOP
        2024), which embeds a reactive language in F* and uses it to verify
        some control systems that execute in real time.


        	StarMalloc: Verifying a
        Modern, Hardened Memory Allocator (SPLASH 2024), a
        security-oriented, concurrent memory allocator that can be used as a
        drop-in replacement in real-world projects, verified in Steel.

    

    
    Applications in Parsing

            
        	EverParse:
            Verified Secure Zero-Copy Parsers for Authenticated
            Message Formats (USENIX Security 2019), which 
            describes the EverParse parser generator for parsing
            binary formats, producing C code.
        

        
        	Hardening
            Attack Surfaces with Formally Proven Binary Format
            Parsers (PLDI 2022), which uses EverParse to harden
            network packet parsers in Windows Network Virtualization
            and Hyper-V. 


        	ASN1*:
            Provably Correct Non-Malleable Parsing for ASN.1 DER 
            (CPP 2022), which formalizes the ASN.1 DER format in F*
            and proves the correctness of a parser for it in
            EverParse.


        	
          Secure Parsing and Serializing with Separation Logic Applied to CBOR,
          CDDL, and COSE (CCS 2025), which formalizes the RFCs for the CBOR
          binary object format and the CDDL data description language in F*,
          develops provably correct and secure parsers and formatters for CBOR,
          and a compiler for CDDL specifications, all implemented in Pulse, and
          applied to various applications, including the validation of COSE
          signed objects.


    


    Applications in Programming, Program Proof, and Program Analysis

    

        	Verified
         Compilation of Space-Efficient Reversible Circuits (CAV
         2018), which presents ReVerC, a compiler for reversible
         circuits proven correct in F*.

        
	
            Verified Transformations and Hoare Logic: Beautiful Proofs for Ugly Assembly Language
           (VSTTE 2020), which develops verified transformations
          for assembly programs in the Vale framework.

          
        	Statically
        verified refinements for multiparty protocols (OOPSLA
        2020), which presents Session*, a session-typed programming
        language for multiparty protocols, formalized in F*.


        	Verified
        Functional Programming of an Abstract Interpreter (SAS
        2021), which develops an abstract interpretation framework for
        an imperative language with a very compact proof of soundness
          developed in F*.


        	Catala:
          a programming language for the law (ICFP 2021), where
          core parts of the compiler are formalized and proven correct
          in F*.


        	Verification of
        a Merkle Patricia Tree Library Using F*, which ports a
        Merkle tree library from OCaml to F*, finds and fixes a bug,
        and eventually proves it correct.

          
        	Certified
        mergeable replicated data types (PLDI 2022), which
        presents PEEPUL, a framework in which to build replicated data
        types for use in distributed programming, formalized in
          F*.


        	Aeneas:
            Rust verification by functional translation (ICFP
            2022), which translates Rust into pure F* enabling
          functional correctness proofs.


        	Q*:
        Implementing Quantum Separation Logic in F* (PlanQC 2022),
        which adapts the SteelCore separation logic for use with a
        quantum programming language.

          
        	Pipit:
            Reactive Systems in F* (Extended Abstract) (TyDe 2023),
            which describes a embedded DSL for verifying reactive systems.


        	Securing
            Verified IO Programs Against Unverified Code in F*
            (POPL 2024), which presents SCIO*, a formally secure
            compilation framework for statically verified programs
            performing input-output (IO).


        	SecRef*: Securely Sharing Mutable References
            between Verified and Unverified Code in F* (ICFP 2025), which presents SecRef*, a formally
            secure compilation framework for statically verified stateful programs.
            It also presents a Dijkstra Monad for Monotonic State.


        	Automatically
        Verifying Replication-Aware Linearizability (OOPSLA 2025), which
        develops a novel fully automated technique for verifying
        replication-aware linearizability for Mergeable Replicated Data
        Types, with proofs in F*, and verified code extracted to OCaml.


        	A
        Mechanically Verified Garbage Collector for OCaml (JAR 2025), which
        develops a verified stop-the-world mark-and-sweep GC for OCaml, verified
        in F* and Low*.
 
        
    

 
    AI-assisted Programming

    
      
      	Towards Neural Synthesis for SMT-Assisted Proof-Oriented Programming 
        (ICSE 2025), which curates a dataset of 940KLOC of F* code and proof and develops AI models to automate program and proof synthesis


      	3DGen: AI-Assisted
      Generation of Provably Correct Binary Format Parsers, which developsAI
      agents to transform mixed informal input, including natural language
      documents (i.e., RFCs) and example inputs into format specifications into 
      3D, a data format specification language used with EverParse.


    


    Miscellaneous


    
      	A
      Theorem Proving Approach to Programming Language Semantics
      (ICSE-SEET 2023), which reports on experiences teaching
      operational, denotational, and axiomatic semantics to students
      using F*.

    

    
    Papers about an older version of F*

    
    The first paper to introduce a system called F* was in
    2011. Although the current version of F* was redesigned and
    implemented in 2015, we include some of these older papers here
    for completeness.
    

      	Secure
      Distributed Programming with Value-dependent Types (ICFP
      2011), a longer version of which also appeared
        in JFP.


      	Self-certification:
      bootstrapping certified typecheckers in F* with Coq (POPL
      2012), which certifies the correctness of the F* typechecker by
      programming it in F* itself and bootstrapping the process by
      checking about 7GB of proof using Coq in about 24 machine-days
      of compute time.


      	Fully
      abstract compilation to JavaScript (POPL 2013), which
      models a subset of JavaScript in F* and develops a secure
        compiler from an ML-like language to JavaScript.


      	Gradual
          typing embedded securely in JavaScript (POPL 2014),
          which develops a source-to-source compiler for
          JavaScript with defensive checks to ensure the soundness of
          gradual typing in adversarial contexts, proven corrent in
        F*.


      	Probabilistic
      relational verification for cryptographic implementations
      (POPL 2014), which develops RF*, a relational dialect of the
      language useful for proving security properties like
      noninterference and for game-based cryptographic proofs.
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Artificial Intelligence: Ars Notoria and the Promise of Instant Knowledge

publicdomainreview.org · 115 points · Discussion

Centuries before Neo instantly mastered Kung Fu in The Matrix, medieval scholars found a shortcut to years of difficult study: a magical manuscript that promised to fast-track advanced learning. Anne Lawrence-Mathers investigates the Ars notoria, its supposed powers, and the demonic influence it had upon some users.
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Two figures related to the art of astronomy from a manuscript of the Ars notoria (NLI Ms. Yah. Var. 34), ca. 1550–1600. Each contains subordinate figures to be contemplated — while reciting accompanying prayers (orations) — in a prescribed sequence over time and with respect to the cardinal directions — Source.

Mastering the full range of subjects taught in medieval universities normally required many years of hard and expensive study. From the thirteenth century on, however, an anonymous work known as the Ars notoria promised, through diagrams, incantations, and arcane rituals, to rapidly transmit to scholars the total knowledge of anything they might need. Condemned by church authorities, the fifty-six extant manuscripts nevertheless testify to the seductiveness of that offer.1

Its complex diagrams were at the center of its appeal. Unlike diagrams in other magical texts, those in Ars notoria do not illustrate what the text is seeking to communicate. Nor do they act as models to be replicated in three-dimensional form as pieces of magical equipment.2 Instead, they supposedly work almost in the same way as religious icons. That is, faithful possession and use of them can offer direct contact with powerful and benign supernatural forces — and ultimately even with God. The diagrams themselves are the route to magic and consist of arrangements of symbolic and geometric forms, patterns, and symbols, interspersed with “words”, which are frequently unintelligible combinations of letters.3 Practitioners who opened their minds to receive and imprint these labyrinthine images, while reciting complex verbal formulae and strings of mysterious, almost unpronounceable words and names, are engaging in a significant act of trust.

Several factors made the Ars notoria fundamentally different from other magical texts. First, this is not a text in conflict with the church. In fact, the rituals framing and shaping usage of the images are presented as extremely pious, and the texts to be recited are identified as prayers. The alien words, names, and characters are explained as coming from ancient languages such as Greek, Hebrew, and “Chaldean”, and are claimed to preserve both the names of angels and words used to communicate with them. Second, the advantages offered are relatively virtuous: contact with spiritual beings and full knowledge of the subjects taught in medieval universities. Such claims cut little ice with thirteenth-century theologians, however, who saw clear links to things condemned as superstitious and demonic by St Augustine, despite the text’s assertion that it contains wisdom revealed to King Solomon.  

[image: Diagram from Ars Notoria]Scroll through the whole page to download all images before printing.
Frontispiece to a manuscript of the Ars notoria (BnF Latin 7153), ca. 15th century. It depicts an angel delivering the Ars notoria to Solomon during his nightly prayer — Source.
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Prayer offered in the front matter of a manuscript of the Ars notoria (BnF Latin 7153), ca. 15th century. It asks for angelic protection from evil before the reader embarks on using the text — Source.


St Thomas Aquinas was worried enough by the Ars notoria to name and condemn it specifically in his Summa theologiae — one of the most authoritative summaries of Christian teaching. He dealt with the very serious issue of superstition in Book Two, Part 2 — Question 96 is effectively devoted to the Ars notoria. Aquinas’ conclusion is wholly negative: the “art” is both “unlawful and futile”. It is futile because it cannot deliver what it promises. Still more seriously, its “signs” are neither understood by humans (like ordinary words and letters) nor sent by God (as sacraments are), and thus are precisely the type of thing that lures humans into contact and compact with demons. 

That may seem a conclusive case for the rejection of the Ars notoria, especially as Aquinas’ objections were echoed by other major theologians. However, the number of surviving medieval copies of the work, and the fact that it was copied and owned in religious institutions until the end of the medieval period, show that the church ultimately had neither the interest nor ability to stamp it out. Moreover, it was translated in the early modern period and also went into print, demonstrating an ongoing — and more widespread — interest. The copy of Ars notoria now in Yale University Library is accepted as the earliest known manuscript version, and it has been suggested that it was produced in the setting of the University of Bologna. It was likely intended for a university master — probably at Bologna — since to use it requires considerable preparation, experience, and confidence.

Advanced training was indeed necessary. The Ars notoria operates in ways that cannot be simply understood by human reason. Statements on the origins and power of the treatise’s contents are interspersed among texts to be recited as prayers (orations) and lists of mysterious words. To make things more complicated, the order in which passages are to be used is not always entirely clear. Even the correct pronunciation of the names would be a matter of concern, as a short quotation from the first “prayer” will show: “Phos, Megale, Patir, Ymos, Ebel, Eber, Helioth, Gezei, Salatial, Sadim, Helgyo, Megis, Micton, Esel, Gecor, Granal, Semaranxai, Gelsemana, Arasamion, Sale, Patir, Agion, Atnas, aminb.”4
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Figures and prayers related to the art of rhetoric from a manuscript of the Ars notoria (Mellon MS 142, f. 13v), ca. 1225— Source.
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Figures and prayers related to the art of rhetoric from a manuscript of the Ars notoria (Mellon MS 142, f. 14r), ca. 1225 — Source.
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Figures and prayers related to the art of dialectic from a manuscript of the Ars notoria (Mellon MS 142, f. 13r), ca. 1225 — Source.
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Figures and prayers related to the art of arithmetic from a manuscript of the Ars notoria (Mellon MS 142, f. 14v), ca. 1225 — Source.


Materials for the improvement of the would-be practitioner come first: the acquisition of the “general” gifts of memory, intelligence, and eloquence, drawing upon the “figures or prayers called triumphales by Solomon”. With this stage achieved, the practitioner can move on to the “specials”. The process, however, cannot be rushed, since the “triumphals” must be repeated on eight days within a complete lunar month. The first performance should take place on the fourth day, and is repeated on the eighth, twelfth, sixteenth, twentieth, twenty-fourth, twenty-eighth, and thirtieth days. It is worth pointing out that the use of lunar days would be familiar to clerics trained in the liturgical calendar of the Church, as well as to astronomers, so this would not in itself appear sinister, despite Aquinas’ reservations. The “specials” begin with the three fundamental arts of the university syllabus: Grammar, Eloquence/Rhetoric, and Dialectic, which were collectively known as the trivium. Interestingly, the text devotes a good deal of space to these, despite their relatively low status. They are then more briefly followed by materials for a rather unorthodox version of the more advanced subjects of study: Philosophy, Medicine, Music, Geometry, Mathematics, and Theology.5

The eightfold recitation of the “triumphals” gives a month-long structure to the core ritual of the Ars notoria, linked to the days of the Moon (i.e. the days of a lunar month, starting at new moon). These could be identified using a standard liturgical calendar and did not require direct observation. These recitations could be interwoven with performance of the “specials”, although the linking of all this to the images is not yet entirely clear. Logically enough, the “specials” are followed by texts to ensure success in the combined usage of the prayers, names, and images.

A diligent practitioner will gain expertise in the process of working through the rituals for each art. The first, Grammar, has three images, which are to be looked deeply into (the Latin word is inspectio) in a specified order and separately from the recitations of the preliminary prayers. These “lookings” are to take place in the evenings, with the first image being the focus of days one to fourteen of the chosen month. The words incorporated into the image are to be read out or recited twenty-four times, and books of grammar are to be opened and briefly looked at during this time.
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Figures and prayers related to the art of rhetoric from a manuscript of the Ars notoria (BnF Latin 9336, f. 23v), ca. 14th century — Source.
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Figures and prayers related to the art of rhetoric from a manuscript of the Ars notoria (NLI Ms. Yah. Var. 34), ca. 1550–1600 — Source.
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Figures and prayers related to the art of rhetoric from a manuscript of the Ars notoria (BnF Latin 9336, f. 23r), ca. 14th century — Source.
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Figures and prayers related to the art of rhetoric from a manuscript of the Ars notoria (NLI Ms. Yah. Var. 34), ca. 1550–1600 — Source.


Then the image itself is to be looked into, piously and solemnly, twelve times. From then until the twenty-eighth day, the second figure is to be added, and the work required increases. Each figure is looked at twenty times, and there are to be thirty recitations of the texts. On the last two days, all three figures are to be used, looked into twelve times each, with thirty-seven recitations of the prayers.

For some users, the rituals were so powerful that they seemed demonic. One of these was Brother John, an early fourteenth-century monk of the abbey of Morigny, near Étampes. John’s account of his introduction to the text, his powerful attraction to it, and the terrifying experiences he underwent while using it, was given in several chapters of John’s own, visionary work, the early fourteenth century Liber florum celestis doctrine.6 

The great attraction of the Ars notoria for John was its promise of quick access to advanced scholarly knowledge. He recounts his continuing wish to study, and how he was lent a copy of a book of necromancy by “a certain cleric”. He copied much of it and wanted more. This led to an encounter with a “medical expert” from Lombardy, who informed John that what he needed was the Ars notoria, and that a copy of it was to be found within the walls of the school (at Orléans) where John had been sent. These details provide important evidence of the liminal status of works of ritual magic. They were recognised as dangerous, and were far from being officially approved, and yet were well known, owned and recommended by educated individuals, including monks and clerics.

For John, the Ars notoria was dangerous not in some abstract way, but very directly. He confesses that it struck him at first as beautiful and holy, and seemed to offer miraculous gifts rather than demonic temptations. It became apparent, however, that the book was utterly deceptive, a work of the Devil, a “sick pleasure” that was actually fatally poisonous to the soul, not only to the body.
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John records that the Ars notoria was especially attractive because he could not afford all the books needed for his studies, nor the many lectures. He seems to have abandoned his official course, wishing to take advantage of the promise of knowledge of all the sciences, and devoted himself to working with the Ars. He even used the Ars to teach his younger sister Latin and introduce her to magic.  He believed he had worked out how to make the rituals work — and followed one (unnamed) ritual for a whole lunar month, ending correctly on the night before the new moon. That night, John experienced a disturbingly ambiguous vision, in which three figures (whom he at first thought to be the Trinity) ordered him to continue using the book for a further eight days. Further troubling visions ensued, in which arrogant figures demanded worship — something that was clearly against true religion. Gradually it became clear to John that the book hid invocations to demons within what appeared to be beautiful prayers. And yet, like any addict, John found it almost impossible to give up the Ars notoria completely; it was only when the visions became directly life-threatening that the Virgin, with St John the Evangelist as her intermediary, appeared and made it clear that, as John says, “the Ars notoria was deeply evil”.

This revelation, however, only inspired John to go back to direct study of necromancy: he even boasts of his success in composing a new work of his own, as well as of making the magical Rings of Solomon. Further visionary experiences were required before he resolved to give up necromancy completely. He then went on to put together a new, short, and clear collection of thirty prayers that he believed would lead to a genuine knowledge of all that the Ars notoria had falsely promised. John was to work on, and expand, this for a considerable length of time, and it gained a wide readership in its own right despite being condemned and burned at the University of Paris in 1323.
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Figures and prayers related to the art of philosophy from a manuscript of the Ars notoria (BnF Latin 9336, f. 27r), ca. 14th century — Source.


John of Morigny’s adaptation of the Ars notoria would prove the only one to face such measures. However, evidence that the full version of the Ars notoria was attractive but over-demanding is found in the number of shortened and simplified versions that appeared in the later Middle Ages. These tended both to focus on more limited goals and to require considerably less time from their users. A popular promise was to improve memory, and some versions of the Ars notoria circulated under the title of Art of Memory. 

Indeed, the Ars notoria’s complex mix of liturgical rituals, ambivalent “angel names”, and challenging figures retained its fascination into the Renaissance and was apparently not affected by the Reformation. The text remained one of the most prominent works of ritual magic, and continued to be edited and abbreviated, despite growing anxiety about the supposed activities of demonically manipulated witches.7 Part of the attraction may have been a hope of social mobility for those who could not afford to go to university. The Ars was translated out of the learned language of Latin, and also went into print. The early modern version in English is still available.8 The fact that printers felt safe in producing and selling copies of this work suggests that those who could afford and use such a book did not feel vulnerable to accusations of witchcraft. A new, more educated and ambitious readership was growing for texts that offered increased knowledge and success through the use of magic.
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Show HN: Kakehashi – Experimental userspace to run macOS binaries on Linux ARM

github.com · 114 points · Discussion


Userspace macOS ARM64 → Linux aarch64 translation layer (CLI-first, no JIT).

Load Darwin Mach-O on Linux aarch64, map a freestanding libSystem, translate
BSD syscalls, and run real guests (clang probes, 7-Zip 7zz, curl,
threads).




	
	





	Live execution
	Linux aarch64 (bare metal, VM, Colima/Docker)



	Dry-load / inspect
	Any host (including macOS)



	Design reference
	docs/






What works


Verified on Docker/Colima and UTM (Linux aarch64). Install once:

cargo install kakehashi
# or from a checkout:
cargo install --path crates/kh-cli --force

kh bottle ensure
kh install 7zip    # Darwin 7zz → guest /usr/local/bin/7zz
kh install curl    # Darwin curl → guest /usr/local/bin/curl


Relative -o / archive paths resolve against the host CWD of the kh
process (create parent dirs yourself, or rely on auto-mkdir for O_CREAT).
Through the bottle, /Volumes/linux/… bridges to the host root (/ → host /).


7-Zip (7zz)


# Version / help
kh run 7zz --
kh run 7zz -- --help

# Create archive (cwd-relative)
kh run 7zz -- a demo.7z README.md
kh run 7zz -- t demo.7z
kh run 7zz -- l demo.7z
kh run 7zz -- x -o./out demo.7z

# Multi-thread compress (correctness gate)
kh run 7zz -- a -t7z -m0=lzma2 -mx=5 -mmt=4 mt.7z README.md
kh run 7zz -- t mt.7z
# expect: Everything is Ok, exit 0


Docker helpers (artifacts under host .tmp/kh-out/):

./scripts/docker-7zz.sh --help
./scripts/docker-7zz.sh a /Volumes/linux/out/demo.7z /Volumes/linux/src/README.md
ls -lh .tmp/kh-out/demo.7z

KAKEHASHI_HYPERCALL=1 ./scripts/docker-7zz.sh a -t7z -m0=lzma2 -mx=5 -mmt=4 \
  /Volumes/linux/out/mt.7z /Volumes/linux/src/README.md
./scripts/docker-7zz.sh t /Volumes/linux/out/mt.7z



curl


# Banner (G1)
kh run curl -- --version

# HTTP GET → file (G3 / G5). Parents for -o are created when missing.
kh run curl -- -sS -o .tmp/kh-out/body http://example.com/
# expect: exit 0, ~559 bytes, HTML contains "Example Domain"
wc -c .tmp/kh-out/body
head -c 80 .tmp/kh-out/body; echo

# HTTP to stdout
kh run curl -- -sS http://example.com/ | head -c 80; echo

# HTTPS GET (G4) — OpenSSL + bottle CA (from host or curl.se download)
kh run curl -- -sS -o .tmp/kh-out/https-body https://example.com/
wc -c .tmp/kh-out/https-body

# Negative: bad / self-signed cert must fail (rc ≠ 0)
kh run curl -- -sS -o /dev/null https://self-signed.badssl.com/; echo exit:$?


Docker helpers:

./scripts/docker-curl.sh --version
./scripts/docker-curl.sh -sS -o /Volumes/linux/out/body http://example.com/
./scripts/docker-curl.sh -sS -o /Volumes/linux/out/https-body https://example.com/
ls -lh .tmp/kh-out/body .tmp/kh-out/https-body

# Trace-first probe logs → .tmp/kh-curl-probe/
./scripts/docker-curl-probe.sh --version

# Option matrix (large tiers) → .tmp/kh-curl-options/
./scripts/docker-curl-options.sh tier1
./scripts/docker-curl-options.sh tier9-10
./scripts/docker-curl-options.sh all          # tier1..10


Harmless noise on many runs:


	kh: open fail ENOENT(openat) path=/etc/ssl/openssl.cnf — OpenSSL optional config; HTTP/HTTPS still work via the seeded CA bundle.

	WARN … skip dylib … Security/CoreFoundation — Apple frameworks not in the bottle; soft stubs cover the load path.

	unresolved strong symbol; bound to named missing trampoline — symbols not hit on the happy path.



Details and gates: docs/curl.md.


Also green





	Surface
	Notes





	Clang / fixture probes
	tests/clang-probe/, tests/fixtures/



	Multi-thread 7zz -mmt=4
	Docker + UTM



	Bottle + freestanding libSystem
	kh bottle ensure embeds dylib



	Unit tests + clippy
	cargo test / clippy workspace (excl. kh-libsystem)






Not a product claim (yet)


Full curl feature set (POST bodies, proxies, HTTP/3 end-to-end, every scheme),
real Apple Security.framework, git / CLT, GUI, codesign. Next product slice:
git via kh install xcode-tools — see docs/git.md.


Crates





	Crate
	Role





	kakehashi
	Binary kh (install this)



	kh-loader
	Mach-O parse, map, execute



	kh-runtime
	Memory, traps, BSD syscalls, bottle; embeds freestanding libSystem.B.dylib



	kh-libsystem
	Source for that dylib (aarch64-apple-darwin only; not a Linux host crate)





The guest dylib is vendored at crates/kh-runtime/resources/libSystem.B.dylib
and compiled into the runtime with include_bytes!. Publishing kh-runtime
ships the dylib; end users do not need a separate download.


Requirements



	Rust 1.88+

	Linux aarch64 for live kh run / kh trace

	Page sizes: 4 KiB (containers) and 16 KiB (Asahi-class)

	Optional: curl/wget + tar for kh install 7zip / kh install curl




Install


cargo install kakehashi
# or from a checkout: cargo install --path crates/kh-cli

kh bottle ensure
kh install 7zip
kh install curl



Bottle layout


Default root: ~/.local/share/kakehashi/bottle/ (override with
KAKEHASHI_DATA_DIR / KAKEHASHI_ROOT).




	Host
	Guest





	…/bottle/
	/



	…/usr/local/bin/7zz
	/usr/local/bin/7zz



	…/usr/local/bin/curl
	/usr/local/bin/curl



	…/usr/lib/libSystem.B.dylib
	/usr/lib/libSystem.B.dylib



	…/private/etc/ssl/cert.pem
	/etc/ssl/cert.pem (host CA or downloaded Mozilla)



	…/Volumes/linux/…
	/Volumes/linux/… → host FS






Performance (honest)


Kakehashi runs guest code natively on the CPU. The tax is the syscall
boundary (TLS switch, alt stack, NEON save/restore, Rust dispatch) × how
chatty the guest is — not an instruction emulator.


Measured gap


On Ubuntu aarch64 bare-metal (UTM), multi-file 7zz archive
(-t7z -m0=lzma2 -mx=5 -mmt=4, ~8k files / ~240 MiB tree):




	
	native Linux 7zz
	Darwin 7zz under kh
	ratio





	wall
	~22.5 s
	~118 s
	~×5.2





On compression-heavy, few-file samples the gap is often much smaller
(~×1.1–1.2). The large multi-file gap is dominated by path walk + per-syscall
boundary, not “wrong LZMA”.

Hypercall is on by default for all guest threads. Opt out with
KAKEHASHI_HYPERCALL=0 only for debug (residual svc→brk / SIGTRAP).


Why ~×5 is still useful in CI


The product goal for CI is not “as fast as native macOS,” but run Darwin
CLI/tools on cheap Linux aarch64 runners instead of scarce, expensive
macOS capacity.

GitHub Actions hosted runners (private-repo overage rates, USD per
minute; see Actions runner pricing):




	Runner
	Per-minute rate





	Linux 2-core arm64
	$0.005



	Linux 2-core x64
	$0.006



	macOS 3–4 core (M1/Intel)
	$0.062



	macOS larger (e.g. 12-core / M2 Pro)
	$0.077–$0.102





macOS standard is roughly ×10–×12 the Linux arm64 minute rate before any
wall-time difference. Even if a job runs ×5 slower under kh on Linux
arm64 than the same work on a macOS runner, billable cost can still be lower
because the macOS minute is an order of magnitude more expensive
(illustrative: 5 × $0.005 ≈ $0.025 vs 1 × $0.062). Public-repo free minutes
and self-hosted Linux amplify that further; macOS hosted capacity also tends
to queue longer and (on GitLab SaaS) is Premium/Ultimate / beta-gated.

When macOS runners still win: GUI, codesign/notarization, Xcode UI tests,
or any workload that is not a pure CLI Darwin binary under freestanding
libSystem.

Gates, not benches: CI correctness is cargo test / smoke / 7zz -mmt=4,
not “match native wall clock.” Perf work is tracked in
docs/roadmap.md.


Quick start (Docker / Colima on Apple Silicon)


docker build -t kakehashi:dev -f Dockerfile.dev .
docker run --rm -v "$PWD":/src -w /src kakehashi:dev \
  cargo test --workspace --exclude kh-libsystem

# Full smoke (build + clippy + test + micro run)
./scripts/docker-smoke.sh



Build


cargo build -p kakehashi --release
cargo test --workspace --exclude kh-libsystem
cargo clippy --workspace --exclude kh-libsystem --all-targets -- -D warnings

# Maintainers: refresh embed after freestanding ABI changes
cargo build -p kh-libsystem --release --target aarch64-apple-darwin
./scripts/stage-libsystem.sh   # → crates/kh-runtime/resources/libSystem.B.dylib


libSystem discovery: --libsystem → KAKEHASHI_LIBSYSTEM → paths next to
kh → crate resources/ → embedded bytes in kh-runtime.


Testing map





	Goal
	Command
	Artifacts





	Unit tests
	cargo test --workspace --exclude kh-libsystem
	terminal



	Docker smoke
	./scripts/docker-smoke.sh
	ends with smoke ok



	Fixtures
	kh run --expect-code … tests/fixtures/…
	see tests/fixtures/README.md



	Clang probes
	kh run --root tests/fixtures/bottle tests/clang-probe/puts_hello
	stdout hello



	Real Darwin 7zz
	./scripts/docker-7zz.sh …
	host .tmp/kh-out/



	Real Darwin curl
	./scripts/docker-curl.sh …
	host .tmp/kh-out/; probe → .tmp/kh-curl-probe/



	Fair CPU bench
	./scripts/bench-fair-local.sh
	host .tmp/kh-bench-fair/





.tmp/, .kh/, and target/ are gitignored.


Guest path ↔ host path (Docker helpers)


Bottle bridges the Linux FS as /Volumes/linux/…:




	Guest path
	Host





	/Volumes/linux/src/README.md
	<repo>/README.md



	/Volumes/linux/out/demo.7z
	<repo>/.tmp/kh-out/demo.7z (durable; default for docker-7zz.sh)



	/Volumes/linux/tmp/…
	container /tmp/… — gone after docker run --rm






Scripts





	Script
	Purpose





	scripts/stage-libsystem.sh
	Build product → crates/kh-runtime/resources/



	scripts/install-linux.sh
	Local build + install kh + bottle ensure



	scripts/docker-smoke.sh
	Smoke suite inside Dockerfile image



	scripts/docker-7zz.sh
	Darwin 7zz under kh (outputs → .tmp/kh-out)



	scripts/docker-curl.sh
	Darwin curl under kh (same shape as docker-7zz)



	scripts/docker-curl-probe.sh
	KH_CURL_PROBE=1 wrapper (logs → .tmp/kh-curl-probe)



	scripts/docker-curl-options.sh
	Tiered curl flag smoke (tier1…tier10, tier9-10, all → .tmp/kh-curl-options)



	scripts/docker-git.sh
	Apple git from CLT under kh (swscan + .kh/data cache)



	scripts/bench-fair-local.sh
	Native vs kh compress (artifacts → .tmp/kh-bench-fair)






License


Apache License 2.0. See LICENSE.txt and NOTICE.

This project is not derived from Darling. Do not vendor proprietary Apple
SDKs or blobs.





Original: https://github.com/wie-project/kakehashi · Discussion
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Fasttracker II clone in C using SDL 2

16-bits.org · 103 points · Discussion


			
				I have written a portable Fasttracker II clone in C using SDL 2. Here's a screenshot.

				What is Fasttracker II? Read about it on Wikipedia.
			

			
				Note: If you have more than one monitor connected to your PC, and they use different refresh rates, you
				might get some program issues!
			

			FT2 clone v2.22 download: (19th of July 2026 18:36 - GMT +2 - changelog)
			

					Windows (Windows 7 SP1 and later)

					Windows 32-bit (Windows 7 SP1 and later. Only use this one if really needed. May falsely detect as a virus!)

					macOS - Intel and Apple silicon (universal) (OS X 10.11 and later - read Mac notices below!)

					Linux packages for amd64/x86_64 (not supported by me, I'm also not sure which file you need)

			

			
				Source code and more info can be found over at GitHub. Please read "HOW-TO-COMPILE.txt". Compiles on Linux.
			

			Windows important notice:

					If ALT+F4/ALT+F5 (copy/paste block) doesn't work and you have an NVIDIA GPU, you need to make sure

				those keybindings are disabled in 'GeForce Experience' (if it's installed).

			

			macOS/OS X important notices:

					To be able to actually run the program, you need to right click the .app/program and click "Open". This is needed just once.
				If using a modern version of macOS, you need to allow the program to run in System Settings -> Privacy & Security after having attempted to run it.

					A lot of important keybindings in FT2 are occupied and has to be rerouted or removed in the OS

					To toggle fullscreen mode, press ALT+Enter or Ctrl+Cmd+F

			

			Linux important notice:

					To get ALT+F4 (copy pattern) and ALT+F5 (paste pattern) working, you have to change these

				keyboard shortcuts in your OS to something else.

			

		



Original: https://16-bits.org/ft2.php · Discussion




Show HN: Fuse – statically typed functional programming language


12

Show HN: Fuse – statically typed functional programming language

fuselang.org · 89 points · Discussion

Hi HN! I've been working on the fuse programming language, it's a statically typed purely functional language with higher-kinder types and ad-hoc polymorphism. It compiles to the GRIN whole-program optimizer, producing LLVM-generated native code.Fuse supports ADTs, Generics, Type Methods, Traits, Pattern matching etc. all in a functional style with no mutations.
I’ve been developing the language for 5 years, with code written in Scala. I’ve started coding the language from the base of System F that was implemented as part of the book: Types and Programming Languages (tapl). And then extending with concepts such as Bidirectional Type Checking with Higher-Rank Polymorphism.
I’ve mainly drawn inspiration from Rust, Haskell, Scala and Python (in terms of syntax). It all started because I wanted a language that has Rust-like concepts such as: ADT, Traits, Impl block syntax, etc. but have the pure functional semantics.
I'd would love feedback on the language design and its general usage.


Original: https://fuselang.org · Discussion
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Developers are attached to tools because tools encode trust

stackoverflow.blog · 85 points · Discussion

About six years ago, we ran a piece about IDEs where the gist was that IDEs were getting to be so powerful and capable that it was a marvel that anybody used Vim or Emacs like a caveman. While yes, it was a provocative article, it got a lot of developers pretty riled up. Comments came from both sides, both from folks trashing the article for not understanding how developers work and from those developers who preach the good news of Emacs all day. But mostly there was a great discussion about why these tools were actually useful.
For a novice, Vim and Emacs can seem like unintuitive terminal programs that require memorization of secret keystrokes to use (and escape). But for the experienced user, it can feel as natural as thinking. One comment pointed to The Pragmatic Programmer by David Thomas and Andrew Hunt, which explained that developers—craftsmen that they are (or were)—need “sharp tools” that feel like an extension of their hand. Vim and Emacs, in their infinite customizability, can be molded to fit your exact hand and workflow. Taking the time to build proficiency and trust in your tools, and well as hacking them to fit you, pays deep dividends.
In this age of agentic engineering, the new tools are terminals you talk to in natural language. A coding agent lacks the precision and specificity of a developer writing well-crafted code, but it can output whole applications in a fraction of the time. The question that still echoes today is whether those outputs can be trusted. Our last Developer Survey found that the more developers used AI, the less they trusted it—usage rose from 76% to 84%, but trust fell from 40% to 29%.
The tools themselves are new and their capabilities are in constant flux. If your kitchen knife kept changing shape, weight, and edge, you’d have to relearn it every time; that’s a hard tool to build trust in. But it also points to a flaw in how you use that tool, the process around it, and the way the tool reinforces the process. You trust your favorite knife, IDE, paintbrush, or whatever because of the trust you’ve built with it, and the process around it.
In this article, we’ll look at how tools build trustworthy processes, the ways that tool changes highlight but can’t fix broken processes, and where tooling and culture can work together to build new trust.
Developer tooling operates and evolves alongside software development as a whole, but also with individual developers. If you start working and learning in a terminal, perhaps in a day when IDEs or graphic interfaces didn’t exist, then the way that you understand creating code includes those terminals and terminal text editors. Adding in an IDE would require not just learning a new tool, but refactoring your process of writing code.
If moving from the terminal to the IDE is a hard process shift (or as some would say, unnecessary), then moving from either to an agentic coding tool is harder. “One of my reticences for embracing some of the AI programming is because I'm faster with my IDE because I know how that works,” said Tricia Gee, a developer productivity advocate. “I've seen the same thing when I've worked with people who know Vim and Emacs very well. You could use the refactoring tools in IntelliJ IDEA. They're like, yes, but that requires a learning curve. I've spent so long using whatever tool it is. My fingers know what to do. Understanding a tool very well, no matter what it is, becomes a lot of unconscious competence.”
Building that muscle memory, that tacit knowledge of how software operates on a code level, lets developers trust their tools to help produce and improve their code. AI agents, meanwhile, are faster, more opaque, and less predictable. You use ambiguous language to create software instead of code. “Code is a precise statement of a solution,” said Bjarne Stoustrup, the creator of C++. “English is a lousy language for expressing things that have to be unambiguous.” A trusty tool is predictable, reliable. You don’t have to iterate repeatedly with Emacs or Vim.
With most developer tools, like an IDE, containerization tool, or static analyzer, you know where the boundaries are. They have their role and don’t step outside it. But AI is finding its way into all parts of the SDLC toolchain. Which means the reduced trust developers have in AI applies to the entirety of the process. Code may be faster to produce, but validating it, getting it to a point where developers can trust that it won’t cause expensive production failures, often takes longer.
Agentic coding tools change the nature of the software development process. The tools that arose around the previous process—linters, automated unit tests, CI/CD, etc.—may not work in their current form with this changed process.
Those tools encoded the process, but they weren’t the process itself. A great CI/CD tool didn’t mean you shipped faster. A great IDE didn’t mean you wrote better code. An issue tracking system with story points didn’t mean you estimated effort well. Some part of the process existed as culture, as the behaviors and norms of the people building software. New tools often mean changing the organizational culture.
This story will be familiar to anyone who works in sizable engineering orgs. New tools, whatever their promise, can fail when they don’t fit into existing cultures and processes. Successful tools require shifting the culture and processes in a way that developers accept and understand. Y’all love building things and solving problems, so tools that don’t help you do that better get ignored.
Agentic coding gained rapid adoption because it let developers solve problems faster. But it exposed a lot of flaws in existing processes when code became nearly trivial to create. There had always been an issue with unclear and shifting requirements, but now solving a problem requires tightly defining what both “problem” and “solve” mean.
Code may be (nearly) free, but validating it isn’t. The new bottleneck has become code review. The old joke was that if you want a PR approved quickly, change 100 lines. Coding agents change hundreds of lines of code in an instant, and send massive diffs across to humans to review (or rubberstamp). LLM-as-a-judge is evolving as a scalable solution here, but engineering ways to trust that an AI can review code that an AI wrote takes work.
In that same light, running code is also not free. You’ve got the cost of infrastructure, which in the cloud-native era is a factor of the compute, memory, and traffic volumes your application incurs. You’ve got the cost of your hosted dependencies and APIs. And, you’ve got the cost of failures, the hardest thing to budget for: downtime, security breaches, and opportunity costs. Tools that produce software that doesn’t (or can’t) consider these costs might not be worth it. And they put a strain on the process you built that used to produce trustworthy, reliable software.
For a lot of folks, the SDLC has started to look broken thanks to agentic coding. Naturally, these folks are looking to new tooling to repair those cracks: AI SREs, automated code review, memory and context managers, control plane and harness improvements, and so on. These are all solid additions to the tooling in an AI-enabled software organization. But tooling alone will not fix things, especially if the culture and process stay the same. A broken process with better tools (that folks may not use) is still broken.
In the old SDLC, product managers would come up with feature and function requirements based on their research, customer conversations, and competitor understanding. Architects would spec out the software based on their years of experience and understanding of the existing tech stack. Engineers would build it and review commits based on their knowledge of code logic and the existing codebase. QA would review and try to break the software based on their experience with how software breaks. Once the software was deployed to production, DevOps and SREs would monitor and manage the performance and resources used based on their previous experience.
You built trust in this system by working with people, understanding how they thought, and limiting the ways that any one individual or tool could go rogue and devastate the system. Building trust in an AI-enabled SDLC needs these same things: working with people and ensuring they are responsible and accountable, sharing working processes and iterating on them, and minimizing the chance for mistakes.
The first step is to ensure that we enshrine humans as the responsible parties and flag where AI made contributions. Everybody talks about “human-in-the-loop,” but as Charity Majors, CTO of Honeycomb, pointed out, “Human-in-the-loop sounds like a pity invite. I made the loop, I own the loop, I'm the only reason that loop exists. It is MY f***ing loop!” The person pushing the commit owns that code. The people approving those PRs own that approval. If you broke prod on a Friday before AI, you didn’t blame your IDE. If you break it now, the problem doesn’t lie with the agent; it lies between the keyboard and chair.
Collaboration in the age of AI can be a harder and stranger thing. Agents let you expand the idea of what a fullstack developer is, doing everything from product requirements to DevOps in a coding agent. Developers can very easily become a silo of one. “You don't have to, say, check in with your designer about the design because you just got an agent to build the design,” said Jaime DeLanghe, chief product officer at Slack, “and you don't have to work with another engineer in a specific domain to understand their code base because you just ask the agent the question. You could go way down this path and create a massive PR.”
Some folks have suggested prompting agents in a shared room, so everyone can comment and modify the process. Others have suggested that every PR include transcripts of the prompting process. This view into the conversation with an agent might even give greater insight into how that code came about. “It's so cool to be able to open up a PR and actually see how the developer was thinking and how they were problem solving,” said Dane Knecht, chief technology officer at Cloudflare.
Where the old process used access controls, audit trails and diffs, and CI/CD checks to limit the blast radius of any mistake, the new process needs to remove chance before the code is written. That means ensuring everything you want the code to do is explicitly stated in the prompt. You can use spec.md files for this, but anything not specified might now get built. “If you leave anything up to chance, it will be left up to chance,” said Scott Hanselman, VP of Developer Community at Microsoft. “I got this little ring light app to build, and I'm on x64. I wanted it to work on ARM, so I needed to tell it, 'Make me an ARM version.' If I didn't do it, it wouldn't have happened.”
Of course, you can’t cram everything you need into a clever prompt (nor should you). You’d end up repeating yourself a lot and almost certainly missing a few things that exist as tacit company knowledge. Lots of smart people are out there thinking about providing better context to your agents and giving them long-term and short-term memories. The trick is giving your agents the right context that your code needs. Normally, this would be the seasoning that senior devs get over time. But agents need you to capture that knowledge somewhere (like Stack Internal), verify it, and serve the right bits up as context when needed.
So you’ve got the world’s best prompt. You gave your agent the right context, and it built something that passed peer review and got pushed to prod. Your next check on the system is to never build that piece of functionality again. You’ve got a perfectly good software component; don’t lose it, reuse it. “The DRY (don’t repeat yourself) principle is our main principle,” said Laly Bar-Ilan, Chief Scientist at Bit. “AI today is inherently WET (write everything twice). This developer tells it, ‘Okay, generate a button,’ and it gladly does so, and then another developer in another team asks it, and then there's another button in the code base.”
The biggest hack to building trust with AI agents, though, might be to know when not to use them. Even with all the above guardrails on your process, there’s still a bit of a dice roll involved with AI by dint of its nature. If you have a perfectly good non-deterministic solution in place, why reinvent the wheel? “We are trying to apply non-deterministic systems to a lot of scenarios where you should have deterministic code,” said Anil Dash. “LLMs are bad at that thing, and so why are we trying to use them as the hammer on all these things that ain’t nails? The humble bash script that has been running for six years is fine.”
We used to have trust built-in thanks to the people and tools we worked with. That trust came from predictability: You knew what they could do, you knew where their strengths and weaknesses were, and could you expect that your experience with them on Monday would match up with your experience with them Tuesday. The probabilistic nature of AI, as well as the speed at which improvements and changes happen, throws all that out the window. Process improvements can help engineer trust back into development.
In the good old days, we built processes around people, and we trusted those processes because we trusted the people we worked with. We built tools that we trusted to manage the process, and they acted as an extension of ourselves and the people we worked with.
With AI, we’re able to automate a lot of those processes. The good news is that work gets done faster. The bad news is that we don’t trust it when it’s done. The tools are new, the people are moving to more high-level roles, and we still need to build trust. With a more deliberate, explicitly-defined workflow that preserves human judgement, we can start to build trust in the new systems.
Successful teams won’t be the ones that generate the most code. They’ll be the ones building feedback loops, gold standard knowledge that provides the best context, and tools that align your process with your workflows.




Original: https://stackoverflow.blog/2026/07/29/developers-are-attached-to-tools-because-tools-encode-trust/ · Discussion
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When transit passes were designed by hand (2022)

letterformarchive.org · 70 points · Discussion
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                                                            Collections
                                                    

                      
                


                

                                    In the 1930s–60s, Milwaukee Electric Railway & Light Company offered trolley and bus riders a weekly burst of color and hand lettering. About 300 of these tickets are now in our collection.



                
                
                    

A Milwaukee streetcar, 1955. Photo courtesy Barry Lennon.

Milwaukee claims to be the inventor of the weekly transit pass, and for several decades they could also boast to have some of the most beautiful ones. On August 18, 1919, Milwaukee Electric Railway & Light Company (TMER&L) launched a weekly pass experiment for its extensive streetcar service. It was an overnight success and went into full operation in 1921. The design of the passes was utilitarian and banal until the 1930s when they brought the production in-house and added color, public-service announcements, information about local events, and illustrated depictions of civic history.


For design and letterform lovers, the passes issued between 1937 and 1972 stand out as particularly colorful and cohesive. They follow a fairly consistent design program of large hand-drawn numbers for the week of the year, lettering for the valid range of dates, and small-print information set in type, all functionally decorated with jaunty banners, frames, and rules. Thanks in part to a donation from type designer Tobias Frere-Jones, the Archive now holds about 300 tickets between 1932 and 1969.
                
                

                1930s–40s
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The beauty of the passes must have been a source of pride for both the transit operators and their users, because the designs continued to be produced by hand, on art board for printing plates, until 1992 with the adoption of the Mac and desktop publishing. This rigorous and enduring output of original artwork is unusual for a U.S. municipality, and the tradition survived multiple transitions between corporate ownership and government agencies.

“The Milwaukee Electric Railway & Light Co. (T.M.E.R.& L.Co.) and, after 1939, The Milwaukee Electric Railway & Transport Co. (T.M.E.R.& T.Co.) had its own print shop, where they would design and print these passes,” said John Giove, President and CEO of the Milwaukee Transit Archives & Museum. “This continued after 1975 when the Milwaukee County Transit System (MCTS) took over from the privately-run Transport Company.”

1950s



	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	



Giove’s museum holds a large collection of logs, drawings, and artist’s proofs from the 1980s and ’90s when a photoengraver named Klaus Birkhain was responsible for the artwork. Unfortunately, little history is recorded about the passes of the 1930s–60s, including who designed them. We welcome insight from local historians and transit collectors who can help us attribute these pocket-size gems of civic design!

1960s



	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	



These days, entering a subway or boarding a bus is as mundane as tapping a phone or plastic card with a design that rarely changes. Perhaps there is still room in a digital world for regularly updated passes with original artwork, even if it’s displayed on a screen. After two years of plummeting ridership due to the pandemic, cities are looking for ways to make transit more appealing, and adding some visual joy could be part of that equation.

Beyond transit, Milwaukee’s passes can serve as inspiration for anyone working with letters, numbers, and color, particularly on products issued as a series, or anytime there’s a desire to bring dynamism to the day-to-day.

— Stephen Coles, Associate Curator and Editorial Director

See more in the Online Archive

Read More


	Bloomberg CityLab

	Elizabeth Goodspeed

	Milwaukee Journal Sentinel

	Kindra Murphy’s Collection

	Tobias Frere-Jones’s Collection




            



Original: https://letterformarchive.org/news/milwaukee-transit-passes/ · Discussion
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Show HN: NixOS-DGX-Spark – Nix and NixOS on the DGX Spark

github.com · 64 points · Discussion

Try DGX Spark playbooks using Nix on DGX OS, or install NixOS on your DGX Spark for the full Nix experience. The repository provides USB images and a NixOS module with settings for DGX Spark systems.This works on the NVIDIA DGX Spark itself and also on the Asus Ascent GX10.
See my 5 minute lightning talk from Planet Nix for an intro: https://youtu.be/AvK_gi_snJE?si=MPKv3iiuS9B5elIE


Original: https://github.com/graham33/nixos-dgx-spark · Discussion
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Rooting, firmware analysis and persistent credentials of TP-Link TL-841N

blog.juni-mp4.com · 61 points · Discussion


        


2 Aug 2026



Now, let me just preface this with a disclaimer:





… and get used to this puppo, as you may see this a few more times in this post :’).

In light of continuing my bumbling foray into the hardware hacking landscape, I bought a bottom-of-the-line $10 
TP-Link TL-841N(EU) router off a random fellow on Facebook Marketplace, in a thrilling, high-stakes deal conducted in the middle of… a nearby mall.

My intention behind such a daring exchange was to practice the end-to-end process of pulling apart an IoT device to poke at it, access debug logs, potentially get a root shell, practice various kinds of firmware extraction (via UART & via on-chip flash memory), and even have a mosey about the filesystem for some potential security vulnerabilities later down the road.





Here’s a short overview of the journey so far, documented below:

1. Cracking it open: Finding the UART & getting connected
   
2. Dumping the firmware (Method 1. - UART & tftp)
   
3. Dumping the firmware (Method 2. - on-chip flashrom chip extraction)
   
4. Un-squashing the root filesystem
   
5. Having a Look-see - Preliminary Snooping/Analysis


Hang around until the end for discovering what kinds of various plaintext, hardcoded creds from the previous owner (censored) could be found on this device… one of which would survive even a full “router reset”.

Yeah. Kinda… no bueno?

Let’s dig in.



1. Cracking it open: Finding the UART & getting connected
 I began by searching the router model number up on the 
FCCID to check for its datasheet, to get information on the PCB, voltage levels & the available chips on the board.





Opening it up and finding the very-well-labelled 
UART ports for serial/debug interface access was straightforward, with one quirk being that the flash was found on the underside of my board - model number GD25Q64CSIG (
datasheet).




Finding the UART ports (four "traffic light" holes on right picture) on the shelled router (left)

If your device isn’t as friendly with labelling, you can also use a multimeter to probe each suspected UART port at boot time to determine which pin is which - the device’s TX pin should have a fluctuating voltage during boot (due to it transmitting various boot logs in the form of serial 1s and 0s, corresponding to fluctuations in voltage), and the GND pin should be 0V.



Probing the suspected UART pins at boot until I found one with a fluctuating voltage level (i.e. not the standard steady 3.3V or 0V for my router), indicating it's likely the `TX` port.

My trusty AliExpress 
USB-to-UART adapter (which I checked to confirm supports both 3.3V and 5V output, so we don’t fry anything) had the following pinout/wire colouring:

# Four-color DuPont terminal wiring
RED: 5V
BLACK: GND
GREEN: TX
WHITE: RX


So, I connected the USB GND to the router’s GND port (or can just touch grounded metal on the board), USB RX to the discovered router’s TX port, and USB TX to router’s suspected RX port (which can be found by trying the remaining two pins, until you get a successful input by spamming a key on your keyboard once connected).

I soldered mine in for a better/persistent connection, & plug-&-play functionality 😜.



Soldering on the `GND`, `RX` and `TX` leads to access the debug interface hands-free!

Once I identified what /mnt/dev device my USB-to-UART device was and got connected up with picocom -b 115200 --logfile bootlog-tplink.txt /dev/tty.usbserial-1210 (using the common baud rate of 115200, which worked), we can see we’re dropped into a root shell once again! Too easy 😅.



(I also attempted to connect my phone to the generated TP-Link Wifi network, which generated the extra logs seen above)

Connecting my computer directly via one of the router’s LAN ports, we can be assigned an IP and access the admin console as expected:



Home sweet home... but how do we get in?

2. Dumping the firmware (Method #1 - UART & tftp)
 So, now I could see & navigate the filesystem, I wanted to dump & transfer it to my local device to perform some preliminary analysis!

Listing the flash partitions at /proc/mtd, as well as a few other mount details, gives us a good point to start:



Some preliminary details about the router's configured memory partitions

Preparing our receiving TFTP server
 So we can transfer the firmware files over, I installed & started a 
tftp-now server with tftp-now serve on my Mac (with brew, as am on apple silicon).

NOTE: Ensure to create a folder in your home directory corresponding to where you’re transferring the file from on your router (for me, from ~/var), otherwise you’ll get a “No such file exists” error when the tftp agent attempts to put its remote file on your computer (as it does so at the same path that it’s uploading it from, /var/).

To solve the (many) errors shown below, I created a temporary var folder inside my ~ home directory to match up with the file path the router’s tftp wanted to “put” to:



tftp-now server on my Mac

Now, connect your analysis computer to the shelled router's LAN port, & check that it's gets assigned an IP (like `192.168.0.200`) so they can talk to one another, despite not having internet access.

Switching back to our UART connection to the router, and checking we can begin to create a dump of the first flash partition with a tool like cat (if your router doesn’t have dd, like mine).


NOTE: Keep an eye on your router’s storage - if yours is also full (like mine was - use df to check), write the firmware dumps incrementally into the /var directory, which is RAM-backed and my largest partition (still only ~6.4 MiB).



To avoid overloading the RAM, for each partition dump, I used the below process:


	**Dump flash partition with cat /dev/mtd0 > /var/boot.bin    

	Transfer it over to the IP address of your receiving analysis laptop with tftp -p -l /var/boot.bin 192.168.1.100    

	Delete transferred flash partition with rm /var/boot.bin, and repeat.



# Process:
cat /dev/mtd0 > /var/boot.bin 
tftp -p -l /var/boot.bin 192.168.1.100 
rm /var/boot.bin

# Repeat above process for each sector, rm'ing as you go
cat /dev/mtd1 > /var/kernel.bin
cat /dev/mtd2 > /var/rootfs.bin
cat /dev/mtd3 > /var/config.bin
cat /dev/mtd4 > /var/romfile.bin
cat /dev/mtd5 > /var/rom.bin
cat /dev/mtd6 > /var/radio.bin


Tedious, but how it had to be (unless performing an on/off-flash chip extraction, or you have a USB interface on your router to write to).

However, for a CLI quality of life boost as stated in 
this article, “we can make our lives much easier by uploading our own fully-loaded BusyBox via the existing TFTP client on the device. You may find a precompiled little-endian MIPS BusyBox binary on the 
official website.” This will give us access to significantly more standard linux commands to use on the router.

Again, well, it should be evident, but…


We’re learning. It worked in the end. Firmware files extracted to my local computer over tftp & UART!

 An alternative way of analysing the filesystem is via an on-chip (or off-chip, if you want to desolder a tiny IC and have a hot air gun) firmware extraction. For this, I used the "
poor man’s flash extraction tool" - the CH341A.

I first found the flash chip - on the back of the board - and checked it was a flash chip with it’s model number. This also told me that the flash rom voltage is at 3.3V (
datasheet) so the CH341A i have is safe to use. Some chips run at 1.8V, not 3.3V, so before carefully placing the clip on the clip and plugging in the programmer, check your chip’s voltage (via online datasheets or multimeter). If it’s 1.8V, use a voltage adapter (bought with the adapter) to avoid possible damage.

Also, ensure the clamp-side’s red cord is in line with to PIN 1 of the router’s flash chip, which should be (typically marked with a small circle in the corresponding corner).




The on-chip extraction, with the circle marking where to align the corner of the clip with the red wire leading to it

Beginning of the chip model number often corresponds to type: so for our 25Q64CSIG, the 25 at the start means we would position our 8 pins over the slots marked as 25 SPI BIOS, whereas if our chip said 26, it would go on the EPROM I2C side.

After seating the PCB & connected cord in the USB programmer with the RED cord on the top right, as pictured below, double check that the red cord on the clamp-side is attached to PIN 1 of the router’s flash chip (typically marked with a small circle, as mentioned before).




The on-chip extraction, with the circle marking where to align the corner of the clip with the red wire leading to it

- [Video explaining the CH341A connection process in detail (Matt Brown)](https://www.youtube.com/watch?v=6Z5aWu9tqmA&t=207s)

Then, simply install & fire up 
flashrom, and run the following command to extract the firmware!

flashrom --programmer ch341a_spi -r modem.bin


Now we have modem.bin, which (being a full flash dump) should contain inside it, the same manually-extracted flash partitions as extracted via ftpd. However, to analyse it more meaningfully, we can split it up into the various boot, config, rootfs sectors like before with dd.

Manually carving out the flash sectors
 Using the memory sizes/addresses found before with /proc/mtd when on the router, we can manually carve our modem.bin flash dump into the identified sectors for analysis.



The commands run earlier on the router to map out the flash memory sectors

To get our first sector, mtd0, which presumably contains 
U-Boot based on our observed boot logs, we can use dd to carve the specified chunk out of modem.bin:

dd if=modem.bin of=mtd0-boot.bin bs=1 count=$((0x20000))

# Search for strings identifying u-boot
strings -a mtd0-boot.bin | grep -Ei 'u-boot|boot|version|console|baud|mtd|flash'


In this case, my U-boot sector wasn’t initially identified by binwalk automatically when I first analysed modem.bin, due to likely being a customised, vendor-modified version of U-boot. Hence why I decided to carve out the sectors manually according to the router’s /proc/mnt information, just for some additional accuracy and organisation.



Using `binwalk` to analyse the dumped firmware's structure

The presence of a customised U-boot was confirmed with strings finding Ralink UBoot Version in the mtd1 partition (the presumed linux kernel) when this part was carved out and analysed later on, indicating this was a 
Ralink-modified U-Boot version.

Anyway, running the strings command again on the extracted suspected U-boot mtd0 partition confirms it is the part of the flash containing U-Boot, and helps us identify more info about it, including U-Boot’s version number and behaviour.



Using `strings` to extract information about the U-Boot sector

I repeated the above process to carve our each sector of the firmware dump, until I had all sectors, mtd0-mtd6, for analysis.

# Carving out each sector from full modem.bin flash dump
dd if=modem.bin of=mtd0-boot.bin bs=1 count=$((0x20000))
dd if=modem.bin of=mtd1-kernel.bin bs=1 skip=$((0x020000)) count=$((0x140000))
dd if=modem.bin of=mtd2-rootfs.bin bs=1 skip=$((0x160000)) count=$((0x660000))
dd if=modem.bin of=mtd3-config.bin bs=1 skip=$((0x7C0000)) count=$((0x010000))
dd if=modem.bin of=mtd4-romfile.bin bs=1 skip=$((0x7D0000)) count=$((0x010000))
dd if=modem.bin of=mtd5-rom.bin bs=1 skip=$((0x7E0000)) count=$((0x010000))
dd if=modem.bin of=mtd6-radio.bin bs=1 skip=$((0x7F0000)) count=$((0x010000))


I asked the friendly (?) neighbourhood AI chatbot to help map a visual summary of the chip so far:

0x000000 ┌───────────────────────────┐
         │                           │
         │ mtd0                      │
         │ Custom U-Boot 1.1.3       │
         │ Ralink                    │
         │ 128 KiB                   │
0x020000 ├───────────────────────────┤
         │                           │
         │ mtd1                      │
         │ Linux kernel              │
         │                           │
0x160000 ├───────────────────────────┤
         │                           │
         │ mtd2                      │
         │ SquashFS                  │
         │ 6.6 MiB                   │
         │                           │
0x7C0000 ├───────────────────────────┤
         │ mtd3 config               │ 64 KiB
0x7D0000 ├───────────────────────────┤
         │ mtd4 romfile              │ 64 KiB
0x7E0000 ├───────────────────────────┤
         │ mtd5 rom                  │ 64 KiB
0x7F0000 ├───────────────────────────┤
         │ mtd6 radio                │ 64 KiB
0x800000 └───────────────────────────┘


If we use binwalk -e to extract what it can automatically from the original modem.bin, it also gives us the uncompressed kernel image (mtd1) in the form of decompressed.bin, which checks out when looking at its identified magic bytes below:



Verifying that `binwalk` detects the linux kernel image on our second `mtd1` sector

4. Un-squashing the root filesystem
 Another reason that I had to carve out and extract the mtd2 squashfs filesystem manually with dd was, once again, because I’m on a mac. And the sasquatch command initiated as part of binwalk’s extraction process (when extracting a squashfs sector) continued to fail for me (despite being installed…),

Oh well. At least we know what to do from above to get and un-squash the rootfs for analysis:

# extract the squashfs filesystem directly
dd if=modem.bin of=mtd2-rootfs.bin bs=1 skip=$((0x160000)) count=$((0x660000))

# check it's squashfs
file mtd2-rootfs.bin

# unsquash it (uses xz) to explore
unsquashfs -no-xattrs mtd2-rootfs.bin



Note: If you get errors like create_inode: could not create character device squashfs-root/dev/zero, because you're not superuser!, don’t panic. As the filesystem contains device nodes under /dev, your computer (MacOS for example) may not permit a normal user to create those special device files. However, they’re (allegedly) not usually needed for firmware analysis, but you can use pure Linux to unsquash this while preserving the device nodes with sudo.



(yes, i know this would’ve just “all worked” on linux. i am waiting for my poor mac baby to die before the final leap.)

Comparing the two extraction methods (left done via Method 1, tftpd, and right via on-chip extraction, Method 2), we can see nearly identical copies of the filesystem to analyse!



Comparing the results of our two extraction methods

Now, we can proceed to analyse the dumped binaries/unsquashed filesystems using strings, grep, and binwalk, to understand how the router works and perhaps even uncover some juicy vulns later down the track…!

But, I’ll leave the groundbreaking vulnerability reversing to part 2 (or more capable souls than I), as this is getting long, but thanks for sticking along for the ride! We’ve eztracted firmware from a router in two ways; via tftp over UART, as well as by using flashrom for a direct on-flash-chip firmware extraction. \

But… we should have a peek before we go, shouldn’t we? Just a little?

5. Having a Look-see - Preliminary Snooping/Analysis
 
NOTE: I am just poking around here to learn more about what is/isn’t exposed & accessible on a fairly typical IoT device that I own and have full authority over. The device was factory reset before being sold to me, and no discovered credentials were used to access any unauthorised material.



Now, to introduce you to the cheap & nasty firmware analyst’s favourite tool: strings.

As stated on it’s man page, strings "…looks for ASCII strings in a binary file, object, or standard input.". So we can quickly parse compiled .bin files and the like for a dirty peek at any readable strings that may exist within, which is most likely to be either text the program prints, or plaintext configuration values (depending on compilation type, of course).

Examining the mtd3-config.bin first, where router-specific configs should live, with strings mtd3-config.bin | less, we can actually find the router’s hard-coded WPS password in plaintext, i.e. the one printed on the back of the router!




Finding the hardcoded plaintext WPS password, located on the bottom of the router

Well, uh, upon further research: we’ve stumbled upon what appears to be a previously discovered “CVE” (
CVE-2026-4346), in fact:


“The vulnerability affecting TL-WR850N v3 allows cleartext storage of administrative and Wi-Fi credentials in a region of the devices flash memory while the serial interface remains enabled and protected by weak authentication. An attacker with physical access and the ability to connect to the serial port can recover sensitive information, including the router’s management password and wireless network key. Successful exploitation can lead to full administrative control of the device and unauthorized access to the associated wireless network.”



(Although I’d say, if someone’s got hardware access to your router’s serial interface/flash chip in the first place, you’re already pretty borked. And I wouldn’t call it protected by “weak authentication”… no authentication.)

Another gem uncovered by strings mtd3-config.bin | grep -ri "pass" are hardcoded credentials for what appears to be previous 
PPPoe ISP/router provisioning credentials (the @unitiair portion strongly suggesting an ISP/service-provider account).



The hardcoded plaintext PPPoe ISP customer credentials, presumably from the previous router's owner (verified via OSINT)

Oopsies.

And for an even bigger oopsies/yikes, even after performing a router factory reset, these credentials were still accessible via the freshly-dumped config partition of the firmware.

Given that I am not the local small business whose email is listed in plaintext in the un-redacted version of the picture above, nor a customer of Unitiair, I don’t believe I should still be seeing this after the router was “reset”.

This means that not even a FACTORY reset of the device (holding down RESET button for 10 seconds, and verifying reset was performed by checking boot logs, as detailed in the 
TP-Link documentation), which most consumers would presume would wipe all user OR ISP-modified settings from it, can truly erase the ISP 
PPPOe WAN credentials.



Boot logs during the router's factory reset



Comparing the initial firmware dump to the factory-reset firmware dump

So, a factory reset leaves a previous subscriber’s broadband authentication credential recoverable from persistent flash storage., in Firmware Version: 0.9.1 4.16 v0001.0 Build 170622 Rel.64334n (the latest for 
my EU model of the router)



The router's listed firmware version


Whilst you don’t seem to be able to authenticate to this ISP itself (which, luckily for them, requires an account number to login, unlike my ISP which uses email), user/ISP modified credentials stored in plaintext persisting after a reset is… not a great privacy sign for what is considered a “factory reset” device.

Anyway…


Searching for more “sensitive” strings in the extracted root-fs (mtd2), we get both the router login from ./web/help/RestoreDefaultCfgHelpRpm.htm, as well as the hashed password of the admin OS user.


grep -RniE 'password|passwd|credential|admin' . 2>/dev/null
...
./web/help/RestoreDefaultCfgHelpRpm.htm:20:<li class="admin">Default User Name<B> - admin</B>.</lI>
./web/help/RestoreDefaultCfgHelpRpm.htm:21:<li class="admin_0">Default Password<B> - admin</B>.</lI>...
./etc/passwd.bak:1:admin:$1$$iC.dUsGpxNNJGeOm1dFio/:0:0:root:/:/bin/sh




`grep`ping the admin account's password hash

So, we can login to the router admin interface thanks to the golden keys of… admin:admin. Of course!



Behind the gates we sneezed on to open...!

Additionally, as we recovered an UNSALTED admin hash from /etc/shadow, we can try and crack the admin OS user account’s password (whose permissions are mapped to root, GUID=0, so an account that’s kinda useful):


	
Wordlists



## Create password hash file
printf '%s\n' '$1$$iC.dUsGpxNNJGeOm1dFio/' > admin.hash

## check it with cat
cat admin.hash

## download a wordlist (see link) & use with hashcat to crack MD5 hash (easy, as has no salt)
hashcat -m 500 -a 0 admin.hash common.txt --status


Our master account password was, of course, cracked within a few seconds…



Cracked in 1,2,3,4...

admin:1234 - fun times.
i’m quaking in my boots :’).

well, until next time - see you for the 
squeakquel!



(Jeanette is my spirit animal)




        




    



Original: https://blog.juni-mp4.com/posts/42/rooting-the-tplink-tl841n-pt1/ · Discussion
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I read Brennan Kenneth Brown's What have note-taking PKMs accomplished, really?, and found myself writing a lengthy response. But, after I wrote my response I reread Brennan's article and found myself in a bit of a quandary. I found myself asking a simple question: was it intentional that he presented both arguments and counterarguments in his piece? That seemed to have a simple answer: yes.


Any good piece of writing should undertake to present the relevant perspectives, and treat them seriously. But this is where I stumbled to understand Brennan's position. While he presented the counterpoints, or counterarguments to these positions, he didn't seem to treat them in the same manner as his primary arguments and points. That has caused me to think about his article from a different perspective.


What Was the Purpose


There is a statement, or rather a question, that forms the premise of Brennan's argument about Personal Knowledge Management:


Obsidian has been out for six years now—has there been an increase in public-facing understanding and knowledge?



That is a question that, the more that I look at it, seems completely wrong. It's taking the idea of a single piece of technology, a single application, and asking what that tool has contributed to the world. How does anyone measure what the contribution of a piece of software is to the world?


Take for example a couple of applications that have been around for many more decades than Obsidian: Emacs and vim. Have Emacs and vim contributed to “public-facing” understanding or knowledge? No, they haven't. However, what they have enabled people to do a lot of things: write code, programs, applications, papers, documents, books, poems, and a lot more.


The tool doesn't make the contribution. The tool enables people to make contributions to the world. But Brennan goes on to double down:


I think it's safe to say that, while there have always been courses and lessons on productivity people sell and buy, the unique values and principles of Obsidian (local plain-text files written in Markdown, data privacy, portability, “future-proofing,” etc.) give the ideas and the people behind them a certain higher-brow purpose and epistemological value.



And this is where the wheels come completely off the train. Basically nothing about the linked document supports the statement that Brennan is making. The page in question does not mention: data privacy, portability, or “future-proofing.” What it does suggest is, “We believe in plain text for something as important as your knowledge base. […] When the file system replaces the cloud, you get flexible options to work with your files: you can back them up with Dropbox, use Git to do versioning, or encrypt your disk for security. Whatever works on your file system will work on your Obsidian knowledge base.” There is no hint at the concepts being “higher-brow” or anything to indicate an ascribed “epistemological value.”


Instead, the core argument the Obsidian team makes is nearly the opposite:


Note-taking is a highly personal activity. Naturally there is no single all-encompassing solution for everyone.


Instead of providing you with an opinionated and assembled product, Obsidian gives you a foundation and numerous functional building blocks to discover and build your own solution.


The foundation is to be able to view files, edit them, and search them. For the minimalist, that's enough.



So where Brennan came up with all of this “future-proofing” and “highbrow” and “epistemological value” is minimally unclear, and maximally misleading. Obsidian is just a tool. A tool that is designed for users to create the system they want or need.


Where I think Brennan has gone wrong with this is reading or watching what others have said about Obsidian as a tool. I have seen this ecosystem that seems to have developed around Obsidian, and honestly it is quite off-putting. But should we judge a tool by its users? Or should it be judged based on what it's developers have provided?


I think I am going to side with the developers on this one.


Brennan then posits his central thesis a second time:


My concern is in the lack of critical examination of what these complex, robust systems are producing: Has there been a meaningful increase of understanding and creation thanks to personal knowledge management systems? This is the question I want to investigate and try to answer.



I do wonder what “complex, robust systems” he means at this point. He's only mischaracterized Obsidian, which certainly at its core is not all that complex. It's a personal Wiki with a few extra features. Wikis have existed since 1994 when Ward Cunningham developed the first one (which was installed online in 1995).


Believe it or not, we haven't even gotten to the meat of Brennan's article yet. This article is so dense with information that it's going to take a lot of work to go through and pull it apart for a clear examination.


Personal Knowledge Management Systems


After providing a list of PKM's (most notable of which are PARA, Johnny Decimal, Zettelkasten, GTD, and Commonplace Books), Brennan sets out a series of questions for the examination of these systems:


	First, what does it mean to make an important and meaningful contribution to our understanding of the world?

	Second, are PKM frameworks being used by those making important, meaningful contributions in fields of academia and communications? By communications, I mean synthesizing the understanding of expert-domains so these discoveries can be understood and shared among everyone instead of gatekept by elitism.

	Third, what does the process actually look like for the actual people who write important papers and books?

	Fourth, what is the throughput and output of the people who have dedicated themselves to PKM frameworks?





This series of questions, in itself, is something of a mess. The first question doesn't have any relationship to personal knowledge management. What a person contributes to the world isn't measured by their ability to store or regurgitate information. Making an “important and meaningful contribution” is a highly nebulous concept that is dependent on the audience and the author.


The second question is a complete shift in scope. Making “important, meaningful contributions” to academia and communications is not the same as making a contribution to “our understanding of the world”. And then there's this: “…shared among everyone instead of gatekept by elitism.” To many, academia is quite literally a form of elitism that gate keeps information. (Aside: I could make a long argument here about what happened to Aaron Swartz in his attempt to liberate the information that was being gate kept by academia.)


Third question: surely it looks like whatever works for them, right? I mean, this is what the promise of Obsidian is in the first place: “Note-taking is a highly personal activity. Naturally there is no single all-encompassing solution for everyone.” If someone wants to use PARA, they use PARA. If they want to invent their own system (spoilers) then they will do so. Again, how is this relevant? Is a person's choice of system indicative or predictive of their ability to perform some task?


The fourth question is, possibly, the most valuable, and yet the most difficult. How do you know what people are choosing to use for their knowledge management? How does someone measure “throughput and output”? Certainly you can perform a quantitative analysis of this, however assessing the qualitative nature of this question is far more difficult.


Next we talk about German sociologist Niklas Luhmann, whose Zettelkasten system has become widely known, and is frequently cited as a “genius” method for organizing one's notes or information. Brennan here thinks of this as a “Myth” because no one has been able to take Luhmann's notes and create new works based on them. People have realized that his system was idiosyncratic to Luhmann himself. But does that make his methodology a “myth?” I don't think so, it just means his method was specific to him.


The Questions


At this point Brennan starts going through the questions that he outlined (as quoted above), only there's a bit of goal shifting here.  For example, question one is now stated as “What counts as a meaningful contribution to understanding?” Before it had to be both “important and meaningful” and it had to apply to “our understanding of the world”. But, nonetheless, let's continue. Brennan states:


The empirical literature on insight and creativity centers on incubation, the act of stepping away from a problem, unconscious restructuring, working memory offloading. This is not the act of browsing a hyperlinked card catalog.



Incubation is, quite literally, a portion of the process that systems like PARA (Forte, Tiago. Building a Second Brain: A Proven Method to Organize Your Digital Life and Unlock Your Creative Potential. Vol. 1. Simon and Schuster, 2022.) actually supports. In Chapter 3, he quite clearly states:


There are four essential capabilities that we can rely on a Second Brain to perform for us:

	Making our ideas concrete

	Revealing new associations between ideas.

	Incubating our ideas over time.

	Sharpening our unique perspectives.





(Emphasis added.)


The understanding is that this is very much in line with the ideas that works about insight and creativity have suggested. This isn't just spending time “browsing a hyperlinked card catalog.” It's storing information such that it can be found when it is needed and additional information might surface during the process that allows intuitive leaps in problem-solving. This whole concept is completely in line with the papers being cited.


And then Brennan disproves his whole point by pointing to a paper: Scholars ARE Collectors: A Proposal for Re-thinking Research Support which makes the point that academics are “hoarders” of information. And they organize and interact with this information in their own way. In other words: they make intuitive leaps through use of hoarded information.


The next question, “Are PKM frameworks used by people making real contributions, or mostly by people selling PKM?” is completely different from the one listed in the beginning of the article: “Second, are PKM frameworks being used by those making important, meaningful contributions in fields of academia and communications? By communications, I mean synthesizing the understanding of expert-domains, so these discoveries can be understood and shared among everyone instead of gatekept by elitism.”


Seriously? How does the literal questions keep changing this much? The first question mostly in scope. But now, the second question doesn't even match between statements of the question. I think I know why this happening, which I will explain towards the end of this article. For now, we'll talk about the revised question.


Brennan notes that there is a whole market of people selling books, courses, and other materials about PKM. And, makes note that it is likely that those who are writing and doing training about it are not likely applying their teachings.


Honestly, I don't know that this is really an issue.  There are people that get into many lines of work, including things like life trainers, gym trainers, motivational speaking, etc. What works for one person may not work for another person. Listing off a bunch of people that don't use a system doesn't disprove the system, it only shows that there are other methods that can be used.


The part that I think was hilarious about this section was the “gotcha” Brennan tries to make of this post on the Obsidian forum. The way the original poster made his post, it's obvious that he was trying to promote his own book, and his website. But then one respondent posts a literal bibliography of at least fifty works the original poster didn't reference. The clear implication of this post: the original poster is unqualified in the field, he hasn't done his research. And yet, here we are, using this post where someone is debunking the original poster as an example.


Okay, on to the third question:”What does the process actually look like for people who write important books?” Hey, what do you know: this time the questions actually match!


Now, while I love to examine the processes of others when possible to glean any insights I can from them, and possibly integrate some of their concepts into my own, I don't see how this proves anything. Just because people that are highly successful, or are high functioning in their field don't adopt a PKM methodology or specific tool is no reflection on the methodology or the tool. It's just a matter of the person having found the tools and methods that work for them.


So, let's look at this statement from Brennan:


The analogue systems used by demonstrably prolific working writers are project-bounded and disposable. The digital PKM ideology sells the opposite promise of a permanent, ever-growing, cross-project system that gets more valuable the longer you maintain it.



Are the analogue systems always project-bounded? There are many times when fiction writers have started developing some idea or concept for a work, but found that it didn't fit the story they wanted to tell. So, do they just throw it away? No. They put it aside someplace only to be retrieved when it fits in the story they are writing.


The PKM system, on the whole, is about building a knowledge base, basically a library of knowledge that you can pull from. When you have a specific project, you pull the information that fits specifically within the scope of the project you are working on. This is basically no different from going to a library and gathering research materials. Just because a library has hundreds of thousands of books that don't apply to your field doesn't mean those books don't have value. There are likely books that don't fit in your field of study that still have value to you for other reasons.


Singling out three or four people that have processes that are completely different from PKM method doesn't disprove anything about PKM methods. It just shows that those methods don't work for them.


Okay, on to the last question: “What is the actual throughput of people dedicated to PKM?” Originally this was stated as “throughput and output” but now the scope is narrowed to “throughput”.  And, what exactly is “throughput?” Is that quantifiable or measurable? Output could be quantified or measured: X number of articles, Y number of books, Z number of videos… More importantly, one could consider the potential impact based of their work product based on their relevance as measured by following.


The example given in this section is of Theo Stowell, someone who has been writing about PKM and using Obsidian for several years, and now is supposedly developing a new tool. How relevant is he? Well, the highest number of followers for Theo I could find was on Medium, where he has 1.8K followers. Everywhere else I looked (YouTube, Instagram, Substack) he had well below 1K followers, and in many cases well below 500 followers.


Now, how big is Obsidian?  On Obsidian's own website, they indicated there were around 750K downloads by 2022. The most recent estimate I could find of Obsidian's distribution was in this Fueler article, which states there are between 1-1.5 million copies of Obsidian out there.


So, I don't understand the example of Theo Stowell, he doesn't seem to represent a significant presence in the Obsidian community considering there are plugins with well over 1 million downloads (23 as of this writing).


Now, we know that there is a big market around self-help, personal-development market. And organization systems, methods, and tools is a part of this market. But, honestly, it's not as big as it might seem.  Tiago Forte, the most notable name in the PKM had a revenue of about $2.4M from his “Building a Second Brain” book. But when all the expenses were factored in, he netted approximately $1.26M. That is on the sale of 500K books.


Sure that sounds like a decent chunk of change, but in a market worth somewhere around $46 Billion in 2025, $2.4M is a fairly small amount compared to the potential. Obsidian is very difficult to estimate, but based on the referenced Fueler article, its revenue is somewhere between $5M and $25M annually. And even that is still a fairly small amount when compared to the overall industry.


Where Did Brennan's Article Go Wrong?


When I started the first draft of this response, I was stymied by how so much of the article had gone so wrong. I was thinking, “I don't know how I can ever explain this.” But, then, just when I thought I was going to have to say “I don't know” an article popped up on Bubbles that provided some insight: People and Blogs: Brennan Kenneth Brown. In particular, there is a segment about Brennan's writing process where he points to a post on his own site: My Blogging Workflow: A routine for nearly a post a day for 4 months straight., wherein he talks about how he handles the research parts of his posts:


Regardless of my focus or topic, I go as fast as possible, as I want to reach 750 words in around 20 minutes, though sometimes it takes much longer.


How do I have articles heavy with links and stats and quotes from others if I'm writing so quickly? When I'm writing a research-heavy essay or commentary, I'll put something in brackets with TK and return back to it in the editing process so I don't slow down with the writing.



Rightly, he points out, this is a practice from journalism, as journalists are frequently writing in the field and don't have access to the research materials. But, there is a pitfall to this process: in trying to write and edit articles quickly, it can lead to poorly done research. And that is what appears to have happened with this article. Many of the cited (aka linked) articles, papers, and websites are inconclusive in relationship to their supposed point. In some cases they don't support the arguments that are being made at all.


This response post has been a two-day slog for me through all of this, and trying to do some quick research of my own to correct the misleading information in the original article. Indeed, a lot of this is my opinion or my interpretation of the materials that Brennan has placed before his audience. However, it's pretty simple to see that there is a substantial portion of his article that just was not well considered.


Conclusion


And this is where I get to point to a substantial irony in this story. Much of Brennan's issue with PKMs and tools like Obsidian is that we don't see a lot more output from people. That instead, we see quite a few people that have gone the route of trying to become influential in the PKM field, and writing their own books about it (with or without appropriate levels of research).


Brennan himself, has documented that his approach is to write a post every day. He makes it a process by which is tries to write 750 words in 20 minutes. He also notes that he has written quite a few novels, all of which are self-published works.


Personally, all of this is sounding completely backwards from what I was taught to do when writing a research paper. I was always told: come up with a thesis, do the research, and only when the research is complete write the paper. In fact, I was called out several times in school for not having done my research well, and trying to use sources in a narrow manner to prove points that they didn't support. Sound familiar?


I always had the excuse that I was working on a deadline, and I didn't realize the complications that I was going to run into, so I did the best with the materials that I had. But the fact was that I hadn't done the research properly, and I hadn't based my writing on the research. Instead, I went into the writing process trying to prove my thesis correct, even when it was weak or incorrect.


And that's the issue with Brennan's article. There is just a lot of the research that doesn't completely support the underlying statements. And even Brennan knew that he couldn't make the information fit the narrative that he had in his mind when he sat down and started writing. That's why we see things like restatements of questions that have substantial shifts in scope.


In the end, I think Brennan went into his post with good intention. But he became over-ambitious and let the whole thing creep out of his control. However, there is one thing that we both agree on: AI. As he states in his article:


I promise there is a deep debt to be paid if you attempt to offload cognitive labour to a non-deterministic machine, especially if you care about objectivity and facts.



Indeed, AI is no replacement for the labor of actually committing one's own cognitive processes to the page or screen.
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Tesla and the Chinese push the market upwards — EV Share Jumps to 37% in Europe!

Thanks to a number of factors (new cheaper models, high gas prices, mass arrival of Chinese models, etc.), EVs are currently in high demand in Europe. Some 366,000 fully electric vehicles were registered in Europe in June, which is not only a 50% increase YoY, and the fastest growth rate this year, but also a new BEV record!

Overall, plugin vehicles were up 41% YoY, dragged down by plugin hybrids, which grew only 23%, thus placing June’s plugin share at 37%.

This difference in growth is also visible in the BEV vs. PHEV sales breakdown, with BEVs having 71% of all plugin sales in June. That placed their yearly average at 69%, which is their highest share since … 2012! Yep, like in China, it seems PHEVs are starting to lose the race to their BEVs counterparts…

With BEVs pulling the market upwards, the year-to-date share for BEVs is now at 23% (33% for PHEVs and BEVs combined), which is already higher than the 2025 final result (20% BEV share, 29% adding PHEVs). This is an encouraging sign if we want to be close to 100% PEV share by the mid-2030s.

Looking at the other fuels, there aren’t really major changes in trends in an overall market that grew 13% YoY in June to 1.4 million units. Plugless hybrids (HEVs) followed the overall trend by growing 17% YoY, to a market share of 35% — added to the 37% of plugins, that meant that in June, 72% of all cars sold in Europe had some kind of electrification, while pure ICEVs are … going down the drain.

Petrol was down 12% in June to 21% share, while diesel (-17% YoY) is now bordering on irrelevance, having just 6% of the market. A few more months, and probably i won’t even mention diesel anymore.

    

Looking at the best sellers in several size categories, the EV push is starting to get visible, while we are far from the EV domination we see in China, things have indeed moved on in Europe compared to last year.

Before, the only EVs that we saw on the overall podiums were Teslas. Now, the A-segment has the Leapmotor T03 as the overall 3rd placed model, closely followed by the Dacia Spring (5,676 units). Perhaps unsurprisingly. After all, the same happened in China before — it is in the city car category that EVs have the highest possibilities to have a fully 100% plugin podium sooner. First, the ICE competition is shrinking. Then, not only do we have the Leapmotor T03 already on the podium, but the new Renault Twingo is set to become a success, probably selling at higher levels than the Chinese EV. And … with a new Dacia Spring set to land soon, we have three competitive electric city cars ready to take over the podium.

Oh! And let’s not forget that a new Panda city car (Pandina?) is set to start in 2027, both in BEV and ICE versions. Speaking of which, adding an ICE version to the new Panda is another bad decision from Stellantis product planners, because while it is true that the 500e lost sales as years went by, it wasn’t because people wanted to go back to ICE cars, but because other, better, cheaper EVs started to land on the market, cannibalizing the 500e’s sales.

So, if I were them, I would make the new generation 100% BEV and keep on selling the old ICE generation for petrol diehards, as the “Panda Classic” or whatever.


Looking at the other segments, the B-segment is still ICE-heavy, with only the #3 Peugeot 208 having some degree of electrification (16% of sales are from the BEV version), the C-segment is a bit more electrified (#2 VW Golf is 14% PHEV, and #3 VW Tiguan is 32% PHEV), but it is the full size category where electrification is significant, with the #1 Mercedes E-Class having 36% of sales coming from the PHEV version, the #2 BMW 5 Series being 89% electrified (either with the BEV i5 or the PHEV versions), and the #3 BMW X5 having 28% of its sales coming from the PHEV version. And the 4th best selling model in this category was the fully electric Audi A6 e-tron, with 3,850 units.

So, A, D, and E segments have good electrification perspectives, but the all-important B and C segments, the most important in Europe, are the laggards.



Looking at the best selling EV models, the big news this month was Tesla winning 1st and 2nd place. BYD had 3rd place to itself thanks to the Atto 2 (BYD Yuan Up in Euro-spec). Here’s a more detailed analysis of the top 5 EVs this month:

#1 Tesla Model Y — Tesla’s midsize crossover is back in the driver’s seat thanks to 34,480 registrations in June, which represented a particularly strong high tide. Deliveries jumped 43% YoY and led to the nameplate’s best result since March 2023. And there’s still no Model Y L helping the brand along…. Such a high number of deliveries meant that Tesla’s midsizer was the #1 model in the overall market, beating the #2 Dacia Sandero by a sizeable 9,000 units. The crossover was the overall best seller across a number of European markets in June — it was #1 in the United Kingdom, Iceland, the Netherlands, Switzerland, Denmark and Norway. With Model Y prices starting at €40,000, and after six years on the market, the crossover still offers an appealing package. Currently, you buy a Tesla with your wallet/head, not your heart. Which is exactly the kind of buyer that is now searching for EVs. Many of these people simply want to lower their running costs by switching from ICEVs to BEVs. (Also, it’s why they are so popular with Ubers and such.)

#2 Tesla Model 3 — Tesla’s sedan was 2nd in June thanks to 18,028 registrations, a significant 67% increase YoY that allowed it to be 7th in the overall European market. Benefiting from the same tailwinds as the Model Y (mass delivery of the standard version, a surge in EV demand), the 10-year-old sedan is running along. It has a lot of demand now that price-conscious buyers are in the market and its prices, starting around €35,000, place it, a midsize sedan, in competition with models one segment below, compact hatchbacks. While the heart of the midsize car market is probably lost for the Model 3, a new segment of buyers, somewhere between the C and D segments, is giving it a second wind. As of this moment, it seems Tesla’s sedan could recover its podium position in 2026 … which is no mean feat for a 10-year-old model wearing a body type (sedan) not popular in Europe.

#3 BYD Atto 2 (BEV+PHEV) — The Chinese SUV hit another record performance last month, 13,100 registrations, mostly thanks to the new PHEV version. Why so popular in Europe? Besides not having real competition in the small PHEV category, the top range version has a 18 kWh battery, providing a usable range (90 km/56 mi). Additionally, it has increasingly important vehicle-to-load (V2L) capability. With the upcoming Dolphin G PHEV small hatchback using the same powertrain, expect the Shenzhen make to have another representative on the European table soon, especially considering that the new hatchback will be made in Hungary.

#4 BMW iX1/X1 PHEV — The German twins are in cruise control, winning another top 5 presence in June thanks to 11,778 registrations. Benefitting from favorable lease rates to help things along, the BMW crossovers are the brand’s bread and butter models, at least until the Neue Klasse models (i3 and iX3) get up to full speed. With a deep refresh coming to BMW’s compact models later this year, promising to transform them into baby Neue Klasse vehicles, expect both, but the iX1 in particular, to upgrade their specs. That will make them more interesting than the current versions and allow the Bavarian brand to keep its compact models as podium material.

#5 Renault 5 (including Alpine A290) — Renault’s star player delivered 10,785 sales in June, with the iconic hatchback increasing its sales year on year by 38%, thus backing previous optimistic statements from their representatives. The truth is that the French manufacturer has done its homework, and while others are scrambling with what to do next, Renault is now reaping the profits of its EV strategy. Sure, no matter how attractive the 5 is, the truth is that in 2026, its space in the market will be squeezed, not only by external competition like VW’s own take on the R5 formula, the ID.Polo, but also by internal competition, with the equally cute new Twingo potentially stealing sales from below. That is why Renault is taking a page from its Chinese counterparts and will upgrade its R5 and R4 in a few months with more efficient motors and LFP batteries, because cute design can only take you so far (just look at the Fiat 500e). The real factor to make the French twins true volume models over the years is meeting  constantly evolving buyer expectations — regarding specs, value for money, and pricing.



Outside the top 5, there were a number of highlights to mention.

Starting with BMW, we have another record result from the new BMW iX3 (in 9th place with 8,439 registrations). One wonders if the midsize SUV has already reached its cruising speed or there will be even higher volume months ahead. Regardless of what might happen to the iX3, I am now curious about the production ramp-up of the upcoming BMW i3. Will the new midsize sedan also reach top 10 status?

In the Mercedes stable, its star player, the CLA EV, continued in near-record territory, having clocked 6,676 registrations, while the three-pointed-star brand continued to ramp up both the new GLB EV seven-seater and the GLC EV midsizer, with both now starting to reach significant volumes (3,622 units for the former, 3,116 for the latter).

Volvo also had a good month, with both the EX30 (16th, 5,585 registrations) and the XC60 PHEV (14th, 6,134 registrations) performing year-best results. This is a positive sign for the Swedes, as these good results happen at a time when many clients are waiting for deliveries of the much anticipated new EX60. Expect Volvo to have a positive second half of the year as the new electric SUV starts to be delivered in volume.

Finally, a reference is due for the return of the veteran Dacia Spring. Thanks to 5,676 registrations, its best result since October 2023, it returned to the table at #15. With a new generation coming soon, expect the Spring to once again become a regular feature on the table, as a more rugged-looking counterpart to the new Renault Twingo.

Outside the top 20, in such a strong month, there was plenty to talk about, with good news almost everywhere:


	At Volkswagen Group, the Audi A6 e-tron scored 3,850 units, a new year best, close to beating the current full size category kings, the BMW i5/5-Series PHEV twins (3,933 units).

	Ford saw its Puma small crossover reach a record 4,604 units, no doubt thanks to recent price adjustments and improvements.

	Thanks to the new Touring version, Toyota saw the sales of the BZ4X reach a new high, 4,802 deliveries.

	Besides the R5’s success, Renault saw positive results across the lineup, with the Scenic ending the month in 21st with 4,888 registrations, just 12 units below the #20 Kia EV3. The soon-to-be-refreshed Megane hit its best score in two years thanks to 3,231 registrations, no doubt a good omen for the refreshed version, all while the new Twingo continued to ramp up deliveries, registering 4,524 units in June alone. Will the friendly face of the Renault city car join the table in July? One thing is certain, the French carmaker had five BEVs (R4, R5, Twingo, Scenic, Megane) above the 3,000-unit threshold in June. Not bad, Renault, not bad….

	Kia’s new baby, the EV2 small crossover, ramped up deliveries to reach 3,357 units in June, while Polestar saw its 4 thingy score 4,099 registrations, a new year best.

	As for the Chinese OEMs, there’s also news to report. Leapmotor is expanding its success streak beyond the T03 city car, by pushing its B10 compact crossover to reach a record 3,542 registrations; and Xpeng’s G6 midsize SUV hit a record 3,177 registrations, a significant mark for the startup now that the all-important L3 compact crossover is a couple of months away from landing.





Looking at the 2026 ranking, the major change in the top positions was the three-position jump of the Tesla Model 3 into the runner-up spot. And with a higher than expected delivery peak, Tesla’s sedan managed even to (barely) remove the Skoda Elroq from the second place.

With the competition experiencing different kinds of headwinds in the second half od the year (the Skoda Elroq suffering from the competition of its smaller sibling Epiq, BMW compact crossovers going through a refresh later this year, the Renault 5 witnessing the landing of new small hatchbacks — the VW ID.Polo, Cupra Raval, etc.) and the BYD Atto 2 being too far away to be a real threat, all of a sudden the Model 3 seems to be the strongest candidate for the silver medal, won by it the last time in 2024.

Bring on the popcorn, because this looks to be fun!



As for the remaining changes, the BYD Atto 2 continued to rise, going up to 8th. BYD’s small crossover is set to become the brand’s best seller in Europe — although, the upcoming Dolphin G could steal some sales from it.

On the second half of the table, the Mercedes CLA EV and Leapmotor T03 climbed one position each, to #11 and #12, respectively, while the Audi Q6 was up to #17. It was a positive month for Volvo, with the XC60 PHEV going up to #14 while the small EX30 rejoined the table in 19th.

Also set to join the table soon is the #21 BMW iX3. With the midsize SUV riding high, and being only some 200 units below the Citroen e-C3, I wouldn’t be surprised if the hot new electric SUV from Bavaria replaced the French supermini in July….

A few notes regarding the overall manufacturer ranking — the winners are currently Tesla and the Chinese.


	Tesla sales were up 51% YoY in June, allowing it to be 11th overall;

	But the highlights regard Chinese OEMs, which doubled their share from 5% in June 2025 to their current 10%. The biggest volume players are #15 MG, up 49% YoY to 39,000 units; #16 BYD, up 147%(!), to 38,500 units; #27 Leapmotor, up 568%(!); #28 Omoda, up 178%; and … the interesting case of Jaecoo. Chery’s Temu Land Rover was 26th, a 202% improvement, with the Chinese brand now outselling the original Land Rover (by 14,000 units to 8,000), with the Brits now being only 30th in June AND seeing sales drop by 10% in that same month (while the overall market grew by a significant 13%)…. Yep, Land Rover is in trouble.





As for the plugin auto brand ranking, the leader, Volkswagen, remained in the lead, but it lost significant share (8.9%, down from 9.3% in May). Sure, it still holds a comfortable advantage over rising BYD (7.9%, up 0.1%), and its new small EVs (VW ID.Polo, ID.Tiguan, etc.), should help it recover sales, but…. Volkswagen cannot afford to miss any more chances. Or else the company will get BYD on its back. In its home market. And if you can’t win at home,…

BMW (7%) was displaced from the last place on the podium by a rising Tesla (7.1% share, up from 6.3% in May). It is interesting to see the difference in Tesla’s performance as a brand comparing 2026 to the three previous times that Tesla had a #1 plus #2 lead in the model table — in 2022, 2023, and 2024. In those years, Tesla got gold and silver in the model table and at the same time won the manufacturer titles.

Now, with the same #1 plus #2 lead in the model table, Tesla is only 3rd among manufacturers. And not by a lot…. So, what is the difference? Lineup depth. Tesla has the usual two best sellers. BMW has 11 models on sale in Europe. And BYD has 17….

In 5th we have Mercedes (5.8%, down from 5.9% in May). It held steady in the 5th position, actually gaining a little bit of distance over #6 Audi (5.5%, down from 5.7% in May).

Thanks to good results across the lineup, #8 Renault (4.9%, up 0.1%) is on the way up and could start to pose a threat to #7 Skoda (5,3%) soon.



Arranging things by automotive group, Volkswagen Group is firmly in the lead, but it has lost share, now at 24% share, a significant 0.8% drop. Still, with plenty of fresh metal coming soon, expect the German OEM to rebound soon.

There was a position change in the runner-up spot, with troubled Stellantis (8.3%, down from 8.6% in May) losing the silver medal position to BMW Group (8.6%, up 0.1%). The multinational OEM’s drops seem to have no end in sight, and it could even lose its podium position this year, as a rising BYD (7.9%) is now just 0.4% share behind Stellantis.

So … maybe now is the time for Stellantis management to wake up and smell the coffee?

Outside the top 5, #6 Geely is rising (6.9%, up from 6.7% in May), but for the time being, it is still far from #5 Hyundai–Kia (7.3%) threatening it.
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  As of today, the EU's rules on AI models become enforceable, cementing the European Commission's role as the world's most prominent regulator of this disruptive technology. Euronews takes a deep dive into what the rules mean for Europe and beyond.
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The AI Act is the first comprehensive law regulating artificial intelligence. Passed in 2024, some of its most significant provisions — notably those regulating large language models — become applicable this August.

As the law introduces first-of-its-kind rules, enforcing them presents a unique set of challenges, not least because new generations of AI technology emerge every few months. Brussels' experience is likely to resonate well beyond Europe's borders.

What are the rules about?

Initially, the AI Act was only meant to regulate AI applications. But when the public launch of ChatGPT took the world by storm in 2022, EU policymakers decided also to cover the underlying technology: large language models.

The rulebook sets out rules for all models that lack a specific purpose but can be adapted to a variety of use cases, requiring transparency on how a model was built, disclosure of any copyright-protected content used for training, and enough information for downstream users to understand the model's capabilities.

Additional requirements fall on companies developing the most powerful "frontier" models — those pushing the boundaries of the technology — compelling AI firms to identify and mitigate risks to society at large.

Last year, the Commission endorsed a voluntary code of practice drafted by world-leading experts, including Yoshua Bengio, detailing how developers should comply with the rules. Most leading Western AI labs, with the notable exception of Meta, signed the code.

"We've collaborated closely with the European Commission and the wider ecosystem on implementing the AI Act, including its Codes of Practice, and will continue working together to help Europe realise the benefits of the Intelligence Age," Tom Duff Gordon, OpenAI's Vice President and Head of EMEA Policy, told Euronews.

What challenges lie ahead?

The Commission set up the European AI Office to drive enforcement of the AI Act's rules on AI models. The task is enormous, taking on one of the most complex technologies of our time and some of the richest companies in the world.

The EU's resources are knowingly limited, and AI talent is in high demand, with public authorities competing with the private sector. The Commission is therefore seeking to tap into external expertise, namely a panel of scientists and a pool of highly specialised AI safety firms.

Still, AI in general, and frontier models in particular, remain a moving target: officials will have to keep pace with fast-moving technological developments without much prior experience or scientific consensus on how to prevent harm at scale.

At the same time, any decisive action from Brussels in this area is bound to draw the attention, if not the ire, of Washington, with the Trump administration particularly assertive in attacking the EU's digital rules when they affect American companies.

"The danger is that the current US administration treats this as an attack on US commercial interests, as it did when the Commission sought to implement its digital markets' rules in December 2025 and more recently this month when it sought to fine Google under the EU's Digital Markets Act," MEP Michael McNamara (Ireland/Renew) told Euronews.

What does it mean for Europeans?

The AI Act's core purpose is to make technology safer for European citizens, ensuring it does not harm their safety and fundamental rights. As such, it also applies to foreign companies that commercialise their AI technologies in the EU.

The industry has repeatedly attacked the law, arguing that it will slow innovation by placing an unnecessary burden on tech companies, forcing them to divert money from hiring engineers to hiring lawyers to handle the paperwork.

In practice, for European consumers and businesses, that might mean some of the most advanced AI models launch in the EU a few weeks later than in other markets, as firms ensure they have done their compliance homework.

Still, it will also mean that, at least in theory, Europeans can trust that if an AI model is available in the EU, it is safe to use. Given how embedded AI is becoming in everyday products and services, that time lag might be worth it.

MEP Axel Voss (Germany/EPP) called on the Commission to enforce the AI Act in close alignment with other digital issues, since AI technologies are increasingly embedded in connected products and online services.

"Taking the AI Office's lack of capacities into account, I very much hope that they do not waste their energy on niche concerns but instead align strongly with the priorities of their platform regulation colleagues," Voss told Euronews.

Is the EU setting the benchmark?

As the Commission has become the world's most prominent AI regulator, it will inevitably set the benchmark for how public authorities approach the technology, especially since other jurisdictions have taken a more wait-and-see approach.

That is why the enforcement priorities the AI Office sets for itself are bound to have an impact well beyond Europe's borders — not to mention the so-called "Brussels effect," the EU's capacity to set compliance standards for global companies.

There are two main schools of thought on the main risks AI regulation should address. The AI ethics tradition focuses on fundamental rights violations, such as discrimination and privacy, and the need to ensure human oversight.

Effective altruism, by contrast, emphasises so-called existential risks: the possibility that AI could cause catastrophic harm by helping build nuclear or biological weapons, enabling massive cyberattacks, or escaping human control altogether.

Recent episodes — Anthropic's Mythos-based model being pulled under US export control restrictions over concerns about its cyber capabilities, and an OpenAI AI agent hacking into an AI firm during testing — might push the Commission to focus its scarce resources solely on existential risk scenarios.

"The Commission must resist the temptation to devote its enforcement resources solely to cyber-offence and loss-of-control systemic risks," Laura Lazaro Cabrera, a director at the Center for Democracy & Technology, told Euronews.

"Enforcement should not be headline-driven, but should address the full spectrum of risks and ask whether fundamental rights and societal risks have been adequately considered," she said.


  



Original: https://www.euronews.com/my-europe/2026/08/02/eu-rules-on-ai-models-become-enforceable-whats-going-to-change · Discussion
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German carmakers flood jobs market with managers after wielding axe

ft.com · 28 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://www.ft.com/content/e345d51f-11f7-4d4d-8f09-86dd3a225597 · Discussion
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My personal AI benchmark: "Generate an SVG of a frog with a Habsburg jaw."

frogs.vaguespac.es · 27 points · Discussion

The model added significant editorializing beyond a literal depiction, including invented royal status ("Royal Imperial Collar," "Imperial Habsburg Crown," "Golden Fleece Medal") and mood/bearing descriptors like "Folded Pompously," "gloomy expression," and "Sad/Weary facial lines." It also inserted anatomical commentary framing features as medical/dynastic traits, such as "Belly Plate (Weak chest)," "Heavy Droopy Eyelids (Habsburg lethargic look)," and "weak maxilla."

          View SVG source
          <svg xmlns="http://www.w3.org/2000/svg" viewBox="0 0 600 600" width="100%" height="100%">
  <defs>
    <!-- Skin Gradients -->
    <radialGradient id="frogSkin" cx="40%" cy="30%" r="70%">
      <stop offset="0%" stop-color="#7bc65d"/>
      <stop offset="60%" stop-color="#478c33"/>
      <stop offset="100%" stop-color="#255218"/>
    </radialGradient>
    
    <radialGradient id="jawSkin" cx="30%" cy="30%" r="70%">
      <stop offset="0%" stop-color="#8ede6c"/>
      <stop offset="50%" stop-color="#529e3a"/>
      <stop offset="100%" stop-color="#2d5e1e"/>
    </radialGradient>

    <linearGradient id="bellySkin" x1="0%" y1="0%" x2="100%" y2="100%">
      <stop offset="0%" stop-color="#e2f7b3"/>
      <stop offset="70%" stop-color="#b6e071"/>
      <stop offset="100%" stop-color="#80ab3e"/>
    </linearGradient>

    <!-- Eye Gradient -->
    <radialGradient id="eyeIris" cx="50%" cy="50%" r="50%">
      <stop offset="0%" stop-color="#ffd700"/>
      <stop offset="70%" stop-color="#da9100"/>
      <stop offset="100%" stop-color="#804000"/>
    </radialGradient>

    <!-- Crown Gradient -->
    <linearGradient id="gold" x1="0%" y1="0%" x2="100%" y2="100%">
      <stop offset="0%" stop-color="#ffeea1"/>
      <stop offset="40%" stop-color="#d4af37"/>
      <stop offset="100%" stop-color="#AA771C"/>
    </linearGradient>

    <!-- Velvet/Ruff Gradients -->
    <linearGradient id="ruff" x1="0%" y1="0%" x2="0%" y2="100%">
      <stop offset="0%" stop-color="#ffffff"/>
      <stop offset="70%" stop-color="#e0e0e0"/>
      <stop offset="100%" stop-color="#a0a0a0"/>
    </linearGradient>

    <radialGradient id="ruby" cx="35%" cy="35%" r="60%">
      <stop offset="0%" stop-color="#ff9999"/>
      <stop offset="30%" stop-color="#cc0000"/>
      <stop offset="100%" stop-color="#4a0000"/>
    </radialGradient>

    <!-- Shadows -->
    <radialGradient id="dropShadow" cx="50%" cy="50%" r="50%">
      <stop offset="0%" stop-color="rgba(0,0,0,0.4)"/>
      <stop offset="100%" stop-color="rgba(0,0,0,0)"/>
    </radialGradient>

    <filter id="shadowFilter" x="-10%" y="-10%" width="120%" height="120%">
      <feDropShadow dx="2" dy="4" stdDeviation="4" flood-opacity="0.3"/>
    </filter>
  </defs>

  <!-- Background Shadow -->
  <ellipse cx="300" cy="530" rx="180" ry="25" fill="url(#dropShadow)"/>

  <!-- Back Body & Legs -->
  <g id="body-and-legs">
    <!-- Left/Back Leg -->
    <path d="M 180 380 C 120 390, 90 450, 130 510 C 150 540, 200 530, 210 500 C 180 490, 160 450, 200 410 Z" fill="#356625"/>
    
    <!-- Right/Main Back Leg -->
    <path d="M 360 360 C 450 370, 500 440, 460 510 C 430 550, 370 540, 350 510 C 400 500, 420 440, 360 400 Z" fill="url(#frogSkin)"/>
    <path d="M 420 500 L 460 530 M 400 510 L 420 538 M 380 512 L 380 540" stroke="#255218" stroke-width="5" stroke-linecap="round"/>

    <!-- Main Torso -->
    <path d="M 200 320 C 170 380, 200 490, 270 510 C 340 520, 400 460, 380 350 C 340 310, 240 300, 200 320 Z" fill="url(#frogSkin)"/>
    
    <!-- Belly Plate (Weak chest) -->
    <path d="M 220 330 C 200 380, 220 470, 280 490 C 330 500, 360 450, 350 360 C 300 320, 250 315, 220 330 Z" fill="url(#bellySkin)"/>
  </g>

  <!-- Royal Imperial Collar (Ruff) to frame the jaw -->
  <g id="ruff-collar" filter="url(#shadowFilter)">
    <path d="M 190 320 
             Q 170 300, 195 285 Q 170 270, 200 260 Q 185 240, 220 240 
             Q 220 220, 250 230 Q 260 210, 290 225 Q 310 210, 330 230 
             Q 350 220, 365 245 Q 390 245, 385 270 Q 410 280, 390 300 
             Q 410 320, 380 330 C 330 370, 230 360, 190 320 Z" fill="url(#ruff)" stroke="#d0d0d0" stroke-width="2"/>
    <!-- Ruff folds -->
    <path d="M 200 260 C 230 280, 250 310, 250 330 M 220 240 C 240 270, 270 310, 280 335 M 250 230 C 270 260, 300 310, 310 335 M 290 225 C 300 260, 330 300, 340 330 M 330 230 C 330 260, 350 290, 365 315" stroke="#b0b0b0" stroke-width="1.5" fill="none"/>
  </g>

  <!-- Head Base & Eyes -->
  <g id="head-back">
    <!-- Eyeball Tubercles -->
    <circle cx="230" cy="150" r="45" fill="url(#frogSkin)"/>
    <circle cx="335" cy="165" r="38" fill="url(#frogSkin)"/>
  </g>

  <!-- Eyes Outer Details -->
  <g id="eyes">
    <!-- Left Eye (Viewer's Left) -->
    <circle cx="235" cy="150" r="32" fill="#1a330e"/>
    <circle cx="235" cy="150" r="28" fill="url(#eyeIris)"/>
    <!-- Horizontal Frog Pupil (Droopy/Tired) -->
    <ellipse cx="235" cy="150" rx="18" ry="6" fill="#050a03" transform="rotate(-5, 235, 150)"/>
    <!-- Eye Highlight -->
    <circle cx="225" cy="140" r="4" fill="#ffffff" opacity="0.8"/>
    <circle cx="220" cy="146" r="2" fill="#ffffff" opacity="0.6"/>

    <!-- Right Eye (Viewer's Right) -->
    <circle cx="335" cy="165" r="26" fill="#1a330e"/>
    <circle cx="335" cy="165" r="22" fill="url(#eyeIris)"/>
    <!-- Horizontal Pupil -->
    <ellipse cx="335" cy="165" rx="14" ry="5" fill="#050a03" transform="rotate(10, 335, 165)"/>
    <!-- Eye Highlight -->
    <circle cx="328" cy="158" r="3" fill="#ffffff" opacity="0.8"/>

    <!-- Heavy Droopy Eyelids (Habsburg lethargic look) -->
    <path d="M 190 140 Q 235 115, 278 142 Q 250 145, 190 140 Z" fill="url(#frogSkin)"/>
    <path d="M 190 140 Q 235 115, 278 142" stroke="#255218" stroke-width="3" fill="none"/>
    
    <path d="M 300 158 Q 335 138, 370 160 Q 340 162, 300 158 Z" fill="url(#frogSkin)"/>
    <path d="M 300 158 Q 335 138, 370 160" stroke="#255218" stroke-width="3" fill="none"/>
  </g>

  <!-- Weak Upper Snout / Nose -->
  <g id="upper-head">
    <!-- Small, slightly sunken upper face -->
    <path d="M 210 170 C 210 200, 230 220, 260 225 C 280 228, 320 220, 340 185 C 320 180, 230 165, 210 170 Z" fill="url(#frogSkin)"/>
    <!-- Nostrils (Very close together, weak maxilla) -->
    <ellipse cx="245" cy="205" rx="2" ry="4" fill="#15300d" transform="rotate(-10, 245, 205)"/>
    <ellipse cx="258" cy="207" rx="2" ry="4" fill="#15300d" transform="rotate(5, 258, 207)"/>
  </g>

  <!-- THE HABSBURG JAW (Massive Protruding Mandible) -->
  <g id="habsburg-jaw" filter="url(#shadowFilter)">
    <!-- Base massive jaw structure jutting FAR forward and down -->
    <!-- Starts from ear area, sweeps way out past upper snout, forms huge chin, comes back -->
    <path d="M 175 250 
             C 140 255, 110 280, 120 310 
             C 125 330, 140 340, 160 365 
             C 185 395, 210 415, 265 420 
             C 320 425, 360 395, 375 350 
             C 385 320, 370 280, 345 260 
             C 310 285, 260 290, 220 280 
             C 195 273, 185 260, 175 250 Z" fill="url(#jawSkin)"/>

    <!-- Under-jaw / Distance depth -->
    <path d="M 160 365 C 190 420, 240 435, 285 430 C 340 425, 370 380, 375 350 C 350 390, 300 415, 260 410 C 205 405, 175 380, 160 365 Z" fill="#1f4213"/>

    <!-- Pouting Everted Lower Lip (Classic Habsburg Feature) -->
    <path d="M 170 260 
             Q 130 275, 135 295 
             Q 145 320, 180 325 
             Q 230 330, 280 315 
             Q 330 300, 350 270 
             Q 300 275, 250 270 
             Q 200 265, 170 260 Z" fill="#6ba64e" stroke="#2d5e1e" stroke-width="2"/>
             
    <!-- Inner Lip / Mouth Line (Downturned, gloomy expression) -->
    <path d="M 175 262 Q 220 280, 270 275 Q 320 270, 345 262" stroke="#102409" stroke-width="4" stroke-linecap="round" fill="none"/>
    
    <!-- Lip Highlight (Moist lower lip) -->
    <path d="M 150 295 Q 175 315, 220 318" stroke="#a2f081" stroke-width="3" stroke-linecap="round" fill="none" opacity="0.6"/>

    <!-- Prominent Chin Crease / Unfused Mandible Indentation -->
    <path d="M 235 345 C 240 375, 250 395, 255 415" stroke="#255218" stroke-width="3" stroke-linecap="round" fill="none"/>
    <path d="M 230 345 C 235 375, 243 395, 247 414" stroke="#7bc65d" stroke-width="1.5" fill="none"/>

    <!-- Chin Shadow/Highlight defining the extreme protrusion -->
    <path d="M 180 330 C 200 370, 230 390, 260 390 C 300 390, 340 360, 355 320" stroke="#387027" stroke-width="3" fill="none"/>
    <circle cx="215" cy="365" r="25" fill="#ffffff" opacity="0.08"/>
  </g>

  <!-- Front Arms / Paws (Folded Pompously over belly) -->
  <g id="arms">
    <!-- Left Arm -->
    <path d="M 190 320 C 160 340, 150 380, 180 410 C 190 420, 210 410, 220 390 C 200 380, 195 350, 205 330 Z" fill="url(#frogSkin)"/>
    <!-- Left Hand resting on chin/chest -->
    <path d="M 180 410 Q 200 425, 220 400" stroke="#255218" stroke-width="3" fill="none"/>

    <!-- Right Arm (Slightly hidden, hand under the massive chin) -->
    <path d="M 360 320 C 380 340, 390 380, 360 410 C 345 420, 325 400, 325 385 C 340 375, 345 350, 340 330 Z" fill="url(#frogSkin)"/>
  </g>

  <!-- Imperial Habsburg Crown (Sits awkwardly small between large eye sockets) -->
  <g id="crown" filter="url(#shadowFilter)">
    <!-- Crown Base -->
    <path d="M 260 125 L 310 133 L 305 143 L 255 135 Z" fill="url(#gold)"/>
    
    <!-- Crown Spikes / Arch -->
    <path d="M 255 135 
             L 245 105 L 268 120 
             L 280 95 L 292 123 
             L 315 110 L 305 143 Z" fill="url(#gold)" stroke="#8a5d0f" stroke-width="1"/>

    <!-- Imperial Arch (Mitre style Habsburg Crown element) -->
    <path d="M 265 120 Q 280 90, 295 100 Q 280 105, 265 120 Z" fill="#990000"/>
    <path d="M 280 95 Q 283 85, 280 80" stroke="url(#gold)" stroke-width="3" fill="none"/>
    <!-- Cross on top -->
    <path d="M 276 80 L 284 80 M 280 76 L 280 84" stroke="#ffeea1" stroke-width="2"/>

    <!-- Jewels -->
    <circle cx="280" cy="95" r="2.5" fill="url(#ruby)"/>
    <circle cx="245" cy="105" r="2" fill="url(#ruby)"/>
    <circle cx="315" cy="110" r="2" fill="url(#ruby)"/>
    <circle cx="270" cy="131" r="1.5" fill="#ffffff"/>
    <circle cx="295" cy="135" r="1.5" fill="#ffffff"/>
  </g>

  <!-- Skin Texture / Habsburg Flaws (Warts & Spots) -->
  <g id="details" opacity="0.4">
    <!-- Frog Warts -->
    <circle cx="150" cy="330" r="4" fill="#15300d"/>
    <circle cx="142" cy="320" r="2.5" fill="#15300d"/>
    <circle cx="330" cy="340" r="5" fill="#15300d"/>
    <circle cx="345" cy="350" r="3" fill="#15300d"/>
    <circle cx="280" cy="380" r="4" fill="#15300d"/>
    <circle cx="295" cy="390" r="2.5" fill="#15300d"/>
    <circle cx="210" cy="370" r="3.5" fill="#15300d"/>
    
    <!-- Sad/Weary facial lines -->
    <path d="M 225 180 Q 215 195, 220 210" stroke="#15300d" stroke-width="1.5" fill="none"/>
    <path d="M 315 185 Q 320 195, 315 210" stroke="#15300d" stroke-width="1.5" fill="none"/>
  </g>

  <!-- Golden Fleece Medal (Imperial Habsburg Order) hanging around neck -->
  <g id="golden-fleece" filter="url(#shadowFilter)">
    <path d="M 250 335 Q 270 360, 285 355" stroke="#d4af37" stroke-width="3" fill="none" stroke-dasharray="4,2"/>
    <!-- Small sheep/fleece oval element -->
    <ellipse cx="288" cy="360" rx="7" ry="5" fill="url(#gold)"/>
    <circle cx="288" cy="354" r="2" fill="url(#gold)"/>
  </g>
</svg>
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Harvesting SSH Credentials: Insights from My Honeypot Network

uphillsecurity.com · 25 points · Discussion


                I’ve been working on this honeypot network for the past couple of months, and I’d now like to share some information from the first 30 days.

In this article::


	Intro and short summary

	the Data - credentials, attack sources, and so on

	the Tech - servers, automation, honeypot

	the Future - some plans and next steps



The project is still work-in-progress and I plan to improve it over time. The presentation is still a little bit rough, but this will do for now.

Feedback and questions are welcome!



Intro #

[image: Honeypot Map]

Locations of honeypots

References for this article:
- Timeframe = July 2026
- 15 servers (only dedicated for this purpose)
- 15 IPs, IPv4
- all over the world (see above)
- 5 VPS Providers
- SSH Honeypot, Port 22/TCP




The Data #

Some things to consider before we start:


	Most honeypots are currently in Europe (60%) - I plan to add more

	Passwords and usernames are percent-encoded (like an URL) to provide the information lossless and fully reversible - use Cyberchef to reverse it.

	Only login attempts are considered - scans or other attacks are not (yet)!

	I can’t publish the IPs of the attackers as I am not yet familiar with the privacy laws



Presentation is still rough, but will improve with next versions. 



Summary

Unique IPs: 6790
Total Login Attempts: 1,531,053
Unique Credentials: 131922             (Pair UN+PW)
Unique Usernames: 12238
Unique Passwords: 97621




Attack IP Sources #

Continent

== Continent by unique IPs ==
       IPs   share  continents
      4084   60.1%  Asia
      1294   19.1%  Europe
       832   12.3%  North America
       360    5.3%  South America
       190    2.8%  Africa
        30    0.4%  Oceania
----------  ------  ---
      6790  100.0%  6 distinct continents


== Continent by login attempts ==
  attempts   share  continents
    921439   60.2%  Europe
    453254   29.6%  Asia
     97441    6.4%  North America
     38604    2.5%  South America
     18793    1.2%  Africa
      1522    0.1%  Oceania
----------  ------  ---
   1531053  100.0%  6 distinct continents


== Continent by attempts per IP ==
    att/IP       IPs     attempts  continents
     712.1      1294       921439  Europe
     117.1       832        97441  North America
     111.0      4084       453254  Asia
     107.2       360        38604  South America
      98.9       190        18793  Africa
      50.7        30         1522  Oceania
----------  --------  -----------  ---
     225.5      6790      1531053  6 distinct continents, average



Country

== Country by unique IPs ==
       IPs   share  countries
      1653   24.3%  China
       721   10.6%  United States
       458    6.7%  India
       338    5.0%  Vietnam
       286    4.2%  South Korea
       276    4.1%  Netherlands
       236    3.5%  Hong Kong
       206    3.0%  Germany
       184    2.7%  Brazil
       182    2.7%  Russia
       178    2.6%  Singapore
       169    2.5%  Indonesia
       162    2.4%  France
       134    2.0%  Malaysia
       123    1.8%  Taiwan
        78    1.1%  Japan
        78    1.1%  United Kingdom
        71    1.0%  Sweden
        55    0.8%  Iran
        53    0.8%  Bangladesh
      1149   16.9%  ... 109 more
----------  ------  ---
      6790  100.0%  129 distinct countries


== Country by login attempts ==
  attempts   share  countries
    686449   44.8%  Netherlands
    112793    7.4%  China
     72314    4.7%  United States
     70413    4.6%  Indonesia
     68810    4.5%  Romania
     46318    3.0%  Vietnam
     44404    2.9%  Singapore
     38194    2.5%  India
     32136    2.1%  South Korea
     31171    2.0%  Germany
     30740    2.0%  Hong Kong
     28103    1.8%  France
     19012    1.2%  Mexico
     17765    1.2%  Brazil
     15047    1.0%  Japan
     14221    0.9%  Poland
     13478    0.9%  Finland
     12366    0.8%  Russia
     12272    0.8%  Switzerland
     12001    0.8%  Turkey
    153046   10.0%  ... 109 more
----------  ------  ---
   1531053  100.0%  129 distinct countries


== Country by attempts per IP ==
(74 countries with fewer than 10 IPs excluded)
    att/IP       IPs     attempts  countries
    2646.5        26        68810  Romania
    2487.1       276       686449  Netherlands
     721.9        17        12272  Switzerland
     644.2        13         8374  Lithuania
     446.5        16         7144  Peru
     421.3        19         8005  Uzbekistan
     421.2        32        13478  Finland
     416.6       169        70413  Indonesia
     414.4        25        10361  Spain
     374.2        38        14221  Poland
     372.8        51        19012  Mexico
     315.7        11         3473  Nigeria
     300.0        40        12001  Turkey
     249.5       178        44404  Singapore
     192.9        78        15047  Japan
     185.3        53         9820  Bangladesh
     173.5       162        28103  France
     151.3       206        31171  Germany
     150.6        78        11746  United Kingdom
     139.7        55         7686  Iran
      84.5      4995       422119  ... 35 more
----------  --------  -----------  ---
     230.1      6538      1504109  55 distinct countries, average

(74 countries with fewer than 10 IPs excluded)




ASN

== ASN by unique IPs ==
       IPs   share  ASNs
       303    4.5%  AS8075 Microsoft Corporation
       280    4.1%  AS4134 CHINANET BACKBONE No.31,Jin rong Street
       259    3.8%  AS14061 DigitalOcean, LLC
       212    3.1%  AS4811 Shanghai Telecom Company
       193    2.8%  AS4766 Korea Telecom
       182    2.7%  AS38365 Beijing Baidu Netcom Science and Technology Co., Ltd.
       163    2.4%  AS137718 Beijing Volcano Engine Technology Co., Ltd.
       139    2.0%  AS4837 CHINA UNICOM China169 Backbone
       115    1.7%  AS4818 DiGi Telecommunications Sdn Bhd., Digi Internet Exchange
       110    1.6%  AS197170 TechTies Inc.
       107    1.6%  AS16276 OVH SAS
       105    1.5%  AS7552 Viettel Group
        99    1.5%  AS9808 China Mobile
        92    1.4%  AS135377 UCLOUD INFORMATION TECHNOLOGY HK LIMITED
        84    1.2%  AS132203 Shenzhen Tencent Computer Systems Company Limited
        83    1.2%  AS45102 Alibaba US Technology Co., Ltd.
        73    1.1%  AS24086 Viettel Corporation
        69    1.0%  AS37963 Hangzhou Alibaba Advertising Co.,Ltd.
        61    0.9%  AS31898 Oracle Corporation
        57    0.8%  AS17421 Chunghwa Telecom Co., Ltd.
      4004   59.0%  ... 1314 more
----------  ------  ---
      6790  100.0%  1334 distinct ASNs


== ASN by login attempts ==
  attempts   share  ASNs
    448559   29.3%  AS197170 TechTies Inc.
    155510   10.2%  AS48090 TECHOFF SRV LIMITED
     74735    4.9%  AS198364 BANATSYNC SRL
     74165    4.8%  AS47890 UNMANAGED LTD
     35226    2.3%  AS7713 Telekomunikasi Indonesia PT
     29003    1.9%  AS14061 DigitalOcean, LLC
     25947    1.7%  AS135377 UCLOUD INFORMATION TECHNOLOGY HK LIMITED
     24795    1.6%  AS63930 Ready Server Pte Ltd
     22878    1.5%  AS4766 Korea Telecom
     20814    1.4%  AS4837 CHINA UNICOM China169 Backbone
     19120    1.2%  AS8075 Microsoft Corporation
     18970    1.2%  AS45102 Alibaba US Technology Co., Ltd.
     18503    1.2%  AS16276 OVH SAS
     16744    1.1%  AS4134 CHINANET BACKBONE No.31,Jin rong Street
     13674    0.9%  AS38731 Vietel CHT Compamy Ltd
     11732    0.8%  AS31898 Oracle Corporation
     11479    0.7%  AS17072 TOTAL PLAY TELECOMUNICACIONES, S.A.P.I. DE C.V.
     10290    0.7%  AS154383 ZORNTECH WEB SOLUTIONS
      9422    0.6%  AS63023 GTHost
      8302    0.5%  AS38365 Beijing Baidu Netcom Science and Technology Co., Ltd.
    481185   31.4%  ... 1314 more
----------  ------  ---
   1531053  100.0%  1334 distinct ASNs


== ASN by attempts per IP ==
(1243 ASNs with fewer than 10 IPs excluded)
    att/IP       IPs     attempts  ASNs
   11107.9        14       155510  AS48090 TECHOFF SRV LIMITED
    4077.8       110       448559  AS197170 TechTies Inc.
    3371.1        22        74165  AS47890 UNMANAGED LTD
    2989.4        25        74735  AS198364 BANATSYNC SRL
    1067.5        33        35226  AS7713 Telekomunikasi Indonesia PT
     327.5        18         5895  AS41745 Baykov Ilya Sergeevich
     298.7        18         5377  AS215540 GLOBAL CONNECTIVITY SOLUTIONS LLP
     282.0        92        25947  AS135377 UCLOUD INFORMATION TECHNOLOGY HK LIMITED
     275.8        20         5516  AS135905 VIETNAM POSTS AND TELECOMMUNICATIONS GROUP
     228.6        83        18970  AS45102 Alibaba US Technology Co., Ltd.
     226.9        15         3403  AS142002 Scloud Pte Ltd
     204.7        37         7574  AS24940 Hetzner Online GmbH
     195.5        11         2150  AS35100 Patrik Lagerman
     192.3        61        11732  AS31898 Oracle Corporation
     172.9       107        18503  AS16276 OVH SAS
     171.8        10         1718  AS18403 FPT Telecom Company
     157.6        22         3467  AS138608 Cloud Host Pte Ltd
     155.7        43         6696  AS396982 Google LLC
     149.7       139        20814  AS4837 CHINA UNICOM China169 Backbone
     143.8        52         7479  AS36352 HostPapa
      63.4      3536       224255  ... 71 more
----------  --------  -----------  ---
     259.1      4468      1157691  91 distinct ASNs, average

(1243 ASNs with fewer than 10 IPs excluded)





Credentials #

Reminder:
- Passwords and usernames are percent-encoded (like an URL) to provide the information lossless and fully reversible - use Cyberchef to reverse it.

# Top 20 Credentials
3861    root    123456
3508    root    root
3449    root    password
3273    root    12345678
3175    root    admin
3003    root    1234
2827    root    12345
2753    admin   admin
2601    ubuntu  ubuntu
2538    root    123456789
2526    root    123
2492    root    qwerty
2361    root    root123
2342    ubuntu  123456
2201    admin   123456
2156    root    123123
2130    root    toor
2091    root    admin123
1993    root    1234567890
1988    root    1
[...]


# Top 20 Usernames
648133  root
67726   admin
42897   ubuntu
35157   user
17049   test
16412   debian
14273   deploy
9444    ftpuser
8223    solana
7622    postgres
7307    pi
7198    oracle
7177    dev
6235    user1
6188    guest
5993    claude
5991    git
5378    minecraft
5242    solv
5159    deployer
[...]


# Top 20 Passwords
73592   123456
37707   123
31432   1234
24847   password
23662   12345678
18938   12345
18849   1
17269   root
12340   123456789
11390   admin
9244    qwerty
8717    test
7793    P%40ssw0rd
6782    toor
6748    111111
6658    1234567890
6575    abc123
5816    123123
5514    ubuntu
5404    admin123
[..]



Sources: Access to complete list of July’s 2026 credentials:


	credential-pair-qty-2026-07

	credential-pair-unique-2026-07

	credential-username-qty-2026-07

	credential-username-unique-2026-07

	credential-password-qty-2026-07

	credential-password-unique-2026-07



Next versions will prob be included in the Git repos below - not yet sure!

Access to ALL credentials from the past months:
- https://git.uphillsecurity.com/UphillSecurity/open-honeypot-data/

License - Creative Commons Attribution 4.0 International License (CC BY 4.0)



The Tech #

I’ll keep it simple - still a mess, but a top-level view might still be interesting.

Servers Management and Automation #


	Ubuntu Server 24.04 LTS or 26.04 LTS

	Automation with Ansible

	Onboarding
	User creation

	Installation required software

	Basic config





	Wireguard VPN Setup
	Config for connection to central management server

	FW rules





	SSH Setup
	SSHD listening only on VPN IP and Port 2222 (to avoid any conflicts)

	the usual hardening (public key, etc)





	Honeypot Setup
	Runs as a rootless Podman container (Systemd service via Quadlet)

	Port 22 as non-root with net.ipv4.ip_unprivileged_port







Side note: Ansible can be a bitch.

The SSH Honeypot #

Found some open-source candidates but they were either too ‘old’ or bloated so I’ve decided to do myself with the help of AI. I’ve used Python and Paramiko for the SSH handling.

The source code - I might publish a manual and the Ansible/Podman Quadlet file. 

In short: low-interaction honeypot for SSH that saves the logs locally. Gathering the logs is being done with Ansible as well.

Additionally IP Information #

Been using ipgeolocation.io to fetch the additional information about the GEO locations, ASN information, etc.

Not affiliated or sponsored.

Reports #


	Bash madness + LibreOffice (you don’t want to know)





The Future #

I’ve got some plans for this project - feel free to share your ideas as well.


	better presentation and more detailed analysis 

	more automation (gathering, reporting)

	different honeypots (DB, web, FTP, etc)

	more servers and IPs

	IPv6?

	hashes for passwords

	cross references with password lists

	sharing intel with abuseIPDB and other projects

	informing provider

	live-dashboard



I’ve been working on a roadmap - but it will take a while.



Thank you for reading! As mentioned before, I’d like to hear your feedback or questions in the comments below.

            



Original: https://uphillsecurity.com/articles/harvesting-ssh-credentials-insights-from-my-honeypot-network/ · Discussion
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Turtle-inspired interactive Python project

codembark.com · 13 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://www.codembark.com/projects/fv20lz9map/spider-web-drawing · Discussion
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How to organize 3 acquired companies into one coherent website

littlelanguagemodels.com · 13 points · Discussion


Company A has acquired Company B, C, and D. How do we organize their sites, for multiple products with different audiences, while making it easy to find relevant product information and quickly understand how the products work together?




For example, Company A offers residential relocation services. Company B offers relocation services for businesses. Company C offers relocation management software. Company D offers fine art and antique moving services.




What I recommend to clients is formalizing user goals before making rebranding decisions.




People from Company A, B, C, and D are going to bring different perspectives to information architecture decisions based on their:





	day-to-day responsibilities




	previous experiences making IA decisions, positive or negative




	perception of the areas with the highest potential for company growth




	professional goals






Many people’s first impulse is to discuss the products.




How Company A plans and delivers items.




How company B coordinates B2B moves, the types of businesses.




The data powering Company C’s software, the types of users, pricing tiers.




Insurance, identity confirmation, country regulations, employee training for handling fine art for Company D.




These conversations are useful for context gathering, but create an unnecessary us against them environment in the context of the website’s future. You’re with Company A. I’m with Company D. Product discussions keep us aware of this distinction at all times.




Instead, I recommend turning outwards and focusing your attention on user actions.




What does the user of your product get from buying from you?




Why is the user visiting the homepage? What about the contact form? And the pricing page?




Come up with as many user goals for interacting with different areas of the product. Even better if Company D’s folks are writing user goals for Company A, Company A for Company B, and so on.




Having “new” folks come up with user goals helps them get familiarized with the product and it builds empathy for users and employees of the company alike. Amazingly, this serves as a beautiful user research session to unpack biases or currently-unmet user needs.




“Oh, we thought that would be done automatically. We may want to clarify that to users.”




“Oh, I didn’t realize we offer customs, tax, and documentation assistance.”




“It wasn’t clear to me that step was mandatory to schedule a pickup.”




Focusing on user goals highlights opportunities for consolidation and removal across your content. Different areas of different products can help users reach their goals.




Which brings me to the next step: defining different ways for the user to meet their goals.




Define different ways for the user to meet their goals considering format, audience, and information receptiveness




Consider format preferences (a map might work better for locations, but a text field may work better if a service is only offered in <5 locations), audiences (busyness, goals, language), and willingness to interact with company content (someone transporting a luxury item will be more receptive to longer content like PDF brochures, but a moving contractor looking for the login portal will be less patient).




Group content on the homepage and navigation by user goal, and the conversation becomes about ways to delight and provide additional value through the acquisitions, rather than which product of which company does what.




Next, consider labels. I don’t like putting people in boxes, but I swear it’s for a noble purpose here. 




Put users into categories




What are different types of groups a user may belong to for a healthcare training provider?





	Location (by country, city, district)




	Clinical discipline (nursing, surgery, pharmacy)




	Clinical specialty (dermatology, ethics, pathology)




	Phase (needs assessment, pre-briefing, facilitation, debriefing)




	Role (educator, administrator, researcher)




	Institution (academic, commercial, non-profit)






For patients of healthcare providers, groups may include:





	Insurance type




	Age group




	Risk level






These categories (known as taxonomy) can help guide users and quickly orient them. By thinking through possible categorizations, and their overlap (what would a pathology surgery clinician working for a commercial vendor in New York look for and find?), teams can make the digital experience so intuitive that the user doesn’t have to “think” much.




Users should understand options at a glance while being able to get granular, so the categories shouldn’t serve as rigid boxes, rather quicker, more elegant paths to eureka.




Test with a small group of users




Once you have initial low-fidelity designs of key pages/interactions, please, please, please test them with a small user group.





	Do labels match user language?




	Do groupings match users’ mental models?




	Does content hierarchy reflect user goals?




	Is the amount of information provided appropriate for the user’s current step?






Finally, and this is easy to miss: think of content horizontally, not vertically.




Think horizontally, not vertically




What do I mean by this?




I’ve been on many design review meetings where the focus was on the single page we were looking at, and stakeholders wanted to know why X element wasn’t included or why Y was so low on the page.




The thinking goes: if a content component is deprioritized, users will have a difficult time finding it, and get frustrated.





	Vertical content – Content on a single page/interface helping the user reach their goal.




	Horizontal content – Content component used strategically and constantly across pages/interfaces (think: visiting hours being available in nav, footer, location pages, event pages, contact pages, etc.)






Horizontal content improves content discoverability by offering multiple opportunities for the user to find what they’re looking for.




Vertical vs horizontal content thinking



HOKA offers multiple examples of horizontal content thinking. I just shared 3 website lessons from HOKA, one of the fastest growing sport brands. Check out the latest article. 




If you’re a content or design professional who enjoys work-related books, I highly recommend Donna Spencer’s book Presenting Design Work. One of the most valuable lessons I took from the book was presenting findings and recommendations in the context of “a person doing a thing” rather than prototype X or page Y. We’re taught to think vertically when it comes to content, so it’s not easy to remember to take a step back and consider the entire ecosystem, but it is important to do as not to harm user wayfinding.




If you’re a stakeholder in website and product decisions, you can also help guide users by asking questions related to the different ways the user may be looking for information and how the design may be able to accommodate them, not just in a single “important” page, but across touchpoints.




Okay, final final thing: A common point of tension between stakeholders is the fate of the content. People have ideas, fears, and dreams about what will become of the content. I unpacked the feelings aspect of redesign in here: How to manage stakeholder feelings in content decisions for website redesigns. TL;DR: People can be reluctant to make content decisions for all sorts of reasons. Every reason is inherently valid and worth listening to, understanding, and iterating upon as needed. 




Key takeaways




To organize content for multiple products with different audiences, while still making it easy to discover how the products work together:





	Start with user goals




	Identify commonalities across products




	Identify opportunities for consolidation and removal across content




	Define different ways for the user to meet their goals considering format, audience, and information receptiveness




	Put users into categories




	Test with a small group of users




	Provide multiple information pathways to improve discoverability




	Be prepared for content discussions to get heated






AI Policy: I personally write each draft and final copy on this website. All content reflects my own thinking, ideas, style, and craft. I do not use AI such as ChatGPT to generate articles. Occasionally, I ask AI such as Formalizer or Claude to summarize or restate my own ideas and may restructure sections based on the response.





Original: https://littlelanguagemodels.com/how-to-structure-your-sites-after-a-big-acquisition/ · Discussion
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Conway's Game of Life, in real life

lcamtuf.coredump.cx · 12 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://lcamtuf.coredump.cx/blog/conway/ · Discussion
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Show HN: I rewrote my 2012 self-signed cert generator in Go – cert-depot.com

9 points · Discussion

Back in 2012 I built https://cert-depot.com as a weekend project. Node.js + Express + jQuery, shelling out to OpenSSL for certificate generation. It worked but I eventually let it rot. https://news.ycombinator.com/item?id=4766743Rewrote it from scratch in Go. The entire thing is a single binary with no external dependencies:
1. Certificate generation uses Go's crypto/x509 (no OpenSSL)
2. Certificates are generated in memory and streamed directly — nothing is stored on the server
3. RSA 2048/4096 and ECDSA P-256/P-384
4. Subject Alternative Names (required by browsers since Chrome 58)
5. ZIP (PEM files) or PFX/PKCS#12 output
You comments / suggestions / bug reports are very welcome. Thanks.
Source: https://github.com/dimastopel/certdepot


Original: https://news.ycombinator.com/item?id=47613622
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Making your JITted Code known: Let me count the ways

wakelift.de · 9 points · Discussion


            AOT Compilers

It has been normal and expected for a long long time that any machine code they spit out would come with a bunch of metadata that is meant to be used by different pieces of the target system.
There is of course symbol names for functions, which allow you to use the instruction pointer to find what the function it's currently in is called, and where it starts. Plus, when a dynamic library (a DLL, dylib, or so) is loaded, the symbol names are a part of what allows you to actually call the functions that you want.
There's the debug data, which can include a wide variety of things. The interesting parts for this post are line number annotations that you can use to take the instruction pointer and not only get the name of the function it belongs to, but also the file name and line number (and more).

For languages like C++ that have exceptions, there is tables with the necessary information to find out at run time when an exception is thrown, how each of the frames on the stack want to deal with it. Of course this includes checking if there is a try block in the function that covers where inside the function the instruction pointer currently sits.
In the process of handling exceptions, it is typically necessary to get rid of some amount of stack frames, as if the code had returned from these functions. This is called "stack unwinding".
You don't want to compile special code into every function to handle the possibly quite rare case that an exception passes it by. In order to support unwinding frames, the run time library will read data put into the program by the compiler that tells it exactly what needs to happen to properly get rid of the stack frame, depending on where exactly the instruction pointer is.
"Getting rid of the stack frame" also includes things like freeing different kinds of resources. This should be familiar to any C++ programmer, where you can have local variables that are cleaned up automatically when execution leaves the scope in which it is valid.
But MoarVM, which I haven't told you yet this post is about, is written in C and even though the Raku (and nqp) code it runs has exceptions, Raku exceptions are basically unrelated to the C stack. Why, then, am I talking about exceptions and stack unwinding tables?
The reason why I know more than the most surface details is that something related to this broke suddenly when MoarVM was compiled on Windows starting at a specific version of MSVC.
The reason why that can happen in a project written in C, which doesn't have exceptions like C++ does, is that we do use longjmp for "basically exception handling, but with only one bell, and no whistles":
When the implementation of some opcode encounters a problem ("the specified attribute doesn't exist", "wrong type for this kind of op", etc etc) we can just call the function MVM_exception_throw_adhoc with a string and we jump from however deep in the C stack we may be back to the interpreter loop where we translate the exception into the kind of exception that Raku works with.
The change that caused this to explode was that on Windows, the implementation of longjmp changed so that it always tries to fully unwind the stack frame-by-frame. For C code it would otherwise be possible to do the entire unwinding process by just changing the stack pointer to what it was at the point setjmp was used. After all, C doesn't have per-frame / per-function cleanup.
This wouldn't be a problem, since the compiler could just emit all the unwinding data for everything. Except that MoarVM also has a JIT compiler. The JIT compiled code usually calls into the same implementation functions that the interpreter itself would use, so a frame from JITted code may be on the stack at the time longjmp happens, and we didn't have anything in the JIT compiler to provide the necessary data to allow Microsoft's implementation of longjmp to handle these, causing a crash at run time.
"Oops"
I started working on code to provide the necessary data, since the WinAPI offers functions for exactly this purpose. I had difficulties doing development on the free Windows VM that you can get from Microsoft, so it was a bit of a painful process, and a fix that takes a whole lot less code came to the rescue. You can still look at the code I wrote to generate unwinding information for our JITted code and registering it with the WinAPI function RtlAddFunctionTable here in my MoarVM pull request.

The simpler fix we ended up going with, including a lengthy explanation of the problem and solution, can be found in this pull request from Patrick Böker, with thanks to Lazymio for this post from the Unicorn Devblog.

But this was an important step on my journey towards the main topic of this post:
What are the ways our JIT compiler can tell other parts of the system (including not just the OS, but also development tools such as profilers and debuggers) information about the code it spits out?
Quick Overview

APIs I've already come across and done something with:

	RtlAddFunctionTable lets you give unwinding info to the WinAPI and its consumers, including where a jitted function starts, but doesn't let you give it a name.

	libunwind's _U_dyn_register lets you give a function a name and provide a table of unwind instructions.

	GDB's "JIT Debug Info Readers" let you give arbitrary information to GDB, but is very "manual".

	The JITDUMP format is meant to be used with Linux's "perf" tool. It lets you give a function name, an unwind table, and even line number annotations! It requires a post-processing step though.

	"Perf Map" is a simple text file placed at a predictable position in the filesystem with one line per jitted function, the address in memory and its length, as well as its name.



There's also techniques I've seen but haven't myself tried yet. The first thing that comes to mind is to create a full ELF file (or DLL on windows or dylib on macos), write it to disk, then load it with dlopen.
There's also one thing I wish was there but I couldn't find a way to have it yet. I'll show you at the very end of the post!
Quick and Simple: Perf Map

The simplest out of all of these by far is the "Perf Map". We've had support for this in MoarVM going back to September of 2018. It allows you to see the names of functions and the filename they are associated with in the "report" output from the perf tool, and presumably some other profiling tools can consume this format as well.
The main drawback of this is that perf at least won't be able to let you look at the assembly of these functions. I assume this is because there's nothing that keeps the machine code around.

On the other end of the simplicity scale sits creating loadable dynamic library files and loading them into the process. It's also the only approach out of these that I could imagine probably works fine with every external tool. You just have to be fine with keeping the files around until the moment your tool needs them. After all, libraries aren't meant to disappear forever after the program has finished. Also, it feels like a lot of boring work to write a correct ELF (plus whatever your other target platforms want) file essentially by hand (of course you could use all the struct definition), and doing a round-trip to the filesystem feels like it might incur a heavy performance penalty. I haven't tried it though!
For All Your Unwinding Needs: RtlAddFunctionTable and _U_dyn_register

The next approach I will describe is using RtlAddFunctionTable or libunwind's _U_dyn_register, which are very similar. If I remember correctly, I didn't actually get RtlAddFunctionTable to work, and I'm not sure what exactly I was missing. I think it might have been related to address spaces, offsets, and stuff. It is however very similar to how _U_dyn_register works. The latter only works if you want to walk stack frames in your own program for whatever reason. I didn't see anything that can just piggy-back on libunwind's internal data structures to use the data for other purposes. If you want, you can compare the RtlAddFunctionTable implementation I linked above with the commit that has the equivalent thing in it.
Lots of Power, Lots of Work: GDB Jitreader

Now we will take a look at GDB's "jitreader" feature. Essentially, there is a symbol called __jit_debug_descriptor that GDB will look at whenever you call a function called __jit_debug_register_code (which is otherwise empty). It points at a doubly-linked list with addresses and sizes of "symfiles". You can make up your own definition of what is actually stored at the address, since you will have to implement the code to interpret the data at this address yourself. That's because the second half of the jitreader feature is a dynamic library that you load into gdb itself. When you tell it to load the jitreader, GDB will run the gdb_init_reader function in your plugin and expects you to give it implementations of a few functions, including a function to read the debug info. GDB passes you a struct full of function pointers including one to read bytes from the target process, and functions that let you create an "object", a "symtab", a "block" inside a symtab, and adding a "line mapping" to your object. Here's a link to where I use these functions to introduce jitted functions to GDB. It has been over a year since I last touched this code, so I'm not exactly certain of the details, like "do the line mappings actually work as expected?", and I certainly can't vouch for any of this code being correct. But it does put jitted code with name, filename, and line number in backtraces, like this:
#6  0x00007ffff746a483 in MVM_io_write_bytes (tc=0x5dd68020180, oshandle=<optimized out>, buffer=<optimized out>)
   at src/io/io.c:178
#7  0x00007ffff575cb3e in spurt () at SETTING::src/core.c/IO/Handle.rakumod:7
#8  0x00007ffff7428d26 in MVM_interp_run (tc=<optimized out>, initial_invoke=<optimized out>,  
   initial_invoke@entry=0x7ffff7561080 <toplevel_initial_invoke>, invoke_data=<optimized out>,  
   outer_runloop=<optimized out>, outer_runloop@entry=0x0) at src/core/interp.c:6459


The perhaps roughest part was maybe writing the unwind function. The jitted code we spit out adheres to the x64 SYSV ABI (on linux, that is) including the frame pointer being at the expected place. I didn't see an obvious way to just have GDB do the default unwinding, so I implemented restoring all the relevant registers of the previous frame by hand with the functions GDB gave me. Not using push and pop opcodes in our JIT has the benefit that no matter where the Instruction Pointer lands, exccpt right at the very first few instructions, the steps to unwind the frame are the same.
If you have more questions, such as what other interesting information you can put into the debug info that the program "sends" to GDB, or what else you can do when GDB encounters one of your jitted frames, you may have better luck reading the GDB documentation yourself ... It is sadly rather sparse on the topic of the jit reader API but on the topic of extending GDB with Python (which is the route I have chosen to make MoarVM easier to debug) there is much more to see. GDB being a GNU project, you will not be surprised to learn that another way to extend it is to use Guile Scheme, which I myself have not tried before.
I could have sworn I had a WIP / PoC for using the GDB Python API using Frame Filters and DisassembleInfo to show much more information for disassembled JIT code, but for the life of me I can't find it any more ...
If you find this interesting, let me recommend this blog post that Max Bernstein wrote about the GDB Jit Interface including an explanation of how you used to have to create a full shared object in memory to have GDB understand your jitted functions, a few implementations of that version of the interface, and how the new "jitreader" plugin approach allows you to do it more easily, and finally a jitreader plugin that just reads Perf Map files.
Finally, Something to Behold: JITDUMP

Even though this post is already quite lengthy, I'm going to spill a bunch more ink for the API that took me the furthest so far in my journey to debug and profile jitted code on a fine-grained level: The JITDUMP format.
Here's the official specification of the JITDUMP format in the linux kernel's perf folder. If you want to follow along, here's a/the Pull Request on github that puts JITDUMP support into MoarVM. Here's also a blog post that helped me get started, which shows how to write JITDUMP files in rust.
The long and short of it is this: Your process opens a file in whatever place you find convenient (new files will later be created next to it, so a freshly created folder is a good choice). You mmap it executable as a kind of "signal" or "marker" event, and you write the monotonic clock value at that moment into the header. Then you can write variable-sized blocks of data every time your jit does something specific, like finalizing a blob of machine code at a given location, again with the monotonic clock timestamp. Maybe the most important piece of the puzzle is that when adding such a blob of machine code to the file, you also have to include the entirety of the machine code in the file. I guess this is what makes it the jit "dump" file!
Later on, a perf recording of your process execution (with -k 1 to choose the same monotonic clock as the time source used in the recording) can be enhanced with the separate perf inject tool. This tool can do a few tasks, but the one we're interested in is the one that the --jit flag controls: Feed it your jitdump file, pass your perf.data as the input and something like perf.jit.data as the output filename and perf inject will create an entire .so file for each of the jitted frames, and using the timestamps from the jitdump file to cross-reference when each frame becomes available (or unavailable again) somehow stores the connection between raw memory address during runtime to actual jitted function inside a .so file.
After all of this work, we can finally open a regular perf report, go into one of our jitted frames, and finally be presented with disassembly, just as if the jitted function had been an AOT-compiled function the entire time! (But probably not as thoroughly optimized).
[image: A screenshot of a jitted function from rakudo's Core Setting: Rakudo/Iterator.rakumod line 5651. You can see a whole bunch of mov instructions, some test and je or jne calls, and call instructions. Some of the instructions have percentage values on their left, showing how often the profiler has sampled this instruction.]Of course, the recording and reporting options you know and love should all work: Higher frequency of sampling, sampling stack traces along with each event, recording with different events than just the CPU cycle counter, and so on.
If you read the JITDUMP specification yourself, you will have noticed that I didn't mention the support it has for unwinding information, nor the support for source line information. I actually didn't have a need for either of these yet. Presumably, if I created an output file with something like the spesh dump which has all the MoarVM bytecode ("disassembled") in the basic blocks and what-not, I could generate filename + line number pairs for all the instructions to place them at the exact right spot in the perf report output as well. I really need to look into what that might allow me to do, but for now I didn't have the time for it (but somehow I did have the time to write a good three thousand words about all of this? go figure.)
What I'm still missing

One utility that I haven't mentioned yet in this post is Valgrind, the dynamic instrumentation framework, which famously comes with the memcheck memory correctness checker and the  cachegrind and callgrind performance profilers.
Valgrind offers a few "client requests" which let you tell the system helpful information about what your program is doing, for example when you have a custom allocator, you can tell valgrind what functions serve what function, and how memory "pools" and "pages" and such work in your implementation.
You can also manually mark memory as "this should not be written to", or "this must not be treated as a pointer".
Valgrind itself is way more than this. You can use it to write any kind of tool yourself that needs to run a program and at the same time make changes to the machine code that ends up executing on the CPU. This is what "instrumentation" refers to.
I just wanted to get correct function names and boundaries inside the output of callgrind / cachegrind (which can be visualized with kcachegrind), and ideally also a disassembly view of jitted functions, since that's where it can show you for every "outgoing" call instruction all the functions it ends up calling, and how often it hits each, and how much time is spent in which of the targets, etc.
Unfortunately, documentation for this part of the whole system is relatively sparse. I assume not many have had the same desire I had? Long ago I built a very naive attempt to post-process the callgrind or cachegrind output file and translate addresses if they fall into a jitted function's bounds to instead refer to a "function entry" as it were. Unfortunately, I couldn't get it to result in usable call graphs inside kcachegrind and I found it difficult to figure out where exactly to look for my mistake.
Conclusion

There's already a veritable plethora of APIs in this general space, some of which have overlap, some of which are for just one "platform", all of which leave me with something yet to be desired.
I sure wish there was a single solution that does everything I want and maybe even more!
yes, that is an XKCD reference. so sue me?
I'm sending this chunky blog post out into the world in the hopes that maybe someone out there is working on (or has already worked on) something that could help me with my blues, but even if not, I thought it was a good idea to get all my thoughts out and pull all of this into a single spot.
If you've made it through the whole post, thank you! I would love to hear your thoughts, so send them my way by finding me with the username timo on the libera.chat IRC network, or here on the fediverse where I occasionally post interesting things, but mostly just bad jokes and such?
They say that this blog has an RSS feed, which might just be getting en vogue again!

        


Original: https://wakelift.de/2026/03/09/making-your-jitted-code-known-let-me-count-the-ways/ · Discussion
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Npm-scan: Modern supply chain security for the npm ecosystem

github.com · 9 points · Discussion


  

Supply chain threat detection that catches what npm audit, Snyk, and Socket miss.

Detects obfuscated payloads, credential stealers, kernel rootkits, eBPF hooks, memory extraction, GitHub spoofing, and AI-targeted attacks.




Why npm-scan?


Traditional tools are outdated. npm audit checks CVE databases. Snyk scans dependency versions. Neither catches behavioral patterns.

The 2026 wave of attacks:


	eBPF kernel rootkits (invisible to monitoring)

	Memory-level credential extraction (OIDC tokens)

	Self-defending code (anti-debugging, anti-tampering)

	GitHub author spoofing ("claude@users.noreply.github.com")

	AI platform targeting (Claude, OpenAI, Cursor, Mistral keys)

	Worm-like propagation (auto-republish with stolen tokens)



npm-scan detects all of these. 95%+ confidence on real campaigns.




Coverage: npm-scan vs Industry Tools





	Attack Vector
	npm-scan
	npm audit
	Snyk
	Socket
	Sonatype





	Miasma/Hades (binding.gyp)
	✅ 95%
	❌ 0%
	❌ 0%
	⚠️ 40%
	❌ 0%



	eBPF Kernel Rootkit
	✅ 95%
	❌ 0%
	❌ 0%
	❌ 0%
	❌ 0%



	AI Token Targeting
	✅ 98%
	❌ 0%
	❌ 0%
	❌ 0%
	❌ 0%



	GitHub Author Spoofing
	✅ 99%
	❌ 0%
	❌ 0%
	❌ 0%
	❌ 0%



	Memory Credential Extraction
	✅ 95%
	❌ 0%
	❌ 0%
	⚠️ 20%
	❌ 0%



	Self-Defending Code
	✅ 95%
	❌ 0%
	⚠️ 25%
	⚠️ 45%
	❌ 0%



	Module-Load Execution
	✅ 95%
	❌ 0%
	❌ 0%
	⚠️ 50%
	❌ 0%



	Known CVEs
	✅ Yes
	✅ Yes
	✅ Yes
	✅ Yes
	✅ Yes





Legend: ✅ = 85%+ detection | ⚠️ = 15–80% detection | ❌ = 0% detection




Risk Reduction & Compliance


Single tool approach = Blind spot = Expensive liability

A compromised npm package costs your company:


	Data breach: $4.5M average (IBM, 2024)

	Regulatory fines: SOC 2 violations ($100K+), GDPR ($10M+), compliance audits

	Downtime: $5K–$50K per hour in lost revenue

	Reputation: Brand damage, customer trust erosion

	Legal: Lawsuits from affected customers, liability claims



Traditional tool alone misses behavioral attacks. If npm audit + Snyk see nothing, but attackers steal your AWS credentials via a behavioral pattern, you're liable.

npm-scan + npm audit = Complete coverage = Risk reduction

By catching the 95%+ of attacks that traditional tools miss, you reduce:


	✅ Breach probability (behavioral detection catches attacks before damage)

	✅ Compliance violation risk (due diligence: you used multiple detection methods)

	✅ Financial liability (auditors will ask: "How did you verify supply chain security?")

	✅ Customer impact (faster detection = faster remediation = fewer affected customers)



Cost-benefit: npm-scan ($2.4K/year enterprise) vs. data breach ($4.5M average). ROI: 1,875x.




What It Detects





	Category
	Examples
	Detection





	Credential Theft
	Env var harvesting, token exfiltration
	98%



	Kernel Attacks
	eBPF rootkits, privilege escalation
	95%



	Code Evasion
	Obfuscation, self-defending code, anti-debug
	95%



	Memory Extraction
	OIDC token access, AI key targeting
	95%



	GitHub Attacks
	Author spoofing, force-push hijacking
	99%



	Worm Propagation
	Auto-republish via stolen credentials
	95%








Quick Start


# Install
npm install -g @lateos/npm-scan

# Scan a package with known vulnerabilities
npm-scan axios

# Scan your lockfile
npm-scan scan-lockfile

# Export findings to JSON
npm-scan express --json > findings.json





Key Features



	✅ 23 detectors (D1–D25) covering supply chain attack vectors

	✅ Real campaign validation (IronWorm, Miasma, Dependency Confusion)

	✅ Runs locally — no telemetry, no cloud dependency

	✅ Fast — <30 seconds per CI/CD run

	✅ Policy-as-code — YAML allowlists, severity overrides

	✅ SBOM + SARIF — CycloneDX, SPDX, GitHub Security

	✅ VINCE Integration — Report findings to CISA with manual review

	✅ GitHub Action — One-liner CI/CD integration

	✅ Docker — Multi-arch images



Learn more: lateos.ai/npm-scan




CI/CD Integration


# GitHub Actions example
- name: Scan with npm-scan
  run: |
    npm install -g @lateos/npm-scan
    npm-scan scan-lockfile --fail-on critical


Works with GitHub Actions, GitLab CI, Jenkins, or any CI/CD platform.




VINCE Vulnerability Coordination


Report critical findings to VINCE (CISA's Vulnerability Information and Coordination Environment) with built-in manual review workflow:

# Scan packages
npm-scan scan lodash > scan_result.json

# Review findings with Claude before submission
npm-scan submit-vince scan_result.json

# Submit to VINCE after approval
npm-scan submit-vince scan_result.json --auto-approve


Features:


	✅ Manual review required before any submission

	✅ Detailed findings summary with evidence

	✅ Automatic severity categorization

	✅ Submission tracking via VINCE ID

	✅ Secure API key handling



Learn more about VINCE integration →




Licensing


Free (MIT): Individuals, open-source projects, and teams evaluating for production — no time limit.
Paid (BLA): Required when your team ships to production commercially.

Evaluate freely. Purchase when you're ready to ship.

See LICENSING.md for details.

Commercial use? See licensing tiers — $799/yr (small team) to $9,900/yr (enterprise). Volume discounts available.




More



	Full documentation

	VINCE Integration Guide

	Attack taxonomy (ATK series)

	Campaign validation data





Scan your first package:

npx @lateos/npm-scan scan axios






Original: https://github.com/lateos-ai/npm-scan · Discussion
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When Coupled Volcanoes Talk, These Researchers Listen
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            Around the world, volcanologists are following the path of magma as it travels between connected volcanoes, in an effort that could lead to improved eruption forecasts.        

        
    

    
        
                            [image: A mountainous landscape is divided in two, with the area closer to the viewer covered in black rock and glowing flows of lava and the area farther from the viewer looking verdant and unaffected by the ongoing eruption.]                

                        

        
    
                            Iceland’s Fagradalsfjall fissure system erupted multiple times between 2021 and 2023, after which the Svartsengi fissure system seemed to take its place.

            Guide to Iceland

        


    

            Introduction

            
    In the summer of 1912, word reached Robert Fiske Griggs that the apocalypse had arrived on Kodiak, an inhabited island off the coast of Alaska. The following year, Griggs, a botanist at the University of Ohio, led the first of several expeditions to the island, where he and a team glimpsed a disquieting sight: Kodiak was shrouded in a full foot of ash. And it wasn’t just the island. On the mainland on a formerly multi-peaked volcano called Mount Katmai, the soot-covered landscape was still venting noxious gas.

The environs of Mount Katmai had been home to a lush river valley. Griggs later wrote that on his surveying missions, he found that it “was full of hundreds, no, thousands — literally, tens of thousands — of smokes curling up. … Some were sending up columns of steam which rose a thousand feet before dissolving.” The site, which bubbled and hissed for decades, is still called the Valley of Ten Thousand Smokes.

Griggs and his fellow expeditioners were walking through the aftermath of the 20th century’s most prolific act of volcanism — a 60-hour frenzy that smothered much of the Pacific Northwest in onyx snow. Aerosols released by the eruption lingered for so long in the atmosphere that average temperatures in the Northern Hemisphere dropped by 1 degree Celsius for over a year.

The eruption did more than cool the skies and scorch an entire network of valleys. It also collapsed two of the three peaks of Mount Katmai into a single pit 1 kilometer deep and 2.5 kilometers across. At the time, it seemed obvious what had happened: Katmai had unleashed most of its magma, and it had left a giant chasm in its wake.

But the truth isn’t always obvious. In the 1950s, detailed geologic mapping of Katmai and its surroundings by Garniss Curtis, a geologist at the University of California, Berkeley, revealed that the eruption had emerged not from the now-collapsed peaks of the volcano, but from an opening in Earth’s crust 10 kilometers to the west that had never been seen before.

After extensive fieldwork, scientists reached a conclusion: Two-thirds of Katmai had disappeared because this opening had stolen Katmai’s magma. The idea was controversial, because volcanoes were always thought to act independently, tapping their own supplies of molten, eruptible rock. But Katmai and the opening, dubbed Novarupta, offered the first real clue that volcanoes could be connected, or “coupled.”



    

    
        
        
    
                            During the eruption in 1912, the town of Kodiak was buried in a foot of ash.

            University of Washington via Wikimedia Commons

        


    

    In the past decade, thanks to an improving suite of sensors and techniques and a stronger scientific understanding, researchers have identified other coupled volcanoes from Hawai‘i to Greece, and from Japan to Iceland. Each coupling is unique, said Diana Roman, a volcanologist at Carnegie Science in Washington, D.C., but fundamentally, coupled volcanoes “seem to talk to each other.” With sustained study, scientists are learning to listen in on what they’re saying.

Side Steps

Think of magma as being like a particularly infernal soup: a hot mixture of solid crystals and molten, gas-filled rock. Like soup, it comes in different flavors. Sometimes it’s suffused with a compound named silica, which makes it thick and gloopy like oil. Sometimes, it’s light on the silica, which makes it runny like hot honey. When magma breaches the surface of the Earth, it’s usually called lava.

Whatever its ingredients, magma is naturally buoyant. In general, “magma is supposed to go upward,” said Falk Amelung, a geophysicist at the University of Miami. But Novarupta’s act of magma theft provided the first hint that molten rock might be nimbler than scientists realized. “We’ve been so busy thinking about how magma gets from depth to the surface that maybe we’ve reduced the problem to one dimension,” said David Pyle, a volcanologist at the University of Oxford.

In the 1950s, researchers discovered that Katmai wasn’t responsible for the cataclysm of 1912 when they mapped the eruption’s ashfall. Instead of forming a concentric pattern around Katmai, the ash encircled Novarupta.



    
        
        
    
            Mark Belan/Quanta Magazine

        


    

    Further proof emerged in studies of volcanic rocks found at Katmai called andesites and dacites, which had the same chemical composition as those blasted out of Novarupta. “It’s a perfect match,” said John Eichelberger, a volcanologist and natural-hazards researcher at the University of Alaska, Fairbanks. In addition, the volume of rock removed during the Katmai collapse was almost exactly equal to the volume of rock propelled from Novarupta.

Geologists now believe that magma below Katmai moved sideways for several kilometers before emerging at Novarupta. “There’s no question there’s a direct connection between Novarupta and Katmai,” Eichelberger said.

But no one is sure why the magma moved this way. Eichelberger said he wonders if the situation was a bit like the activity in an artesian well, wherein pressurized fluids underground naturally flow out of a new opening. In this case, the opening at Novarupta was probably created by a rogue stream of rising magma that smashed its way through the crust. This opened a low-pressure channel, and Katmai’s own magma moved sideways toward it.

The eruption wasn’t monitored with modern instrumentation, so scientists can only offer their best guesses as to what happened. To build up their body of evidence that magma could move between coupled volcanoes, they would need to capture the process with high-tech sensors in real time.

In 2014, they did just that.



    
        
        
    
                            The peaks of Mount Katmai partially collapsed in 1912, leaving a crater behind.

            Steven Prorak/Alamy

        


    

    Cold Connection

Iceland is a floating fortress of volcanoes. That’s partly because the country sits atop the boundary of two diverging tectonic plates; it’s constantly being pulled in two.

In 2014, a spike in earthquakes beneath the cauldron-shaped Bárðarbunga volcano seemed to suggest that an eruption was imminent. But the quakes migrated away from Bárðarbunga, and lava eventually gushed out of several fissures in the realm of another volcano, Askja, at a site named Holuhraun, 45 kilometers away.

This was the first time scientists had seen magma appearing to travel so far from one volcano to the next. That’s “a really long way for magma to travel laterally,” said Kristín Jónsdóttir, the head of the department of volcanoes, earthquakes, and deformation at the Icelandic Met Office.

By 2020, another part of the island nation, the Reykjanes Peninsula, had begun to quake. Scientists dotted the area with sensors that allowed them to track the subterranean migration of magma with remarkable precision. They used seismometers, which can record the sound of magma as it smashes through the crust, along with instruments that measure the changing shape of the ground.

Soon after they finished setting up, the peninsula’s Fagradalsfjall fissure system sprang to life for the first time in about eight centuries. It erupted repeatedly between 2021 and 2023. Then, in late 2023, a different fissure system, called Svartsengi, took over. It erupted every few months while Fagradalsfjall fell silent.



    
        
        
    
                            Smoke and lava erupt from Iceland’s Fagradalsfjall volcano in 2021.

            Rowan Castle/Alamy

        


    

    “They’re never doing something at the same time,” Jónsdóttir said. “For them to take turns like that … it’s very suspicious.” It seemed that, just like Bárðarbunga and Askja, Fagradalsfjall and Svartsengi were coupled.

Half a world away, another scientist was working on the tools to turn these magmatic connections into a map.

Hot on the Trail 

For decades, scientists have used earthquakes to track magma, but the work was often slow and imprecise. Until recently, scientists could only manually read through graphs of seismic recordings to pick out tremors, then use the data to trace the movements of magma that caused them. Many of the more subtle quakes, buried in background noise, were invisible to human eyes.

In the 2010s, Zach Ross, a geophysicist at the California Institute of Technology, wanted to improve on the quake-finding process. He trained a machine learning program on various seismic symphonies recorded across California over a decade. Ultimately, the program identified 10 times more tremors than any human-led seismic survey had been able to find. As a result, previously invisible fault networks throughout California lit up like fireworks.

Next, Ross tried a new, more advanced version of his quake-finding algorithms on data from Hawai‘i. Hawai‘i, like Iceland, is full of volcanoes. And while many are extinct or dormant, two of them, Kīlauea and Mauna Loa, are still capable of destructive and deadly eruptions.

Volcanologists largely suspected that Kīlauea and Mauna Loa acted independently. The chemistry of their erupted lavas couldn’t have looked more different, and there wasn’t any compelling evidence to suggest that an eruption at one could affect the other.

In 2019, there was a maelstrom of seismic activity near Kīlauea, deep below the town of Pāhala. Ross fed recordings of the shaking to his algorithms to generate a 3D map. In the process, he uncovered a giant system of passageways.



    
        
        
    
                            Hikers visit volcanic craters in Santorini in 2001.

            Rolfsteinar via Wikimedia Commons

        


    

    At the heart of this magmatic circulatory system was a series of horizontal reservoirs called the Pāhala sill complex. From those reservoirs branched two arteries, one leading to Kīlauea, the other reaching toward Mauna Loa. “I remember very clearly how we all reacted when we first saw that in my office,” Ross said. “It was pretty shocking.”

The idea that the two shared a deeper magma source but erupted two chemically distinct types of lava made people “really uncomfortable,” Roman said. But the seismic evidence was impossible to ignore; they seem to be coupled.

Their connection seems different — more mercurial, changeable, compared to those of other coupled volcanoes. Sometimes, as with Iceland’s volcanoes, the ones in Hawai‘i take turns erupting. This could be because one taps magma from their shared source so aggressively that the other volcano doesn’t have much left to extract. But on other occasions, both erupt at the same time. This could be because the magmatic heart that connects them fills up with so much magma that both volcanoes “get juiced,” Roman said.

Joining the Conversation

Santorini is a C-shaped Greek island with a violent volcanic past. The most catastrophic outburst of its volcano, in roughly 1600 BCE, contributed to the end of the seafaring Minoan civilization. Today, two small new volcanoes are growing out of its bay, and another one called Kolumbo — capable of producing fearsome tsunamis and clouds of suffocating gases — lurks underwater just offshore.

Unsurprisingly, the region is comprehensively monitored by scientists. In 2024, a new German-Greek venture called Multi-Marex began to install layers of sensors on not just the land but also the seafloor around Santorini. The effort paid off almost immediately, said Jonas Preine, a volcanologist at the Woods Hole Oceanographic Institution; by chance, at the end of January 2025, the region began to shudder.

Large earthquakes rocked Santorini, and many of its residents fled, fearing an eruption. “The residents were so worried,” Preine said. But after several weeks, the quakes dropped off. At the same time, both Santorini and Kolumbo shrank.

        
        
What happened? The tectonic architecture of the Aegean Sea is messy, rife with crisscrossing faults and myriad volcanoes that make unraveling what happens at depth extremely difficult. But scientists analyzing Multi-Marex data with the assistance of machine learning quickly produced an explanation: A stream of magma had risen from a great depth to just 3 kilometers or so below the surface. The magma didn’t have enough momentum to punch through to the surface, but it did seem to borrow some of its molten rock from elsewhere.

Another magma reservoir in the crust, one thought to feed Kolumbo, contracted as its reserves drained away. It certainly seemed like another case of volcanic coupling — and the team hopes their improved understanding leads to more accurate forecasting of Santorini and Kolumbo’s future volcanic activity.

In Greece and Hawai‘i, and in other locations like Central Africa and Japan, researchers are looking for the next sets of coupled volcanoes, which they know might exhibit a variety of connected behaviors, including taking turns or erupting simultaneously. They now know that coupled volcanoes won’t necessarily produce the same type of lava or the same type of eruption. And they know not to underestimate how far magma might travel on its journey to the surface, and how deep the connection between coupled volcanoes might be.



                
                
            

        
        



        
        
                Next article

                In Math, Rigor Is Vital. But Are Digitized Proofs Taking It Too Far?
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cat /proc/mtd

dev: size erasesize name
mtdo: 00020000 00010000 "boot"
mtd1: 00140000 00010000 "Rernel"
mtd2: 00660000 00010000 "rootfs"
mtd3: 00010000 00010000 "config"
mtd4: 00010000 00010000 "romfile"
mtd5: 00010000 00010000 "rom"
mtd6: 00010000 00010000 "radio"

~ # cat /proc/cmdline
console=ttyS1,115200 root=/dev/mtdblock2 rootfstype=squashfs init=/sbin/init
~ # mount

rootfs on / type rootfs (rw)

/dev/root on / type squashfs (ro,relatime)

proc on /proc type proc (rw,relatime)

ramfs on /var type ramfs (rw,relatime)

devpts on /dev/pts type devpts (rw,relatime,mode=600)

/sys on /sys type sysfs (rw,relatime)
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~ # echo $USER

root

~ # 1s

web usr sbin mnt 1ib dev
var SYys proc linuxrc etc bin

~ # [ util_execSystem ] 139: oal_sys_disableInternetLed cmd is "echo "@ 0" > /proc/tplink/led_internet"
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module Welcome

# Proof-Oriented Programming in
F* @ » Proof-Oriented Programming in F*

~=

his interface allows you to edit and typecheck F* programs.

. . - For convenience, you can resize both the tutorial and F* output fran
Proof—orlented Programmlng in F* Click on the border between frames and drag your pointer to resize.

itor is automatically saved in your
restored each time you Load the

. Any change you make on the ed
A Capsule Summary of F F*is a dependently typed programming language and proof assistant. This book b Your Llocal s

Programming and Proving with Total describes how to use F* for proof-oriented programming, a paradigm in which one until your browser data cleared. Use the » button to ask F* to
5 3 p & verify t content h = -
Functions co-designs programs and proofs to provide mathematical guarantees about erify the contents of the edito
various aspects of a program’s behavior, including properties like functional ou workion multiple *files gt the same time. Clic
correctness (precisely characterizing the input/output behavior of a program), n in the bar below the editor to create a new tab
d he red cross icon next to their name. Be

security properties (e.g., ensuring that a program never leaks certain secrets), and

h
tab! Its contents are permanently d

bounds on resource usage.

Although a functional programming language at its core, F* promotes
programming in a variety of paradigms, including programming with pure, total
functions, low-level programming in imperative languages like C and assembly,
concurrent programming with shared memory and message-passing, and
distributed programming. Built on top of F*'s expressive, dependently typed core
logic, no matter which paradigm you choose, proof-oriented programming in F*
ensures that programs behave as intended.

Structure of this book

This book is a work in progress

The first four parts of this book explain the main features of the language using a
variety of examples. You should read them sequentially, following along with the
associated code samples and exercises. These first four parts are arranged in
increasing order of complexity—you can stop after any of them and have a working
knowledge of useful fragments of F*.

" ) ) Welcome xIPam Lemmas xIPam GettingOffTheGround xIPam GettingOFfTheGround] x-
The remaining parts of the book are more loosely connected and either provide a >
Ready to verify some F* code.

reference guide to the compiler and libraries, or develop case studies that the

reader can choose depending on their interest. Of course, some of those case

studies come with prerequisites, e.g., you must have read about effects before
tackling the case study on parsers and formatters.

Part 1: Basic Functional Programming and Proofs

The first part of this book provides a basic introduction to programming with pure -
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Rank Model Jan-June 2026 %

1 Tesla Model Y 111,050 4.6%
2 Tesla Model 3 58,411 2.4%
3 Skoda Elroq 58,172 2.4%
4 BMW X1 /iX1 (BEV+PHEV) 53,350 2.2%
5 Renault 5 ( + Alpine A290) 52,757 2.2%
6 BYD Seal U (BEV+PHEV) 48,472 2.0%
7 Skoda Enyaq 46,052 1.9%
8 BYD Atto 2 (BEV+PHEV) 44,573 1.8%
9 VW ID.3 39,562 1.6%
10 VW ID.4 38,894 1.6%
1 Mercedes CLA EV 33,322 1.4%
12 Leapmotor T03 32,866 1.4%
13 VW ID.7 32,525 1.3%
14 Volvo XC60 PHEV 29,902 1.2%
15 VW Tiguan PHEV 29,521 1.2%
16 Audi Q4 e-Tron 27,911 1.2%
17 Audi Q6 e-Tron 26,618 1.1%
18 Kia EV3 26,524 1.1%
19 Volvo EX30 24,928 1.0%
20 Citroen e-C3 24,836 1.0%

Others 1,569,945 65.1%
TOTAL 2,410,191 100%
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