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Gemini 3.6 Flash, 3.5 Flash-Lite, and 3.5 Flash Cyber

blog.google · 509 points · Discussion

https://console.cloud.google.com/agent-platform/publishers/g...

Original: https://blog.google/innovation-and-ai/models-and-research/gemini-models/gemini-3-6-flash-3-5-flash-lite-3-5-flash-cyber/ · Discussion
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Qwen-Image-3.0: Rich Content, Authentic Details, Deep Knowledge

qwen.ai · 509 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://qwen.ai/blog?id=qwen-image-3.0 · Discussion
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Apple defeats liability for not scanning iCloud for CSAM

blog.ericgoldman.org · 262 points · Discussion


This case involves Apple’s handling of user-uploaded files hosted in private iCloud storage. Instead of adopting PhotoDNA to scan hosted files for CSAM, Apple created its own proprietary alternative, NeuralHash, which apparently wasn’t as good. So Apple U-turned on its efforts to scan for CSAM in its cloud storage. Instead, Apple implemented end-to-end encryption for iCloud files.

Apple’s manuevers confused the public and seemed like an embarrassing unforced error for Apple. It also ensured pressure from governments and plaintiffs, including CSAM victims, who preferred Apple’s more interventionist approaches, which Apple had voluntarily demonstrated it was willing to do.

This lawsuit represents a full-scale attack on Apple and Section 230. “Plaintiffs allege that Apple’s failure to implement any known CSAM detection is a design defect because Apple can safely implement readily available features to prevent the spread of known CSAM but has continuously failed to do so.” Prior blog post. The court dismisses the third amended complaint, which tees this case up for the Ninth Circuit, where (as usual) anything could happen.

* * *

The court reiterates that Section 230 applies to the plaintiffs’ claims:

First, Plaintiffs’ claims treat Apple as a publisher or speaker of the CSAM content that animates Plaintiffs’ injuries. Fundamentally, Plaintiffs contend that Apple has elected to permit users to disseminate and share third-party CSAM content when it could have—and, in their view, should have—used readily available technology to prevent the distribution of child pornography depicting the Plaintiffs in this putative class. The duties Plaintiffs seek to invoke “spring[ ] from the defendant’s status as publisher,” and consequently, “immunity applies.” Second, immunity also applies because “the means to avoid liability requires [Apple] to act as a publisher.” As a result, Apple is entitled to complete immunity under § 230.


Citing Doe 1 v. Meta, the court says:

Plaintiffs’ injuries are the direct result of the actions of third parties who used iCloud to share CSAM, a use Apple neither explicitly condones nor prevents (even assuming—as alleged in the TAC—that Apple was aware of the use of iCloud for this purpose)….though Plaintiffs allege that Apple knew that its tools were likely to be used to distribute child pornography (as confirmed by the internal Apple text messages at the center of this case), under the current state of the law, Apple is still entitled to immunity under § 230—irrespective of that general knowledge….

Plaintiffs cannot avoid the fact that a tool that detects CSAM must review CSAM to make such a determination. And while Apple could have taken steps to do so—as its competitors have done by using PhotoDNA—Grindr confirms that § 230 bars claims arising from the design decisions Apple could have taken where those claims relate to Apple’s role facilitating the communication and content of others


(A reminder that the defendant’s scienter is irrelevant to Section 230).

The plaintiffs tried to fit into the new Section 230 exceptions created in Doe v. Twitter, but the court rebuffs the move:

This case does not concern or even discuss Apple’s content reporting systems; it concerns Apple’s “failure to implement industry-standard safeguards” against the dissemination of CSAM. Though reporting systems and CSAM safeguards may both be described as “defects,” the latter requires the Court to treat Apple as a publisher. Twitter “could fulfill its purported duty to cure reporting infrastructure deficiencies without monitoring, removing, or in any way engaging with third-party content”; Apple cannot fulfill a duty to institute CSAM safeguards without deploying a tool like NeuralHash or PhotoDNA. Both NeuralHash and PhotoDNA were built to monitor and report violative images uploaded to company servers. Yet just the decision regarding whether to deploy either tool is a choice related to content moderation.


Also, Apple didn’t fail to satisfy any duty to report items to NCMEC if it never identified CSAM in the first place.

The Lemmon v. Snap workaround fails: “all of Plaintiffs’ claims here are inexorably linked to third-party content; Plaintiffs do not allege that Apple created content like a Snapchat filter that caused them harm.” The Roommates.com workaround also fails: “Plaintiffs do not allege that Apple modified or augmented the CSAM on its servers in any way.”

* * *

The case reaches its inevitable denouement of a win for Apple. However, Judge Wise remains troubled about its implications. She expresses her uneasiness in stronger-than-normal terms:

As it stands, nothing in the law prevents any company, including Apple, from utilizing available technology or creating new technology to identify and report child pornography stored and distributed on their traditional servers or through their cloud services. Conversely, there is no law that obligates companies to proactively do so. Undoubtedly any such legislation would come at a cost of at least some loss of privacy for millions of people. But if lawmakers expected that companies would take steps to prevent their products from being used for storing and distributing child pornography based on something short of a legal imperative, this case, like many others before it, demonstrates the inadequacy of that approach. If lawmakers want to ensure that Apple and other companies address their role in the dissemination of CSAM, they must require it under the law. In other words, lawmakers can fix this problem that is contributing to the exploitation of children.


She goes through this framing pretty quickly, but we should slow it down. The “loss of privacy for millions of people” she briefly references deserves a little more care. The opinion downplays the encryption angle; it mentions encryption only twice, as if it’s an afterthought. However, encryption is the critical attribute underlying Apple’s moves. Forcing Apple to scan for CSAM in iCloud means breaking end-to-end encryption for everyone and all purposes, including: malefactors who would intercept private files for criminal purposes; and government actors who have repeatedly shown that they will break into, distribute, and weaponize privately stored file caches (I was just thinking about the North Korea Sony hack. Remember it?).

So yes, the “privacy loss” Judge Wise mentions indeed would be a major cost to everyone. Worse, it would ensure new victims have their sensitive, private, or abusive images nonconsensually intercepted and disseminated. (Do you recall the Fappening and Snappening?) End-to-end encryption isn’t just some nice-to-have feature; it is one of the core planks of a technology architecture that keeps people safer.

Judge Wise continues:

This Order does not turn on whether Apple’s decisions contributed to Plaintiffs’ injuries. All Plaintiffs’ claims are founded on Apple serving as a publisher of third-party content. It is that role as “publisher” that is dispositive on the issue of immunity. This does not mean that the existence of images and videos of the putative class members being sexually abused—content that they allege is regularly stored and disseminated on iCloud—has not caused Plaintiffs real and lasting harm…

the outcome also adds credence to claims that the Ninth Circuit “has expanded § 230(c)’s scope to provide functional immunity to internet companies, even when they are aware (or should be aware) of unlawful content on their websites.” The practical outcome is that the current state of the law prioritizes privacy—a laudable and critically important value given that in our modern world nearly all our most personal and intimate data (including financial and health records) are stored and transmitted online. But the law should not ignore how those who create, view, and distribute child pornography leverage privacy protections to avoid detection by law enforcement. In the current legal framework, there is no protection for members of the putative class—individuals who as children were photographed and filmed while being abused in the vilest ways imaginable, and who now are repeatedly victimized each time the intimate and tortured images of their trauma are distributed to others. Those children are the collateral damage of our ineffective legal landscape. They deserve better.


Judge Wise isn’t well-situated to compare the relative strengths and limitations of the full range of potential anti-CSAM options, but a leading tool has always been and remains the government’s efforts to find and prosecute the creators, disseminators, and downloaders of CSAM. (Do you recall the federal government’s choices that leave children more vulnerable?) Making sure the government is doing what it can should be the #1 priority. In contrast, breaking end-to-end encryption shouldn’t be anywhere in the regulatory toolkit.

Case Citation: Amy v. Apple Inc., 2026 WL 2031817 (N.D. Cal. July 13, 2026). The complaint.

								




Original: https://blog.ericgoldman.org/archives/2026/07/apple-defeats-liability-for-not-scanning-icloud-for-csam-but-the-judge-was-not-pleased-amy-v-apple.htm · Discussion
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Long presumed dead, a thriving coral reef is discovered in West Africa

e360.yale.edu · 240 points · Discussion

https://www.frontiersin.org/journals/marine-science/articles...

Original: https://e360.yale.edu/digest/benin-coral-reef · Discussion
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FreeInk: Open ecosystem for e-readers

freeink.org · 225 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://freeink.org/ · Discussion
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Advertise in ChatGPT

ads.openai.com · 192 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://ads.openai.com/ · Discussion
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OpenAI and Hugging Face partner to address security incident

openai.com · 183 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://openai.com/index/hugging-face-model-evaluation-security-incident/ · Discussion
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PCjs Machines

pcjs.org · 160 points · Discussion


        Welcome to PCjs


PCjs uses JavaScript to emulate a small collection of hardware and software that I grew up with in the 1970s and 1980s,
allowing you to experience their slow CPUs, low-resolution displays, and primitive sound effects, all in the comfort and
safety of your desktop or mobile web browser.


Over time, PCjs emulations have expanded to include selected IBM PC Compatibles
and more classic machines, such as Minicomputers, Programmable Calculators,
Terminals, and Arcade Games.
To learn more or contribute to these very modest preservation efforts, visit the PCjs
open-source project on GitHub.


PCjs Highlights


Explore a variety of old PC public domain software and shareware.




  
    [image: PC Disk Magazine (1983)]
    

    PC Disk Magazine 
(1983)
  



  
    [image: PC Magazine Utilities (1987)]
    

    PC Magazine Utilities 
(1987)
  



  
    [image: PC-SIG Diskette Library (1990)]
    

    PC-SIG Diskette Library 
(1990)
  





Interact with a variety of computer hardware and software from the past.  You can browse many more combinations, along with a small collection of related documentation, using the PCjs Explorer.




  
    [image: TI-57 Programmable Calculator (1978)]
    

    TI-57 Programmable Calculator 
(1978)
  



  
    [image: Ohio Scientific Challenger 1P (1978)]
    

    Ohio Scientific Challenger 1P 
(1978)
  



  
    [image: Space Invaders (1978)]
    

    Space Invaders 
(1978)
  



  
    [image: Microsoft Adventure (1981)]
    

    Microsoft Adventure 
(1981)
  



  
    [image: DONKEY.BAS from PC DOS 1.00 (1981)]
    

    DONKEY.BAS from PC DOS 1.00 
(1981)
  



  
    [image: VisiCalc (1981)]
    

    VisiCalc 
(1981)
  



  
    [image: Multiplan 1.0 (1982)]
    

    Multiplan 1.0 
(1982)
  



  
    
    

    Executive Suite 
(1982)
  



  
    
    

    PDP-11/70 with RT-11 4.0 
(1982)
  



  
    
    

    CP/M-86 
(1983)
  



  
    
    

    COMPAQ Portable with Monochrome Graphics 
(1983)
  



  

  
    
    

    Exploring the IBM Personal Computer 
(1983)
  



  
    
    

    Adventures in Math 
(1983)
  



  
    
    

    Lotus 1-2-3 
(1983)
  



  
    
    

    Norton Utilities 2.0 
(1983)
  



  
    
    

    Fantasy Land EGA Demo 
(1984)
  



  
    
    

    Microsoft Word 1.15 
(1984)
  



  
    
    

    Nine Princes in Amber 
(1985)
  



  
    
    

    Rogue 
(1985)
  



  
    
    

    Microsoft Windows 1.0 
("Premiere Edition")
  



  
    
    

    Microsoft Windows 1.1 on CGA 
(1985)
  



  
    
    

    Microsoft Windows 1.1 on EGA 
(1985)
  



  
    
    

    Balance of Power 
(1985)
  



  
    
    

    IBM OS/2 1.0 
(1987)
  



  
    
    

    VGA Black Book Tests 
(by Michael Abrash)
  



  
    
    

    Microsoft Windows/386 2.0 
(1987)
  



  
    
    

    Microsoft QuickPascal 1.00 
(1989)
  



  
    
    

    Microsoft Windows 3.0 
(1990)
  



  
    
    

    Life & Death II: The Brain 
(1990)
  



  
    
    

    The Oregon Trail 
(1991)
  



  
    
    

    Commander Keen 
(1991)
  



  
    
    

    Wolfenstein 3D 
(1992)
  



  
    
    

    Dune II 
(1992)
  



  
    
    

    Microsoft Windows 3.1 
(1992)
  



  
    
    

    Microsoft Windows 95 
(1995)
  






Thanks for visiting!

–Jeff



[GitHub Source]

      


Original: https://www.pcjs.org/ · Discussion
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Jack Dorsey launches Buzz to combine team chat, AI agents and Git hosting

runtimewire.com · 142 points · Discussion

https://x.com/jack/status/2079605800998146171, https://xcancel.com/jack/status/2079605800998146171https://buzz.xyz/


Original: https://runtimewire.com/article/jack-dorsey-block-buzz-team-chat-ai-agents-git · Discussion
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The World's 2,400 Castles

thecastlemap.com · 140 points · Discussion


        The interactive map of the world's castles & fortresses

        Castlemap is a free interactive map of 2,435 of the world's greatest castles, fortresses and palaces across 129 countries. Pan and zoom the night map above, click any point for a photo and quick facts, or open a landmark's page for its full story and exact location. From medieval strongholds and hilltop citadels to grand royal palaces, it is the most complete castle map online.

        Browse by type

        
        Castles by country

        Find castles and fortresses in the countries that have the most:

        
          	France 183

          	Italy 179

          	Germany 176

          	England 152

          	Japan 101

          	Spain 88

          	Scotland 87

          	India 80

          	Poland 77

          	Czech Republic 74

          	Sweden 73

          	Austria 68

          	Russia 60

          	Wales 56

          	Turkey 46

          	Slovakia 45

          	Ireland 36

          	Ukraine 35

          	Belgium 33

          	Denmark 33

        

        Browse all 129 countries on the map →

        Famous castles to start with

        The most-covered castles on Earth, by number of Wikipedia language editions:

        
          	Palace of Versailles France

          	Forbidden City People's Republic of China

          	Château de Montsoreau France

          	Kremlin Russia

          	Alhambra Spain

          	Buckingham Palace England

          	Neuschwanstein Castle Germany

          	Tower of London England

          	Bastille France

          	Windsor Castle England

          	Fatehpur Sikri India

          	Potala Palace Tibet

        

        The most famous castles in the world, ranked →  ·  Browse all 2,435 castles & fortresses →

        How this map is built

        Castlemap is built entirely from open data: facts, founding dates and coordinates from Wikidata, photographs from Wikimedia Commons, stories from Wikipedia, and the night basemap from OpenFreeMap and Natural Earth. Rather than plotting every fortification on Earth, the atlas curates the 2,435 most significant castles, fortresses and palaces — each verified to have a real photo, an English Wikipedia article and exact coordinates — balanced across 129 countries so the map stays explorable.

        Missing a castle you know? The map refreshes from Wikidata, so the best way to add one is to improve its Wikidata entry: exact coordinates, a Commons photo and an English Wikipedia article make it eligible for the next refresh. Edits to the commons improve every atlas built on them — not just this one.

        The full curated dataset is free: download all 2,435 castles as GeoJSON or CSV (CC0). Curious how it breaks down? See the castle statistics — which country has the most castles, who leads per capita, and when the world built them.

        Frequently asked questions

        What is Castlemap?Castlemap is a free interactive map of 2,435 of the world's great castles, fortresses and palaces across 129 countries. Every landmark is plotted on the map and has its own page with a photo, founding century, story and coordinates.

        How many castles are on the map?2,435 landmarks in total — 937 castles, 389 fortresses, 692 palaces and 417 ruins — across 129 countries.

        Which country has the most castles?In the Castlemap atlas, France has the most with 183, followed by Italy, Germany, England, Japan. You can browse castles in any of 129 countries.

        Is Castlemap free to use?Yes — Castlemap is completely free and needs no account. Open the map and start exploring the world's castles right away.

        Where does the castle data come from?Castle facts and coordinates come from Wikidata, photos from Wikimedia Commons, and the basemap from OpenFreeMap and Natural Earth — all open data.

        How are the castles ranked by fame?Each castle carries a fame score: the number of Wikipedia language editions — plus a few sister projects — that cover it, taken from its Wikidata sitelink count, a well-established proxy for global renown. The Palace of Versailles ranks #1. You can see all 2,435 castles ranked by fame, with the method and its limits explained in full.

        Why isn't a castle I know on the map?Castlemap is curated rather than exhaustive. Europe alone has tens of thousands of castle sites — many towns and hilltops have one — so the atlas maps the 2,435 most significant worldwide: those with a documented story, a real photo and exact coordinates, balanced across countries so the map stays explorable.

        Can I add a castle to the map?Yes — through open data. Castlemap refreshes from Wikidata, so to get a castle added, improve its Wikidata entry with exact coordinates, a Wikimedia Commons photo and an English Wikipedia article. Well-documented castles become eligible for the next data refresh, and your edit improves every map built on open data.

        Explore all 2,435 castles & fortresses →
More atlases: TrainRouter · Sunshine Atlas · Beachmap · Detourmap

      



Original: https://thecastlemap.com/ · Discussion
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'VPNs are lawful technical tools,' says EU Court in landmark copyright ruling

techradar.com · 126 points · Discussion




	VPN providers aren't liable for copyright infringement, said the EU Court
	The Court explicitly recognized VPNs as "lawful technical tools"
	The case centered on the copyright battle involving Anne Frank's diary


In a major victory for digital rights and common sense, the Court of Justice of the European Union (CJEU) has officially categorized Virtual Private Networks (VPNs) as "lawful technical tools" while establishing new boundaries for online copyright disputes.
The landmark judgment — handed down in July 2026 — stems from a complex legal battle over the online publication of Anne Frank's historical manuscripts. At its core, the case forced Europe's top judges to answer a highly technical question: if a publisher actively tries to block visitors from a specific country, are they still breaking the law if a user sneaks past the digital border using circumvention software?
According to the CJEU, the answer is no. As long as a website employs "state-of-the-art" geo-blocking technology, the publisher cannot be held liable for copyright infringement simply because a determined reader decides to fire up the best VPN to bypass the restrictions.
The ruling sets a massive precedent. It confirms that copyright holders cannot point to the mere existence of VPNs to claim a website's security measures are completely ineffective.
More importantly for privacy advocates, the court firmly pushed back against the demonization of privacy software, cementing the legitimate status of VPN providers across the European Union.
The Anne Frank dispute explained
The EU's top court just confirmed: Geo-blocking is the copyright holder's problem, not the VPN's. Providers are not liable for users bypassing restrictions ⚖️ @torrentfreak https://t.co/fLwb5kYAy1July 17, 2026


The legal tug-of-war began when a coalition of Dutch and Belgian academic institutions published a free, scholarly online edition of Anne Frank's manuscripts.
Because copyright laws are not fully harmonized across Europe, the legal status of the famous diary varies by territory. In Belgium and roughly 60 other countries, the writings entered the public domain years ago. However, in the Netherlands, parts of the text remain protected by copyright until 2037.
To respect this territorial divide, the publishers hosted the site in Belgium and used geo-blocking to prevent access from Dutch IP addresses. Visitors from the Netherlands were met with a notice explaining why they couldn't enter the site.
The Anne Frank Fonds, which holds the Dutch copyright, sued. They argued that because standard VPNs easily allow users to mask their true IP address and spoof a Belgian location, the scholarly website was effectively communicating the protected work to the Dutch public.
The CJEU ultimately rejected this argument. In its judgment, the court noted that while geo-blocking measures can inevitably be circumvented, "the possibility of such circumvention cannot, in itself and in all circumstances, be a decisive factor in finding those measures to be inadequate and, therefore, ineffective."
Why this matters for the internet and VPN users
For everyday internet users, the "So What?" of this ruling is deeply reassuring. It validates that using a VPN to encrypt your online traffic, hide your IP address, or bypass digital borders is a legitimate use of consumer technology.
The judges explicitly shielded VPN companies from collateral damage in piracy lawsuits, a topic that has sparked intense debate among European ISPs and rightsholders. The court specifically argued that the provider of a VPN or similar services is not liable for users bypassing restrictions.
By placing the legal burden on publishers to maintain "state-of-the-art" digital fences, rather than demanding absolute, impossible perfection, the EU has drawn a pragmatic line in the sand.
Publishers aren't expected to build unhackable walls, and VPN providers aren't responsible for the actions of users who climb over them. Ultimately, this ruling proves that the borderless internet can still coexist with territorial copyright laws, provided everyone uses the right technical safeguards.

Follow TechRadar on Google News and add us as a preferred source to get our expert news, reviews, and opinion in your feeds. Make sure to click the Follow button!






Original: https://www.techradar.com/vpn/vpn-privacy-security/vpns-are-lawful-technical-tools-says-eu-court-in-landmark-anne-frank-copyright-ruling · Discussion
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Laguna S 2.1

poolside.ai · 115 points · Discussion

Today we’re releasing Laguna S 2.1, a significant step forward in our development of models that pursue longer horizon work and make effective use of reasoning.
Laguna S 2.1 is a 118B total parameter Mixture-of-Experts (MoE) model with 8B activated parameters per token and supports a context window of up to 1M tokens in thinking and no-thinking modes. It went from the start of training to launch in under nine weeks, and on long-horizon coding benchmarks it holds its own against models many times its size. For every benchmark score we publish today, we are releasing full trajectories for every trial in the final evaluation set at   trajectories.poolside.ai.
	 Laguna S 2.1 118B-A8B
	 Tencent Hy3 295B-A21B
	 Inkling 975B-A41B
	 Nemotron 3 Ultra 550B-A55B
	 DeepSeek-V4-Pro-Max 1.6T-A49B
	 Kimi K3 2.8T-A50B
	 Qwen 3.7 Max —
	 Muse Spark 1.1 —
	 Claude Fable 5 —

 Terminal-Bench 2.1 Resolved tasks on Terminal-Bench 2.1.
 
SWE-Bench Multilingual Resolved tasks on SWE-Bench Multilingual.
 
SWE-Bench Pro (Public Dataset) Resolved tasks on SWE-Bench Pro (Public Dataset).
 
DeepSWE Resolved tasks on DeepSWE.
 
SWE Atlas (Codebase QnA) Resolved tasks on SWE Atlas (Codebase QnA).
 
Toolathlon Verified Resolved tasks on Toolathlon Verified.
 

 Benchmarks as of 21 July 2026. pass@1 averaged over 4 attempts per task, except DeepSWE, SWE Atlas (Codebase QnA) and Toolathlon Verified that had 3 attempts per task. For all benchmarks we take the maximum of the vendor self-reported score, benchmark author leaderboard or third-party leaderboard (Artificial Analysis), except SWE Atlas (Codebase QnA) where we do not use third-party leaderboard figures.

Punching above its weight class
Laguna S 2.1 is, as far as we can measure, the most capable agentic coding model in its weight class by a wide margin.
S 2.1 scores 70.2% on Terminal-Bench 2.1 in our agent harness with thinking enabled. Its compact size makes it uniquely suitable for complex work on local machines.

My USB Drive Has a Hidden Encrypted Vault
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My USB Drive Has a Hidden Encrypted Vault

rootkitlabs.com · 109 points · Discussion


                

                This article was written by a human, for humans.



Many places don’t respect privacy laws, in certain situations you may be forced to unencrypt your media, or worse, assumed to be guilty. A Veracrypt hidden volume is useful in the former situation, but not the latter.

This is why I made Phantomdrive.



Phantomdrive is a completely open source USB drive that appears as an 8 GB drive when first plugged in. There’s no way for the OS to detect the remainder of the disk. If the user edits a plaintext file on the disk with the contents password:PUTYOURPASSWORDHERE, it unmounts itself and remounts the second hidden section and AES-256 encrypts/decrypts in place.

With Phantomdrive, hopefully you’ll slip past authoritarian government representatives, corrupt police, and anyone else that doesn’t respect basic encryption rights.

The Design

Everything is completely open source: the firmware, hardware and mechanical engineering. The tools I used to design the device are also open source. Lets get into the design!

For this project I used an interesting little chip called the CH569. It’s from the same company who make the  USB to Serial chip (CH340) found on virtually every knockoff Arduino.



For this project I’m making use of the USB3, SD/eMMC and the AES block. The SM4 encryption block you can see above is apparently standardised for commercial cryptography in China - Wikipedia.

Due to AI demand the cost of eMMC memory is unusually high, so I chose to go with an SD card for memory. Someone will find your SD card if they tear it apart, but of course everything is encrypted. I used epoxy to glue the case together, meaning an attacker must destroy the device if they wish to get inside. If this doesn’t fit your requirements, I suggest you look elsewhere 😊

Once eMMC prices come down, there will be a version that uses it.



The device is simple, just the CH569, USB port, two buck supplies, a button for firmware update, SD card and some support components. There’s also UART test points, which help with firmware development.




The Cryptography

I wasn’t getting notifications when “people” opened several AI-generated GitHub issues on my repo. They outlined a mixture of: already patched problems, AI hallucinations, and small issues being blown out of proportion. Reddit dogpiled on this pretty quickly, while I was asleep.



This was a big fail on my part, I should have at least noticed people were opening issues. Most of them were non-issues, with the exception of AES-XTS which I’ll talk about below.

As for the security of the device, I’ve verified things with functional tests like this, where you can be sure the encryption is working and verified against OpenSSL’s implementation of AES.

The Key Derivation Function (KDF)

A KDF or “The Key Derivation Function” is a function used to generate a key for use in cryptography. Let’s start with the shittiest way to derive an AES key.

$$
K = Pw || 0x000
$$

We take our password, appending zeros to it until it’s 32 bytes (for AES-256) and that’s our key. With a shitty password, like “password1234”, we can brute force this in a matter of minutes. With a good password this turns into hours, and with a really good password maybe years to decades.

But what if the attacker uses a precomputed table of keys? This means they don’t even have to compute anything. To combat this issue we add a salt.

$$
K = Pw || salt || 0x000
$$

If every device has a unique salt, the attacker needs to compute keys on a per-device basis, so the lookup table problem goes away. Since the salts are different you can’t take your SD card out of one device and put it into another. Here’s how you get your salt…

udevadm info --query=property --name=/dev/sdc | grep ID_SERIAL_SHORT
ID_SERIAL_SHORT=Phantomdrive:34FC1FA7145467F7


So 34FC1FA7145467F7 is this device’s salt, which you need for data recovery if your device ever breaks. FYI: You can change “Phantomdrive” and the USB PID/VID to whatever you want by changing the firmware to increase stealth.

Let’s now assume our attacker has a really powerful machine, has gotten your salt and now will compute their own “table”. To make this a little harder we add 100,000 rounds of SHA-256 to the KDF.

$$
K = sha256(sha256(sha256(Pw || salt || 0x000))) … 100k
$$

I chose 100k rounds because the device takes ~3 seconds to unlock, any more and it takes longer. I can’t use algorithms like Argon2, because those are memory-hard. If you have a better way to do this, without making the unlock procedure more than 5 seconds I would love to hear it, but we’re at the compute limit for this device right now.

If you need more security you can increase the number of KDF SHA256 rounds, look for another device, or double encrypt this device using a software solution. It’s also possible to simply turn off encryption and just use software based encryption.

AES Modes

AES is a block cipher, meaning it can encrypt and decrypt a fixed (16-byte) amount of data. There are various different AES modes to turn it into a stream cipher.

AES-ECB

AES-ECB or Electronic Codebook is the naive way to make a stream cipher. You simply take every 16-byte block of plaintext in your stream and encrypt it. Boom! We just made a stream cipher. This is insecure for a few reasons.


	The same plaintext blocks will make the same ciphertext blocks, creating a lack of diffusion.

	Attackers can remove data in ciphertext and when decrypted plaintext will be modified in a predictable way.



So this isn’t a good way.

AES-CTR

AES-CTR or Counter is a way to solve the issues above. It works in a simple way, you AES encrypt your counter, then XOR the output with your cleartext.

uint64_t i = 0;
while(i < len(ciphertext)) {
	ctr = aes_encrypt(i);
	ciphertext[i] = plaintext[i] ^ ctr
	i++;
}


It’s pseudocode but you get the point.

There’s a security risk involving “counter reuse” you should be aware of when using this mode.


	Attacker recovers your ciphertext, puts your device back.

	You write a bunch of fresh new data.

	Attacker recovers your ciphertext again.

	If the attacker can then guess one of the ciphertexts, they can recover the other ciphertext.



With this device I’m getting around 9MB/s write and 20MB/s read with AES-CTR and 6MB/s write and 10MB/s read with AES-XTS. For me this isn’t a big enough security gain over speed to warrant going to AES-XTS, but you might have a completely different case.

AES-XTS

AES-XTS or Tweaked Codebook Mode is the standard for disk encryption. It works by using two keys: \(K_1\) is your data key, and \(K_2\) generates the tweak key.

For each disk sector you need to compute a tweak key from the sector number \(S\).

$$ T_n = AES(K_2,S) $$

Each 16-byte block gets its own tweak, so you end up with \(T_0\), \(T_1\), \(T_2\) … \(T_n\). You then encrypt block by block of your plaintext \(P\) to get your final ciphertext \(C\).

$$ C_n = AES(K_1, (P_n \oplus T_n)) \oplus T_n $$

This solves the counter reuse issues listed above, but is a little bit slower.

The Firmware

I used two projects; thanks to their maintainers.


	A library for the chip (BSP) https://github.com/hydrausb3/wch-ch56x-lib

	An ISP programming library https://github.com/hydrausb3/wch-ch56x-isp



There are a few parts of the firmware you might be interested in…

Password Snooping

The device isn’t actually filesystem aware, it just takes USB WRITE10/READ10 commands and translates these into CMDx commands for the SD card. So to do the unlock wizardry we just look at raw data, in the unlock state it looks like this.

void phantomdrive_snoop_write(uint8_t *buf, uint32_t len)
{
	const char *prefix = "password:";
	const size_t prefix_len = 9;
	uint32_t i;

	for (i = 0; i + prefix_len <= len; i++) {
		if (buf[i] != 'p')
			continue;
		if (memcmp(buf + i, prefix, prefix_len) != 0)
			continue;

		size_t pw_start = i + prefix_len;
		size_t pw_end = pw_start;
		while (pw_end < len && (pw_end - pw_start) < sizeof(pending_pw) &&
		       buf[pw_end] != '\n' && buf[pw_end] != '\r' && buf[pw_end] != '\0')
			pw_end++;

		size_t pw_len = pw_end - pw_start;

		// Copy the password into RAM here
		memcpy(pending_pw, buf + pw_start, pw_len);
		pending_pw_len = pw_len;

		// We then zero out this buffer so the
		// password is never written to the disk
		memset(buf + i, 0, pw_end - i);
		return;
	}
}


The device isn’t filesystem aware, so when locked it calls this function before every write. It’s snooping on all writes, and matching against password:. This means that if you use the insecure portion of the disk for a ton of stuff, you might get an accidental match if your data contains the string password:. Again, if this doesn’t fit your requirements you can change it or look for another device.

The End

Thanks for reading and supporting this project. It’s been fun to work on and has gotten lots of interest in the community. This type of interaction is what motivates me to continue working on stuff like this.

If you’re interested in supporting this project, we have a preorder page up now!
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June 17, 2026 — France’s national cybersecurity agency, ANSSI (Agence Nationale de la Sécurité des Systèmes d’Information), confirmed on Tuesday that it will stop certifying security products that lack quantum-resistant encryption. The deadline is 2027.




Samih Souissi, ANSSI’s chief of staff, made the announcement at the France Quantum 2026 conference at Station F in Paris. He added that businesses should be purchasing only quantum-safe products by 2030, Reuters reported.




ANSSI certification (known as “qualification” in French regulatory terminology) is a prerequisite for use across French government agencies and critical infrastructure operators. Losing certification eligibility amounts to losing access to one of Europe’s largest government technology markets.




Souissi framed the decision as extending beyond technical cybersecurity. “It’s not only a technical issue,” he said. “It’s a matter of governance, industrial planning, regulation, and sovereignty.”




The policy reflects growing concern about Harvest Now, Decrypt Later (HNDL) attacks, in which adversaries intercept and store encrypted communications today with the intention of decrypting them once a cryptographically relevant quantum computer (CRQC) becomes available.




Industry players at the conference signaled that demand for PQC-capable products is already accelerating. Pascal Brier, chief innovation officer at Capgemini, told Reuters that banks and public services are actively assessing their exposure. “That market is becoming big. It’s going to be very substantial,” Brier said.




IBM executive Jerry Chow said at the event that the quantum threat to current cryptography could materialize by the mid-2030s. Separately, Qperfect warned that the Elliptic Curve Digital Signature Algorithm (ECDSA), widely used in blockchain systems, could be among the earliest targets for quantum attacks.




Fanny Bouton, head of quantum at French cloud provider OVHcloud, told Reuters the industry faces a compounding compliance challenge. “We face two challenges: auditing our products and securing all the data we hold in order to meet ANSSI’s requirements,” she said. As a European operator, OVHcloud must simultaneously satisfy ANSSI, the European Commission’s requirements, and U.S. NIST standards.




France has backed its quantum technology ambitions with a national strategy launched in 2021 that committed €1.8 billion in public and private funding over four years. [EDITOR: Reuters cites a “3 billion euro” figure; the original 2021 plan was €1.8 billion. The discrepancy may reflect additional commitments since 2021, including the PROQCIMA program for quantum computer development. Verify the current total before publication.]





My Analysis




ANSSI has been telegraphing this move for years. Its first position paper on the PQC transition arrived in 2022, with a follow-up in late 2023 that stated ANSSI would “stop delivering security labels for certain types of products claiming long-term security” without PQC. The agency’s own FAQ page confirmed it was targeting “PQC obligations for qualification starting in 2027.” What changed yesterday is that ANSSI’s chief of staff said it publicly at a major conference, in front of the French quantum ecosystem, with Reuters in the room. The guidance became a commitment.




I wrote three weeks ago that post-quantum deadlines are likely about to compress, with governments converting their 2025 guidance documents into binding obligations clustered around 2028 to 2030. ANSSI’s announcement is the latest confirmation of that pattern, and one of the clearest: a certification authority with direct market-access power, setting a hard date, in public, at a conference covered by international media.




Another 2027 Procurement Gate




The timing is impossible to ignore. ANSSI’s 2027 certification cutoff now runs in parallel with NSA’s CNSA 2.0 procurement gate, which requires all new National Security System acquisitions to support CNSA 2.0 algorithms starting January 1, 2027. Two of the world’s most demanding cryptographic certification authorities, serving two of the world’s largest defense and government technology markets, have independently converged on the same year for making PQC a pass-fail requirement.




The mechanisms differ. CNSA 2.0 operates through procurement eligibility, NIAP validation, and the Risk Management Framework. ANSSI operates through its qualification and certification schemes, which function as a gatekeeper for any security product deployed across French government agencies and critical infrastructure under the NIS2 directive. The practical effect is the same: vendors who cannot demonstrate PQC capability by 2027 start losing access to government contracts on both sides of the Atlantic.




As I covered in my CNSA 2.0 Deep Dive, the 2027 gate is the moment when PQC transitions from a planning exercise to a procurement reality. ANSSI’s announcement doubles that pressure. A vendor selling security products into both U.S. national security environments and French government networks now faces a two-front deadline with no wiggle room.




The Hybrid Requirement Compounds the Challenge




ANSSI’s announcement carries a dimension that CNSA 2.0 does not. As I analyzed in detail when ANSSI doubled down on hybrid PQC, the agency strongly recommends hybrid mechanisms (combining classical and post-quantum algorithms) for any product offering protection beyond 2030. ANSSI extends this recommendation to signatures, on the reasoning that post-quantum signature schemes are newer and less battle-tested than their key-establishment counterparts. This is a stricter posture than what the NSA requires; CNSA 2.0 permits hybrid as an interim measure but trusts post-quantum algorithms to stand alone.




The European Cybersecurity Certification Group’s Agreed Cryptographic Mechanisms v2, published in May 2025, reinforced this position at the EU level. Note 40 of that document states that LWE- and MLWE-based mechanisms “shouldn’t be used in a standalone way.” Three separate notes in the same document repeat the same requirement for ML-DSA signatures and ML-KEM key encapsulation.




For vendors, this means that supporting ML-KEM (formerly CRYSTALS-Kyber) or ML-DSA (formerly CRYSTALS-Dilithium) in isolation will not satisfy ANSSI certification requirements. Products will need hybrid implementations that pair post-quantum algorithms with established classical cryptography. That is a harder engineering lift than simply adding a new algorithm to the stack.




The Sovereignty Signal




Souissi’s framing of the decision as a matter of “sovereignty” and “industrial planning” is consistent with a pattern I have tracked across my PQC sovereignty analysis. ANSSI has explicitly reserved the right to certify an algorithm set that does not exactly match NIST’s selections. The agency names FrodoKEM (an unstructured-lattice scheme that trades performance for conservatism) as an acceptable alternative KEM, and it has left open the possibility of endorsing algorithms that NIST did not select.




France, Germany, and the Netherlands jointly led the development of the EU’s Coordinated Implementation Roadmap for PQC, published in June 2025. That roadmap sets three milestones: national transition plans by end of 2026, high-risk systems migrated by end of 2030, and full migration by end of 2035. ANSSI’s 2027 certification cutoff runs ahead of the EU’s own 2030 target for high-risk use cases. Within the European framework, France has placed itself at the front of the enforcement queue.




This matters for the multinational compliance geometry I examined in my Global PQC Migration Timelines Deep Dive. A vendor selling security products across the U.S., France, and Germany must now simultaneously satisfy CNSA 2.0’s pure-PQC preference and algorithm restrictions, ANSSI’s mandatory hybrid requirement and potential algorithm divergence, and BSI’s own hybrid mandate with its FrodoKEM and Classic McEliece recommendations. No single implementation satisfies all three. As I argued in Quantum Ready, the operational answer is to deploy hybrid as the highest-common-denominator default and carve out jurisdiction-specific configurations where regulators demand different algorithm choices.




The Preparedness Gap




A May 2025 study commissioned by ANSSI through PQShield found that none of the surveyed organizations had a post-quantum transition plan in place. CISOs lacked precise timelines for migration, and many had not identified PQC use cases. Organizations identified a need for guidance from ANSSI itself before they could begin preparatory work.




That same finding echoed across the continent. An ENISA assessment of over 1,350 organizations across 27 EU member states, cited in a December 2025 CEPS Task Force report, concluded that most European stakeholders remain largely unprepared, with substantial portions of operators in critical sectors not even planning to invest in quantum-safe measures.




ANSSI’s announcement is aimed squarely at this preparedness gap. By making certification contingent on PQC, the agency converts a recommendation into a market forcing function. Security product vendors who want to sell to French government agencies and critical infrastructure operators will need PQC capability certified by ANSSI, or they will lose market access. The vendors, in turn, will pull PQC capability through their supply chains, component suppliers, and cryptographic library providers.




The same dynamic played out with previous ANSSI certification requirements, and as I have argued repeatedly, this is the pattern that matters more than any debate about when Q-Day will arrive. Regulators, certification bodies, and procurement authorities are setting their own quantum deadlines, and those deadlines are binding regardless of when a CRQC actually exists. ANSSI’s announcement is the latest and one of the most consequential additions to that growing list.




What This Means in Practice




For security product vendors selling into the French government market, the clock started yesterday. ANSSI qualification processes typically take 12 to 18 months. Products entering the pipeline now, in mid-2026, are on a tight schedule to achieve qualification before the 2027 cutoff. Products that have not begun the process are already behind.




For CISOs and procurement teams at French government agencies and critical infrastructure operators, the immediate action item is to verify that upcoming procurement cycles specify PQC-capable products. Any security product acquisition with a delivery date in 2027 or later should include PQC requirements in the solicitation language. ANSSI will not certify products without it, and deploying uncertified security products in environments that require ANSSI qualification is not an option.




For multinational organizations operating across jurisdictions, this announcement reinforces the convergence I mapped in my Global PQC Migration Timeline. The U.S., France, Germany, Australia, the UK, Canada, and the EU are all setting PQC deadlines between 2027 and 2035. The spread of dates matters less than the direction: every major jurisdiction is moving toward mandatory PQC, and the earliest binding deadlines are less than six months away. The PQC Migration Framework at pqcframework.com provides the structured methodology for organizations that need to begin.
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Secure Apple products begin with a secure hardware foundation. That’s why Apple devices — using iOS, iPadOS, macOS, tvOS, visionOS or watchOS — have security capabilities designed into silicon.
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This blog’s starter project can be found at github.com/qstarsit/hcloud-kube-hetzner



Kubernetes is a brilliant workload API, the community has built a highly extensible standard which abstracts the underlying machines and infrastructure from our application deployments. However, the cloud-native ecosystem can come with a sense of vendor lock-in. Functionality like managed load balancing, seamless node autoscaling, extensive storage options, integrated networking, and polished operational tooling are what you pay a premium for.

Running and operating Kubernetes yourself, “The Hard Way”, can be overwhelming, and time intensive. That’s why in this post, we’re taking a look at terraform-hcloud-kube-hetzner. An open-source Terraform project that simplifies deploying a production-ready K3s cluster on Hetzner Cloud, striking a balance between ease of use, reliability, and cost efficiency. All while keeping true to our European origin 🇪🇺.

Hetzner

Hetzner is a German infrastructure provider that has built a strong reputation for offering high-performance hardware at reasonable and predictable prices. With less features than hyperscalers they focus on doing few things very well. This has made them a popular hosting provider among indie hackers and startups alike.

Their Cloud offering has matured a lot in recent years and features a solid API to manage resources. It features private networking, load balancers, network attached storage and virtual machines. This makes it a solid alternative for teams looking for proper automation on a more cost-effective platform.

Hetzner operates modern data centers primarily in Europe, while also offering locations in the USA and Asia. In light of the recent focus on sovereign data centers, the fact that Hetzner is a German company adds reassurance around data sovereignty.

[image: Hetzner Falkenstein datacenter park]

Kube-Hetzner

Kube-Hetzner is an optimized, easy-to-use terraform module to set up a (highly available) auto-upgraded cluster. It codifies many best practices required to run K3s reliably on Hetzner Cloud.

The project handles much of the heavy lifting involved in bootstrapping and maintaining a cluster: provisioning compute resources, configuring private networking, setting up load balancers, managing node pools, and wiring it all together. Upgrades are automated and rolling by default, reducing manual intervention and downtime during maintenance.

It integrates Hetzner’s native tooling directly into your cluster, including the hcloud CSI driver and the hcloud Cloud Controller Manager (CCM). This enables Kubernetes to automatically provision and manage resources like load balancers and block storage via Kubernetes.

MicroOS

In the world of containers, less is more. The same applies for the operating system that functions as the base for our workloads. Traditional server distributions like Ubuntu, Debian or RedHat Enterprise Linux include a wide range of packages and services for general-purpose use, many of which are unnecessary for container workloads. This has led to the development of container-centric operating systems; Talos, CoreOS, Bottlerocket and flatcar just to name a few.

Kube-Hetzner utilises openSUSE’s MicroOS for all of its nodes. MicroOS is a stable operating system with a small footprint specialized in running container workloads. It sports rolling releases, atomic & transactional updates and secure updates by default. The OS is designed to be predictable, resilient and to behave the same on every boot.

MicroOS is immutable and cannot be modified during runtime. Updates are applied transactionally using Btrfs snapshots, allowing the system to fully succeed or roll back to a clean state. In the event of a faulty update a previous snapshot is automatically booted with no manual interaction required.

A read-only root filesystem also reduces our attack surface. After a container is compromised, modifying host binaries or operating system configuration is not possible. Even if an attacker gains host-level access, any changes are discarded on reboot.

Our application workloads are managed independently from the host operating system and are not installed on the root filesystem. This prevents configuration drift and ensures all of our nodes remain interchangeable and can soundly be rolled out, replaced or recovered repeatedly.

K3s

The heart of our cluster consists of K3s, Rancher’s lightweight Kubernetes distribution. Designed specifically for compute-constrained environments like edge or IoT devices. K3s packages components like the Kubernetes API server, kube proxy and kubelet into a single binary to reduce dependencies and steps required to bootstrap a cluster.

It’s a fully conformant distribution that simplifies our operations. Despite its minimal design, K3s is production ready and well suited for small to medium-sized clusters. It compacts and abstracts a lot of the overhead that comes with running a standard Kubernetes installation.

Furthermore, K3s and Kube-Hetzner come with sensible defaults. You are free and able to change advanced configurations in your cluster such as the IP ranges used for the pod and service network or change the internal cluster hostname. More on these settings later as we’ll configure them with Terraform.

K3s server configuration

Planning our cluster

For this blog we’ll deploy a standard highly-available cluster. Three control plane nodes and three worker nodes spread out across Falkenstein, Nuremberg and Helsinki.

For cost efficiency, we’ll enable the Rancher local-path provisioner to make use of the disks attached to our VPS nodes. This lets us choose between regional block storage or disks attached to our nodes using local-path, depending on the workload.

I’ll opt out of using Longhorn as the local-path provisioner combined with the block storage is sufficient for my workloads. If you require storage that is replicated across regions and independent of pod scheduling decisions, you can enable Longhorn. Do beware of performance bottlenecks when using Longhorn and benchmark it for your use case.


💡 Alternatively, you could opt for a dual-region failover setup across the two German sites. While the Helsinki region generally has good server availability and acceptable latency for production workloads, its latency is still higher than the site-to-site connection between Falkenstein and Nuremberg.



Select your desired machine type for the control plane and worker nodes. I’ll opt for CX23 control planes (2 virtual cores / 4GB ram / 40GB disk @ €3,49/mo) and CX33 (4 virtual cores / GB ram / 80GB disk @ €5,49/mo) for our workers. These instances are part of Hetzner’s shared cloud offering, meaning resources are shared with other customers on the same physical host. In my experience, I haven’t observed significant CPU steal time and do not believe that Hetzner aggressively oversubscribes their servers. That said, you should evaluate this choice carefully based on your specific workload and business requirements.

That puts us up to €26,97 a month on our six machines so far. Now we need to decide on a network configuration for our cluster.

For this post, I’ll keep it simple. We’ll opt to give each node a public IP address and whitelist our IP address to connect on port 22 (SSH). The API Server will be closed for external traffic as we’ll put a load balancer infront of our control planes.

Additionally, our traefik ingress class gets its own load balancer. This gives us a highly available, seperate entrypoint for cluster management and application traffic. These two additional load balancers (lb11) bump up the price with €5.39/mo.

A public IP address costs €1,70/mo which adds an additional €10,20 making our total €47,95/mo pre-VAT and €58,03/mo with VAT.

To me, this is a very reasonable cost for our cluster. Barring promotional discounts and free tiers, a typical managed cluster starts at $70-$75/mo on GCP GKE or AWS EKS. That is just the cost of running your cluster, not the workloads you are going to schedule on it.

However, there are some options for those looking to push down the costs further:

1. Use a single load balancer or MetalLB

Instead of using separate load balancers for the API server and ingress traffic, you could consolidate to a single load balancer that handles both. This saves €5.39/mo, bringing the total down to €52.64/mo with VAT.

Alternatively, skip Hetzner’s load balancers entirely and use MetalLB as a software load balancer running inside your cluster.

2. Remove public IP addresses and use private networking

Each public IPv4 address costs €1.70/mo, totaling €10.20/mo for six nodes. By removing public IPs and connecting to your cluster through a bastion host, NAT gateway, or VPN solution, you can significantly reduce costs and improve security posture.

Options include:


	Bastion host: A single small node with a public IP that you SSH through to access cluster nodes

	WireGuard VPN: Set up a WireGuard server on one node or a separate instance to provide secure private network access

	Tailscale/Nebula: Use a mesh VPN solution for seamless private connectivity



This approach removes €10.20/mo in IP costs.

Rolling out our cluster

It’s time to actually deploy the cluster. Head over and clone our starter project to get started. Take note of the Important configurations section in the Readme file and change the values to your liking.

Now we assume that you have Terraform, Kubectl and the hcloud CLI installed. If you do not have these, install them now.

In the project directory, start by installing the terraform dependencies by running terraform init -upgrade.

[image: Terraform command output]

Next we plan our infrastructure changes with terraform plan. Take a moment to look over the plan, it shows you exactly what terraform is going to create for you in Hetzner. If you’re satisfied with the planned changes apply them with terraform apply -auto-approve. The applying process can take up to 10 minutes.


💡 Getting stuck waiting for MicroOS to become active in the local-exec step during the apply? Make sure your machine has connectivity to the nodes and you’ve whitelisted your IP address for SSH connections.



After a successful apply we can get our kubeconfig with terraform output -raw kubeconfig > config. Move the config file to the default .kube directory ~/.kube/config for Linux & MacOS or %USERPROFILE%\.kube\config for Windows.

Now we can test connectivity with our cluster by running kubectl get nodes.

[image: Cluster node list]

Success! My 6 node cluster has successfully rolled out with my nodes being spread over the three Hetzner zones. Checking my ~/.kube/config file I can see I am connecting to https://142.132.242.235:6443.

[image: Kube config file outputs]

This should be the IP address of the controlplane load balancer, let’s verify it in the Hetzner UI.

[image: Hetzner Cloud load balancer UI]

Perfect! All resources have been created successfully. Our cluster is now up and running with:


	6 nodes spread across 3 availability zones

	2 load balancers for API server and ingress traffic

	Private, encrypted networking between all nodes

	Automated K3s installation and configuration

	Ready to deploy workloads



From here, you can start deploying your applications using kubectl apply or install additional tooling like monitoring, logging, or CI/CD integrations. The cluster is production-ready and will automatically handle upgrades and maintenance through the built-in controllers we discussed earlier.

Backups

Kube-Hetzner makes use of K3s’ built-in etcd snapshot capability. This allows us to backup our cluster state to an external S3 compatible storage provider. K3s automatically creates etcd snapshots on the nodes themselves, relying solely on local snapshots leaves us vulnerable to a catastrophic node failure.

Node backups are facilitated through Hetzner’s built-in backupping mechanism.

Upgrades

KH uses Rancher’s System Upgrade Controller (SUC) to manage Kubernetes and node-level upgrades in a safe, fully automated way. SUC enables upgrades to be defined declaratively and executed natively within Kubernetes.

The controller continuously watches for Plan resources. When an upgrade is required, it selects the appropriate nodes and coordinates the rollout according to the defined strategy. This includes handling upgrade order, limiting concurrency, and applying cordon and drain rules. Each Plan clearly defines what is upgraded, how the upgrade is performed, and which nodes are affected.

Complementing the SUC, KH also deploys kured the Kubernetes Reboot Daemon. Kured handles node restarts when the OS signals that a reboot is required. Kured monitors the reboot signal and coordinates reboots across nodes managing concurrency and cordoning the nodes. You can tell kured to only reboot your nodes within set timeframes and on specified days only.
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Show HN: A self-running space economy SIM in Rust and Bevy

github.com · 46 points · Discussion

I built this with Claude cause I always wanted to tinker with a simulation economoy and I love space themes.A space-economy sim where nothing is scripted. A few hundred autonomous ships each run their own planner. Some chase the best trade route, take a delivery contract, refuel, retrofit at a shipyard, or dock so the crew can rest before morale tanks.
Markets price everything off supply with shortage-urgency multipliers, factions tax and subsidize, populations migrate when they're unhappy, and stations that go broke get abandoned and rot.
It started as an Elixir/Phoenix prototype, but the BEAM scheduler struggled on Windows gaming PCs, so I had Claude rewrite the engine in Rust.
The sim core is pure, synchronous, IO-free (its own hecs ECS), and the Bevy client embeds it directly as a library, sim and renderer share one world with zero marshalling. Ship AI is a GOAP planner over a world state; ships replan mid-flight when a better option appears. ~485 agents today at p50 ~10-20ms/tick, architected to push toward 100k+. Single native binary, bundled SQLite, no runtime deps. Getting into 100k has been a struggle, but I have pushed it into the thousand and it was running fine.
It's a sandbox, not a game yet, there's no objective yet, and I'm not actively pushing it toward "shippable." Anyone can fork it and take it over. Or it can stay as some type of AI slop, but part of me thinks it is already in a pretty good shape for a simulation use for various games or ideas.
(Full disclosure: a lot of this was built pairing with Claude. That's how I had the bandwidth to take it this far. Happy to talk about what that workflow actually looked like.)


Original: https://github.com/Kalcode/spaceprojectsim · Discussion
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Uhubctl – control USB power per-port on smart USB hubs

github.com · 32 points · Discussion


uhubctl is utility to control USB power per-port on smart USB hubs.
Smart hub is defined as one that implements per-port power switching.

Original idea for this code was inspired by hub-ctrl.c by Niibe Yutaka:
https://www.gniibe.org/development/ac-power-control-by-USB-hub


Compatible USB hubs


Note that not many USB hubs correctly support per-port power switching.
Some of them are no longer manufactured and can be hard to find.

This is list of known compatible USB hubs:




	Manufacturer
	Product
	Ports
	USB
	VID:PID
	Release
	EOL





	Acer
	BE270U monitor (see)
	4
	3.0
	2109:2811
	2016
	



	AmazonBasics
	HU3641V1 (RPi issue)
	4
	3.0
	2109:2811
	2013
	



	AmazonBasics
	HU3770V1 (RPi issue)
	7
	3.0
	2109:2811
	2013
	



	AmazonBasics
	HU9003V1EBL, HUC9003V1EBL
	7
	3.1
	2109:2817
	2018
	



	AmazonBasics
	HU9002V1SBL, HU9002V1EBL, HU9002V1ESL, HHU9002V1EZPR01 (note)
	10
	3.1
	2109:2817
	2018
	



	AmazonBasics
	HUC9002V1SBL, HUC9002V1EBL, HUC9002V1ESL
	10
	3.1
	2109:2817
	2018
	



	AmazonBasics
	U3-7HUB (only works for 1 charge port)
	7
	3.0
	2109:2813
	2020
	



	Anker
	AK-68ANHUB-BV7A-0004 (note)
	7
	3.0
	2109:0812
	2014
	



	Apple
	Mac Mini M4 (2 front ports only)
	2
	3.2
	05AC:800B
	2024
	



	Apple
	MacBook Air (Late 2010)
	2
	2.0
	1D6B:0002
	2010
	2020



	Apple
	Pro Display XDR MWPE2LL/A (internal USB hub)
	4
	2.0
	05AC:9139
	2019
	



	Apple
	Thunderbolt Display 27" (internal USB hub)
	6
	2.0
	
	2011
	2016



	Apple
	USB Keyboard With Numeric Pad (internal USB hub)
	3
	2.0
	
	2011
	



	Asus
	Z77 Sabertooth Motherboard (onboard USB hub)
	6
	2.0
	
	2012
	



	Asus
	Z87-PLUS Motherboard (onboard USB hub)
	4
	3.0
	
	2013
	2016



	Aukey
	CB-C59
	4
	3.0
	2109:2813
	2017
	



	B+B SmartWorx
	UHR204
	4
	2.0
	0856:DB00
	2013
	



	B+B SmartWorx
	USH304
	4
	3.0
	04B4:6506
	2017
	2019



	Basler
	2000036234
	4
	3.0
	0451:8046
	2016
	



	Belkin
	F5U101
	4
	2.0
	0451:2046
	2005
	2010



	Belkin
	F5U238UKCRL-MOB
	4
	2.0
	0409:0059
	2004
	2010



	BenQ
	PD2700U 4K Monitor (works only in USB2 mode)
	4
	3.0
	05E3:0610
	2018
	



	BenQ
	PD3220U
	4
	3.1
	05E3:0610
	2019
	



	Bytecc
	BT-UH340 (warning)
	4
	3.0
	2109:8110
	2010
	



	Centech
	CT-USB4HUB ReTRY HUB (note)
	4
	3.0
	0424:2744
	2017
	



	Circuitco
	Beagleboard-xM (internal USB hub)
	4
	2.0
	0424:9514
	2010
	



	Club3D
	CSV-3242HD Dual Display Docking Station
	4
	3.0
	2109:2811
	2015
	



	Coolgear
	USBG-12U2ML
	12
	2.0
	05E3:0607
	2015
	



	Cypress
	CY4608 HX2VL (note)
	4
	2.0
	04B4:6570
	2012
	



	D-Link
	DUB-2332 rev A1
	3
	3.0
	
	2022
	



	D-Link
	DUB-H4 rev D,E (black). Note: rev A,C,F not supported
	4
	2.0
	05E3:0608
	2012
	



	D-Link
	DUB-H7 rev A (silver)
	7
	2.0
	2001:F103
	2005
	2010



	D-Link
	DUB-H7 rev D,E (black). Rev B,C,F,G not supported
	7
	2.0
	05E3:0608
	2012
	



	Dell
	DA300 USB-C Mobile Adapter
	2
	3.0
	2109:2820
	2018
	



	Dell
	P2416D 24" QHD Monitor (note)
	4
	2.0
	
	2017
	



	Dell
	S2719DGF 27" WQHD Gaming-Monitor
	5
	3.0
	0424:5734
	2018
	



	Dell
	UltraSharp 1704FPT 17" LCD Monitor
	4
	2.0
	0424:A700
	2005
	2015



	Dell
	UltraSharp U2415 24" LCD Monitor
	5
	3.0
	
	2014
	



	Dell
	UltraSharp U3419W 34" Curved Monitor
	6
	3.0
	
	2020
	



	Dell
	Wyse 3040 (-f required)
	6
	3.0
	
	2017
	



	Delock
	62537
	4
	3.0
	
	2017
	2021



	Delock
	87445 (note)
	4
	2.0
	05E3:0608
	2009
	2013



	Elecom
	U2H-G4S
	4
	2.0
	
	2006
	2011



	Gigabyte
	G27Q monitor (see)
	4
	3.0
	2109:0817
	2020
	



	GlobalScale
	ESPRESSObin SBUD102 V5
	1
	3.0
	1D6B:0003
	2017
	



	Hardkernel
	ODROID-C4 (note)
	4
	3.0
	
	2020
	



	Hawking Technology
	UH214
	4
	2.0
	
	2003
	2008



	Hewlett Packard
	USB-C Dock G5 5TW10AA
	5
	3.0
	03F0:076B
	2019
	



	Hewlett Packard
	P5Q58UT
	3
	3.0
	
	2019
	



	IBM
	SK-8815 USB Keyboard
	3
	1.1
	04B3:301A
	2004
	



	Inateck
	HB2025A (USB2 only)
	4
	3.1
	2109:2822
	2021
	



	IOI
	U3H415E1
	4
	3.0
	
	2012
	



	j5create
	JUH377 (note)
	7
	3.0
	
	2016
	



	j5create
	JUH470 (note)
	3
	3.0
	05E3:0610
	2014
	



	Juiced Systems
	6HUB-01
	7
	3.0
	0BDA:0411
	2014
	2018



	KUNBUS GmbH
	RevPi Connect (+) / S / SE
	2
	2.0
	0424:9514
	2018
	



	KUNBUS GmbH
	RevPi Connect 4
	2
	3.0
	
	2022
	



	KUNBUS GmbH
	RevPi Core 3 / S / SE
	2
	2.0
	0424:9514
	2017
	



	LG Electronics
	27MD5KL-B monitor
	4
	3.0
	043E:9A60
	2019
	



	LG Electronics
	27GL850-B monitor
	4
	3.0
	0451:8142
	2019
	



	LG Electronics
	27UK850-W monitor
	2
	3.0
	
	2018
	



	LG Electronics
	27UN83A-W monitor
	2
	3.0
	0451:8142
	2020
	



	LG Electronics
	38WK95C-W monitor
	4
	3.0
	0451:8142
	2018
	



	Lenovo
	ThinkPad Mini Dock Series 3 (433710U)
	6
	2.0
	17EF:100A
	2016
	



	Lenovo
	ThinkPad Ultra Docking Station (40A20090EU)
	6
	2.0
	17EF:100F
	2015
	



	Lenovo
	ThinkPad Ultra Docking Station (40AJ0135EU)
	7
	3.1
	17EF:3070
	2018
	



	Lenovo
	ThinkPad X200 Ultrabase 42X4963
	3
	2.0
	17EF:1005
	2008
	2011



	Lenovo
	ThinkPad X6 Ultrabase 42W3107
	4
	2.0
	17EF:1000
	2006
	2009



	Lenovo
	ThinkPlus 4-in-1 USB-C hub 4X90W86497
	3
	3.0
	
	2021
	



	Lenovo
	ThinkVision T24i-10 Monitor
	4
	2.0
	17EF:0610
	2018
	



	Lenovo
	USB-C to 4 Port USB-A Hub (USB2 only)
	4
	2.0
	17EF:103A
	2020
	



	Lindy
	USB serial converter 4 port
	4
	1.1
	058F:9254
	2008
	



	Linksys
	USB2HUB4 (note)
	4
	2.0
	
	2004
	2010



	Maplin
	A08CQ (red ports only)
	7
	2.0
	0409:0059
	2008
	2011



	Metadot
	Das Keyboard 4
	2
	3.0
	
	2014
	



	Microchip
	EVB9512
	2
	2.0
	
	2009
	



	Microchip
	EVB-USB2517
	7
	2.0
	
	2008
	



	Microchip
	EVB-USB2534BC
	4
	2.0
	
	2013
	



	Microchip
	EVB-USB5807
	7
	3.0
	
	2016
	



	Moxa
	Uport-407
	7
	2.0
	110A:0407
	2009
	



	NVidia
	Jetson Nano B01 (details)
	4
	3.0
	
	2019
	



	NVidia
	Jetson Xavier NX (details)
	4
	3.0
	
	2020
	



	Phidgets
	HUB0003_0
	7
	2.0
	1A40:0201
	2017
	



	Philips
	346B1C UltraWide 34" Curved Monitor
	4
	3.0
	05E3:0610
	2019
	



	Plugable
	USB3-HUB7BC
	7
	3.0
	2109:0813
	2015
	



	Plugable
	USB3-HUB7C (only works for 2 charge ports)
	7
	3.0
	2109:0813
	2015
	



	Plugable
	USBC-HUB7BC (works for 6/7 ports, not the rightmost)
	7
	3.0
	2109:0817
	2021
	



	Plugable
	USB3-HUB10-C2 (only works for 2 charge ports)
	10
	3.0
	
	2014
	



	Port Inc
	NWUSB01
	4
	1.1
	0451:1446
	1999
	2003



	Raspberry Pi
	B+, 2B, 3B (see below)
	4
	2.0
	
	2011
	



	Raspberry Pi
	3B+        (see below)
	4
	2.0
	0424:2514
	2018
	



	Raspberry Pi
	4B         (see below)
	4
	3.0
	2109:3431
	2019
	



	Raspberry Pi
	5          (see below)
	4
	3.0
	1D6B:0002
	2023
	



	Renesas
	uPD720202 PCIe USB 3.0 host controller
	2
	3.0
	
	2013
	



	Rosewill
	RHUB-210
	4
	2.0
	0409:005A
	2011
	2014



	Rosonway
	RSH-518C (note)
	7
	3.0
	2109:0817
	2021
	



	Rosonway
	RSH-A10 (see)
	10
	3.0
	0BDA:0411
	2020
	



	Rosonway
	RSH-A13 (warning)
	13
	3.1
	2109:2822
	2021
	



	Rosonway
	RSH-A16 (note, warning)
	16
	3.0
	0bda:0411
	2020
	



	Rosonway
	RSH-A37S
	7
	3.0
	2109:2822
	2021
	



	Rosonway
	RSH-A104 (USB2 only)
	4
	3.1
	2109:2822
	2022
	



	Rosonway
	RSH-ST07C (only 4)
	7
	3.0
	2109:2822
	2023
	



	Rosonway
	RSH-ST10C-6 (note)
	10
	3.1
	0BDA:0423
	2024
	



	Sanwa Supply
	USB-HUB14GPH
	4
	1.1
	
	2001
	2003



	Satechi
	Mac Mini Hub (M1/M2)
	4
	3.0
	2109:2817
	2023
	



	Seagate
	Backup Plus Hub STEL8000100
	2
	3.0
	0BC2:AB44
	2016
	



	Seeed Studio
	reTerminal CM4104032
	2
	2.0
	0424:2514
	2021
	



	StarTech
	DKT30CSDHPD3 USB-C Travel Dock
	3
	3.0
	2109:2817
	2018
	



	StarTech
	HB30A4AIB (warning)
	4
	3.0
	2109:2817
	2018
	



	StarTech
	HB31C2A2CB (note)
	5
	3.0
	14B0:013D
	2020
	



	StarTech
	HB31C3A1CPD3 (note)
	5
	3.1
	14B0:013A
	2019
	



	Sunix
	SHB4200MA
	4
	2.0
	0409:0058
	2006
	2009



	System Talks
	Sugoi USB2-HUB4X (warning)
	4
	2.0
	
	2007
	



	Targus
	ACH155 (port 3 controls all ports)
	4
	3.0
	
	2022
	



	Targus
	PA095UZ
	2
	2.0
	
	2004
	



	Targus
	PAUH212/PAUH212U
	7
	2.0
	
	2004
	2009



	Texas Instruments
	TUSB4041PAPEVM
	4
	2.1
	0451:8142
	2015
	



	UUGear
	MEGA4 (for Raspberry Pi 4B)
	4
	3.0
	2109:0817
	2021
	



	VirtualHere
	USB3 4-port hub (note)
	4
	3.0
	
	2024
	





This table is by no means complete.
If your hub works with uhubctl, but is not listed above, please report it
by opening new issue at https://github.com/mvp/uhubctl/issues,
so we can add it to supported table. In your report, please provide
exact product model and add output from uhubctl
and please test VBUS off support as described below in FAQ.

Note that quite a few modern motherboards have built-in root hubs that
do support this feature - you may not even need to buy any external hub.


USB 3.0 duality note


If you have USB 3.0 hub connected to USB3 upstream port, it will be detected
as 2 independent virtual hubs: USB2 and USB3, and your USB devices will be connected
to USB2 or USB3 virtual hub depending on their capabilities and connection speed.
To control power for such hubs, it is necessary to turn off/on power on both USB2 and USB3
virtual hubs for power off/on changes to take effect. uhubctl will try to do this automatically
(unless you disable this behavior with option -e).

Unfortunately, while most hubs will cut off data USB connection, some may still not cut off VBUS to port,
which means connected phone may still continue to charge from port that is powered off by uhubctl.


Installing


For Linux and MacOS uhubctl is available in standard package managers
and can be installed with following commands:


	MacOS: brew install uhubctl or sudo port install uhubctl

	⚠️ MacOS 26+ requires libusb 1.0.30 or later!





	Ubuntu/Debian/Raspbian: sudo apt install uhubctl

	Redhat/EPEL/Fedora/CentOS: sudo yum install uhubctl

	OpenSUSE: sudo zypper install uhubctl

	FreeBSD: cd /usr/ports/sysutils/uhubctl && sudo make install



However, uhubctl installed from standard package manager may not
necessarily be latest version, or even severely lag behind current version.
If latest published uhubctl version
is newer than what your package manager offers, you may need to compile and install
from source as described below.


Compiling


This utility was tested to compile and work on Linux (Ubuntu/Debian/Raspbian,
Redhat/EPEL/Fedora/CentOS, Arch Linux, Gentoo, openSUSE, Buildroot),
FreeBSD, NetBSD, SunOS and MacOS.

While uhubctl compiles on Windows, USB power switching does not work on Windows because libusb
is using winusb.sys driver, which according to Microsoft does not support
necessary USB control requests.
This may be fixed if libusb starts supporting different driver on Windows.

Note that it is highly recommended to have utility pkgconf (or pkg-config) installed
(often it is installed by default).

First, you need to install library libusb-1.0 (version 1.0.13 or later is required,
1.0.23 or later is recommended):


	Ubuntu: sudo apt-get install libusb-1.0-0-dev pkgconf

	Redhat: sudo yum install libusb1-devel pkgconf

	OpenSUSE: sudo zypper install libusb-1_0-devel pkgconf

	MacOS: brew install libusb pkgconf, or sudo port install libusb-devel pkgconf

	FreeBSD: pkg install gmake pkgconf (libusb is included by default)

	NetBSD: sudo pkgin install libusb1 gmake pkgconf

	Windows: TBD?



To fetch uhubctl source and compile it:

git clone https://github.com/mvp/uhubctl
cd uhubctl
make



This should generate uhubctl binary.
You can install it in your system as /usr/sbin/uhubctl using:


Note that on some OS (e.g. FreeBSD/NetBSD) you need to use gmake instead to build.


Usage



⚠️ On Linux, use sudo or configure USB permissions as described below!



To list all supported hubs:


You can control the power on a USB port(s) like this:


This means operate on default smart hub and turn power off (-a off, or -a 0)
on port 2 (-p 2). Supported actions are off/on/cycle/toggle (or 0/1/2/3).
cycle means turn power off, wait some delay (configurable with -d) and turn it back on.
Ports can be comma separated list, and may use - for ranges e.g. 2, or 2,4, or 2-5, or 1-2,5-8.


⚠️ Turning off built-in USB ports may cut off your keyboard or mouse,
so be careful which ports you are turning off!



If you have more than one smart USB hub connected, you should choose
specific hub to control using -l (location) parameter.
To find hub locations, simply run uhubctl without any parameters.
Hub locations look like b-x.y.z, where b is USB bus number, and x, y, z...
are port numbers for all hubs in chain, starting from root hub for a given USB bus.
This address is semi-stable - it will not change if you unplug/replug (or turn off/on)
USB device into the same physical USB port (this method is also used in Linux kernel).


Linux USB permissions


On Linux, you should configure udev USB permissions (otherwise you will have to run it as root using sudo uhubctl).

Starting with Linux Kernel 6.0 there is a standard interface to turn USB hub ports on or off,
and uhubctl will try to use it (instead of libusb) to set the port status.
This is why there are additional rules for 6.0+ kernels.
There is no harm in having these rules on systems running older kernel versions.

To fix USB permissions, first run sudo uhubctl and note all vid:pid for hubs you need to control.
Then, add udev rules like below to file /etc/udev/rules.d/52-usb.rules
(replace 2001 with your hub vendor id, or completely remove ATTR{idVendor} filter to allow any USB hub access):

SUBSYSTEM=="usb", DRIVER=="hub|usb", MODE="0666", ATTR{idVendor}=="2001"
# Linux 6.0 or later (its ok to have this block present for older Linux kernels):
SUBSYSTEM=="usb", DRIVER=="hub|usb", \
  RUN="/bin/sh -c \"chmod -f 666 $sys$devpath/*port*/disable || true\""



Note that for USB3 hubs, some hubs use different vendor ID for USB2 vs USB3 components of the same chip,
and both need permissions to make uhubctl work properly.
E.g. for Raspberry Pi 4B, you need to add these 2 lines (or remove idVendor filter):

SUBSYSTEM=="usb", DRIVER=="hub|usb", MODE="0666", ATTR{idVendor}=="2109"
SUBSYSTEM=="usb", DRIVER=="hub|usb", MODE="0666", ATTR{idVendor}=="1d6b"



If you don't like wide open mode 0666, you can restrict access by group like this:

SUBSYSTEM=="usb", DRIVER=="hub|usb", MODE="0664", GROUP="dialout"
# Linux 6.0 or later (its ok to have this block present for older Linux kernels):
SUBSYSTEM=="usb", DRIVER=="hub|usb", \
  RUN+="/bin/sh -c \"chown -f root:dialout $sys$devpath/*port*/disable || true\"" \
  RUN+="/bin/sh -c \"chmod -f 660 $sys$devpath/*port*/disable || true\""



and then add permitted users to dialout group:

sudo usermod -a -G dialout $USER



For your udev rule changes to take effect, reboot or run:

sudo udevadm trigger --attr-match=subsystem=usb



For your convenience, ready to use udev rule is provided here.


FAQ



What is USB per-port power switching?


According to USB 2.0 specification, USB hubs can advertise no power switching,
ganged (all ports at once) power switching or per-port (individual) power switching.
Note that by default uhubctl will only detect USB hubs which support per-port power switching
(but you can force it to try operating on unsupported hubs with option -f).
You can find what kind of power switching your hardware supports by using sudo lsusb -v:

No power switching:

wHubCharacteristic 0x000a
  No power switching (usb 1.0)
  Per-port overcurrent protection



Ganged power switching:

wHubCharacteristic 0x0008
  Ganged power switching
  Per-port overcurrent protection



Per-port power switching:

wHubCharacteristic 0x0009
  Per-port power switching
  Per-port overcurrent protection




How do I check if my USB hub is supported by uhubctl?



	Run sudo uhubctl. If your hub is not listed, it is not supported.
Alternatively, you can run sudo lsusb -v and check for
Per-port power switching -  if you cannot see such line in lsusb output,
hub is not supported.

	Check for VBUS (voltage) off support: plug a phone, USB light
or USB fan into USB port of your hub.
Try using uhubctl to turn power off on that port, and check
that phone stops charging, USB light stops shining or USB fan stops spinning.
If VBUS doesn't turn off, your hub manufacturer did not include circuitry
to actually cut power off. Such hub would still work
to cut off USB data connection, but it cannot turn off power,
and we do not consider this supported device.

	If tests above were successful, please report your hub
by opening new issue at https://github.com/mvp/uhubctl/issues,
so we can add it to list of supported devices.
Please do not report unsupported hubs, unless it is different
hardware revision of some already listed supported model.




USB devices are not removed after port power down on Linux


After powering down USB port, udev does not get any event, so it keeps the device files around.
However, trying to access the device files will lead to an IO error.

This is Linux kernel issue and is fixed
since uhubctl 2.5.0 for systems with Linux kernel 6.0 or later.

If you are still using Linux 5.x or older, you can use this workaround for this issue:

sudo uhubctl -a off -l ${location} -p ${port}
sudo udevadm trigger --action=remove /sys/bus/usb/devices/${location}.${port}/



Device file will be removed by udev, but USB device will be still visible in lsusb.
Note that path /sys/bus/usb/devices/${location}.${port} will only exist if device was detected on that port.
When you turn power back on, device should re-enumerate properly (no need to call udevadm again).


Power comes back on after few seconds on Linux


Some device drivers in kernel are surprised by USB device being turned off and automatically try to power it back on.

This is Linux kernel issue and is fixed
since uhubctl 2.5.0 for systems with Linux kernel 6.0 or later.

If you are still using Linux 5.x or older:

You can use option -r N, where N is some number from 10 to 1000 to fix this -
uhubctl will try to turn power off many times in quick succession, and it should suppress that.

Disabling USB authorization for device in question before turning power off with uhubctl should help:

echo 0 > sudo tee /sys/bus/usb/devices/${location}.${port}/authorized



If your device is USB mass storage, invoking udisksctl before calling uhubctl should help too:

sudo udisksctl power-off --block-device /dev/disk/...`
sudo uhubctl -a off ...




Multiple 4-port hubs are detected, but I only have one 7-port hub connected


Many hub manufacturers build their USB hubs using basic 4 port USB chips.
E.g. to make 7 port hub, they daisy-chain two 4 port hubs - 1 port is lost to daisy-chaining,
so it makes it 4+4-1=7 port hub. Similarly, 10 port hub could be built as 3 4-port hubs
daisy-chained together, which gives 4+4+4-2=10 usable ports.

Note that you should never try to change power state for ports used to daisy-chain internal hubs together.
Doing so will confuse internal hub circuitry and will cause unpredictable behavior.


Raspberry Pi turns power off on all ports, not just the one I specified


This is the limitation of Raspberry Pi hardware design.
As a workaround, you can buy any external USB hub from supported list above,
attach it to any USB port of Raspberry Pi, and control power on its ports independently.
Also, there are supported hubs designed specifically for Raspberry Pi, e.g. UUGear MEGA4.

For reference, supported Raspberry Pi models have following internal USB topology:


Raspberry Pi B+,2B,3B



	
Single hub 1-1, ports 2-5 ganged, all controlled by port 2:


Trying to control ports 3,4,5 will not do anything.
Port 1 controls power for Ethernet+WiFi.






Raspberry Pi 3B+



	
Main hub 1-1, all 4 ports ganged, all controlled by port 2 (turns off secondary hub ports as well).
Port 1 connects hub 1-1.1 below, ports 2 and 3 are wired outside, port 4 not wired.




	
Secondary hub 1-1.1 (daisy-chained to main): 3 ports,
port 1 is used for Ethernet+WiFi, and ports 2 and 3 are wired outside.






Raspberry Pi 4B



⚠️ If your VL805 firmware is older than 00137ad (check with sudo rpi-eeprom-update),
you have to update firmware
to make power switching work on RPi 4B.




	
USB2 hub 1, 1 port, only connects hub 1-1 below.



	
USB2 hub 1-1, 4 ports ganged, dual to USB3 hub 2 below:




	
USB3 hub 2, 4 ports ganged, dual to USB2 hub 1-1 above:




	
USB2 hub 3, 1 port, OTG controller. Power switching is not supported.






Raspberry Pi 5


Raspberry Pi 5 has two USB2 ports and two USB3 ports (total 4).
These ports are connected to 4 distinct USB hubs 1,2,3,4 in really weird configuration
(but depending on OS and HW revision hubs of interest can be 2,3,4,5).
If USB3 device is connected to blue socket, it will be detected on USB3 hub 2 or 4.
If USB2 device is connected to any socket or USB3 device connected to black socket,
it will be detected on USB2 hub 1 or 3.
Regardless of USB2/USB3 connection type, blue sockets are always port 1,
and black sockets are always port 2.

Each of 4 USB onboard hubs advertises as supporting per-port power switching, but this is not true.
In reality, Raspberry Pi 5 all 4 ports are ganged together in one group,
despite belonging to 4 different logical USB hubs.

To turn off VBUS power it has to be disabled across all onboard hubs and ports with:

uhubctl -l 2 -a 0
uhubctl -l 4 -a 0



To turn it back on:

uhubctl -l 2 -a 1
uhubctl -l 4 -a 1



Note that VBUS power goes down only if all ports are off -
enabling any single port enables VBUS back for all 4 ports.


Notable projects using uhubctl





	Project
	Description





	Morse code USB light
	Flash a message in Morse code with USB light



	Webcam USB light
	Turn on/off LED when webcam is turned on/off



	Cinema Lightbox
	Turn on/off Cinema Lightbox from iOS Home app



	Build Status Light
	Create a build status light in under 10 minutes



	Buildenlights
	GitLab/GitHub project build status as green/red light



	Weather Station
	Reset Weather Station when it freezes



	sysmoQMOD
	Reset cellular modems when necessary



	Smog Sensor
	Raspberry Pi based smog sensor power reset



	Terrible Cluster
	Power on/off Raspberry Pi cluster nodes as needed



	Ideal Music Server
	Turn off unused USB ports to improve audio quality



	USB drives with no phantom load
	Power USB drives only when needed to save power



	USB drive data recovery
	Recover data from failing USB hard drive



	Control power to 3D printer
	OctoPrint web plugin for USB power control



	USB fan for Raspberry Pi
	Control USB fan to avoid Raspberry Pi overheating



	Raspberry Pi Reboot Router
	Automatically reboot router if internet isn't working



	Control USB Lamp With Voice
	Voice Control of USB Lamp using Siri and Raspberry Pi



	Control USB LED Strip
	Controlling USB powered LED Light Strip



	Brew beer with Raspberry Pi
	Automated beer brewing system using Raspberry Pi



	Webcam On-Air Sign
	Automatically light up a sign when webcam is in use



	Do it yourself PPPS
	Solder wires in your USB hub to support uhubctl



	Open source PPPS hub
	Open source hardware project for uhubctl compatible hub



	Python Wrapper for uhubctl
	Module to use uhubctl with Python



	labgrid
	Framework for testing embedded Linux on hardware



	Thermal Camera
	Turn on/off robot's thermal camera when necessary






Copyright


Copyright (C) 2009-2025 Vadim Mikhailov

This file can be distributed under the terms and conditions of the
GNU General Public License version 2.





Original: https://github.com/mvp/uhubctl · Discussion
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Show HN: CodeAlmanac – Karpathy-style codebase wiki from your conversations

github.com · 28 points · Discussion

Hey HN! This is Divit from Almanac (YC S26). We built CodeAlmanac, a wiki for your coding agents that updates as you talk to them. It is open-source, local, and free.Here’s a demo: https://www.youtube.com/watch?v=XNQWV3TFBWM
Your CC/Codex conversations contain a LOT of knowledge that is forgotten because it was never documented. People have their own methods of documenting their chats. We used to make Markdown files like MANUAL.md and DESIGN.md, and would prompt Claude to keep them updated. The problem is that these files quickly become outdated and messy, and there’s only so much you can put in a single file.
So we set out to build CodeAlmanac. We wanted something that was 1) maintained automatically, 2) lived inside our repository, and 3) used our existing Codex/Claude Code subscriptions.
CodeAlmanac maintains an almanac/ folder inside your repository. It contains connected Markdown pages that cover things not documented in the codebase, including decisions you have made and why the codebase is shaped this way.
The pages are indexed in SQLite and are queryable through a CLI. We add instructions to AGENTS.md or CLAUDE.md so future sessions automatically search the wiki before they start coding.
Every five hours, CodeAlmanac uses the Codex/CC SDK to spin up an agent that reads your new conversations and updates the relevant pages. We went with a time-based trigger instead of commits because we saw people commit very frequently, which would lead to high token costs.
We originally made CodeAlmanac for individual developers, but the team use case has become much more obvious to us while using it ourselves. We are a team of three, and each of us works with our own coding agents. Before this, I would make some change after a lot of thinking and then later have to call my cofounders and explain why it looked this way. There is almost a sense of relief now knowing that the decisions I made are written down somewhere their agents will actually read.
It’s live today for everyone to try. Please let me know your feedback and I’ll be here to answer any questions. Would also love to hear how you all maintain context across conversations today!


Original: https://github.com/AlmanacCode/codealmanac/ · Discussion
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The Price of Happiness (2024)

happiness-science.org · 25 points · Discussion


          
  Abstract

People typically think about money in raw units such as dollars. Yet research on money and happiness typically examines the association between happiness and the logarithm of income, or Log(income). This logarithmic association between income and happiness is frequently either overlooked or misunderstood. To help address this, the present report examines this association and makes five key points. First, in a large U.S. sample, the shape of the association between happiness and Log(income) was extremely systematic: from $10,000/y to over $500,000/y, average happiness rose almost perfectly linearly with Log(income), with group-level correlations of 0.98-0.99 across a range of happiness measures, including both in-the-moment experience and overall life satisfaction. Second, a linear association between happiness and Log(income) implies that the marginal utility of additional dollars diminishes exponentially, though never mathematically plateaus. It also implies that a proportional difference in income, such as a 10% raise, would be associated with the same difference in happiness regardless of income level. Third, real-world incomes varied exponentially in size, effectively offsetting the declining marginal utility of dollars. Perhaps counterintuitively, while dollars exhibited sharply declining marginal utility for happiness, real-world incomes exhibited no decline at all. Fourth, by contrast, if trade-offs are made between people with unequal incomes - as could occur in philanthropy, compensation decisions, or tax policy - effects on collective happiness are predicted to be exponentially larger when lower-income people benefit. When it comes to money, this highlights a potential tension in the geometry of individual and collective happiness. Fifth, money’s diverging implications for happiness, linear in some contexts but exponential in others, may also help explain why income inequality persists as societies get richer, why the income distribution is shaped the way it is, and why happiness in the U.S. has not seen more improvement in recent decades. Reasoning linearly in a situation that calls for exponential thinking, or vice versa, is likely to lead to conclusions that are flawed. Knowing when to think linearly and when to think exponentially about money is crucial for understanding its relationship to happiness.



Bernoulli’s Revenge

Imagine you were given the option to play the following game: you flip a coin until it comes up heads, at which point the game ends. If you get heads on the first flip, you win $2, on the second flip, $4, on the third flip, $8. Each time you flip tails, the reward doubles, with extremely large payoffs if you manage to flip tails many times in a row before getting heads. Generically, if it takes N flips until you get heads, you’ll receive a reward of $2 raised to the Nth power, or $2N (and if you’re the flipper, you’d like N to be as large as possible). Assuming the game can be played out instantly, what’s the most money you would be willing to pay to play this game?

One way to decide is to calculate the expected monetary value of the game, which can be easily calculated. Just multiply the value of each potential outcome by the probability that it occurs, and then add them up. But once you do that, you’ll see that the expected value approaches infinity. Why? The expected value of each flip equals the odds of getting the first heads on that flip multiplied by its payoff. Therefore, the expected value of the first flip is (50%*$2), the expected value of the second flip is (25%*$4), and so on. In other words, each flip n has an expected value of 2n / 2n = $1. Since the number of potential flips approaches infinity, the expected monetary value of this game ($1 + $1 + $1 + …) also approaches infinity. Yet would you be willing to pay your entire life’s savings to play this game, as appears to be the “rational” choice? Most people would say, “No.” Why is that?

Daniel Bernoulli attempted to solve this paradox in 1738 with a simple solution that has influenced scholarly thought ever since (1). He proposed that people don’t attempt to maximize their expected wealth, but instead attempt to maximize their expected utility. And utility, he argued, scales with the logarithm of wealth, not with wealth itself. It therefore makes sense that people are unwilling to pay an exorbitant price for a tiny chance of a large payoff, because the marginal value of money declines when you have more of it. Bernoulli’s speculation was not based on any data, as far as I’m aware. But it proposed a way to quantitatively translate an amount of money into its value to humans.

Bernoulli’s original aim with this theory was to explain why people are risk-averse. We now know that, as a theory of how humans actually make decisions, Bernoulli’s explanation is, at a minimum, incomplete. Expected Utility Theory grew out of Bernoulli’s thinking, and argued that people weight utility payoffs (rather than monetary payoffs) by their probabilities to calculate expected utility, and then make the choice that maximizes expected utility.

Kahneman and Tversky showed that Expected Utility Theory cannot account for people’s actual decisions under uncertainty, and famously proposed a different solution, Prospect Theory, they argued could explain people’s actual decisions in conditions where Expected Utility Theory failed miserably (2). Much of the revolution in decision-making research and behavioral economics over the past 40 years has built on this foundation. That research has typically sought to explain people’s real-world behavior, often by pointing out systematic inconsistencies or other deviations from apparent rationality in how people decide what to do.

At the same time, we should note something critical: the calculations that describe people’s decisions (“decision utility”) and the calculations that describe their actual utility outcomes (“experienced utility”) are not necessarily the same (3). Bernoulli’s data-free hypothesis that utility scales with the logarithm of wealth was, at least under certain conditions, quite wrong as a theory of risk-aversion (decision utility). But, as I’ll show, it appears to be exceptionally accurate as a theory describing human happiness (experienced utility). This proposition and its implications are the subject of the rest of this paper.

Money and Happiness

Few social science topics engender as much interest as the association between money and happiness. Are people who earn more money happier? Almost everyone has an opinion, even if it is based only on intuition. The research literature is large and complex, but virtually all research agrees on at least two facts: (a) the correlation between income and happiness is positive in sign; (b) the marginal value of money declines as incomes rise (4–12). In other words, richer people tend to be happier, but each additional dollar matters slightly less than the one before it. Causal evidence is much rarer, but there is compelling evidence that having more money does, on average, cause people to be happier (13–16).

In my own research, I have found that earning more money is associated with greater experienced happiness, as measured with large-scale experience sampling (17, 18). The more money people earn, the happier they tend to be in the moments of life. And this upward association appears to extend across a wide range of income levels, including well beyond a previously-accepted satiation threshold of $75,000/y. The fact that experienced happiness rises with income provides some of the most direct evidence yet that higher incomes are associated with genuinely better life experience (and genuinely better “experienced utility” in what is arguably the most literal sense we can currently measure it). A follow-up study comparing people with ordinary incomes to people with high net-worths provides extended evidence against satiation: the positive association between money and happiness appears to continue much farther, including well beyond incomes of $500,000/y, and possibly beyond the range of virtually all previous studies of money and happiness (19).

How to make sense of these findings, including my own findings as well as the broader literature, is a subject of some disagreement. Amongst researchers, educators, journalists, and laypeople, a particular issue seems especially prone to being misunderstood or overlooked: what to make of the fact that, for people’s happiness, each additional dollar appears slightly less valuable than the one before it.

After all, in our lives, we are typically used to thinking in dollars. We navigate choices quantified in dollars (or whatever one’s local currency is; here, I will refer to dollars for simplicity). But if dollars have a variable value for happiness, it’s not necessarily obvious how to approach the decisions we make with happiness in mind. Knowing well-established facts (a) and (b) noted above provide little guidance, even if one assumes that having more money really does cause people to be happier.

This Report

This report makes five key points. Collectively, they show the association between income and happiness is highly systematic, but that its implications are linear in some contexts yet exponential in others.

As is probably obvious, reasoning linearly in a situation that calls for exponential thinking, or vice versa, could lead to conclusions that are wrong. Not just a little wrong, but very wrong. For example, people sometimes assume that the diminishing value of dollars for happiness means that larger incomes have diminishing value for happiness. In my experience, this is not uncommonly asserted even by experts. While this might sound true given what I’ve said so far, it appears to be false in an important sense: as I’ll show, incomes vary exponentially in size, to a degree that appears to completely offset the declining marginal value of dollars for happiness.

Most of this paper is devoted to considering the implications of the association between income and happiness. In other words, what effects would we predict in the real-world if we extrapolate from the shape of the association? And how might our thinking need to change in different contexts? To establish a foundation for this analysis, I first show that the average trend in happiness across income levels fits Bernoulli’s theory with almost perfect precision.

This trend builds upon data on money and happiness from trackyourhappiness.org, as reported recently in other research (17–19). This includes ~1.7 million real-time reports of experienced happiness from 33,391 employed, working-age adults (ages 18 to 65) living in the United States. Participants received notifications on their smartphones at randomly-selected times during daily life, and were asked to report on their experiences at the moment just before the notification. Experienced happiness was measured with the question “How do you feel right now?” on a continuous response scale with endpoints labeled “Very bad” and “Very good.” Household income was measured with the question, “What is your total annual household income before taxes?” with answers collected in income bands. Happiness was also measured in evaluative terms via life satisfaction, including a continuous life satisfaction scale, a four-level life satisfaction scale, and the five-item seven-level Satisfaction With Life Scale (20).

Results

Point 1: The association between Log(income) and happiness was almost perfectly linear

The most common way to account for the declining marginal utility of dollars is to log transform income before correlating it with happiness. We will consider the implications of this transformation later. But first let us simply ask: how systematic is the shape of the association between happiness and Log(income)? When I previously reported this association (17) I did not calculate how well (or poorly) a linear model could explain the overall shape of the association. To quantify it, let us calculate the group-level association between Log(income) and the average happiness of the people in each income category. This averages out the substantial variation in individual happiness that income cannot explain, and isolates the underlying shape of the association between income and happiness.

Results show that Log(income) and happiness were not merely positively related. From $10,000/y to over $500,000/y, they were correlated at the aggregate level to an extremely high degree, with group-level r’s = 0.98-0.99 across a range of happiness measures, including both experienced happiness and overall life satisfaction, see Fig. 1. These group-level correlations remain high when controlling for demographic variables (age, gender, education level, and marriage), r’s = 0.95-0.99.











  
  
  
    
      
    
  



Fig. 1. Mean levels of happiness, including experienced happiness (real-time feelings) and overall life satisfaction, for each income category. The group-level correlations between happiness and Log(income) is displayed. Income axis is log scaled, and error bars indicate 95% confidence intervals. Because the top 3 income categories have progressively fewer people and progressively wider confidence intervals, a composite point (displayed in gray) that combines them and is comparable in size to the other income categories is also plotted for reference (it is not included in the correlation or fit line calculations).

In other words, the average happiness of people in each income category was almost perfectly linearly associated with that category’s Log(income), explaining virtually 100% of group-level variation. This is just as Bernoulli’s nearly 300-year-old theory predicts, if we extend it from wealth to income and from “decision utility” to happiness.

When explaining how happiness varies between income levels, a linear prediction from Log(income) was superbly accurate1. If we assume this remarkably systematic shape indicates the “price of happiness”, what are the implications for the rest of human life?

Point 2: This entails a diminishing marginal value of dollars, but shouldn’t be confused with a plateau

If happiness rises linearly with Log(income), it implies that the marginal value of a dollar diminishes exponentially, at least in terms of predicting happiness. For example, an extra $10,000 would be expected to “matter” much more to happiness for a person earning $25,000/y than a person earning $200,000/y, and it would be expected to take ever-greater increments of income to achieve the same increment in happiness as incomes rise. When the association between happiness and income is plotted on a linear axis instead of a logarithmic axis, the declining marginal value of a dollar is clear (see Fig. 2).











  
  
  
    
      
    
  



Fig. 2. Estimated levels of happiness plotted as a linear function of Log(income), which Figure 1 shows fit the data extremely well. Income axis is linear, not log transformed.

The declining marginal value of a dollar is no more or less true when plotted on a linear axis, of course, but plotting it this way makes its truth obvious. The shapes observed in Fig. 1 and Fig. 2 are equivalent to each other and are equally correct. The problem is that Fig. 2 can be misleading. While it might seem that this curve is asymptotic and will quickly reach a maximum value for happiness beyond which additional income makes no difference, a mathematically linear relationship between happiness and Log(income) is, in reality, not asymptotic. It will never reach a plateau. There may well be some income threshold in the real world beyond which happiness fails to increase, but the point to recognize here is that the existence of a plateau is not predicted mathematically by a logarithmic association.

For example, one might look at Fig. 2 and conclude that beyond $400,000/y more money makes very little difference, but if we extrapolated the same fit line to a much higher income range and plotted happiness for incomes ranging from $500,000/y to $15 million/y, one might then be tempted to conclude with equal confidence that more money matters, but that beyond $10 million/y more money makes very little difference2.

Additionally, proportional differences in income would be predicted to have a constant and non-diminishing association with happiness. For example, a 10% difference in income would be associated with exactly the same difference in happiness, regardless of income level. See the Appendix for an extended explanation and a brief review of the math of logarithms applied to income and happiness.

Anytime one plots an exponential relationship on a linear axis there can appear to mathematically-naive eyes to be an impending plateau. But the point at which a plateau appears to begin is arbitrary. We simply cannot trust our intuitive sense that a plateau is impending when underlying variation is exponential.

Is the world flat or curvy?

How should one make sense of these two patterns? If happiness varies linearly with Log(income) and we want to extrapolate from that association to make predictions for the real-world (whether purely descriptive predictions or, in some cases, causal predictions), how should we conceptualize the association between happiness and income? As a flat line as in Fig. 1, or an exponentially diminishing curve as in Fig. 2? Is income, and money more generally, something whose implications for happiness would be predicted to diminish exponentially, or stay constant, in real-world decisions? The answer appears to be: Both, but in different contexts. Let us examine them in turn.

Point 3: Individual incomes differed exponentially in size, offsetting the declining marginal value of dollars. As a result, larger real-world incomes were associated with non-diminishing increments in both Log(income) and happiness.

Perhaps the most obvious reason to be interested in the shape of the association between income and happiness is to know whether larger incomes have diminishing returns for happiness, or not.

If dollars get exponentially less valuable when you have more of them, one might assume that the benefits of a larger income also diminish rapidly, even if no true plateau is reached. Indeed, this is a common assumption when people notice happiness plotted against a logarithmic income axis.

But this assumption depends on an entirely separate feature of reality that is sometimes not considered: How the sizes of incomes vary in the real-world.

So what does the distribution of real-world incomes look like? One possibility is that values of Log(income) differ mainly at the lower end of the income distribution, with comparatively little differentiation amongst high earners. If this were true, we might reasonably expect that most of the room for happiness to rise with income is at the lower end of the income distribution. A second possibility is that incomes themselves differ exponentially in size and that values of Log(income) differ just as much at the high end of the income distribution as at the low end of the income distribution. If that were true, we would not have reason to expect a decline in the marginal utility of a larger real-world income.

Evidence strongly favored the latter possibility. If we rank people in order of income, we can view income levels based on their position in the income distribution. A plot of income across 20 income quantiles reveals that the value of Log(income) increases just as steeply across high incomes as low incomes (r = 0.98, see Fig. S1). Data on incomes from the U.S. Congressional Budget Office show a virtually identical income distribution (see Fig. S2), showing that this pattern reflects a realistic income distribution, not something idiosyncratic to this sample of people.

Now the real question: Does the association between happiness and one’s position in the distribution of real-world incomes (income quantile) look more like Fig. 1, or more like Fig. 2? Is it consistent with diminishing marginal value of a larger income, or not?

The results are clear. Income quantile had a linear association with happiness (see Fig. 3). As a result, it’s possible to reproduce the linear relationship observed between income and happiness without a logarithmic transformation. All one needs to do is plot a person’s position in the real-world income distribution. The group-level correlation between income quantile (range: 1 to 20) and mean experienced happiness for each quantile is r = 0.96, with a highly linear shape. The results are comparably linear for the three life satisfaction measures (r = 0.98-0.99). This pattern is consistent with the possibility that moving up to the next highest income in the real-world would have the same relationship to happiness, regardless of one’s position in the distribution of incomes. For example, it suggests that a higher-paying occupation or job would be associated with similar gains to happiness regardless of income level (at least within the range of incomes observed here)3.











  
  
  
    
      
    
  



Fig. 3. Mean levels of happiness, including experienced happiness (real-time feelings) and overall life satisfaction, across 20 income quantiles. The group-level correlations between happiness and income quantile is displayed.

These results collectively show that income itself varies exponentially in size across the income distribution, to such a degree that it counteracts the exponentially diminishing marginal value of money when it comes to predicting happiness. Each step up the ladder of real-world incomes was associated with a non-diminishing increment in Log(income) and a non-diminishing increment in happiness.

The concavity one sees when plotting income on a linear axis (as in Fig. 2) can therefore be doubly misleading: not only does it appear to suggest the possibility of an asymptote or plateau in happiness when none exists mathematically, but it also fails to capture the exponentially growing sizes of people’s incomes.

Point 4: Exponential differences in happiness are predicted in other domains, including large financial risks and trade-offs between people with unequal incomes.

The preceding analysis shows that, despite the exponential decline in the marginal value of a dollar for happiness, individuals nevertheless exhibit a linear, non-diminishing association between larger real-world incomes and greater happiness. The same would be predicted for proportional variation in income, such as a 5% change in income for an individual, or a 5% change applied equiproportionately to a population (10). Yet that pattern does not apply to every context. There are other contexts where the declining marginal utility of money would indeed be expected to have exponential implications.

Let us assume for the sake of following hypothetical examples that (i) the association between happiness and Log(income) is linear across the entire range of possible incomes (including incomes higher and lower than those observed here), (ii) the association reflects a causal relationship where more money produces greater happiness, (iii) we are only modeling the effects of income on happiness (ignoring all other considerations for simplicity), and (iv) units of reported happiness represent the same amount of happiness, on average, at different income levels. Although we will assume the sign (positive) and shape (linear) of the relationship, we do not need to assume anything about its magnitude: Everything that follows is independent of the magnitude of the alleged effect of money on happiness. Some of these assumptions are likely to be violated to some extent in the real-world, of course, but contemplating a version of the world where they are precisely true makes it possible to explore the implications of a linear association between happiness and Log(income).

One individual context where the exponential decline in the marginal value of dollars for happiness could be important are high-stakes risky bets. This takes us back to the type of scenario Bernoulli contemplated in 1738 when he speculated that utility scaled with the logarithm of wealth (1), even though at the time he was focused on explaining people’s risk-averse behavior (at which his theory ultimately fares poorly (21)), rather than predicting their happiness (at which his theory appears to fare remarkably well).

Consider a hypothetical person who has permanently retired with a pension of $50,000/y and has no other income or savings. If this person is given the choice between two options: a “safe option” with a 100% chance that their income doubles to $100,000/y, and a “risky option” that has a 90% chance of failure (their income remains $50,000/y) and a 10% chance of success and a larger payoff. How big does the risky payoff need to be to equate its expected value for happiness?

One’s first instinct might be to assume the risky payoff needs to be ten times as large at $500,000/y (plus the original $50,000/y). But that is not nearly enough. This equates the expected value in dollars ($100,000/y), but it doesn’t come anywhere close to equating the expected value for happiness. To achieve parity with a guaranteed income of $100,000/y, the risky payoff with a 10% chance of success would have to be approximately $50,000,000/y!

Why is this? Each additional dollar is exponentially less valuable, so a lot more money is needed. To match the predicted happiness associated with the safe option (the guaranteed doubling of income) with a 10% chance of a bigger payoff, the risky payoff would need to be 210 = 1,024 times current income, or over $50,000,000/y. The reason is that equating the expected utility of the safe and risky payoffs requires the following:

100% * Log(2) = 10% * Log(risky payoff)

…which is only true if the risky payoff is 210 times current income. If the risky option had a 50% chance of success, the risky payoff would need to be a more modest 22 times current income, or $200,000/y (a $150,000/y increase). If the risky option had only a 1% chance of success, the risky payoff would need to be 2100 times current income, or far more than all money in circulation, to achieve parity for happiness. Exponential indeed. Working for many years at a risky start-up at a low salary or spending money on lottery tickets may be even less rational than they appear, if we are willing to reduce the calculation to the pattern described here.

If we consider risks in the domain of losses instead of gains, the same simple relationship shows why insurance could be expected to be beneficial for happiness when the downside risk is very large. If a person risks losing a substantial fraction of their total lifetime earnings (such as in the case of a house fire or permanent disability), then even insurance sold at a price profitable to an insurer (i.e., with a negative expected monetary value for the consumer) could be quite beneficial to the consumer’s well-being (i.e., with a positive expected value for happiness). In such cases, insurance premiums are purchased with exponentially less valuable dollars than the dollars against whose loss they protect against.

The fact that insurance can be justified by declining marginal utility is not at all a new point, of course - it is a fundamental rationale of insurance against major risks. In fact, it is a mathematical consequence of a logarithmic utility curve that Bernoulli himself explored in his 1738 paper. However, the present results suggest it could potentially be justified and calculated from real-world happiness data, as opposed to theoretical assumptions about an opaque conception of utility.

However, there’s another important context to consider. Exponential differences are especially apparent, and perhaps most consequential, in situations that involve trade-offs between people with very different incomes. If dollars become exponentially less valuable as incomes rise, then the well-being benefits of a given dollar are predicted to be exponentially larger for a poorer person than a richer person.

Take philanthropy. Let us assume that money can be efficiently invested to improve the lives of people who are poor on the global scale (e.g., earning $2/day), and that there is a 1:1 monetary cost:benefit ratio. Perhaps money could be used to invest in health care, nutrition, education, or job training, or simply delivered directly via unconditional cash transfer. This hypothetical example simply assumes $1 of benefit to the beneficiary’s income for each $1 invested without regard to mechanism. Under these assumptions, a dollar contributed by a person earning $73,000/y that increases the income of a person earning $2/day ($730/y) would generate a predicted ROI of approximately 10,000% for happiness4. Why? Because their earnings differ by a factor of 100, the benefit to happiness of that dollar is estimated to be 100 times greater for the person earning $2/day than the loss incurred by the person earning $73,000/y (for an experimental test of a similar idea, see (14)).

What if we take the example to the extreme and consider a hypothetical superwealthy person who earns $1 billion/y and decides to voluntarily contribute to people earning $2/day, under otherwise identical assumptions (since we are only modeling the effects of income, for simplicity let us assume this person has a very large income stream and ignore wealth). Now, the predicted ROI of the first dollar is nearly 137,000,000%! Or to play out a more complete example, the billionaire contributing 10% of her income to double the incomes of people earning $2/day would be expected to generate ≈ 90,000,000% return on investment for collective human happiness5. No investor could ordinarily achieve a 90,000,000% rate of return on such a large amount of money. If they did, it would mean turning that $100 million into over $90 trillion in one year’s time, an amount approximately equal to the entire world’s GDP in 2021.

The same logic could extend to many other situations. For example, decision-makers that seek to improve collective happiness might find that preferentially increasing incomes of those who earn the least generates a large ROI for collective happiness. In the domain of compensation, an employer allocating marginal dollars to raise the incomes of employees earning $30,000/y is predicted to generate 20x (2,000%) as much marginal happiness as raising the incomes of employees earning $600,000/y, and 200x (20,000%) as much marginal happiness as raising the incomes of employees earning $6,000,000/y. Organizations sometimes do just the opposite, paying large bonuses to highly-paid executives rather than directing discretionary compensation to the people on whom it would be expected to have the largest impact. Similarly, nations sometimes apply relatively low tax rates on their richest citizens, even though money appears to be exponentially more important to the well-being of those who earn less.

The above numbers and predictions are based on simplistic assumptions that are sure to be violated to at least some extent in the real world, of course. In practice, ROI values could be larger or smaller than calculated here, or even backfire and become negative in some cases. And in dynamic systems like an economy or a society, long-term consequences can be hard to predict even when short-term effects are known. Needless to say, accurate predictions of the consequences of any specific action lies far beyond the scope of this paper. The point is not the precise values but, instead, the simple observation that there are large and calculable implications of a linear relationship between happiness and Log(income) when trade-offs are made between people with unequal incomes, and that these mathematical implications can play out quite differently than they do for an individual person navigating different income levels.

In the most prominent cases involving money and happiness, the world is flat (like Fig. 1) for people making individual decisions, but the world is curvy (like Fig. 2) for people making collective decisions.

Point 5: Money’s diverging implications for happiness, linear in some contexts but exponential in others, could help explain why income inequality persists as societies get richer, why the income distribution is shaped the way it is, and why happiness in the U.S. has not seen more improvement in recent decades.

Consider a world quite different from the one we appear to inhabit. If, contrary of the pattern described here, the payoff of a higher income for individual happiness (i.e., its marginal utility) did exponentially diminish, then we would have some reason to expect a trend towards greater income equality over time if a society becomes richer. Why? For a well-off individual in that hypothetical world, there would be less and less to gain from a higher income and it would make sense progressively deprioritize a higher income relative to other priorities, at least from the standpoint of happiness. If such a society got richer over time, there would be some reason to expect this to disproportionately raise the bottom of the income distribution as low earners seek to improve their financial lot and, accordingly, their happiness, leading to ever-decreasing income inequality. This suggests the potential for a harmonious relationship between individual and collective happiness in relation to money, since the pursuit of individual and collective happiness would tend to converge as a society got richer. But that does not appear to be the reality we live in, at least within the range of incomes observed here.

In actual reality, the expected payoff of a larger real-world income for happiness appears to remain approximately constant, on average, such that it could be entirely reasonable for an individual to continue aspiring to climb one more rung in the income ladder, if all else is held equal. But since each rung entails exponentially more dollars, the successful pursuit of higher incomes for the well-off could perpetuate inequality, as large quantities of money are allocated to a small group of people who succeed in becoming richer. This could be suboptimal for collective happiness if increases to a large income are achieved primarily through value capture (capturing a bigger slice for oneself without growing the size of the pie) rather than primarily through value creation (getting a bigger slice by creating a bigger pie). When it comes to money, this highlights a potential tension in the geometry of individual and collective happiness.

This pattern of results might also help explain why incomes differ exponentially in size in the first place. For example, larger incomes incentivize people to take certain jobs over others, to seek promotions, and to be productive. If happiness varies linearly with Log(income), then to achieve a non-diminishing incentive, incomes might need to grow exponentially larger in size. If they didn’t, the power of money as an incentive (at least in terms of happiness) would diminish dramatically. Some people would surely still choose to be CEOs even if they didn’t earn millions of dollars. But to the extent that a market economy uses money to incentivize behavior, the pattern described here offers a potential explanation for why salaries differ so greatly in size: they vary exponentially in order to maintain a non-diminishing association to happiness. After all, even if human decision-making is subject to a host of quirks and irrationalities, it is affected by incentives, too. This tendency might be accentuated if high-paying jobs also have a larger component of variable compensation (recall the “risky payoff” calculations).

Finally, this pattern could at least partly explain a puzzle: happiness in the U.S. has stagnated in recent decades despite growing GDP per capita (22, 23). One contributing reason could be that income growth has been disproportionately concentrated at the top of the income distribution. In recent decades, it’s the highest earners in the U.S. who have experienced the fastest income growth, even in percentage terms (they have gained exponentially more, in dollar terms). In contrast, real (i.e., inflation-adjusted) incomes for lower income folks, where additional dollars would be expected to have an exponentially larger impact on happiness, have grown the slowest for decades (24). This is precisely opposite to the trend these results predict would most benefit a society’s collective happiness. Setting aside the countless complexities that the present model does not account for, if income growth is going to be unequally distributed, these results predict that society’s average happiness would benefit the most if economic growth disproportionately benefited the poorest people instead of disproportionately benefiting the richest. Alternatively, equiproportionate gains, with the same percentage increase throughout the income distribution, would evenly distribute the expected happiness benefits of economic growth.

Discussion

Understanding the association between income and happiness has the potential to help us make decisions that support human well-being. While the association between income and happiness is one of the most studied topics in the happiness literature, it is common even for researchers to disagree about what it means for happiness to vary with Log(income), and sometimes even to disagree about the appropriateness of log-transforming income in the first place (for instance, I have heard at least one highly influential researcher describe the transformation itself as a “sleight of hand”).

These results suggest that the association between income and happiness is extremely systematic. The aggregate association between happiness and income was characterized almost perfectly as a linear association with Log(income), with group-level r’s = 0.98-0.99 across a range of happiness measures. This shows remarkable agreement with Bernoulli’s formulation in 1738, albeit in a different sense than he intended. While the linear relationship to Log(income) predicts an exponential decline in the marginal value of a dollar, it also predicts that proportional differences, such as a 10% increase, would be associated with the same difference in happiness regardless of income level.

One might assume that the exponential decline in the marginal value of money means that most variation in happiness occurs in the lower income range. One might also assume that income effectively stops mattering in practical terms for happiness beyond some modest income threshold, even if the slope with Log(income) technically remains positive.

This report suggests that both of these assumptions are wrong in an important sense. The sizes of incomes increased exponentially across the income distribution, to such a degree that the association between happiness and a person’s position in the income distribution was highly linear (r = 0.96-0.99), even without a logarithmic transformation. In the end, traversing the space of possible incomes (e.g., by choosing one occupation over another, or one job or another) is predicted to result in non-diminishing differences in happiness, on average, across a wide range of income levels.

On the other hand, in the domains where decisions can entail trade-offs between people with highly unequal incomes, such as philanthropy, tax policy, compensation decisions, and others, the exponentially diminishing value of dollars for happiness does predict exponential consequences. For example, a person would be predicted to generate astronomical returns for collective happiness if they could effectively invest a fraction of their income to improve the lives of people who are very poor. An employer could do the same by giving discretionary bonuses to the lowest paid workers instead of giving them only to the highest earners. Likewise, if gains from economic growth are shared throughout the income distribution, rather than mainly benefiting the well-off, it might greatly amplify the benefit of economic growth for a society’s well-being. Finally, high-stakes financial risks also yield exponential predictions, even at an individual level.

Knowing when to think linearly and when to think exponentially is crucial for understanding the relationship between money and happiness.

Footnotes

1. It’s worth noting that the highly linear shape is revealed when averaging across people, but of course that doesn’t tell us what the shape would be for a specific person. The linear shape is a sensible starting point for individual predictions, but a given individual could ultimately follow a somewhat different shape in reality. We just know that the cross-sectional average of those shapes is extremely linear.

Additionally, the highly linear shape reported in this paper describes the association between Log(income) and happiness, but can’t directly reveal the shape of the causal relationship. There is strong evidence that having more money does indeed cause higher happiness, as noted in the introduction, and given the strikingly linear shape of the association it is quite plausible that the causal relationship is also linear, but the field currently lacks definitive data on the nuanced shape of the causal relationship itself. Some of the implications discussed in this paper address the question: if the causal relationship follows the same shape as the cross-sectional association, what would the implications be? Further research would be needed to test this proposition explicitly.↩

2. The same is true in reverse for exponential growth. Consider a hypothetical bacterial colony with unlimited space and food that doubles in size every 6 hours. No matter how long the growth period, if the number of bacteria is plotted on a linear axis, it will seem as if nothing happens until the last few days. But there is nothing special about a given number of days, and it takes a logarithmic axis to reveal the true pattern of growth.↩

3. While this explanation interprets the result as if Log(income) is the key predictor, one might alternatively wonder whether it is relative income (i.e., income rank) that is actually the key predictor. It is likely that both relative and absolute income matter, but relative income seems unlikely to explain all or even most of the relationship between money and happiness. There are a few reasons for this, but a prominent one relates to a nation’s happiness and its association with income (5, 10). If happiness were determined entirely by one’s income relative to those in physical or psychological proximity, then we would have reason to expect a relatively steep income:happiness gradient within-nations (or within a given person’s reference group) and, by comparison, a relatively weak gradient between-nations (or between different people’s reference groups). In reality, not only is there a substantial income:happiness association between nations, but the slopes of happiness:Log(income) within-nations and between-nations are virtually identical in magnitude (e.g., see Figs. 11-12 in (10)). While well-being may be sensitive to relative income to some degree, the aforementioned evidence is consistent with a large role for absolute income and a limited role (or perhaps no net role at all) for relative income. At the same time, there is no straightforward and definitive answer for why money and happiness are related, and the forces underlying the relationship are likely to be complex, even if the average trend is simple.↩

4. Technically, the ROI would be 9,900% once we subtract the loss incurred by the donor.↩

5. Why is the ROI ≈ 90,000,000%? Because 136,986 people would see their incomes double, in exchange for a 10% reduction for one person. Since the logarithmic math predicts that each beneficiary gains 6.58 times as much well-being as the single donor loses (log(2) / log(0.9)), we can multiply the 6.58 benefit:cost ratio by the 136,986 beneficiary:donor ratio to arrive at an approximate ROI estimate.↩
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Appendix

The income distribution











  
  
  
    
      
    
  



Fig. S1 The distribution of Log(income) across 20 income quantiles. Note that the x-axis is income quantile, and the y-axis is Log-scaled income. While the underlying shape is not perfectly linear, a linear fit can nevertheless explain it quite well (r = 0.98).

Note that while the correlation in Fig. S1 is very high (r = 0.98), the curvature in the tails is consistent with a normal distribution of income in logarithmic/exponential space, rather than a precisely linear relationship (i.e., a uniform distribution). The relevant point for this paper is that the distribution is approximately symmetrical, and increases just as quickly on the high end as the low end. But Log(income), and potentially happiness, do show faster change in the tails, especially the top and bottom 5%.











  
  
  
    
      

      

      
        
          
          
        
        
      
        
          
          
        
        
      
        
          
            
            
          
        
        
      


      
      
      
    
  



Fig. S2 Household income distribution according to the Congressional Budget Office (2018 data, before taxes and transfers) compared to the distribution of incomes in the current study across 20 quantiles (as also shown in Fig. S1). CBO data is available by quintile for the first four quintiles and then in smaller quantiles within the top quintile.

Modeling the association between income and happiness

Let us take a moment and clarify the quantitative form of the association between income and happiness. The very high aggregate correlation (group-level r’s = 0.98-0.99, across a range of measures) shows that the aggregate variation in happiness that is explained by income can be modeled almost perfectly with the following standard formula:

happiness = k + b * Log(income)

Formula 1. The linear relationship between happiness and Log(income).

A complete understanding of the real-world relationship between income and happiness, especially for any specific individual, requires answering both general and idiosyncratic questions about the magnitude of the causal effect, effect moderators, earnings history, expectations for the future, reference groups, and countless other complexities. Moreover, past or future research could argue against a perfectly linear relationship between happiness and Log(income) across all possible income levels. Finally, as incomes rise it is also likely that a greater share of a person’s total financial resources may take the form of wealth in addition to income.

While this complexity is worth acknowledging, this report aims to set this complexity aside for most of its analysis, and instead asks: if we assume that Formula 1 correctly models the average shape of the relationship that exists between income and happiness over a relevant range of incomes, what are the implications?

The implications of this association are important to understand but not necessarily obvious. The mathematical implication of Formula 1 is that the marginal utility of income diminishes exponentially, while the marginal utility of proportional difference in income (such as a 10% difference) is constant and does not diminish. Why is this the case?

Imagine we wanted to calculate the difference in predicted happiness for two people, persona and personb, based on the difference in their incomes (incomea and incomeb), or the difference in predicted happiness for two different income levels for the same person (say, after versus before a salary increase, again represented as incomea vs. incomeb) using Formula 1. The difference in predicted happiness would be linearly related to the difference in Log(income).

Δ Happinessa – b 	= Happinessa – Happinessb

= k + b * Log(incomea) – (k + b * Log(incomeb))

= b * (Log(incomea) – Log(incomeb))

The difference in predicted happiness for two incomes is a linear function of the difference in Log(income). But there’s a further simplification we can make: the logarithm of a quotient is equal to the difference of the logarithms. In other words, Log(a/b) = Log(a) – Log(b). As a result, we can simplify the calculation of the difference in happiness for two incomes as:

Δ Happinessa – b = b * Log(incomea / incomeb)

Formula 2. Happiness varies logarithmically with the ratio of two incomes.

With this simple formula in mind - a formula that is no doubt already familiar in form to some psychologists and to many economists - it is clear why the marginal value of money declines, while the marginal value of a proportional difference is constant.

The math is simple: Log((income +1) / income) will get smaller as income increases in size, showing that the marginal value of a unit of currency declines as incomes rise. Yet Log((income*1.1) / income) will remain constant as income increases in size, because the value of income drops entirely from the calculation. Log((income*1.1) / income) is simply equal to Log(1.1), showing that the marginal value of a proportional difference in income is predicted to be constant, regardless of one’s absolute level of income. According to Formula 2, the expected effect of a proportional difference in income does not depend on one’s income level.

Materials and Methods

Sample information. Participants were 33,391 employed adults living in the U.S. Median age was 33, median household income was $85,000/year, 36% were male, 37% were married. To reduce confounding effects on the association between income and happiness such as unemployment, retirement, and family income transfers, participants were restricted to employed adults living in the U.S. of working age (18-65) who reported household incomes of at least $10,000/year.

Procedure. After providing informed consent, participants completed an intake survey, which included demographic questions as well as two measures of life satisfaction, as detailed below. Participants were next asked to indicate the times at which they typically woke up and went to sleep, and how many times during the day they wished to report on their experiences (default = 3). A computer algorithm then divided each participant’s day into a number of intervals equal to the number of desired reports, and a random time was chosen within each interval. New random times were generated each day, and the times were independently randomized for each participant. At each of these times, participants were signaled via a notification on their smartphone, asking them to respond to a variety of questions about their experiences at the moment just before the signal. The primary experienced happiness question was asked in every survey, while other measures, including the continuous life satisfaction question were assessed in independently randomized subsets of surveys. Other questions unrelated to the present investigation were also asked. Participants received notifications requesting a report until they chose to discontinue participation. If 50 samples had been collected, reporting stopped for 6 months or until the participant requested that it be restarted.

Measures. Experienced happiness was measured with the question “How do you feel right now?” on a continuous response scale with endpoints labeled “Very bad” and “Very good” (coded -50 to +50). A continuous life satisfaction question asked a random subsample of participants “Overall, how satisfied are you with your life?” on a continuous response scale with endpoints labeled “Not at all” and “Extremely” (coded 0 to 100). Two additional life satisfaction measures were asked of all participants via an intake survey. The first was the Satisfaction With Life Scale (Diener et al., 1985), a five-item scale that asks people about the extent to which they agree or disagree with five statements, such as “In most ways my life is close to ideal” and “If I could live my life over, I would change almost nothing” with responses recorded on a seven-level agree/disagree scale. A second was a single item question that asked, “Overall, how satisfied are you with your life as a whole?” with four response options (very satisfied, satisfied, not very satisfied, not at all satisfied).

Income was measured on an intake survey that occurred prior to and on a different occasion from experienced happiness or the continuous life satisfaction measure, which were both collected via experience sampling reports. The Satisfaction With Life Scale and four-level life satisfaction questions that are described above were measured on the intake survey, with the income measure always being asked after the life satisfaction questions. Thus, for all outcomes, income was not made salient by the study design to participants when they were reporting happiness.

Income was measured by asking people, “What is your total annual household income before taxes?” with response options in $10,000 increments up to $100,000/year, followed by “$100,001-$125,000, $125,001-$150,000, 150,001-$200,000, and over $200,000.

If a person selected “over $200,000” then an expanded income range was offered including $200,001 - $300,000, $300,001 - $500,000, $500,001 - $750,000, $750,001 - $1,000,000, $1,000,001 - $2,000,000, $2,000,001 - $4,000,000, $4,000,001 - $7,000,000, $7,000,001 - $10,000,000, $10,000,001 - $20,000,000, $20,000,001 - $50,000,000, $50,000,001 - $100,000,000, and More than $100,000,000.

For analysis and visualization, income values were set to the midpoint of the income range selected, e.g., the income value for the income band $100,001 - $125,000 was set to $112,500. In practice, 90.96% of people indicated incomes below $200,000/year. Incomes over $500,000 were quite rare, collectively comprising just 1.2% of the sample, and were pooled together and set to a value of $625,000/year for visualization and analysis (the midpoint of the income band above $500,000/year).
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Writing code is cool, but wouldn't it be cooler to type "build me a plugin showing populations around the world" and it Just Worked?
​

Now you can.

Requirements

This feature is in public beta.
Agent currently requires an API Key from OpenRouter. You can load credits on their billing portal.
​
​Alternatively, if you have a Claude API account with higher rate limits you can buy credits directly and use an Anthropic API Key.
Optionally, a free Tavily API key can give your agent access to web search and web page fetching, enhancing your agents capabilities.
In the near future you'll be able to purchase credits directly from TRMNL.


Quickstart



How it works

TRMNL has developed a comprehensive system prompt written in plain English, which describe our platform's capabilities and design patterns in depth.
Whenever you interface with the Agent inside our private plugin interface, the agent has access to this context, which you may even ask it about.
​
In addition, the agent has been given access to a range of tools, including markup editing, settings updates, data refreshing, internet search, and a list of API endpoints to name a few. This empowers and grounds the agent in the "real world" to add value to your experience.

MCP Server (Advanced)

To develop TRMNL plugins within your local development environment, create an MCP API Key instead from your private plugin's settings page, located on the right side after clicking Save.

Provide this key to your desktop agent for a more customizable experience with your local tooling.
​


Frequently Asked Questions

Which models does this feature support?
Gemini, Codex, Claude Sonnet, Kimi, and even OSS models (e.g. Llama). Set a preferred model from your Account > Agent configuration.
How much does it cost to build a plugin?
We're seeing an average of $1-3 per plugin. 
For example, plugin can be created with a single sentence prompt: make a daily deal plugin for meh.com. After thinking and developing for a couple minutes, Agent required us to provide a free Meh.com API Key, then we requested that the daily deal item's image be included. Total cost: $2.20 USD.
Can I publish plugins with this feature?
Not currently. Our team reviews several plugin submissions per day and we need to scale internal tools before we can handle the inevitable Agent-driven volume bump.
Can I use other llm models (including free ones)?
Yes, even though Claude Sonnet 4.6 was used in developing this Agent, other state-of-the-art models like Gemeni 3.1 Pro are excellent replacements. Feel free to experiment with any OpenRouter model ID. The free models on OpenRouter tend to be less capable and slower.

Troubleshooting

Agent isn't perfect. Send us a live chat or email [email protected] if (when) you discover bugs or quirks.
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Current version: v0.24.1 — all releases.


In one line: Slater serves graphs that don't fit in memory — hundreds of millions of nodes and billions of edges in low hundreds of MB of RAM — over standard Bolt, so any neo4j driver just works, with disk-native vector search sitting next to the graph, and it takes live, durable writes without giving that up. Resident memory is set by a cache budget you choose, not by the size of the graph.
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Why Slater exists


A graph database stores data as things (nodes) and the relationships between them (edges), with the relationships as first-class citizens. That's what you want when your questions are about connections rather than rows — "who's within three hops of this account?", "what's the full dependency chain behind this build?", "which accounts share a device, an address, and a card?" — the queries that become a swamp of recursive joins in SQL but fall out naturally in a graph.

The most common complaint about graph databases is that they don't scale past what you can hold in RAM. Many of them (eg neo4j, Memgraph, FalkorDB, etc) keep the whole graph resident: a 40 GB graph wants 40 GB of memory — per instance. Want a replica per region, per tenant, or per pod? Multiply the bill. And past a certain size they simply won't load: eg the 90 million node / 1.5B-edge Wikidata graph needs ~64–128 GiB resident, so the in-memory engines can't open it at all.

Slater is the rebuttal. It serves that same 90M-node graph from a few hundred MB of RAM, because it pages the graph from an on-disk image on demand instead of holding it resident — so the graph size and the memory bill are decoupled.

Slater takes the opposite approach. You compile the graph once, offline, into a content-addressed on-disk image with slater-build; then any number of Slater servers serve it over Bolt (so your existing neo4j drivers just work) while holding only a fixed cache budget in memory. A 4 GB graph and a 400 GB graph cost the same RAM to serve — you fan out cheap, stateless read replicas and let the store, not the heap, hold the graph.

That makes it a natural fit for knowledge graphs behind RAG, recommendation and identity graphs, dependency graphs — anything large and connected you want to query cheaply and often. Disk-native vector search lives right next to the graph, so the same engine is the retrieval layer for embeddings too.


Reads and writes


Slater is a read-write graph database. You don't rebuild the whole image to correct one property, add a node, or retract an edge — you write the change directly, over Bolt, and it lands durably. The trick is that writes never tax the read path.

Writes accumulate in a log-structured-merge (LSM) layer over the immutable core: a write-ahead log and an in-memory table, spilling to immutable delta segments, folded back into a fresh core by a periodic consolidation. What that buys you:


	Reads over an unwritten graph cost exactly what they did before. An empty delta is a single predictable branch, not a merge — the read path is byte-identical whether or not the writable layer is on.

	The read cost of a write scales with the size of the delta, not the size of the graph. Whole-graph answers — count(*), the label and relationship-type marginals — stay metadata reads even with writes outstanding: the delta keeps its own counters, so a count(*) over a 91.6M-node core with half a million pending writes still answers in tens of milliseconds without touching a single block.

	Acknowledged means durable. A single writer drains the queue and returns SUCCESS only after the fsync that covers the write. Group your writes and they're cheap — a write-UNWIND commits one fsync per batch rather than per row.

	Business-key writes, in either dialect. MERGE / MATCH … SET / DELETE (and CREATE / REMOVE, detach delete, relationship writes) keyed on a node's identity property — or the equivalent ISO GQL data-modifying statements (INSERT / SET / REMOVE / DELETE), which lower onto the same path. Correct, insert, upsert and retract, over nodes and edges, addressed the way your data already is.



The writable layer is opt-in (delta.enabled); with it off, Slater serves the pure immutable core and refuses writes. See The writable layer for the full model.


On the name. Slater is named after the CIA agent in Archer (a great show)
who insists on going by a single name — "Just… Slater" — and one of my favourite
characters in it. See the
character wiki page.




What you get



	RAM set by your cache budget, not your graph size — fan out as many read replicas as you like; the graph never has to fit in memory.

	A drop-in for the graph — speaks Bolt, so any standard neo4j driver (JS, Python, Go…) works unchanged. It's Cypher (plus a slice of ISO GQL, reads and writes); nothing new to learn.

	Live, durable writes — an opt-in LSM layer over the immutable core: business-key MERGE / SET / DELETE over nodes and edges, group-committed and fsync-durable, folded back into a fresh core by consolidation. Reads don't pay for it.

	Deployment by file swap — build a new content-hashed generation offline, atomically flip the current pointer, and servers pick it up. Every block is checksummed, so a half-copied image is refused rather than served.

	Vector search built in — disk-native approximate-nearest-neighbour (cosine, L2, or dot KNN) sits right next to your graph, for when this is the retrieval layer behind a RAG pipeline, and embeddings are writable in place — no offline rebuild to add or change a vector.

	Locked down by design — read and write grants are independent, plus optional at-rest encryption, TLS Bolt, argon2id-hashed ACLs, and a read-only container rootfs for read replicas.




Features





	Feature
	What it means for you





	Bounded, predictable memory
	Resident memory is capped by three cache budgets you set — it does not grow with graph size; you tune the performance/RAM trade-off instead of provisioning for the whole graph. A jemalloc allocator with background purge returns freed memory to the OS after heavy query bursts, so resident size falls back toward its idle floor rather than staying pinned at the post-burst high-water mark.



	Multi-tenant out of the box
	One server hosts many graphs with per-user read grants — multi-database isolation that most graph DBs reserve for a paid/enterprise tier.



	Encryption at rest & in transit
	Per-block XChaCha20-Poly1305 sealing (the key is never written to disk) plus optional TLS (bolt+s://). GDPR-friendly by construction.



	Tiny, dependency-light install
	A small stripped binary on a distroless glibc base (no shell/apt) — the multi-arch (amd64/arm64) image pulls at ~22 MB, or ~12 MB for the server-only slater:latest-lite tag; pure-Rust TLS, no OpenSSL. Pull and run.



	Built for periodic publish
	Build a graph offline, serve it immutable, then atomically swap in a new version with zero downtime — ideal for data-warehouse / scheduled-refresh workloads.



	Rugged under load
	The server and offline builder both compile with #![forbid(unsafe_code)] — the engine's only unsafe lives in the audited jemalloc allocator crate. The core is immutable, so reads take no locks and never wait on a writer; a single writer serialises mutations behind the write path alone. No GC pauses, no data races. One bad query can't take the server down.



	Works with your neo4j tools
	Speaks Bolt 5.4 / 4.4 / 4.1 — use the standard neo4j drivers (JS, Python, Go, Java…), cypher-shell, or graph browsers unchanged.



	Rich Cypher query surface
	A broad read surface: MATCH/WHERE/WITH/UNION, CALL {…} subqueries, 70+ functions & aggregations, temporal & geospatial values, and regex.



	Live, durable writes
	An opt-in single-writer LSM layer over the immutable core (delta.enabled): business-key MERGE / SET / DELETE / CREATE / REMOVE over nodes and relationships, batched write-UNWIND (one fsync per batch), and CALL slater.consolidate() — group-committed, fsync-durable, and folded back into a fresh core by consolidation. The read path is byte-identical when the delta is empty.



	ISO GQL, read and write
	Speaks a subset of ISO GQL (ISO/IEC 39075) over the same Bolt connection — quantified paths, path restrictors, shortest-path selectors, label/type boolean expressions, FOR, CAST, an optional GQL/CYPHER dialect prefix — and, with the writable layer on, GQL's data-modifying statements (INSERT / SET / REMOVE / [DETACH] DELETE) lower onto the same durable write path. Cypher and GQL, reads and writes, in one engine.



	Vectors + graph in one engine
	Disk-native ANN vector search (Vamana + PQ; cosine / L2 / dot) for embeddings/RAG, plus graph algorithms (PageRank, BFS, betweenness, WCC…) — bounded memory even with millions of vectors. Embeddings are writable (a FreshDiskANN-style write ladder): insert / update / delete a vector, KNN-visible at once, folded into the base without a rebuild.



	Safe on network storage
	Every file is BLAKE3 content-hashed and verified on open; torn or half-copied images are refused, not served. Designed for NFS/remote volumes (no mmap surprises).



	Pluggable storage backends
	Serve the same generation format from a local filesystem, an S3 (S3-compatible) bucket, or a Google Cloud Storage bucket — publish once, fan out to stateless replicas — with an optional local-SSD cache tier in front of the object store. See Storage backends.





Two binaries make up the workspace:




	Binary
	Role





	slater
	The online Bolt server (the container ENTRYPOINT): serves reads and, with delta.enabled, the single-writer durable write path.



	slater-build
	The offline compiler: turns a primitive-Cypher dump into an immutable, content-hashed generation directory.





Slater splits bulk building from serving: slater-build does the heavy lifting
offline — ingesting your data and compiling it into an immutable generation — so a
cold graph is never assembled on the serving hot path. Within the server, the read
surface answers a broad Cypher slice — pattern matching, WITH/UNION/CALL {…}
subqueries, 70+ scalar & aggregate functions, temporal & geospatial values, graph
algorithms (algo.*), and disk-native vector KNN (db.idx.vector.queryNodes) —
while the writable layer's delta overlay sits below that surface and is zero-cost
when empty, so reads never carry the write-side machinery. You can update a graph
two ways: write to it live over Bolt (see The writable layer),
or build a new generation offline and atomically swap the current pointer, which
the running server picks up via its generation guard (see
Generation guard).


Documentation


The complete user manual lives in docs/manual/ —
a feature-by-feature guide that explains, for every capability, what it is, why it
exists, and how to use it, with worked examples you can run against a bundled
sample graph. Start there for anything beyond this overview.


	New here? Quickstart builds and serves a
graph in five steps.

	Writing queries? Querying,
Functions & expressions,
Procedures & algorithms,
Vector search,
Writing data.

	Building graphs? Building graphs and the
Build CLI reference.

	Operating Slater? Deployment,
Storage,
Configuration reference,
Security,
Performance tuning.




Running with Docker


Slater is designed to be run as a Docker deployment — that's the expected way
to use it. Prebuilt multi-arch images (linux/amd64 + linux/arm64) are
published to Docker Hub at
hikarisystems/slater,
tagged :latest and :vX.Y.Z on every release:

docker pull hikarisystems/slater:latest


A Docker-command-only usage, configuration, and operations guide lives in
DOCKERHUB.md (and is mirrored to the Docker Hub overview page) —
start there if you're deploying. In short:

# Build a graph generation with the offline writer:
docker run --rm -v slater-data:/data -v "$PWD/dumps:/dumps:ro" \
  --entrypoint /app/slater-build hikarisystems/slater:latest \
  --input /dumps/people.cypher --graph people --data-dir /data

# Serve it over Bolt on 7687 (read-only unless `delta.enabled`):
docker run -d --name slater -p 7687:7687 \
  -v slater-data:/data:ro -v "$PWD/acl.json:/config/acl.json:ro" \
  hikarisystems/slater:latest


To build the image locally instead (e.g. for development):

# Build the image (both binaries).
docker compose build

# Serve (expects generations under the slater-data volume / your /data mount).
docker compose up slater

# Build a generation with the offline writer (profile `build`):
docker compose run --rm builder \
  --input /dumps/people.cypher --graph people --data-dir /data


The builder stage installs cmake, clang and libclang-dev for the rustls
aws-lc-rs backend; git (already in the base image) is required for the
hs-utils git+tag dependency, which .cargo/config.toml fetches via the git CLI.

The sections below cover the on-disk format, configuration, ACLs, and a
local (non-Docker) worked example.


How it works
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Greedy is optimal for single-pass semi-streaming matching

arxiv.org · 14 points · Discussion


    
    
                
    View PDF
    HTML (experimental)

            Abstract:We prove that no single-pass semi-streaming algorithm (deterministic or randomized) can achieve a better-than-half approximation to the maximum matching problem. This implies the optimality of the naive greedy algorithm, answering an outstanding open question in the graph streaming literature since the introduction of the model over two decades ago.

Our proof follows the "blueprint framework" introduced previously by the authors, which reduced proving lower bounds for semi-streaming matching to constructing certain combinatorial objects called blueprints. We present an optimal construction of blueprints that when used in this framework implies our semi-streaming matching lower bound.

Our results also imply that the optimal competitive ratio of online matching with preemption is half, again matching the naive greedy algorithm, settling this open question as well.
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How to organize 3 acquired companies into one coherent website

littlelanguagemodels.com · 13 points · Discussion


Company A has acquired Company B, C, and D. How do we organize their sites, for multiple products with different audiences, while making it easy to find relevant product information and quickly understand how the products work together?




For example, Company A offers residential relocation services. Company B offers relocation services for businesses. Company C offers relocation management software. Company D offers fine art and antique moving services.




What I recommend to clients is formalizing user goals before making rebranding decisions.




People from Company A, B, C, and D are going to bring different perspectives to information architecture decisions based on their:





	day-to-day responsibilities




	previous experiences making IA decisions, positive or negative




	perception of the areas with the highest potential for company growth




	professional goals






Many people’s first impulse is to discuss the products.




How Company A plans and delivers items.




How company B coordinates B2B moves, the types of businesses.




The data powering Company C’s software, the types of users, pricing tiers.




Insurance, identity confirmation, country regulations, employee training for handling fine art for Company D.




These conversations are useful for context gathering, but create an unnecessary us against them environment in the context of the website’s future. You’re with Company A. I’m with Company D. Product discussions keep us aware of this distinction at all times.




Instead, I recommend turning outwards and focusing your attention on user actions.




What does the user of your product get from buying from you?




Why is the user visiting the homepage? What about the contact form? And the pricing page?




Come up with as many user goals for interacting with different areas of the product. Even better if Company D’s folks are writing user goals for Company A, Company A for Company B, and so on.




Having “new” folks come up with user goals helps them get familiarized with the product and it builds empathy for users and employees of the company alike. Amazingly, this serves as a beautiful user research session to unpack biases or currently-unmet user needs.




“Oh, we thought that would be done automatically. We may want to clarify that to users.”




“Oh, I didn’t realize we offer customs, tax, and documentation assistance.”




“It wasn’t clear to me that step was mandatory to schedule a pickup.”




Focusing on user goals highlights opportunities for consolidation and removal across your content. Different areas of different products can help users reach their goals.




Which brings me to the next step: defining different ways for the user to meet their goals.




Define different ways for the user to meet their goals considering format, audience, and information receptiveness




Consider format preferences (a map might work better for locations, but a text field may work better if a service is only offered in <5 locations), audiences (busyness, goals, language), and willingness to interact with company content (someone transporting a luxury item will be more receptive to longer content like PDF brochures, but a moving contractor looking for the login portal will be less patient).




Group content on the homepage and navigation by user goal, and the conversation becomes about ways to delight and provide additional value through the acquisitions, rather than which product of which company does what.




Next, consider labels. I don’t like putting people in boxes, but I swear it’s for a noble purpose here. 




Put users into categories




What are different types of groups a user may belong to for a healthcare training provider?





	Location (by country, city, district)




	Clinical discipline (nursing, surgery, pharmacy)




	Clinical specialty (dermatology, ethics, pathology)




	Phase (needs assessment, pre-briefing, facilitation, debriefing)




	Role (educator, administrator, researcher)




	Institution (academic, commercial, non-profit)






For patients of healthcare providers, groups may include:





	Insurance type




	Age group




	Risk level






These categories (known as taxonomy) can help guide users and quickly orient them. By thinking through possible categorizations, and their overlap (what would a pathology surgery clinician working for a commercial vendor in New York look for and find?), teams can make the digital experience so intuitive that the user doesn’t have to “think” much.




Users should understand options at a glance while being able to get granular, so the categories shouldn’t serve as rigid boxes, rather quicker, more elegant paths to eureka.




Test with a small group of users




Once you have initial low-fidelity designs of key pages/interactions, please, please, please test them with a small user group.





	Do labels match user language?




	Do groupings match users’ mental models?




	Does content hierarchy reflect user goals?




	Is the amount of information provided appropriate for the user’s current step?






Finally, and this is easy to miss: think of content horizontally, not vertically.




Think horizontally, not vertically




What do I mean by this?




I’ve been on many design review meetings where the focus was on the single page we were looking at, and stakeholders wanted to know why X element wasn’t included or why Y was so low on the page.




The thinking goes: if a content component is deprioritized, users will have a difficult time finding it, and get frustrated.





	Vertical content – Content on a single page/interface helping the user reach their goal.




	Horizontal content – Content component used strategically and constantly across pages/interfaces (think: visiting hours being available in nav, footer, location pages, event pages, contact pages, etc.)






Horizontal content improves content discoverability by offering multiple opportunities for the user to find what they’re looking for.




Vertical vs horizontal content thinking



HOKA offers multiple examples of horizontal content thinking. I just shared 3 website lessons from HOKA, one of the fastest growing sport brands. Check out the latest article. 




If you’re a content or design professional who enjoys work-related books, I highly recommend Donna Spencer’s book Presenting Design Work. One of the most valuable lessons I took from the book was presenting findings and recommendations in the context of “a person doing a thing” rather than prototype X or page Y. We’re taught to think vertically when it comes to content, so it’s not easy to remember to take a step back and consider the entire ecosystem, but it is important to do as not to harm user wayfinding.




If you’re a stakeholder in website and product decisions, you can also help guide users by asking questions related to the different ways the user may be looking for information and how the design may be able to accommodate them, not just in a single “important” page, but across touchpoints.




Okay, final final thing: A common point of tension between stakeholders is the fate of the content. People have ideas, fears, and dreams about what will become of the content. I unpacked the feelings aspect of redesign in here: How to manage stakeholder feelings in content decisions for website redesigns. TL;DR: People can be reluctant to make content decisions for all sorts of reasons. Every reason is inherently valid and worth listening to, understanding, and iterating upon as needed. 




Key takeaways




To organize content for multiple products with different audiences, while still making it easy to discover how the products work together:





	Start with user goals




	Identify commonalities across products




	Identify opportunities for consolidation and removal across content




	Define different ways for the user to meet their goals considering format, audience, and information receptiveness




	Put users into categories




	Test with a small group of users




	Provide multiple information pathways to improve discoverability




	Be prepared for content discussions to get heated






AI Policy: I personally write each draft and final copy on this website. All content reflects my own thinking, ideas, style, and craft. I do not use AI such as ChatGPT to generate articles. Occasionally, I ask AI such as Formalizer or Claude to summarize or restate my own ideas and may restructure sections based on the response.





Original: https://littlelanguagemodels.com/how-to-structure-your-sites-after-a-big-acquisition/ · Discussion
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Show HN: Justif – Knuth-Plass justification and microtypography for the web

justif.lyall.co · 12 points · Discussion

Justif is a drop-in JavaScript library that progressively enhances web pages to TeX-level text justification. Installation is a single <script> line, standard text and accessibility affordances are unchanged, and users with JS disabled get native browser rendering.I made justif because I've long been a fan of justified text. I think it looks clean and elegant, and makes reading more enjoyable. But bad justification is the opposite, with gaping spaces that distract me to the point of making the text near unreadable.
Browsers have got better recently at handling justified text [0][1], but still use suboptimal greedy algorithms for the most part, and are not near that TeX/InDesign level of quality that I crave. `text-wrap: pretty` exists but is far from a panacea, as you can see for yourself in the demo.
Justif also has the benefit of providing more consistent text layout across browsers. Blink (Chrome), Gecko (Firefox) and WebKit (Safari) all justify text differently, so normally what the user sees depends on what browser they use.
Take a look at the demo, play around with it, see if you can break anything. I'm open to improvements of the API design as well, so please let me know your thoughts.
For more details, see the README: https://github.com/lyallcooper/justif
0: https://cloudfour.com/thinks/justified-text-better-than-expe...
1: https://owickstrom.github.io/the-proportional-web/


Original: https://justif.lyall.co/ · Discussion
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Conway's Game of Life, in real life

lcamtuf.coredump.cx · 12 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://lcamtuf.coredump.cx/blog/conway/ · Discussion
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Show HN: Read the Tape – Wordle for daytrading, five blind S&P 500 charts a day

readthetape.cc · 9 points · Discussion

Read the Tape gives players the same 5 S&P500 stock charts per day to predict. You select low, medium or high confidence and then call the chart UP or DOWN. It's a 1d chart which then resolves over 5 days. Alpha is scored against the Monkey Index, a basket of 11 random coin flips at low confidence which provides a tangible win/lose condition.We're two weeks in and some interesting data is being kicked up. Players like to call tops even though stonks go up- 60% of the 70 charts so far resolve higher, players' down calls have only been right 31% of the time. There's a full stats dive at https://readthetape.cc/notes/tape-report-1
Your feedback and thoughts is most welcome.


Original: https://readthetape.cc/ · Discussion
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1 fx the haif-vertical layout by adjusting the max heights to give more
foom for the countres st

Fixed! Reduced regional st max-heigh o 200px and countries fist to
1200, with smaler gap between sections. Countries should now display
fully without cipping,

No changes to save
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Al Agent

Configure your Al agent. Built for Claude Sonnet 4.6, but other models
work well too.

Model

Claude Sonnet 4.6 v

Pick a preset or enter any OpenRouter model ID.

OpenRouter API Key (recommended)

sk-or-...

Works with all models. No rate limit issues. If both keys are set,
OpenRouter is used.

Anthropic APl Key Remove

eececsce (key is set)

Requires Tier 2+ usage on your Anthropic account. New accounts will
hit rate limits.

Tavily API Key Remove

eececsce (key is set)

Enables web search in the Agent.
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Horizontal
vs Vertical

CONTENT IN INFORMATION ARCHITECTURE

VERTICAL HORIZONTAL
Contained to a single screen Used across interfaces
Helps users reach their goals Helps users reach their goals

Isolated to one location Multiple information pathways
Decreases discoverability Increases discoverability

Horizontal content example

Visiting hours being available in the navigation menu,
footer, FAQ, location pages, events, contact page, sidebar

e Little Language Models

@ittlelanguagemodels
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