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StreetComplete: Fixing OpenStreetMap, one tiny quest at a time

streetcomplete.app · 595 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://streetcomplete.app/ · Discussion
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Chat Control passed first round in EU Parliament

heise.de · 465 points · Discussion



        

        The European Parliament cleared the way for a renewed extension of the so-called “Chat Control” on Tuesday afternoon. With a narrow majority of 331 to 304 votes and eleven abstentions, the MEPs voted for an urgency motion that Parliament President Roberta Metsola had put on the agenda at short notice at the behest of the member states and the EPP group. This allows Parliament to vote again on the controversial plan on Thursday, its last session before the summer break.






  




The aim of this maneuver: to reinstate the transitional regulation for Chat Control, which expired in April. This exception regulation allowed tech giants like Meta, Google, or Microsoft to voluntarily search private chats, emails, and messenger services for material related to child sexual abuse without specific suspicion. Parliament had not agreed to a renewed extension, and the regulation had therefore expired in April.

The vote was preceded by a back-and-forth, with opponents calling it an unprecedented parliamentary maneuver. Pirate MEP Markéta Gregorová accused the conservative European People's Party (EPP) of engaging in a farce and violating its own rules of procedure. She appealed in vain to her colleagues to vote against Chat Control again. Metsola narrowly defended the procedure, stating she was adhering to all rules.


Supporters received backing through pressure from the EU Commission. Four Commissioners had urgently warned the people's representatives in a letter shortly before the vote about a continuing regulatory gap. Without the scans, perpetrators would not be held accountable, and almost all abuse material would remain undiscovered – even though Meta & Co. are currently still providing reports. Parliament could not go into the summer break like this, according to the EPP.

AfD MEP Mary Khan, on the other hand, complained that a law that had already been rejected was being revived through the back door using salami-tactics until the desired outcome was achieved. No one wants to weaken child protection, but that should not justify putting all citizens under general suspicion and legitimizing mass surveillance. In fact, Parliament had rejected a renewed extension of this Chat Control by a clear majority in March and April after failed negotiations with the EU member states.

The fact that the dossier is now landing in the plenary again at the urging of the governments and the Parliament President is also causing frustration among the negotiators. Rapporteur Birgit Sippel (SPD) spoke of an unfair maneuver by the EU countries and refused her support. Nevertheless, the Social Democratic group caved in beforehand and signaled its approval for the urgency procedure, which ensured the necessary majority.



  






Procedural tricks until the last session day




  



  






The procedure now chosen gives the proponents of Chat Control a significant tactical advantage. Since the law is in its second reading, an absolute majority of 361 votes of all parliament members is required for amendments or a renewed rejection on Thursday. In contrast, a simple majority of the MEPs present is sufficient for the other side. As many parliamentarians have historically already departed by the last day before the summer break, the re-enactment of the regulation is considered almost unavoidable.

Had the MEPs rejected the urgency, the draft would have gone to the responsible Committee on Civil Liberties, Justice and Home Affairs, where a legally sound compromise could have been worked out after the summer break.

IT security researchers have repeatedly warned in urgent letters about unacceptably high error rates of the AI scans used, which endangered the privacy of innocent citizens. A board member of the Society for Informatics even filed an urgent application with the Federal Constitutional Court. Civil rights activists like Patrick Breyer even fear that the renewed transitional status will relieve political pressure on EU governments to engage in a much more effective and targeted permanent successor regulation to the blocked Chat Control 2.0.
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98% isn't much

whynothugo.nl · 424 points · Discussion

2026-07-03
#accesibility
#design
#society98% sounds like a lot. If someone wins the lottery 98% of the times they play,
they are clearly blessed. Getting a top mark (e.g.: 10/10) on exams 98% of the
time will likely lead to an honour diploma.
But a restaurant where clients don’t get of food poisoning 98% of time is
getting people sick on a monthly (or even weekly) basis. If an employer pays
their employees 98% of the times, I definitely wouldn’t want to work there. If I
pay before leaving a restaurant only 98% of the time, I’ll be in trouble.
98% is great for exceptionally good things, like dramatically increasing
someone’s quality of life, but very low for basic expectations, like a baby
surviving a babysitter taking care of them.
If a website uses fancy new browser features and works for 98% of the
population, that means that it won’t work for ~150 million people. If a website
makes a change and that works for 98% of their visitors, they’re basically
kicking out 2% of their audience. Can you imagine a venue refusing entry to
former clients 2% of the time just because they’ve “improved their experience”?
98% of the population might not imply 98% of my audience either: something might
work for 98% of the general population out there, but only for 70% of my actual
audience.
Just a few months ago the topic of nested CSS came up. Somebody pointed out that
it is standard since 2023 and safe to use online. I also checked the exact
browser distribution of a client’s website (where I would by happy to trim out
the scss pipeline). Over the last year, only ~70% of the visiting browsers
supported the new CSS features. Even thought this feature is “widely supported”
in a general audience, for my audience, it left out 30% of the visitors.
You probably know one hundred people. Picture two of them staring at a broken
screen. The 98% statistic is a lazy shortcut. Truly robust engineering isn’t
about what works for most; it’s about gracefully handling the edge cases. If a
fancy new feature can’t degrade gracefully, then 98% isn’t “widely supported”.
It failed to meet the basic minimum for 2% of the people out there.
Have comments or want to discuss this topic?
Send an email to my public inbox: ~whynothugo/public-inbox@lists.sr.ht.
Reply privately by email: hugo@whynothugo.nl.
— § —



Original: https://whynothugo.nl/journal/2026/07/03/98-isnt-very-much/ · Discussion
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Microsoft fire idTech team at Id software

gamefromscratch.com · 418 points · Discussion


			
			

				[image: GameFromScratch.com]
			
 

				

						
			

		
					
				



	
	


		
		
id Software are without a doubt one of the most important game developers in the first person genre history.  The technology empowering their games, idTech powers a shocking number of games and even game engines ( we ranked it 4th in our Most Important Game Engines of all Time ranking).  This era might be coming to a close as it’s being reported that most, if not all, developers working on idTech at id Software have been fired.








This comes as part of the MASSIVE layoffs across all Xbox divisions.  Asha Sharma, the new CEO of Xbox tweeted the email that was sent to the entire company.  It explains why the layoffs are happening, starting with:





We are beginning the most significant restructure in XBOX history. After careful consideration, I’ve made the difficult decision to reduce our team by approximately 3,200 throughout FY27. This will include approximately 1,600 role eliminations today, and in addition, four studios will leave XBOX to new management. I recognize that a year-long restructuring creates additional challenges. Unfortunately, it is not possible to make all the necessary changes in a single day, and I wanted to be direct about the scale.










Since this announcement, several additional details have been made available about the impact of the layoffs, several surrounding id Software, starting with this Tweet from Apogee founder Scott Miller:












Additionally Rebs Gaming tweeted the following linked in post from impacted id Software developer and 20+ year id veteran Michael Maynard:












Key Links




XBox CEO Email to Employees




Game Industry.biz Coverage of Layoffs Across Studios








You can learn more about the XBox layoffs, the idTech game engine and more in the video below.






		
		
			


	


			
			
		
	


		
			



Original: https://gamefromscratch.com/microsoft-fire-idtech-team-at-id-software/ · Discussion
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A better way to tie gym shorts (or any drawstring) [video]

youtube.com · 400 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://www.youtube.com/watch?v=3R0Lp86GEBk · Discussion
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Chat Control 1.0 and 2.0 Explained

fightchatcontrol.eu · 276 points · Discussion


                
                        
                        
                            The temporary, voluntary scanning regime —
                            adopted in 2021, rejected by Parliament in March
                            2026, expired in April 2026, and now the subject of
                            an unprecedented revival attempt.
                        

                        
                            
                                Jul 14, 2021

                                
                                    Temporary derogation adopted

                                    
                                        Regulation (EU) 2021/1232 creates a
                                        temporary exception to the ePrivacy
                                        Directive, giving providers a legal
                                        basis to voluntarily scan
                                        private messages for child sexual abuse
                                        material. Originally set to expire 3
                                        August 2024.
                                    

                                

                            

                            
                                Apr 29, 2024

                                
                                    First extension

                                    
                                        With the permanent regulation (Chat
                                        Control 2.0) nowhere near agreement, the
                                        derogation is extended until 3 April
                                        2026.
                                    

                                

                            

                            
                                Dec 18, 2025

                                
                                    
                                        Commission proposes second extension
                                    

                                    
                                        The Commission proposes extending the
                                        derogation by another two years, to
                                        April 2028.
                                    

                                

                            

                            
                                Mar 2, 2026

                                
                                    
                                        LIBE committee rejects the extension
                                    

                                    
                                        In a surprise vote, the Parliament's
                                        civil liberties committee rejects the
                                        draft extension by 38 votes to 28.
                                    

                                

                            

                            
                                Mar 11, 2026

                                
                                    
                                        Parliament adopts a protective position
                                    

                                    
                                        The plenary votes 458–103 for a
                                        compromise: extend to 2027, but only
                                        with targeted and proportionate
                                        detection of known content, no
                                        end-to-end encrypted communications,
                                        and limiting scanning to suspected users
                                        or groups identified by the competent
                                        judicial authority.
                                    

                                

                            

                            
                                Mid-Mar 2026

                                
                                    Trilogue on the extension collapses

                                    
                                        The Council rejects Parliament's
                                        conditions and shows no flexibility in
                                        negotiations; talks on the extension
                                        break down.
                                    

                                

                            

                            
                                Mar 26, 2026

                                
                                    
                                        Parliament rejects the extension
                                        outright
                                    

                                    
                                        311 MEPs vote against extending the
                                        derogation (228 in favour, 92
                                        abstentions). The critical Amendment 34,
                                        rejecting automated assessment of
                                        unknown photos and texts, passes by a
                                        single vote (307–306).
                                    

                                

                            

                            
                                Apr 4, 2026

                                
                                    Chat Control 1.0 expires

                                    
                                        The legal ground for voluntary,
                                        indiscriminate scanning ends. Google,
                                        Meta, Microsoft, and Snap state they
                                        will continue scanning private messages
                                        regardless.
                                    

                                

                            

                            
                                Jun 26, 2026

                                
                                    
                                        Council moves to resurrect the expired
                                        law
                                    

                                    
                                        EU ambassadors agree to push a temporary
                                        revival — unprecedented, as
                                        Parliament's rejection was considered
                                        final. Because an expired regulation
                                        cannot be extended, the Council
                                        proposes a formally
                                        new law with identical
                                        content via an expedited procedure.
                                    

                                

                            

                            
                                Jul 2, 2026

                                
                                    Council adopts its position

                                    
                                        The Council adopts its position on the
                                        "new" regulation via written procedure.
                                    

                                

                            

                            
                                
                                    Jul 7, 2026 (expected)
                                

                                
                                    Urgency vote in Parliament

                                    
                                        The draft is on Parliament’s
                                        agenda for deciding on whether to
                                        apply the urgency procedure, just
                                        before summer recess. If the urgency is
                                        approved, the proposal will skip the
                                        standard route to the responsible
                                        Committee for drafting a
                                        recommendation, and will be voted
                                        directly on Thursday. Treated as a
                                        second reading, an
                                        absolute majority of all
                                            MEPs
                                        would be needed to stop or amend it
                                        — a very high hurdle. This is
                                        happening now.
                                    

                                

                            

                        

                    


                
                        
                        
                            The permanent CSA Regulation — proposed in
                            2022, deadlocked for years, and still unagreed after
                            five rounds of trilogue negotiations. Encryption
                            remains the red line.
                        

                        
                            
                                May 11, 2022

                                
                                    
                                        Commission proposes the CSA Regulation
                                    

                                    
                                        Home Affairs Commissioner Ylva Johansson
                                        unveils a proposal for a permanent regulation making
                                        detection and reporting of child sexual
                                        abuse material a legal requirement for
                                        platforms — including a requirement
                                        to bypass end-to-end encryption.
                                    

                                

                            

                            
                                Nov 2023

                                
                                    
                                        Parliament adopts a protective mandate
                                    

                                    
                                        No scanning of end-to-end encrypted
                                        services, detection limited to visual
                                        material, judicial
                                        warrants targeted at specific suspects,
                                        and no mandatory age verification.
                                    

                                

                            

                            
                                Oct 2025

                                
                                    Germany breaks the Council deadlock

                                    
                                        After years of Council deadlock, Germany
                                        announces it will vote against mandatory
                                        suspicionless scanning. The Danish
                                        presidency drops detection orders and
                                        shifts to risk assessment and mitigation
                                        obligations for providers, while
                                        proposing to make the voluntary
                                        suspicionless scanning (interim
                                        regulation) permanent.
                                    

                                

                            

                            
                                Nov 26, 2025

                                
                                    Council endorses its position

                                    
                                        The Council adopts the softened Danish
                                        compromise, opening trilogue
                                        negotiations. Critics note the text
                                        still allows “voluntary”
                                        suspicionless detection and imposes
                                        broad risk-mitigation duties, including
                                        mandatory age verification, that could
                                        reshape private messaging in practice.
                                    

                                

                            

                            
                                
                                    Dec 2025 – May 2026
                                

                                
                                    Four trilogue rounds

                                    
                                        Negotiations between Parliament,
                                        Council, and Commission take place on 9
                                        December 2025, 26 February, 16 April,
                                        and 11 May 2026 — without
                                        agreement on the core issues.
                                    

                                

                            

                            
                                Jun 10, 2026

                                
                                    
                                        Council's own lawyers raise the alarm
                                    

                                    
                                        The Council Legal Service states that
                                        the "voluntary" scanning proposal still
                                        constitutes generalised scanning of
                                        communications — incompatible with
                                        Article 7 of the EU Charter absent
                                        reasonable suspicion and prior judicial
                                        authorisation.
                                    

                                

                            

                            
                                Jun 29, 2026

                                
                                    "Final" trilogue fails

                                    
                                        The fifth trilogue, billed as the last
                                        with adoption targeted for July,
                                        produces no deal. Negotiators cannot
                                        agree on making suspicionless scanning
                                        permanent, as requested by Council.
                                        Progress is reported on excluding
                                        mandatory age verification, but
                                        agreement is postponed and talks
                                        continue under the incoming Irish
                                        presidency.
                                    

                                

                            

                        

                    


                
                            
                                Jul 14, 2021

                                
                                
                                    Chat Control 1.0
Temporary derogation adopted

                                    
                                        Regulation (EU) 2021/1232 creates a
                                        temporary exception to the ePrivacy
                                        Directive, giving providers a legal
                                        basis to voluntarily scan
                                        private messages for child sexual abuse
                                        material. Originally set to expire 3
                                        August 2024.
                                    

                                

                            

                            
                                May 11, 2022

                                
                                
                                    Chat Control 2.0

                                        Commission proposes the CSA Regulation
                                    

                                    
                                        Home Affairs Commissioner Ylva Johansson
                                        unveils a proposal for a permanent regulation making
                                        detection and reporting of child sexual
                                        abuse material a legal requirement for
                                        platforms — including a requirement
                                        to bypass end-to-end encryption.
                                    

                                

                            

                            
                                Nov 2023

                                
                                
                                    Chat Control 2.0

                                        Parliament adopts a protective mandate
                                    

                                    
                                        No scanning of end-to-end encrypted
                                        services, detection limited to visual
                                        material, judicial
                                        warrants targeted at specific suspects,
                                        and no mandatory age verification.
                                    

                                

                            

                            
                                Apr 29, 2024

                                
                                
                                    Chat Control 1.0
First extension

                                    
                                        With the permanent regulation (Chat
                                        Control 2.0) nowhere near agreement, the
                                        derogation is extended until 3 April
                                        2026.
                                    

                                

                            

                            
                                Oct 2025

                                
                                
                                    Chat Control 2.0
Germany breaks the Council deadlock

                                    
                                        After years of Council deadlock, Germany
                                        announces it will vote against mandatory
                                        suspicionless scanning. The Danish
                                        presidency drops detection orders and
                                        shifts to risk assessment and mitigation
                                        obligations for providers, while
                                        proposing to make the voluntary
                                        suspicionless scanning (interim
                                        regulation) permanent.
                                    

                                

                            

                            
                                Nov 26, 2025

                                
                                
                                    Chat Control 2.0
Council endorses its position

                                    
                                        The Council adopts the softened Danish
                                        compromise, opening trilogue
                                        negotiations. Critics note the text
                                        still allows “voluntary”
                                        suspicionless detection and imposes
                                        broad risk-mitigation duties, including
                                        mandatory age verification, that could
                                        reshape private messaging in practice.
                                    

                                

                            

                            
                                Dec 18, 2025

                                
                                
                                    Chat Control 1.0

                                        Commission proposes second extension
                                    

                                    
                                        The Commission proposes extending the
                                        derogation by another two years, to
                                        April 2028.
                                    

                                

                            

                            
                                
                                    Dec 2025 – May 2026
                                

                                
                                
                                    Chat Control 2.0
Four trilogue rounds

                                    
                                        Negotiations between Parliament,
                                        Council, and Commission take place on 9
                                        December 2025, 26 February, 16 April,
                                        and 11 May 2026 — without
                                        agreement on the core issues.
                                    

                                

                            

                            
                                Mar 2, 2026

                                
                                
                                    Chat Control 1.0

                                        LIBE committee rejects the extension
                                    

                                    
                                        In a surprise vote, the
                                        Parliament’s civil liberties
                                        committee rejects the draft extension by
                                        38 votes to 28.
                                    

                                

                            

                            
                                Mar 11, 2026

                                
                                
                                    Chat Control 1.0

                                        Parliament adopts a protective position
                                    

                                    
                                        The plenary votes 458–103 for a
                                        compromise: extend to 2027, but only
                                        with targeted and proportionate
                                        detection of known content, no
                                        end-to-end encrypted communications,
                                        and limiting scanning to suspected users
                                        or groups identified by the competent
                                        judicial authority.
                                    

                                

                            

                            
                                Mid-Mar 2026

                                
                                
                                    Chat Control 1.0
Trilogue on the extension collapses

                                    
                                        The Council rejects Parliament’s
                                        conditions and shows no flexibility in
                                        negotiations; talks on the extension
                                        break down.
                                    

                                

                            

                            
                                Mar 26, 2026

                                
                                
                                    Chat Control 1.0

                                        Parliament rejects the extension
                                        outright
                                    

                                    
                                        311 MEPs vote against extending the
                                        derogation (228 in favour, 92
                                        abstentions). The critical Amendment 34,
                                        rejecting automated assessment of
                                        unknown photos and texts, passes by a
                                        single vote (307–306).
                                    

                                

                            

                            
                                Apr 4, 2026

                                
                                
                                    Chat Control 1.0
Chat Control 1.0 expires

                                    
                                        The legal ground for voluntary,
                                        indiscriminate scanning ends. Google,
                                        Meta, Microsoft, and Snap state they
                                        will continue scanning private messages
                                        regardless.
                                    

                                

                            

                            
                                Jun 10, 2026

                                
                                
                                    Chat Control 2.0

                                        Council’s own lawyers raise the
                                        alarm
                                    

                                    
                                        The Council Legal Service states that
                                        the “voluntary” scanning
                                        proposal still constitutes generalised
                                        scanning of communications —
                                        incompatible with Article 7 of the EU
                                        Charter absent reasonable suspicion and
                                        prior judicial authorisation.
                                    

                                

                            

                            
                                Jun 26, 2026

                                
                                
                                    Chat Control 1.0

                                        Council moves to resurrect the expired
                                        law
                                    

                                    
                                        EU ambassadors agree to push a temporary
                                        revival — unprecedented, as
                                        Parliament’s rejection was
                                        considered final. Because an expired
                                        regulation cannot be extended, the
                                        Council proposes a formally
                                        new law with identical content
                                        via an expedited procedure.
                                    

                                

                            

                            
                                Jun 29, 2026

                                
                                
                                    Chat Control 2.0
“Final” trilogue fails

                                    
                                        The fifth trilogue, billed as the last
                                        with adoption targeted for July,
                                        produces no deal. Negotiators cannot
                                        agree on making suspicionless scanning
                                        permanent, as requested by Council.
                                        Progress is reported on excluding
                                        mandatory age verification, but
                                        agreement is postponed and talks
                                        continue under the incoming Irish
                                        presidency.
                                    

                                

                            

                            
                                Jul 2, 2026

                                
                                
                                    Chat Control 1.0
Council adopts its position

                                    
                                        The Council adopts its position on the
                                        “new” regulation via written
                                        procedure.
                                    

                                

                            

                            
                                
                                    Jul 7, 2026 (expected)
                                

                                
                                
                                    Chat Control 1.0
Urgency vote in Parliament

                                    
                                        The draft is on
                                        Parliament’s agenda for deciding
                                        on whether to apply the urgency
                                        procedure, just before summer recess.
                                        If the urgency is approved, the
                                        proposal will skip the standard route
                                        to the responsible Committee for
                                        drafting a recommendation, and will be
                                        voted directly on Thursday. Treated as
                                        a second reading, an
                                        absolute majority of all
                                            MEPs
                                        would be needed to stop or amend it
                                        — a very high hurdle. This is
                                        happening now.
                                    

                                

                            

                        

            



Original: https://fightchatcontrol.eu/chat-control-overview · Discussion
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30papers.com – Ilya's 30 essential ML papers, in a beginner friendly format

30papers.com · 237 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://30papers.com/ · Discussion
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China sentences official to death for taking $325M in bribes

bbc.com · 205 points · Discussion


China sentences official to death for taking $325m in bribes 


[image: CCTV Yang Youlin appeared in court wearing a dark jacket standing between two uniformed police officers]CCTV


Yang Youlin exploited his roles to help others secure engineering contracts and financing, the court heard

A court in eastern China has sentenced a former city official to death for taking more than 2.2bn yuan ($325m; £243m) in bribes over 30 years.

Yang Youlin, who served in various positions in Nanjing city from 1993 to 2023, was also convicted of embezzlement, abuse of power and money laundering, with his ill-gotten gains amounting to one of the highest in recent years.

The 69-year-old exploited his roles to help others secure engineering contracts, land transfers and financing, in exchange for money and valuables, said state media.

Yang was investigated as part of President Xi Jinping's anti-corruption crackdown which has cut through military ranks and high-level banking, among other sectors.

Yang, who spent much of his career working on economic and technological development in Nanjing, had committed offences "of an extremely serious nature" and "caused exceptionally heavy losses to the interests of the state and the people", a court in Changzhou city said on Monday.

Since coming to power, President Xi has launched waves of anti-corruption drives, which critics say have also been used as a tool to purge political rivals.

Death sentences for white collar crimes however remain rare, though they are meted out occasionally, typically if the cases involve large sums exceeding 1bn yuan.

Li Jianping, a former Inner Mongolia official, was executed in 2024 for embezzling and taking bribes totaling more than 3bn yuan.

In many other cases, the courts handed out jail terms or suspended death sentences, which get commuted to life imprisonment after a specified duration.

The courts have also reduced sentences in some cases where the convicted individuals reported on other offenders. 

But while Yang provided similar assistance to authorities, his offences were so "grave" that his assistance "was insufficient to warrant a more lenient punishment", the Changzhou court said.

Yang pleaded guilty and "expressed remorse in his final statement", according to state media.





Original: https://www.bbc.com/news/articles/c33y0n1v1xjo · Discussion
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Astro 7.0

astro.build · 131 points · Discussion


Astro 7 is here! This release is all about speed. The .astro compiler has been rewritten in Rust. Markdown and MDX processing now runs through a new Rust-powered pipeline. The rendering engine has been replaced with a faster queue-based approach. Together with Vite 8 and its new Rolldown bundler, Astro 7 builds are 15-61% faster in our benchmarks. The fastest build is the one that doesn’t happen at all, so Astro 7 also stabilizes route caching and adds experimental CDN cache providers for Netlify, Vercel, and Cloudflare.

Astro 7 also introduces Advanced Routing, giving you a src/fetch.ts entrypoint with full control over Astro’s request pipeline. For AI-assisted development, Astro can now detect coding agents, run the dev server in the background, and output structured JSON logs when agents need machine-readable feedback.

Full release highlights include:


	Vite 8

	Performance

	Rust Compiler

	Markdown & MDX in Rust

	Queued Rendering





	Advanced Routing

	Route Caching

	CDN Cache Providers





	AI Enhancements

	Background Dev Server

	JSON Logging





	Community



Upgrade now

To upgrade an existing project to Astro 7, use the automated @astrojs/upgrade CLI tool:

# Recommended:

npx @astrojs/upgrade

# Manual:

npm install astro@latest




For new projects, simply use:


See the upgrade guide for detailed migration steps.

Vite 8

Astro 7 upgrades to Vite 8, the most significant Vite release in years. The headline change: Vite now ships Rolldown, a Rust-based bundler that replaces both esbuild and Rollup with a single, unified bundler. Rolldown is 10-30x faster than Rollup in benchmarks while supporting the same Rollup and Vite plugin APIs.

For Astro users, this means faster builds with no configuration changes for most projects. Vite 8 includes a compatibility layer that auto-converts existing esbuild and rollupOptions configuration to their Rolldown equivalents. If your project uses custom Vite plugins, most of them should continue to work because Rolldown supports the same plugin API as Rollup.

Performance

Astro 7 is the fastest version of Astro to date. As usage has grown, more teams have been pushing the boundaries of what type of site can be built with Astro. After we released Astro 6 and its big internal refactor, we set our sights on helping Astro scale to larger and more complex sites.

This is how Astro builds work:


	Bundle the site’s pages, content, and client components into JavaScript.

	Run the bundled code like a little server, create requests for each prerendered page, and save the resulting HTML.



Astro 7 improves both steps, but focuses on the first: bundling the site. The biggest gains come from moving some of the slowest parts of the build into native code written in Rust. The generation step is also faster, thanks to a new rendering strategy that more effectively queues sections to be rendered.

In our testing, overall build times improved by 15–61%, with some sites building more than twice as fast. Sites where .astro compilation and Markdown processing make up a larger share of the build see the biggest gains, since those are exactly the parts that moved to Rust.

These benchmarks were run on a MacBook Pro Apple M4 Pro with 48 GB of memory:




	Website
	Before
	After





	https://docs.astro.build (~6,313 pages)
	114.54s
	73.53s



	https://astro.build (~308 pages)
	62.70s
	24.24s



	https://biomejs.dev (~6,488 pages)
	176.39s
	149.90s



	https://developers.cloudflare.com (8,431 pages)
	386.89s
	261.94s



	https://tauri.app (7,117 pages)
	86.12s
	55.33s



	https://aspire.dev (13,275 pages)
	385.84s
	326.11s





Rust Compiler

We built a new compiler for the .astro component format, now written in Rust. The compiler is a full rewrite of our previous Go-based compiler that is mostly backwards compatible, except for:


	No more HTML correction. The Go compiler silently rewrote your markup to be “valid HTML” by reordering elements, auto-closing tags, and moving nodes around in ways that often surprised users and caused hard-to-debug issues. The new compiler treats your markup as-is.

	JSX-style strictness. Unclosed tags like <div>Hello and unterminated attributes like <div class="Hello > now produce errors instead of being silently corrected. These are real bugs in templates that the old compiler silently ignored in an attempt to behave like the browser.

	JSX whitespace handling. Whitespace between elements is now collapsed following JSX conventions, matching the behavior of React and other JSX-based frameworks. For example, newlines between inline elements no longer produce a visible space:
<!-- Before: renders as "Hello World" (with a space) -->

<!-- After: renders as "HelloWorld" (no space) -->

<span>Hello</span>

<span>World</span>

<!-- To preserve the space, use an explicit expression: -->

<span>Hello</span>{' '}<span>World</span>








Moving to Rust allowed us to ship native binaries for supported platforms, with a WASM fallback for environments that need it. This pattern is now standard in the JavaScript tooling world, used by projects such as Rolldown and Lightning CSS. Under the hood, the new compiler is built on oxc for parsing and Lightning CSS for CSS scoping.

In isolation, the Rust compiler showed a roughly 6% improvement in build times on https://docs.astro.build. That’s because .astro compilation is rarely the bottleneck; Markdown processing and bundling typically dominate build time. But every bit adds up, especially on large sites with thousands of pages, and the compiler’s gains compound with the other performance improvements in this release.

Markdown & MDX in Rust

Astro 7 replaces the default Markdown and MDX pipeline with Sätteri, a Rust-powered processor created by Astro core team member 
		
		Erika
	. Switching the Astro docs and Cloudflare docs builds to Sätteri shaved over a minute off their build times, making Markdown-heavy sites the biggest winners in Astro 7.

Until now, Astro’s Markdown pipeline ran on unified (remark, rehype, and a long tail of JavaScript dependencies). On large sites with thousands of pages, that pipeline was often the slowest phase of the build: each file parsed through JavaScript, run through plugin after plugin over the full AST, then serialized back to HTML. In Astro 6.4, we made the pipeline pluggable and shipped Sätteri as an opt-in alternative. Astro 7 makes it the default.

Under the hood, Sätteri uses pulldown-cmark for CommonMark parsing and Oxc for MDX expression parsing, both native Rust. It ships platform-specific binaries with a WASM fallback, the same approach used by the new .astro compiler. Speed isn’t the only win, though. Sätteri also implements many Markdown features natively that previously required separate plugins:




	Feature
	unified
	Sätteri





	GFM (tables, footnotes, strikethrough, task lists)
	remark-gfm plugin
	Built-in, on by default



	Smart punctuation (curly quotes, em dashes)
	remark-smartypants plugin
	Built-in



	Heading IDs
	remark-heading-id or similar plugin
	Built-in



	Container directives
	remark-directive plugin
	Built-in



	Math
	remark-math plugin
	Built-in



	Frontmatter (YAML, TOML)
	remark-frontmatter plugin
	Built-in



	Superscript / subscript
	remark-supersub or similar plugin
	Built-in



	Wikilinks
	remark-wiki-link plugin
	Built-in





Non-default features are enabled through the features option:

import { defineConfig } from 'astro/config';

import { satteri } from '@astrojs/markdown-satteri';

export default defineConfig({

  markdown: {

    processor: satteri({

      features: {

        directive: true,

        math: true,

        headingAttributes: true,

      },

    }),

  },

});




Sätteri has its own plugin API too. Plugins declare which node types they care about and skip the rest, instead of walking the entire tree on every pass. This makes adding plugins much cheaper than in unified, where every plugin traverses every node.

If you depend on remark or rehype plugins, the unified-based pipeline is still available via @astrojs/markdown-remark:

import { defineConfig } from 'astro/config';

import { unified } from '@astrojs/markdown-remark';

import remarkToc from 'remark-toc';

export default defineConfig({

  markdown: {

    processor: unified({

      remarkPlugins: [remarkToc],

    }),

  },

});




Learn more about Sätteri’s features and plugin API at satteri.bruits.org.

Queued Rendering

Queued rendering was introduced in Astro 6.0 as an experimental option and is now stable and the default rendering engine. It’s ~2.4× faster
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Why skilled workers come to Germany and then leave again

dw.com · 113 points · Discussion

"Anyone who wants to shape immigration successfully must also understand emigration," Laura Gossner, a researcher in migration and international labor studies with the Institute for Employment Research (IAB), said at a press conference in Berlin.


The IAB conducted an online survey of people aged 18 to 65 who had immigrated to Germany before April 2025 and then chose not to stay, asking them what factors influenced their decision to leave the country again.


The researchers found that emigration is not driven by any single factor. Family-related reasons, in particular, play a major role. Experiences of discrimination were also cited.


Many of the contributing factors, such as bureaucracy, housing and language acquisition, can be influenced by public policy.


Labor shortage forces Germany to accept more qualifications



Who is most likely to leave Germany again?


"On average, emigrants are younger," said Theresa Koch, who works as a researcher in migration and the international labor market at IAB. "They have spent less time in Germany and are more likely to have partners and children living abroad. They are also less likely to be proficient in German but more likely to have a good command of English."


About 60% of emigrants return to their home countries; 40% move on to destinations such as Spain, Switzerland, Italy and Croatia.


"We are competing with other European countries for skilled workers," said Yuliya Kosyakova, the head of the research department for migration and the international labor market at the IAB.


Bureaucracy a main driver of emigration


Emigrants criticize well-known things about Germany, especially the lengthy processing times for naturalization applications, residence permits, visas and the recognition of foreign qualifications. They often face long waits for responses from the authorities. High administrative fees are another common source of frustration. A further point of criticism is the lack of support for career development, whether from job centers, local authorities or employers.


All of this makes long-term planning, access to employment and a sense of belonging in Germany more difficult, Gossner said. Administrative procedures influence "how immigrants assess their future in Germany. When procedures are perceived as lengthy, confusing or difficult to access, this can affect people's prospects of staying," she added. "We find that immigrants who view such procedures more negatively, on average, are less likely to feel welcome in Germany."
Brains, beauty and barriers: the global job market



German language is key in German market


Tilman Frank, the chairman of the BVIFG federal association to recruit skilled labor (Bundesverband internationale Fachkräftegewinnung e.V.) is also the managing director of TalentOrange GmbH, a company that has recruited and supported thousands of health care and child care workers in Germany. Frank told DW that the imperative to learn German is one reason why many people decide to pack their bags again after only a short time in the country.


"It becomes problematic when the path to Germany is flawed from the outset: when language acquisition is not adequately supported," Frank said. "If these elements are not in place, the likelihood that these people will return home is relatively high. However, for people who are sufficiently prepared for life in Germany, retention rates are very high."
Care workers for elderly still in demand


Frank said people from Kenya, India and Vietnam had made noteworthy efforts to establish themselves in Germany. Kenya's Labor Ministry actively encourages young unemployed people to seek opportunities abroad. In India and Vietnam, many parents see vocational training opportunities in Germany as highly attractive for their children. Demand for skilled labor from abroad remains especially strong in care for the elderly.


The government should support German-language instruction in migrants' countries of origin, Frank said. "Attempts to come to Germany without any knowledge of German are not sustainable in the long run," he said. "International degree programs taught in English are a good example: People hope this will enable them to work in Germany — but it doesn't."


One reason for emigration may also be that immigrants are not employed in roles that match their qualifications: "For example, people trained in acute hospital care in their home countries may end up working in nursing homes providing basic care in Germany, without this having been clearly communicated to them in advance," Frank said.


Berlin initiative helps immigrant moms find their feet



A new approach: 'Work and Stay'


Frank said policymakers now also recognized that international skilled workers must not only come to Germany, but stay as well. His conclusion is that Germany offers a mix of strengths and shortcomings.


"The Federal Employment Agency has introduced a centralized system that is faster and more reliable," Frank said. "The state of Hesse is establishing a central immigration authority, and there are also plans to create a federal 'Work and Stay' agency."


"Operationally, however, staff shortages at public authorities continue to make many aspects of the system more difficult," Frank said. "We are making progress with digitalization, but only slowly and through piecemeal initiatives by individual states and municipalities. What is still lacking is a comprehensive nationwide solution."


This article was originally written in German.





Original: https://www.dw.com/en/germany-migrants-skilled-workers-integration-labor-market-bureaucracy-language-housing/a-77853162 · Discussion
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The revenge of the philosophy majors

nytimes.com · 108 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://www.nytimes.com/2026/07/05/business/philosophy-majors-ai-jobs.html · Discussion
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Local, CPU-Friendly, High-Quality TTS (Text-to-Speech) with Kokoro

ariya.io · 95 points · Discussion
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Jim's TrueType QR Code Font

github.com · 93 points · Discussion

https://qr.jim.sh/

Original: https://github.com/jimparis/qr-font · Discussion
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Why we built yet another Postgres connection pooler

pgdog.dev · 86 points · Discussion


    
      
      Jul 6th, 2026
        
      

    
    PgDog is a proxy for scaling Postgres. One of its features is connection pooling, which allows many client applications to use the same database without exceeding its connection limit.


There are many connection poolers out there, notably PgBouncer, RDS Proxy, Pgpool-II, Supavisor, and others. So, why build another one?


Leaky abstractions


Most tools in the Postgres ecosystem take the UNIX philosophy very seriously: do one thing and do it well. In general, this is a good way to build reliable software, and it is why PgBouncer is so popular today. It works.


However, it works by introducing what we in the industry call a leaky abstraction.


When you deploy PgBouncer or RDS Proxy, you quickly become aware that you added a piece of infrastructure that changes the way you use your database. It requires you to make trade-offs, often by changing your application code.


If you’ve been building your app for a while, which is often the case when you need to add connection pooling, this could mean changing thousands of lines of production code, usually with very little test coverage.


With PgDog, that’s no longer necessary.


Connection state


The first thing to go when you add a connection pooler is session control, i.e., SET commands. They are used to temporarily override database settings in order to, for example, execute slower queries:


SET statement_timeout TO '5m';
SELECT * FROM users WHERE banned IS true;




Since connection poolers reuse connections between clients, the connection state of one client “leaks” into the connection state of another.


In production, this could be pretty bad. Best case scenario, a slow query gets to run for a while, causing a database incident. Worst case, your Row Level Security (RLS) policy, which relies on a session variable, stops working and rows silently disappear.


So, the typical advice when migrating to connection pooling is to just not use SET anymore.


However, SET is a real Postgres feature. If you’re not allowed to use a database feature, you are making a trade-off and have to change how you write your apps. And if you’re using it for something important, like RLS, you can’t use connection pooling at all.


Handling SET statements


PgDog ships with a built-in SQL parser. It can detect SET statements, extract variable names and values, and store them on each client connection in the proxy.


When a client runs a query, PgDog first checks that its state matches that of the server, and if it doesn’t, it updates it by running a series of SET statements of its own.



    


The algorithm we use to detect SET statements is very quick. If several variables are different, we use query pipelining to update them in one round trip.


This makes the performance impact small, and you can keep using a Postgres feature you’ve been relying on, as you scale.


LISTEN/NOTIFY


LISTEN and NOTIFY are Postgres commands that implement a publish/subscribe queue inside Postgres. It’s a neat feature, and it works pretty well without having to add another database to your stack.


It’s also a feature you had to give up when you added a pooler, at least if you wanted to use transaction mode.


If you built an app in the last 10 years (PostgreSQL 10 came out in 2017), you probably used it, before migrating to SQS or Redis.


PgDog makes that work too. It handles both commands internally, while moving messages between multiple PgDog processes. To the client, this looks like PgDog is the broker, but actually, it’s still Postgres.


We also make sure to preserve all of NOTIFY’s transactional semantics, even the ones that made some of our friends take down their database (we fixed that, by the way).


The internal implementation is kind of interesting. We use Tokio’s broadcast channel to move messages between clients in the same PgDog process. To support multiple PgDog processes (e.g., in production, you would run several containers), we also send all LISTEN and NOTIFY commands to Postgres via a dedicated connection.


So in effect, PgDog acts as a pub/sub client, proxying other pub/sub clients, using Postgres as the broker. A bit of creative engineering, just to make a feature we use “just work”, as we scale Postgres.



    


Multithreading


PgDog is built on Tokio, a Rust async runtime with multithreaded workers. Each client is handled by its own async task, which scales linearly with the number of connections.


Using Tokio allows us to take advantage of multiple CPUs, serving more clients and more queries per second from one PgDog process.


However, with PgBouncer supporting SO_REUSEPORT and RDS Proxy “serverless” autoscaling, why does this matter?


Both tools require you to “shard” your connection pools. Each proxy process has its own dedicated set of Postgres connections. Once a client connects, it cannot change instances anymore, so if it becomes overloaded, all other clients get stuck too.


By multithreading on multiple CPUs, PgDog processes can handle a lot more traffic. This allows it to pool more clients with fewer server connections, increasing connection utilization and efficiency.


Multithreaded processes can also better handle sudden bursts of queries, because they don’t need to wait for autoscaling. If your app has a latency SLA, you don’t want your proxy getting in the way.


Last but not least, the runbook for managing multithreaded processes is shorter: just one source of metrics and health checks, without pushing complexity into hard-to-debug places, like the Linux kernel or the AWS RDS control plane.


Closing thoughts


It can be hard to replace a 20-year-old project like PgBouncer but, when we think something isn’t quite right, we fix it. PgDog has been in production for over a year, pooling connections at 2M queries per second.


It’s free (as in freedom to use and modify), it’s open source, and you can deploy it anywhere.


  


Original: https://pgdog.dev/blog/why-yet-another-connection-pooler · Discussion
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Automating AI Away

replicated.live · 71 points · Discussion






Automating away


[image: Escher: Stars] A. Karpathy once said that OpenAI researchers are effectively "automating themselves away" by improving their AI.  Right now I develop Beagle SCM with Anthropic's Fable and it is of course  a brilliant model able to spot nits in a mountain of code,  file tickets, make fixes. Still, yesterday it managed to commit  the build/ dir into a project, twice. It is brilliant, but clumsy. 



Due to the nature of LLMs, this issue is not going away as they  progress further. They tend to be imprecise and non-deterministic. Ragel the parser generator can "code" a 10 KLoC formally correct parser in an instant, deterministically. What about Claude? Well, my instructions say in all caps: DO NOT PARSE ANYTHING MANUALLY, EVER. It would be torturous and it would be faulty, just don't. It tries anyway, so periodically I tell it to scan the codebase to find and remove any attempts at manual  parsing. That mostly works.



It becomes ever more brilliant, no less clumsy.



The way to deal with an expensive, slow, clumsy but brilliant LLM  is to give it fast, powerful and deterministic tools AND to build  the entire thing into a deterministic formal workflow. Make it  faster, make it see the relevant stuff at the right time, make it  less clumsy, make it self-correct. Sandwich that brilliant but inconsistent non-determinism between powerful deterministic tools and equally formal processes.



This story becomes even more interesting if we make the tools and processes malleable. That way, if Claude does some sequence of actions too often, we automate it. If it fails at something repeatedly, we automate the verification step.



Essentially, we let the LLM automate itself away, in favor of simple reliable deterministic tools.



Beagle SCM lets LLMs script their own routines in JavaScript.  While all the heavy lifting is implemented in C and rarely  touched, the tooling layer (the lower part of the sandwich) and the workflow layer (the upper part) are all JavaScript and pick their code from the filesystem, node_modules-style. Imagine git hooks that can tokenize source files in almost any  language, inspect file history and commit history, cross-check links, and basically reach any data git can reach internally. That is Beagle.





Original: https://replicated.live/blog/away · Discussion
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l: A new runtime for k and q

lv1.sh · 65 points · Discussion

https://lv1.sh/blog/why-l/

Original: https://lv1.sh/ · Discussion
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Show HN: Davit, a Apple Containers UI

davit.app · 56 points · Discussion

Mostly vibe-coded Apple Containers front-end that I'd like to use myself. But if others want to use it, here's the source code.

Original: https://davit.app · Discussion
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MacSurf 1.68 – NetSurf on OS 9 Released

github.com · 56 points · Discussion

MacSurf 1.68 — "macQJS"

A native web browser for Classic Mac OS (PowerPC, Mac OS 9.1–9.2.2), with real HTTPS and a modern JavaScript engine — no proxy, no companion machine.

Verified on: Power Macintosh G3 iMac and G4, Mac OS 9.2.2.

The 1.68 number honors 68kmla.org — the community and the site that drove the majority of this cycle's work.



Help keep MacSurf full-time

MacSurf is a full-time project. Bringing the modern, HTTPS-only web back to real Mac OS 9 hardware — native TLS 1.3, a real JavaScript engine, the whole NetSurf rendering pipeline cross-compiled for PowerPC — is a lot of work, and this pace only continues if the project can pay for itself.

If MacSurf put your old Mac back online, please consider chipping in. Every bit genuinely helps, and supporters get the dev logs and a say in what gets built next:


	Patreon: https://www.patreon.com/cw/MacSurf

	Ko-Fi: https://ko-fi.com/macsurf



No pressure — but if I don't ask, I can't keep doing this, so I'm asking. Thank you to everyone who already has.



For 68kmla.org — thank you

This release is named 1.68 in honor of 68kmla.org, the 68k/PowerPC Mac community that has been the heart of this cycle's work.

An enormous amount of 1.68 exists because 68kmla exists: it's the site I test against every single day, it's where the toughest real-world rendering, login, and JavaScript problems surfaced, and it's the reason so many of the fixes below are as thorough as they are. More than that, the 68kmla community has been genuinely kind and welcoming to a new, rough-around-the-edges project — patient with the bugs, generous with detailed feedback, and encouraging at every step. That reception is a big part of why MacSurf kept moving forward. So: thank you, 68kmla. Getting your forums to render, log in, and let you post a reply from a real Mac OS 9 machine has been one of the most rewarding targets to build toward.



The headline: MacSurf now runs a real JavaScript engine — macQJS

[image: macQJS]

The single biggest change since 1.5 is under the hood: MacSurf's JavaScript engine has been replaced. Duktape (ES5) is gone; MacSurf now runs macQJS — a QuickJS port for Classic Mac OS — which executes modern ES2023 JavaScript natively on a PowerPC running Mac OS 9.

Why this matters:


	Modern JS runs as-is. The old engine was ES5-only, so MacSurf carried an in-house ES6→ES5 transpiler to pre-chew modern bundles before running them. That transpiler is retired — its async/await rewriting was silently corrupting minified bundles. macQJS runs let/const, arrow functions, classes, template literals, Promises, generators, modern regex, etc. directly.

	Real sites' real scripts. Pages no longer need their JavaScript dumbed down to run; the actual site bundles execute on-device.

	Guarded. A per-heap memory cap and an execution deadline keep a runaway or hostile script from hanging or OOMing the Mac.



macQJS is developed as its own project so other Classic Mac OS software can use it too. This was a multi-month migration (fixes482–554) plus a long hardware-verified crash-stability arc (fixes565–577) to make the new engine solid on real hardware.



Showstoppers fixed this cycle

These are the "how was this ever shipped" basics that are now solid:


	You can see and place a text cursor. Input fields and textareas now draw a real blinking caret, so you can tell where your typing will land.

	You can select text in fields. Click-and-drag selection works; Cut/Copy/Paste route to the focused field (the clipboard is wired to the Mac Scrap Manager).

	Logins persist. Signing in to a site now keeps you signed in — the browser was serving a stale, cached, logged-out copy of the page right after login. Fixed.

	Arrow keys behave. They move the caret in fields and scroll the page — and no longer shove the whole viewport sideways.

	Tab moves between form fields. Fill out a login or search form with the keyboard.

	The browser opens almost instantly. A diagnostic self-test was running a heavy JavaScript benchmark battery at every launch — roughly a 17-second freeze before the first page. It's gone; startup is now well under a second.

	Cookie-consent / sticky bars are clickable. The "Accept" button on sticky overlays (68kmla's cookie banner) now clicks where you'd expect, instead of falling through to the page behind it.

	Second window no longer closes the first. Window lifecycle is fixed.

	Maximize (zoom box) works, and "About MacSurf" opens.





Everything new in 1.68, by area

JavaScript engine (macQJS)


	Replaced Duktape (ES5) with macQJS / QuickJS (ES2023), linked into the build and gated by WITH_QUICKJS.

	Retired the in-house ES6→ES5 transpiler and the old hand-built JS API surface (they papered over engine gaps and corrupted some bundles).

	Per-navigation fresh JS realm so a page's top-level let/const/class declarations don't collide with the previous page's on the next load.

	Memory limit + ~20 s execution deadline guard against runaway scripts.



Site compatibility (68kmla / XenForo)


	The reply/post editor works again. The engine switch meant XenForo's real preamble/core/editor bundles ran natively and crashed (a parentNode-null → jQuery Sizzle → jQuery.support → XF.Element cascade), collapsing the editor to a bare one-line box. Small ES5 shims are substituted for those three bundles to set has-js, define XF.Element, and reveal + size the editor — the same mechanism that first let a real forum reply post from Mac OS 9.

	Doomed XenForo feature bundles (lightbox, media gallery, etc.) that only throw on this engine are now skipped rather than parsed-and-thrown, reclaiming page-load time.



Text input & keyboard


	Blinking text caret in <input> / <textarea> (native place_caret), including password fields.

	Mouse click-drag text selection in fields.

	Cut / Copy / Paste to the focused field via the Edit menu and Cmd-keys (Scrap Manager clipboard).

	Tab / Shift-Tab cycle text fields in document order (works with or without a <form>).

	Arrow keys, Home/End, Page Up/Down, backspace and forward-delete route to the focused field; when nothing is focused they scroll the page. The old "arrows shove the viewport" bug is fixed.



Chrome & usability


	Bookmarks menu. Saved bookmarks appear as clickable menu items and persist across relaunch.

	Downloads manager. HTTPS downloads now work and auto-save to a Downloads folder (server-suggested, HFS-sanitised, de-duplicated filename); a modeless Downloads window shows live byte progress with per-row Cancel. (The old "downloads do nothing" was a modal save dialog returning -5699 from inside the fetch callback.)

	Window maximize (zoom box) fills the screen and restores exactly.

	One MacSurfData folder next to the app holds everything MacSurf writes — Cache/ and Downloads/ subfolders, plus bookmarks and the debug log at its root — instead of scattering MacSurf * folders on the boot Desktop. Bookmarks live outside Cache/, so clearing the cache can't delete them. (This also fixes the old bug where the cache and log were hardcoded to the boot volume's Desktop rather than next to the app.)

	"About MacSurf" Apple-menu item works.



Networking & logins


	Login sessions persist (the post-login redirect no longer serves a stale logged-out page from cache).

	Cookie jar persists to disk inside MacSurfData so a login survives relaunch.

	Per-host User-Agent overrides and the RFC-6265 cookie jar remain wired for real logins.



Rendering & CSS


	Split-scrollbar / runaway page-width bug fixed (the single biggest render fix this cycle): an unresolved box kept its "born" width of INT_MAX, blowing the document content width up to ~2.1 billion px and producing a narrow content column beside a giant empty canvas with a spurious horizontal scrollbar. XenForo forums (68kmla, tinkerdifferent) now lay out full-width.

	Downloadable web-font icon glyphs render — Material Design Icons / FontAwesome @font-face icon fonts now paint on Classic Mac OS (a first, as far as we know), via sfnt cmap parsing + QuickDraw region fill.

	Text word-merging / awkward wrap fixed — inter-word spaces no longer collapse ("softwareand"); font measurement and painting now advance identically.

	SVG colour regression fixed (inline SVGs were being blended away by the alpha-compositing path).

	Sticky-overlay hit-testing (see Showstoppers) and a corrected white page-base (light sites no longer show a grey base behind un-styled regions).

	CSS Grid track limit raised 8 → 16 columns (from 1.5) so modern 12-column grids stop collapsing.



Performance


	Instant startup — removed a ~17 s diagnostic JS self-test battery that ran synchronously at every launch before the event loop.

	Image & web-font disk cache — images and downloadable fonts are now cached to disk (bounded 64 MB budget with LRU eviction), so revisiting an image-heavy page — or reloading after Mac OS evicts the RAM cache — no longer re-downloads everything.

	Prepared-image GWorld cache — plot_bitmap no longer rebuilds a 32-bit GWorld (RGBA→XRGB swap + downscale) on every paint (~2.5 s/paint on a big image); the ready-to-blit buffer is cached, killing scroll jank.

	Faster box construction — the HTML→box conversion yielded to the event loop every 10 nodes; it now processes 100, cutting scheduler round-trips ~10× on large pages.

	Deferred per-box DOM lookups in redraw, and a large log-volume reduction (per-element diagnostics suppressed by default).



Stability


	A long arc of use-after-free and crash-stability fixes to make the new engine solid on real hardware (box-walk lifetime guards, content-registry liveness checks, the decoded-image LRU UAF).





Known issues


	GitHub and some heavy HTTPS sites don't render yet. MacSurf's TLS connects to GitHub fine; the failure is a URL-parse quirk after a redirect, and beyond that GitHub is a very heavy modern single-page app. Getting it to render is a large, targeted effort deferred to a future cycle. To download the latest MacSurf release from a Mac OS machine, use the plain non-SSL (http) version of macsurf.org — no VM or GitHub required.

	Tab doesn't reach links or buttons yet — only text fields. Keyboard focus for links needs an engine focus model that isn't in place; it's tracked for the next cycle.

	Logged-in XenForo account nav can render with a grey background — a progressive-enhancement (.has-js) styling detail that applies too late; cosmetic, tracked.

	Clicks can fall through position: fixed / absolute overlays — the sticky case (cookie bars) is fixed; general stacking-aware hit-testing is tracked.

	Window maximize under QEMU is cosmetically wrong — an emulator geometry artifact only; maximize/restore works correctly on real G3/G4 hardware. Not a MacSurf bug; intentionally not chased.





Downloading & updating

Grab the latest build from macsurf.org — and note there's a plain non-SSL (http) version of the site specifically so you can download new releases from a Mac OS machine even while heavy HTTPS sites like GitHub aren't yet supported.

Support

If this is useful to you, please help keep it going:


	Patreon: https://www.patreon.com/cw/MacSurf

	Ko-Fi: https://ko-fi.com/macsurf
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Fixing analog audio on the $2.58 HDMI-to-VGA adapter

nyanpasu64.gitlab.io · 46 points · Discussion


  	
  	Written by nyanpasu64

  		on July  4, 2026
  	

  	
  	I recently purchased an ultra-cheap HDMI-to-VGA DAC to hook up my Nintendo Switch to my CRT monitor and external speakers. Unfortunately its audio out jack produced serious noise problems on my audio mixer, as well as my PC's mic jack. I spent several days diagnosing impedance issues, prototyping filtering for the delta-sigma audio DAC, and reworking PCB components to produce the best quality audio achievable with the hardware. 


Prequel: Repairing my old HDMI DAC

Before buying the audio DAC, my initial plan for video was to plug my Switch dock into my ICY-Box HDMI-to-VGA DAC. While reworking my I2C bodge, I damaged several traces and lost components on the board, and had to reconstruct them by tracing the I2C lines in GIMP to learn their functionality. (The DAC's HDMI input is an I2C slave/peripheral, the SDA/SCL lines had high-impedance pull-up resistors to 5V which I omitted, and low-impedance resistors to the chip to pull the bus to ground.)

I took this as an opportunity to practice microsoldering with NH's recommended magnet wire and 3 second solder mask, before I used them for Switch modchip installation. The 36-gauge wire was helpful, as the enamel insulation was less prone to melting than Kynar, and the wire was thick enough to not snap easily while also thin enough to largely avoid ripping pads. The solder mask could cover exposed pads I didn't want to solder onto; I also used it to pin "finished" solder joints and wires in place while working nearby, though it proved to have poor adhesion to the PCB. Perhaps I needed to clean and roughen the surface more, or try YCS's 3 second mask instead of Relife?


	While tracing the PCB in my photos, I messed up several times by reading the PCB with the wrong orientation while flipping between the top and bottom. Next time I may use KiCad's reference photo functionality to model the PCB symbolically, rather than tracing traces with the GIMP pencil tool.




Hooking my Switch to my audio mixer

Surprisingly the hardest part of my setup was connecting my console to my external speakers. The ICY-Box DAC does not have audio out (as far as I can tell, the ITE IT6892FN chip does not output analog audio), while the Switch's headphone jack output annoying interference to my audio mixer and speakers. After hours of troubleshooting by unplugging and swapping out various cables and components, I eventually concluded that when the Switch is connected to a ground loop and not in sleep mode, its audio circuitry picks up 60hz hum and amplifies it into the output.

Asking online, I received a large number of suggestions, of varying levels of viability.


	Ground loop isolators use transformers to pass voltage offsets between circuit segments with separated grounds.

	I read that small ones tend to attenuate bass and other low-frequency signals, and large ones were expensive. Perhaps a cheap ground loop isolator is still worth considering?





	Converting my audio equipment to balanced differential audio can avoid ground loops; this is the approach taken by professional audio mixing consoles.

	However the equipment seemed expensive, and DI boxes often lower voltages to mic level (which seems counterproductive since it raises susceptibility to noise).





	Another option was HDMI audio extractors, but chaos (👋) told me every AliExpress HDMI-to-3.5mm or TOSLINK extractor it tried was poor quality, while audiophile products were expensive.

	In my research, most HDMI audio extractors are part of full bitstream receivers that also process the video signal. Perhaps it's just as expensive to only extract data islands and convert to analog or S/PDIF audio?





	Negative-feedback audio optoisolators have two receivers, and the LED is driven so both receivers' voltage matches the input voltage.

	I was dissuaded from using them by the 1BitSquared Discord server, but don't know why.





	I researched processing the ground and two audio signals as inputs to a differential amplifier. I abandoned the idea since I didn't know how to make it work with inputs outside the amp's supply rails, and it could have poor common-mode noise rejection.



The easiest workaround I found was to turn my Switch's volume jack to max (with the headphone volume limiter off) so game audio would be louder than ground loop hum, then turn down audio in my mixer. However I still had to plug and unplug the headphone jack every time I put my console in or out of the dock, and I worried about long-term damage to the console's audio amplifiers. I also tested an Apple USB-C audio dongle, but did not get audio out of it.

(I also experienced the same audio buzz with a "friend's" Switch 2 hooked up to my mixer, but at the time attributed it to my third-party HDMI dongle. As a sidenote, I will never buy a new Nintendo console after they sued Switch emulator developers, abusing their corporate legal budget to threaten independent developers with personal ruin over legally protected activity to pad their corporate coffers, and continue to issue GitHub takedowns against forks.)


The /crt/ Discord server recommended an AliExpress VGA dongle with 3.5mm audio output, which cost $2.58 plus shipping. (The price fluctuates slightly over time, and is currently sitting at $2.71 excluding a temporary 4th of July sale.) After the dongle arrived a week later, I plugged the VGA output into my video switch, connected the HDMI input to my Switch's video output, connected the audio output to my audio mixer... and heard the worst crackling I've ever heard come out of my Switch.

Confused, I connected it to my computer to capture audio through my motherboard's mic jack. I discovered a strange effect: the noise was almost inaudible when I set the Realtek audio's Mic Boost to off, but was overwhelming the usual sound when I turned it to +30 dB (even when I turned the volume down so game audio was at the correct volume). At this point I suspected the audio dongle was either pumping out ultrasonic harmonics, or its amplifier was distorting when changing mic boost changed my mic jack's input impedance.



  [image: Screenshot of Audacity in spectrogram mode, showing a series of tones followed by a noise sweep falling in frequency.]
  When I press the Switch controller's home button and audio fades out, I get a descending noise sweep as the volume decays to silence.

To test the impedance theory, I measured the resistance between my motherboard's audio input and ground with my oscilloscope. Annoyingly the input pins had a constant DC offset of over 2 volts, which went away when shorted to ground but reappeared moments after I removed the short. This would eliminate any chance of properly measuring impedance. Undeterred, I measured resistance both ways and found that they measured open circuit one way and 300 ohms the other. Importantly, this measurement was unchanged by switching my Mic Boost levels. At this point, I would have to check for signal problems using my oscilloscope.


Probing the audio with my oscilloscope

I plugged the audio output into a breakout cable, and probed the exposed wire leads with my oscilloscope. There I found a startling 500-600 mV of noise covering the audio, with harmonics up to 50 MHz.



  [image: Photo of Rigol DS1054Z oscilloscope in trigger mode with many traces superimposed. The axis scales are 100 mV/division vertically and 20 ns/division horizontally. The signal is nearly 7 divisions tall (700 mV), and the period is 4 divisions horizontally (80 ns) but the waveform is filled with wiggles finer than 1 period long.]
  The sigma-delta DAC's raw output has a peak-to-peak amplitude over 600 mV and period of ~80 ns, but is filled with sub-oscillations of period as low as 20 ns. You cannot make out the raw bits here.



  [image: Photo of Rigol DS1054Z oscilloscope screen. The axis scales are 100 mV/division vertically and 1 ms/division horizontally. The signal is 5 divisions tall (500 mV).]
  This is capturing a nearly silent music fadeout, but you can still see 500 mV of noise as well as glitchy transitions between different domains of sigma-delta bitstreams.

So I had confirmed the problem with the audio was ultrasonic DAC switching noise in the MHz range being modulated down to audible distortion by nonlinear amplifiers.

At this point I opened up my dongle to see what chip was inside. A photo revealed the chip was a NX3303X; I could not find any datasheets, but one Chinese website had a block diagram and pinout for the chip.



  [image: Pinout diagram of the NX3303X chip. It is a square QFN chip with 32 pins, 8 on each side, plus a grounded EPAD. The audio output is AOUTL/R at pins 17-18 on the bottom of the right side.]
  Pinout diagram of the NX3303X chip on my HDMI DAC.

Searching around for other users of this chip, I found c0pperdragon (of Lumacode fame)'s HDMI2SCART project. This PCB uses chips largely harvested from AliExpress DACs like mine, and also hooks their audio output directly to speakers (through a DC-blocking cap yes, but with no treble filtering). Later I was told that he ran into the same audio issue as me, and had to add caps between the chip output and ground.

Browsing the repo's issue tracker, I ran into issue "Where to get NX3303X?" . This thread revealed that the MX9291 was another HDMI-to-VGA DAC chip with integrated audio out. While searching for NX3303X online, I also found a brochure for MX9291 saying this chip can replace the NX3303X and has a sigma-delta DAC, which suggests the NX3303X does as well. However the MX9292 (and 9291)'s pinout differs from the chip I had, so I did not further research it.


  [image: Pinout diagram of the MX9292 chip. It's also a square QFN chip with 32 pins, 8 on each side, plus a grounded ePad. Unlike the NX3303X, the audio output is AUD_R/L at pins 22/24. The diagram is rotated 90 degrees counterclockwise relative to the NX3303X, so audio's at the left of the top side.]
  Pinout diagram of the MX9292 chip. The pin locations are completely different, including audio.


Building a lowpass filter

To fix audio playback, I'd have to design a lowpass filter to cut out the switching noise.

When designing a filter for signals, it's generally recommended to create Bode plots to show the filter's frequency response. I found a Bode plot generator which plots the exact curve by evaluating the filter's complex transfer function across a frequency sweep.

To simulate a first-order LPF (lowpass filter) with a cutoff of 50 kHz, I plotted 1/(1+s/50000) from frequency 10000000 (10 MHz) down to 10000 (10 kHz). Then we can check how much treble we lose at 20 kHz (the upper limit of ideal human hearing), and how much we suppress switching noise at 5-10 MHz (the DAC's approximate switching frequency).


	Sidenote: s is canonically in imaginary radians/s, but we can pretend it's in cycles/s since transfer functions are unit-invariant.



Now that we've settled on a 50 KHz cutoff frequency, I started looking for convenient resistor and capacitor values to create this cutoff frequency. (Note that this would completely not work, for reasons that will be clear.)

To find the cutoff of a RC filter, we can use f = 1 / (2π RC). Plug into qalc:

> f = 50 kHz
> R = 31 ohms
> 1/(2pi R "C") = f

  C ≈ 102.6806084 nF

So we can add a 31 ohm resistor in series, followed by a 100 nF MLCC to ground. This runs into the problem that X7R ceramic capacitors convert vibrations into signals, but nobody cares this much about audio quality while gaming, and we have clock jitter to worry about too...

I reported my findings to an issue in the HDMI2SCART repo. The author soon replied back, saying he needed to add filter capacitors to block DAC noise. Interestingly, he found that without a filter resistor, a capacitance of 10 nF or even 1 nF was sufficient to block out switching noise. (Foreshadowing...)


Sidenote: Audio clock jitter

While probing filtered waveforms in my oscilloscope, I noticed considerable jitter in the period of the waves (despite them being an integer number of samples long in Audacity before playback). This meant the DAC's audio output had noticeable sample clock jitter, shifting samples back and forth in time relative to a "true" sampling rate of eg. 1 sample every 1/48,000 second.


  
  This is supposed to be a stable sawtooth wave, but different parts play at different speeds. The bands of displacement appear to move from right to left.

Why does the jitter happen? I have no direct evidence, but some possibilities are:


	It stretches every blanking period's worth of audio samples over the next scanline, even when the number of samples is not constant.

	The DAC uses an unstable oscillator or PLL for timing sample output.

	The DAC is constantly adjusting its audio playback rate based on how many samples it's received from HDMI but not yet played.

	This would explain the occasional audio gaps I've heard; when the DAC plays samples too quickly and runs out of samples to play (an underrun), it has to wait for new ones to arrive.







My understanding is that to reduce jitter, it's best to regenerate a stable audio clock and keep it loosely in sync with audio arriving over TMDS blanking periods. I've found discussion of HDMI reclocking on audiosciencereview and such, but suspect much of it is snake oil.

In any case the jitter doesn't produce any audible issues for test tones or game audio, and the overall audio output is "good enough" to game on, though it also suffers from low volume and occasional audio gaps. I guess you get what you pay for in a $3 HDMI DAC.


Finding the switching frequency

At this point, largely out of curiosity I wanted to characterize the properties of my filtered audio signal. I'd start by finding the frequency of switching noise, to better understand the delta-sigma DAC and pick the best possible filter cutoff.


  [image: Screenshot of Rigol oscilloscope. The axis scales are 20 ns/division horizontally and 50 mV/division vertically. Input 1 is showing a square wave with period 76.80ns and amplitude 175mV. Input 2 is showing the waveform reduced to a low-amplitude triangle-like wave.]
  I set the DAC to play silence, and measured the signals before and after the RC filter. The chip is outputting symbols 10, producing a square wave of period 76.8 ns and amplitude 175 mV. The filter reduces the oscillation to a quiet triangle-like wave.

With the filter installed, you can actually see individual bits of the sigma-delta DAC output.

An incoming signal of silence would output a chain of 10 and 1100 symbols. By measuring the period of each high or low pulse in the delta-sigma signal, I estimated that each symbol was 37 ns long.


	Sidenote: the screenshot says the 10 period was 76.80 ns long. If this is accurate, the symbols are actually 38.4 ns long.

	The 10 symbols produced a square wave at 1/(37ns * 2) ≈ 13.5 MHz. (According to the oscilloscope, the frequency is 1 / (76.8 ns) ≈ 13.02 MHz.)





  [image: Photo of Rigol DS1054Z oscilloscope. The axis scales are 50 ns/division horizontally and 25 mV/division vertically. Input 1 is showing a square wave of amplitude 170mV and period 151.0ns.]
  Upon startup, IIRC the DAC outputs a string of 1100 symbols, producing a longer period of 151 ns.


	The 1100 symbols produced a square wave at 1/(37ns * 4) ≈ 6.76 MHz. (According to the oscilloscope, the frequency is 1 / 151ns ≈ 6.62 MHz.)

	Interestingly these frequencies are much lower than the 50 MHz I noted before. Perhaps the fast edges were signal reflections that are now hidden by the RC filter?





	If I sent non-silent audio to the DAC, it would output a non-uniform mixture of symbols. This would produce a non-periodic signal of intermediate spectral energy distribution.



Based on these numbers, we must maximize the attenuation at 5-10 MHz while retaining audible treble at 20 KHz. (A Reddit thread suggests 1 dB of change near 20 kHz is inaudible even to mastering engineers.)

While probing the circuit, I also noted down the voltages/amplitudes of the DAC output and filtered audio signal.


	The audio DAC's output was centered at 1.675 V, implying it was outputting a 50% duty cycle on a supply rail of 3.35 V.

	When playing a max-volume audio signal, the voltage swing was limited to about 50% of the way to {ground or 3.35 V}. This coincides with what I've read online about delta-sigma DACs having a practical 50% modulation depth before distortion becomes excessive.

	This meant the DAC could only output signals up to ±0.8375 volts relative to silence. This is enough range for loud audio sources, but licensed Switch games tend to have quieter audio, which may require turning up your speakers or mixers to compensate, or using the MasterVolume homebrew to raise the volume of Switch games.

	Unfortunately MasterVolume does not run at boot up, and you have to apply the audio volume every time you restart your console between emuMMC and sysMMC.





	The switching noise was gone from the output as expected, but surprisingly it was heavily attenuated before the filtering resistor as well!




  [image: Rigol oscilloscope screenshot of music played on my filtered HDMI DAC. There are two traces in the screenshot; Input 1 approximately follows the audio, but has a swing of 175 mV around the curve.]
  When I probed the output of the DAC chip going into the filter, the switching noise was reduced to 175 mV! Was the filter interfering with the DAC?


Internal resistance

I decided to dig into this audio anomaly further by feeding my DAC square and sawtooth waves generated in Audacity. I started noticing some unexpected step responses.


  [image: Rigol oscilloscope screenshot of a square wave. The axis scales are 200 us/division horizontally and 250 mV/division vertically. Every time the waveform changes voltage, it takes around 200 us for the signal to reach the new level. The curve after filtering sits at around 75% of the unfiltered range when it's high, and 25% when it's low.]
  I fed a square wave to the DAC but got curved transitions between levels. This means the wave has been low-passed.


  [image: Rigol oscilloscope screenshot of a sawtooth/ramp wave. The left half of the trace is rising smoothly to 700 mV, and the right half shows the signal dipping down smoothly to -600 mV before rising again. There are two traces in the screenshot; Input 1 approximately follows the curve, but has a swing of 175 mV around the curve.]
  I fed a rising sawtooth wave to the DAC, and got curved dips instead of steps. (The strange peak was caused by Windows resampling 44.1 to 48 kHz.)


	I read that HDMI devices often prefers 48 kHz. My device's EDID claims to accept 32, 44.1, and 48 kHz, but I used 48 kHz for simplicity.



I suspected the DAC couldn't supply enough current to drive a full-scale waveform through the filter. I tried reducing the gain in Audacity to -16 dB, but saw the same low-passed sawtooth wave with scooped troughs. This implied that the problem was not clipping (or current-limiting?), but likely a linear time-invariant lowpass that was far stronger than I intended or expected.

At this point I still thought that games sounded correct, and the problem must be synthetic test cases or a Windows audio processing effect. So I booted my Switch into L4T Ubuntu 24.04 to test the DAC on actual console hardware, but my square and sawtooth wave captures came out identically wrong.

As a final test, I tried playing the Wind Waker OST's Molgera theme on both my laptop and the HDMI DAC, feeding both to my audio mixer. The percussion was completely unrecognizable in the Switch's audio output, being muffled into near-oblivion compared to the reference audio.

I came to the realization that I built my low-pass filter wrong. The DAC could provide so little current that my filter cap's charge rate was bottlenecked on the DAC's internal resistance rather than my filter resistance!


Calculating the internal resistance through voltage and current

I was surprised the chip's output pin followed an exponential curve towards its intended smoothed voltage, suggesting an ohmic internal resistance. I had previously assumed the chip could force its DAC output to the nominal voltage as long as it's driving less than a maximum current, and would afterwards maintain a specific ΔV across the resistor to supply its maximum current.

Given that we can model the chip as a resistor (rather than a current-limited voltage source), I tried measuring the internal resistance two ways.

Voltage divider:


	The voltage before the filter resistor was actually the midpoint of a voltage divider between the chip's ideal "voltage source" and the comparatively fixed voltage of the filter cap. The voltage divider was composed of the chip's "internal resistance" followed by an external filter resistor.

	By measuring the voltage swing of the chip's output voltage, relative to the voltage swing of the ideal DAC, we can compare the external filter resistor to the total resistance (including internal).

	I saw a 175 mV swing on a PWM output from a nominal 3.3V source with midpoint 1.675 V (for actual voltage 3.35V). Feeding the voltage divider formula into qalc:







> 175 mV / 3.35 V = 33 ohm / (33 ohm + "Rint")

  ((175 millivolts) / (3.35 volts)) = ((33 ohms) / ((33 ohms) + Rint))

  Rint ≈ 598.7142857 Ω

RC filter time constant:


	I captured the defective audio output on my B550M DS3H motherboard audio interface at 192 kHz.

	Sidenote: MDFourier told me that playing and recording 48 kHz on this motherboard introduces some serious phase skew, and you need 96 kHz or higher for audio to round-trip through an analog cable. Though higher sampling rates are better for analyzing high frequencies anyways.









  
  A 192 kHz recording of my HDMI DAC playing a square wave.


	It takes 8 samples (at 192000 smp/s) for the filtered square wave to move from one extreme to 0 volts before continuing. Therefore the half-life of the LPF is 8 smp / 192000 smp/s ≈ 41.667 us.

	We can convert the half-life to a time constant using some tricky algebra. The time constant is 41.667 us / ln(2) ≈ 60.11 us.




  
  Diagram from edn.com (cleaned up).


	We found that τ ≈ 60.11 us.

	Sidenote: we can convert the time constant to a cutoff frequency using f_c = 1/(2pi τ).

	1/(2pi 60.11 us) ≈ 2.647 kHz







In hindsight, how did I not notice a lowpass filter at 2.6 kHz for hours of gameplay? I did notice Splatoon 3 was more sizzly on Switch speakers than my DAC, but attributed it to the Switch's tinny speakers rather than my broken audio interface.


	Now convert the time constant into an internal resistance, knowing that our capacitance was 100 nF. Since the time constant = RC:



> 60.11229337 us = ("Rint" + 31 ohm) (100 nF)

  Rint = 570.1229337 Ω

Phew that was a handful. We've now calculated the audio DAC chip's internal resistance two separate ways, ending up with values within 5% of each other. And the internal resistance positively dwarfs the resistance we intended for the RC filter. I reported my findings on the bug report thread.


Filtering with internal resistance

So we found out the chip has a lot of internal resistance. Adding extra resistance for the filter would further decrease its ability to drive audio loads. The best way I know to design a low-pass filter is to set R to our internal resistance and pick a C that produces the desired cutoff.


	This also explains why the PCB had no series resistors before the capacitors to ground; the PCB designers built filtering off the internal resistance, then the manufacturers skipped populating the filter caps to cut costs!



What's the ideal value of C for a lowpass filter? We can calculate how to achieve a 50 kHz cutoff frequency:

> 1 / (2pi 590ohm "C") = 50kHz
  approx. C = approx. 5.395082817 nF

It looks like 5.1 nF is a good value to pick. Higher capacitances will provide more filtering and a lower cutoff frequency.

The PCB already has an unpopulated footprint for a filtering capacitor from DAC output to ground. The footprint is 0402; we can squeeze in a 0603 capacitor but it'll be cramped and harder to solder, but a 0402 component is smaller and harder to hold. I haven't tried installing either on an unmodified board, and don't know which is easier to work with.


	I had already done some heavy PCB surgery to install filtering resistors. Since I did not have a 5 nF capacitor on hand, I instead bodged two 10 nF caps in series.

	When connecting capacitors in series, their leakage currents can be different and cause the voltage in between to drift. In this case it shouldn't exceed the DAC's DC offset of 1.675 V, and won't cause problems in practice.



One concern is that inexpensive X7R ceramic capacitors are microphonic and piezoelectric, so they convert environmental vibrations into changes in voltage, producing audible noises. C0G capacitors are non-piezoelectric and better for audio circuitry, but bulky and expensive to produce in large capacities. Luckily our 5 nF capacitance is small enough that LCSC sells 0402 C0G ceramics of this capacitance for a fraction of a penny.



  
  Photo of the DAC before I made any changes. If you want to add filtering capacitors, install them to C2 and C5, between the audio source and ground. C1 and C4 lead from the audio source to the headphone jack, but are populated with 0 ohm resistors here.


DC blocking caps?

I also noticed that the DAC would create a pop whenever I plugged the audio cable into another device or unplugged it. This is because the manufacturers cut costs and replaced the DC blocking caps with 0 ohm jumpers, choosing to rely on the DC-blocking caps of the device receiving audio. (You also get a pop when you add or remove power, but this would happen even with caps present.)

I don't think there's an easy way to add DC-blocking caps. Assuming a 10 kohm load, you need 1 uF or so to pass bass at 20 Hz reasonably well:

> 1/(2pi 10 kohm "C") = 10 Hz

  approx. 'C' = approx. 1.591549431 uF

This large of capacitance is not easily available as C0G. The usual X7R MLCC capacitors are piezoelectric and will change voltage when bumped, which can add interference to audio. Electrolytic caps are an option, but will not fit well on pads meant for 0402 ceramics.

Additionally, if you didn't install a high-value resistor "outside" the DC-blocking caps to ground, the voltage between the audio source and sink's DC-blocking caps could again drift due to capacitor leakage. I've read that this can cause audio distortion that takes half an hour to begin, but could not find the website I read this on.

To fix this problem, you'd need to add extra resistors between the capacitor output and ground, which requires PCB modding since the designers didn't provide a footprint. All in all, this is a lot of bodge work for an end result that isn't even fully better than leaving out the DC-blocking caps like before.


Swapping the stereo channels

After playing some more Splatoon 3, I started to notice some nonsensical sound positions, like standing at the leftmost edge of a stage and hearing a massive explosion off-stage to my left. I started to suspect the audio DAC had swapped its audio channels, and managed to confirm this by positioning a training enemy to my left, making it shoot its gun, and hearing shot noises to my right.

To correct the audio placement, I'd have to swap the analog audio channels between the pins of my headphone jack. If I was designing the PCB, I'd swap the vias bringing the audio signals between the back and front of the board. But since I'm stuck with the layout of the board as is, I decided to cross-over the audio lines as they were running parallel across the board.

Looking through a cheap AliExpress digital microscope I scraped away the copper traces with an X-Acto knife, spraying isopropyl alcohol on the board to better see my work. Once the traces were severed, I scratched solder mask off the severed ends of the traces, fluxed and tinned the copper, and crossed the lines using 36 gauge magnet wire. After soldering on both wires, I cleaned off flux using a paper towel soaked in alcohol and a toothbrush, then embedded the wires in UV solder mask so they wouldn't rub against each other and short out or break off the board.

I checked in a multimeter that the traces were properly connected to the chip and not shorted, then fired up my game again. A quick test revealed that the stereo issue was fixed!

I do wonder how the designer and manufacturer of this PCB managed to screw up this badly. It's like neither one has actually meaningfully tested the audio section of this dongle to make sure it sounded correct on various devices, or had correct stereo imaging. It's like audio output was a box-ticking exercise rather than functionality they cared about...


Other hardware mods

In addition to these direct audio issues, I also ran into some other problems I wanted to address. For one thing, the VGA screws were too long, and would bottom out in the D-Sub sockets before it held the dongle tightly against the socket to prevent wobbling. I cut the screws shorter with a Dremel and sandpaper, but it took several rounds to fully resolve this issue, and (since I cut open the top to accommodate a heatsink, making the case less rigid) a good chunk of the wobble is still carried by the PCB rather than the plastic housing.

Another issue I noticed was chip overheating. After half an hour or so of use, the chip got so hot that I'd burn my finger touching the chip. Though I don't know the maximum safe temperature of the chip, I thought I could prolong the lifespan by attaching a heatsink (unlike my AliExpress MS2109 falsely sold as a USB3 device, which shorted out and turned into a cigarette lighter, though I don't know if that was from overheating or a silicon defect). I initially tried a mini heatsink with thermal adhesive from 2021, but it failed to adhere to the chip; I do not know if the glue has expired or the chip was too smooth, but I was not interested in sanding down the chip and risking mechanical damage to improve adhesion. I then tried old Arctic Silver 5 paste, wrapping a wire around the heatsink and PCB to apply pressure and adding hot glue to prevent movement; this worked but the heatsink tended to tip over if not mounted centered over the smaller chip.

Later I ordered double-sided thermal tape from AliExpress, and it took two weeks to arrive; I suspect my shipment got delayed because I ordered a UV lamp with a Li-Ion battery that got held up in customs. I cleaned off thermal paste from the chip and heatsink using isopropyl alcohol and a paper towel, then cut off a square of tape and stuck it to the chip. (I had to install the heatsink twice, the mating surface was larger than the DAC chip, and I think putting tape on the chip makes it easier to install the heatsink centered?)

In testing, the tape seems to conduct heat well enough (similar to thermal paste, though this is a low-power chip that only gets hot without active cooling). It also prevents the heatsink from shifting around and tipping over like with thermal paste. I did notice the heatsink would rotate (because the chip is smaller than my heatsink and the limited contact area provides minimal rotational stiffness), but the heatsink hasn't fallen off in use so far.


	Does the chip produce heat whenever it's receiving power, even when not generating video, because it's constantly switching voltage to produce a sigma-delta audio signal? I don't know enough about silicon thermal design to say, though I do know the RP2040 runs cool despite having a clock speed 10 times that of the audio DAC. Is the DAC outputting more power, despite its 600 ohms of internal resistance?



Another issue I had was the video signal cutting out when I bumped my desk; this turned out to be from not plugging in my HDMI splitter's USB cable all the way. I fixed the cable and have not seen the problem since. I did get another signal cutout when stepping under my desk, but this was because I accidentally knocked my Switch dock's power supply out of the power strip. The Switch is hard-coded to not output video unless it's receiving power, unlike every other battery-powered device that hooks up to a monitor, so Viture had to add an external power bank to their Switch dock designed for portable display glasses. Guess I'm a PC gamer at heart... 

A Switch-specific issue was that I wanted to make my console output 720p to my CRT (because it cut off the edges of a 1080p signal and couldn't resolve the pixels), but 1080p to my LCD. On a computer you'd set it to output 720p to the CRT's identifier and 1080p to the LCD's identifier, but the Switch only has automatic and fixed resolutions. Automatic mode wouldn't help here, because the HDMI DAC edited my CRT's EDID data and added a 1080p resolution to the HDMI preset TV resolutions block, and I couldn't remove it by editing the monitor's original EDID.

To make the Switch see my CRT as 720p (from my 256B VGA EDID emulator), I cut the I2C lines off from the VGA and HDMI ports and bridged them with a wire; this worked, but left only two sync traces securing the bottom of the connector, and within a few weeks the joints broke off! That was a "fun" debugging session; the sync signals still made it to the connector when I pushed my oscilloscope probe against the pins, but disappeared when I wasn't checking.


Future: Second-order lowpass filter designs?

While simulating the circuit in Falstad's simulator, I found that it leaks up to ±20 mV of switching noise despite the optimal filtering of 5 nF.


  
  Recreation of the audio filtering circuit with a 5.1nF capacitor in Falstad circuit simulator. The oscilloscope at the bottom shows an output triangle wave at 6.6MHz of ±19.45 mV. (link)

I could raise the capacitor to 10 nF, but it lowers the cutoff frequency too far:

> 1 / (2pi 590ohm 5.1nF)
  ≈ 52.89296879 kHz

> 1 / (2pi 590ohm 10nF)
  ≈ 26.97541408 kHz

How much does a 27 kHz lowpass filter muffle treble? I fed 1/(1+s/26975) into the Bode plot generator, which showed my filter would attenuate 20 kHz signals to -1.9 dB. This was more treble loss than I was happy with.


  
  Frequency response Bode plot of an audio filter with a 10nF cap.

Could I pick an intermediate capacitance? Maybe, it would reduce noise slightly more and also attenuate treble more than a 5.1nF cap.



To meaningfully improve audio quality, we need a second-order (or higher) filter. The simplest way to construct one is to cascade multiple RC sections, but this is challenging given we're already starting with 600 ohms of internal resistance. Moreover, cascaded RC sections are overdamped with poles to the left and right of each other in the s-plane, resulting in less noise reduction for a given amount of treble loss.

To construct a second-order Butterworth filter or similar, you need to use an inductor (for LC filter) or op-amp (for Sallen–Key filter).  Large inductors are difficult to fit inside the dongle's shell. Sallen-Key lowpass filters only require resistors and capacitors, but I still wasn't interested in bodging extra filtering onto the existing PCB (whether by running wires and tacking components to their sides, or hot-gluing an op-amp upside-down to attach components to).

If we wanted to improve audio filtering, we could design a replacement PCB (four-layer for impedance matching and signal integrity?) with footprints and traces to install a second-order Sallen-Key filter. This would be about the same difficulty as the HDMI2SCART, but likely reusing the existing case and screws unlike the HDMI2SCART's 3D-printed case. We'd remove the DAC chip using hot air and transplant it onto the new board. If there was enough room, we could add electrolytic caps to block the DC offset.


	I'm not sure where to source straddle-mount VGA connectors. Alibaba has a product listing that describes the same part found in my DAC, but has no pictures of the actual product. I messaged them and they offered to send sample parts, but I did not follow up since I had no PCB to put the connector onto.

	In my experience straddle mount connectors are incredibly difficult to desolder even with Chipquik. It may be easier if you added hot air, though that risks melting nearby plastics.

	I also found straddle-mount VGA to break off the board easily, if you don't solder the shield onto the PCB (which the AliExpress dongle didn't).





	c0pperdragon reported that he sourced DAC chips by ordering VGA DACs online and desoldering them using hot air (though this adds extra cycles of heat stress).



All of this is possible... but it's a lot of work for an incremental upgrade that doesn't resolve the jitter and audio dropout problems. Compare this to the HDMI2SCART which required more manufacturing effort, but fulfilled a previously unmet use case; even then the author stopped selling them himself because he couldn't find a better source for chips.


What about other HDMI dongles?

Is there a better AliExpress device with correct stereo audio and capacitors on the the filtering pads (optionally installing DC blocking capacitors in place of the 0 ohm links)? I haven't found any so far.


	The HDMI2SCART chip sourcing thread shows a photo of a NX3303X-based PCB with a different layout, but it also omits the capacitors to ground (and presumably bridges the DC-blocking caps to cut costs). This PCB likely reverses the stereo channels as well, but I can't say for sure from a single-sided board shot.

	The /crt/ discord likes another NX3303X DAC located in an HDMI pigtail (rather than VGA output plug), but its PCB also has reversed stereo, missing filtering caps to ground, and 0-ohm resistors instead of DC-blocking caps (image, Discord, 2).

	At least this PCB has a lot of unused space, which would make it easier to mod and perhaps even add an op-amp.







How did all 3 DACs reverse stereo audio? One theory I heard was that they copied each other's circuits without checking the datasheets or testing the stereo audio.

Which dongle would I recommend right now? I'd tentatively say the HDMI pigtail, since it's less prone to breaking connector pins than a dongle rigidly connected to a device; if you wanted to mod it you could presumably split the case in half, but I don't know how easy it is to add openings for a heatsink. You could also try a MX929*-based dongle, which may or may not have correct stereo channels (I cannot tell from the PCB photos I've seen, and both routing options are plausible).

In any case, if you can find a PCB with working audio filtering, let me know; this will help readers and the /crt/ community get better-quality audio from HDMI-based game consoles without painful modding work!


  



Original: https://nyanpasu64.gitlab.io/blog/hdmi-vga-dac-audio/ · Discussion
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We pointed our AI audit pipeline at Cloudflare's CIRCL experimental cryptography library and confirmed seven real bugs, from a critical float64 precision loss in threshold RSA to a complete access-control break in attribute-based encryption. All seven are now fixed upstream. This is the first post in a series on bugs our agents found across open source cryptography.

At zkSecurity we are building zkao, an AI audit agent. The goal is simple to state and hard to do: keep an AI looking at your code, continuously, until no bugs remain that other AI tools can find. We wrote about why that approach matters in zkao: Security That Compounds.

Building zkao has been an iterative process, with the end goal of creating an automated auditor capable of finding all bugs that can be detected by AI. This has involved brainstorming new ideas and techniques, systematically encoding the expertise of zkSecurity's security researchers into zkao, ensuring that it detects the latest and most severe vulnerabilities without being biased toward benchmarks, and, importantly, continuously conducting experiments to understand what works, what does not, how models evolve, and to deepen our understanding of bug finding with AI. 
Some of those experiments produce things worth sharing on their own, independent of the product, and that is what this post series is about.

There is also a second motivation. These experiments are how we build a benchmark suite for zkao, and along the way they keep surfacing insights into how LLMs actually reason about cryptography: where they are sharp, where they are blind, and how to amplify the former and contain the latter. While the bugs are the visible output, the reasoning patterns are the part we care about most.

A few months ago, we started running experiments on selected codebases. We used LLMs to scan a few open source cryptography projects, in two configurations:


	
LLM only, with a simple prompt.



	
LLM with skills, where the skills were maintained by experts on our team.





Then, for the important projects where the LLMs found real vulnerabilities, we also ran zkao to see whether it could have detected the same issues on its own. In most cases, zkao not only found all of them but also identified more complex and more severe ones.

The results were good enough that we decided to write them up. We are starting this series with Cloudflare's CIRCL, a library of advanced and post-quantum cryptography. On CIRCL, our pipeline produced many candidate findings, and seven of them are worth reporting here. All seven are now fixed upstream. Most of them were confirmed and awarded bounties under Cloudflare's program on HackerOne.


Clarification: the AI produced candidate findings, not final reports. Humans on our team still validated each issue, checked exploitability, minimized the POC where needed, and handled disclosure. That human-in-the-loop step still matters a lot, because AI candidate findings are cheap while trustworthy reports are not. 

Minimizing that step is one of the main things zkao is built to do, and while it is still a work in progress, the current version already takes on much of this validation work itself.



Severities and fixes at a glance

One thing worth flagging before the details: the severity an AI assigns to its own finding is noisy. Here is each bug as the AI rated it and as Cloudflare confirmed it once fixed. We also checked that all seven are consistently reproducible by the current version of zkao.




	#
	Bug
	AI severity
	Cloudflare severity
	Fix commit
	Found by





	1
	float64 precision loss in TSS/RSA polynomial eval
	Critical
	Low
	f7d2180
	Opus 4.6 + skills



	2
	qndleq forgery via prover-controlled SecParam
	High
	Low
	757dde4
	Opus 4.6 + skills



	3
	BLS aggregate missing message distinctness
	Medium
	High
	9798df7
	Opus 4.6 + skills



	4
	DLEQ soundness break via FillBytes sign collision
	High
	Low
	19848a5
	Opus 4.6 + skills



	5
	HPKE PSK validation bypass via bitwise-OR switch
	Medium
	Medium (Duplicate)
	a3b4fa3
	GPT-5.3 + skills



	6
	TSS/RSA Lagrange coefficients in int64
	High
	Medium
	751e372
	Opus 4.6 + skills



	7
	CP-ABE access-control break via AND-share bug
	Critical
	Critical
	def2fd3
	zkao





The gap between the AI severity and the confirmed severity is itself an interesting insight, and we come back to it at the end. Now the seven bugs, one at a time.

Bug 1: polynomial evaluation in float64

This one lives in CIRCL's threshold RSA implementation (tss/rsa). Threshold signing splits a secret across n players using Shamir-style secret sharing. Deal() evaluates a secret polynomial at each player's index. The coefficients are big.Int, as they should be, but the term x^i was computed like this:

// tss/rsa/rsa_threshold.go
xi := int64(math.Pow(float64(x), float64(i)))



float64 has a 53-bit mantissa. The moment $x^i$ exceeds $2^{53}$ (roughly $9 \times 10^{15}$), the result is silently rounded before it is ever cast back to an integer. For example, with 100 players and a threshold of 27, evaluating at $x = 100$ with $i = 26$ asks for $100^{26} = 10^{52}$, which overshoots $2^{53}$ by 36 orders of magnitude. Even $x = 20$, $i = 16$ already breaks it.

The consequence is that the polynomial is evaluated incorrectly, so the key shares handed to players are wrong. Depending on the parameters, signature combination either fails outright or produces shares that look fine but do not reconstruct the intended key. Our agent flagged this as critical, since it results in the generation of incorrect key shares, compromising the correctness of the protocol. Cloudflare ultimately assessed the issue as Low severity, based on the low likelihood of the affected conditions occurring in practice.

The fix replaces the floating-point exponentiation with the Horner's-method evaluation the code's own TODO comment had been suggesting all along, keeping everything in big.Int. Commit f7d2180.

Bug 2: a DLEQ proof forgery via a prover-controlled security parameter

This one is in zk/qndleq, CIRCL's DLEQ (discrete-log-equality) proof for the subgroup of squares in $(\mathbb{Z}/n\mathbb{Z})^*$. A DLEQ proof attests that two pairs share the same discrete log; if an attacker can make the verifier accept a proof for a false statement, the proof system is broken.

The challenge in this proof is derived Fiat-Shamir style, and its bit-length is governed by a SecParam. The problem was that SecParam lived inside the Proof struct itself:

type Proof struct {
    Z, C     *big.Int
    SecParam uint
}



During verification, the code recomputed the challenge using the proof's own SecParam. That field is attacker-controlled. Set SecParam = 1 and the challenge collapses to a single bit, value $0$ or $1$: a coin flip per forgery attempt. Set SecParam = 8 and brute force is about $2^8 = 256$ attempts. Either way, soundness is gone.

This is a clean instance of a recurring pattern: a security parameter that must be fixed by the verifier instead being read out of prover-supplied data. The fix removes SecParam from the proof and makes Verify take it as an explicit argument, so the verifier sets it. Commit 757dde4.

Bug 3: BLS aggregate verification without message distinctness

This is the one bug in the batch the AI underrated. The agent labeled it medium. It is in fact a textbook rogue key attack, a widely known critical-class flaw; we reported it as critical, and Cloudflare confirmed it as high.

VerifyAggregate in sign/bls implements the BLS BASIC aggregation mode. That mode is only secure if all messages in the batch are distinct, which is its defense against rogue key attacks. The function checked the aggregate pairing equation but never checked that the messages were distinct, leaving that critical requirement to the caller.

Without it, the standard rogue key attack applies. An adversary who sees a victim's public key $\mathsf{pk}_v$ and a message $m$ can register $\mathsf{pk}_a = g^{\mathsf{sk}_a} - \mathsf{pk}_v$ and forge an aggregate signature over $(\mathsf{pk}_v, m)$ and $(\mathsf{pk}_a, m)$ without ever knowing the victim's secret key. CIRCL ships no proof-of-possession infrastructure to fall back on, which makes the missing check more dangerous.


Why did the AI call this medium? We don't know. Reading its reasoning, it correctly spotted the missing distinctness check and even named the rogue key attack, but it then anchored on the fact that the BASIC mode's contract puts the distinctness requirement on the caller. It treated "the caller is supposed to handle this" as a mitigation and marked the severity down.



The fix makes VerifyAggregate reject batches built with duplicated messages. Commit 9798df7.

Bug 4: a DLEQ soundness break via a FillBytes sign collision

Back to zk/qndleq for the subtlest, and frankly most interesting, bug in the batch. It does not require touching the proof at all.

Take an honest, valid proof pi for the statement $S_1 = (g, g_x, h, h_x)$, which attests that $\log_g(g_x) = \log_h(h_x) = x$. An attacker who does not know $x$ presents the very same pi to the verifier, but pairs it with a different statement, $S_2 = (g, -g_x, h, h_x)$, where $-g_x$ is the negative big.Int new(big.Int).Neg(gx).

The forged statement is accepted whenever the challenge $c$ is even, because two things line up at once.

Algebraic cancellation. The verifier recomputes its value from $-g_x$, and the sign factors straight out:

$$(-g_x)^c \bmod N = (N - g_x)^c \bmod N = (-1)^c \cdot g_x^c \bmod N.$$


When $c$ is even, $(-1)^c = 1$, so the verifier reconstructs exactly the same intermediate values the honest prover did.

A sign collision in the hash. The challenge is derived by hashing the statement, and the hashing uses FillBytes, which writes the absolute value of a big.Int and strips the sign. So doChallenge(..., -gx, ...) and doChallenge(..., gx, ...) hash to the same thing.

Here, $c$ is even with probability at least $1/2$ (it is just the low bit of the hash output), so the attack succeeds on roughly half of all honestly generated proofs. The verifier walks away convinced that $\log_g(-g_x) = \log_h(h_x)$, which is false. Here is the core of the proof-of-concept:

// honest proof for (g, gx, h, hx), selected to have an even challenge c
gxNeg := new(big.Int).Neg(gx) // -gx, attacker needs no knowledge of x
forgedAccepted := proof.Verify(g, gxNeg, h, hx, N) // accepted!



What makes this one stand out is that it is not a single sloppy line. It is the interaction between an algebraic identity ($(-1)^{\text{even}} = 1$) and an innocent-looking serialization choice (FillBytes dropping the sign). Neither is wrong on its own. Together they break soundness. Reasoning across that kind of boundary is exactly where we have been most surprised by what the models surface.

On severity, the agent rated this high because it is a soundness break, but Cloudflare confirmed it as low due to its high attack complexity.

The fix adds a checkBounds step to challenge computation that requires every input to satisfy 0 < x < N. A negative -gx has a negative sign and is rejected before it can do any damage. Commit 19848a5.

Bug 5: HPKE PSK validation bypassed by a bitwise-OR switch

This one is almost a language-level trap. In HPKE's verifyPSKInputs, the switch labels were written with bitwise-OR:

// hpke/util.go
case modeBase | modeAuth:    // 0x00 | 0x02 == 0x02, i.e. only modeAuth
case modePSK | modeAuthPSK:  // 0x01 | 0x03 == 0x03, i.e. only modeAuthPSK



In Go, a case a | b: is a single case whose value is the OR of the two constants, not two cases. So case modePSK | modeAuthPSK is really case 0x03, and modePSK (0x01) matches no case at all. The branch that is supposed to reject a missing PSK in PSK mode is simply skipped.

The effect: SetupPSK(..., nil, nil) proceeds with an empty PSK instead of being rejected. PSK mode is supposed to require PSK material; this silently drops the authentication precondition and lets a deployment run in a weaker mode than it was configured for. The fix is the one-character-class change from OR to comma-separated cases (case modePSK, modeAuthPSK:). Commit a3b4fa3. It was confirmed as a duplicate.

Bug 6: Lagrange coefficients in int64

Back in tss/rsa, once shares are dealt, combining signatures requires Lagrange interpolation. computeLambda built the numerator and denominator of each Lagrange coefficient in int64:

// tss/rsa/rsa_threshold.go
num := int64(1)
den := int64(1)
for _, s := range S {
    jprime := int64(s.Index)
    if jprime == j { continue }
    num *= i - jprime    // overflows int64 for moderate player counts
    den *= j - jprime
}
lambda.Div(big.NewInt(num), big.NewInt(den)) // truncating integer division
lambda.Mul(delta, &lambda)



There are actually two completely independent bugs here, either of which is enough to corrupt a signature. The first is overflow: with about 21 players the products run past the int64 ceiling ($\approx 9.2 \times 10^{18}$) and wrap silently, because Go does not panic on integer overflow. computeLambda then returns a wrong, often negative, coefficient.

The second is truncation, and it bites even when nothing overflows. The code computes num / den first and only then multiplies by delta. In Shoup's scheme $\delta \cdot \text{num}$ is guaranteed to be exactly divisible by den, but num alone is not whenever the share indices are non-consecutive, which is the normal case for a $t$-of-$n$ subset. Take a 3-of-5 scheme combining shares $\{1, 3, 5\}$: for one coefficient $\text{num} = (0-3)(0-5) = 15$ and $\text{den} = (1-3)(1-5) = 8$. The buggy order computes $\delta \cdot \lfloor 15/8 \rfloor$, which with $\delta = 120$ is $120$; the correct value $\delta \cdot 15 / 8$ is $225$.

The fix moves the whole computation to big.Int and reorders the multiplication and division so the exact-divisibility guarantee holds. It is commit 751e372. The two issues are unrelated, but the agent reported them together as a single finding, and we left the submission that way, out of respect for the agent's work.


This is the bug zkao found on its own. After confirming the six issues above, we pointed it at the same library to see what it would find, and it reported this one. It is a full break of the access-control guarantee in CIRCL's ciphertext-policy attribute-based encryption (abe/cpabe/tkn20), and Cloudflare confirmed its validity.

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) lets you encrypt a message under a policy such as (location: usa AND department: finance) OR (role: admin). A user holds a key tied to their own attributes, and the scheme guarantees they can decrypt if and only if those attributes satisfy the policy. The finance employee in the USA and the admin can read the message, and nobody else can, even though everyone receives the same ciphertext.

Internally, tkn20 turns the policy into a tree of AND and OR gates with attributes at the leaves, and secret-shares one secret (the key that protects the message) down that tree. The sharing has to follow the boolean logic:


	An OR gate gives the full secret to both children, because satisfying either branch should be enough.

	An AND gate splits the secret, so you need both children to rebuild it. One child gets a random value r, the other gets parent - r, and only r + (parent - r) recovers the parent.



To understand this bug, the AND gate is the only piece you need to keep in mind: each child must get a partial share, and neither child alone should reconstruct the parent.

Here is how share actually handled the AND case:

// abe/cpabe/tkn20/internal/tkn/formula.go
case Andgate:
    shares[gate.In0], err = randomMatrixZp(rand, k.rows, k.cols) // In0 = random r
    ...
    shares[gate.In1] = newMatrixZp(k.rows, k.cols)               // In1 = 0
    shares[gate.In0].sub(shares[gate.Out], shares[gate.In1])     // In0 = parent - 0



The random share is generated and then immediately discarded. In1 is set to zero, and the last line overwrites In0 with parent - In1, which is just parent. So one child receives the whole secret and the other receives nothing. The AND gate is no longer an AND: its first leaf reconstructs the parent on its own.

Note that this does not break correctness. The two shares still sum to the parent (parent + 0 = parent), so any key that satisfies the policy still decrypts, and ciphertexts made by the old code stay compatible. What it breaks is secrecy: a single AND leaf now recovers a secret that was supposed to require both. 

What turns it into a full break is where this broken AND gate ends up. To reach CCA security, tkn20 applies a Boneh-Katz transform that wraps every policy in a new outer AND gate, and the left child of that gate is an internal "wildcard" leaf. Every attribute key the authority issues carries that wildcard, so every key satisfies that one leaf. Now put the two facts together: the wildcard leaf is the first child (In0) of an AND gate, and In0 is exactly the child that receives the full secret. Every key therefore holds a single leaf that reconstructs the message key by itself, regardless of the policy!

Although it looks like a simple typo bug, what impressed us was zkao's ability to reason about a complex concept such as CP-ABE and correctly assess its impact. Many LLMs would still identify the typo but dismiss it as a "defense-in-depth" or "code hygiene" issue without reasoning further. This can lead developers to underestimate or overlook the vulnerability.

The fix is one line. Share the parent correctly, so the random share survives in In0 and In1 becomes the complement:

shares[gate.In1].sub(shares[gate.Out], shares[gate.In0]) // In1 = parent - random



Now In0 keeps its random value and In1 holds parent - In0, so neither AND leaf carries the secret alone. Commit def2fd3.

A few things we learned

Three observations stuck with us.

The AI is bad at severity, and bad in an asymmetric way. Look again at the table at the top. If we rely on Cloudflare confirmed severity as "ground truths", then in most cases the agent overrated the impact of what it found. But on the BLS bug it went the other way and underrated a widely known critical flaw, labeling a clean rogue key attack as merely medium. We do not have a complete explanation nor solution yet. Our working hypothesis is that it is genuinely hard when the target is a library used across many different applications, as CIRCL is, because the impact depends on downstream callers the model cannot see. We think adding a consistent severity matrix plus an explicit threat-modeling step would help the model reason about impact at the level of the whole system (and its potential integration) rather than the local code. For now, severity remains the part of triage we trust a human with. 


In zkao, we temporarily work around this by letting developers clarify their threat model and severity preferences through a user configuration (zkao.md), and we keep improving zkao's severity setting iteratively. The fact that zkao can consistently produce PoCs also reduces false positives, so we have confidence in the real issues. Still, we are working on improving its default severity assignment in a more systematic way, as this is critical for developers.

It is also worth noting that Cloudflare assessed severity through the lens of its bounty program, which weighs whether a bug affects its live services. Bug 2, for example, was rated low even though it completely breaks the proof's soundness. This rating only indicates that the affected code is either unused by Cloudflare services or has limited impact in Cloudflare's environment. It does not mean the impact is just as small in other deployments, which matters especially for a library that many projects may build on.



Model pairings are not symmetric, and the roles can flip. Five of the six bugs were found by Claude Opus 4.6 paired with our skills. Under the same skills and the same system prompt, GPT-5.3 mostly validated rather than discovered; the HPKE bug in the table is the one it surfaced on its own. We did not expect that division of labor to remain stable, and it did not. A few weeks later, we reran the scan with then-newest pairing, Opus 4.7 and GPT-5.4, and the roles had essentially reversed: GPT-5.4 finds more bugs, while Opus 4.7 is only capable of validating them. This is a good reminder not to overfit conclusions to any particular model name. The frontier has moved on again since, and it will keep moving. We will explore this in another post.


This pattern is exactly why we are building zkao to be "model-agnostic", keeping its performance at the best state without your needing to guess which model will be the best next month.



The AI gathers issues but does not always chain them. Bug 6 is the tell. The agent packed two completely independent bugs, an overflow and an integer truncation, into a single finding. Both are real, so this is genuinely useful work. But it presented them side by side rather than reasoning about how they relate, and we have seen the same pattern elsewhere: several true observations gathered together without any explanation or any attempt to chain them into a more impactful exploit.


This is exactly where, in zkao, we have built novel processes to enable the kind of bug composition that chains separate issues into a real end-to-end exploit.



What's next

Our thanks to the CIRCL maintainers, who promptly fixed all reported issues. This is the first post in a series; we will keep publishing confirmed bugs from other projects as they are resolved.

We scanned more than 200 cryptographic projects (choosing from top most-downloaded cryptography crates/packages) and ended up with over a thousand candidate findings. As a result, the biggest bottleneck today is triage. Every reported bug has to be checked by our experts for technical validity before it reaches a project, because we hate AI spam as much as everyone else does. That takes a lot of human effort, because we do not yet fully trust the automated triage flow we are building (it is getting better). So we prioritized some of the most popular projects that are well maintained.

If you maintain a cryptography project and this is interesting to you, we would love to verify alongside you, so that serious bugs get found and fixed in time. We are happy to run a fresh scan if there is not one yet, or if your codebase has changed significantly since the last. Continuous AI coverage of this kind is exactly what zkao is built for. Reach out at zksecurity.xyz/contact.

        



Original: https://blog.zksecurity.xyz/posts/circl-bugs/ · Discussion
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                        Agent multiplexer · a binary, not an app
                    

                    
                    
                        Run all your coding agents from one terminal, on any
                        box, even over ssh. Each runs in its own real terminal,
                        on a server that keeps it alive when you close the
                        laptop. See
                        blocked,
                        working, and
                        done at a glance, and
                        reattach from your phone.
                    

                    
                    
                        Stable install
                            
                            
                            
                        

                        $
                            curl -fsSL https://herdr.dev/install.sh | sh
                            
                        

                        
                            
                            PS>
                                irm https://herdr.dev/install.ps1 | iex
                                
                            

                        

                    

                    Stable Linux/macOS · Windows preview beta · no Electron, no account, no telemetry

                


                
                
                    
                            
                                opencodeherdr+
                                

                                
                                    
                                        ✻ Claude Code v2.1.168

                                        ~/Projects/herdr · master

                                        
                                        ❯ the sidebar flickers when an agent flips state fast

                                        
                                        ● Found it. The rollup recomputes on every PTY chunk, so a double state flip repaints the dot mid-frame.

                                        
                                        ● Plan:

                                        · src/app/state.rs — buffer state events per tick

                                        · src/ui/sidebar.rs — repaint rollups once per frame

                                        
                                        ❯ go, and add a regression test

                                        
                                        ⠋ Working… (13m 36s · esc to interrupt)

                                        
                                            
                                            ❯ 

                                            
                                            ~/Projects/herdr > master > ctx ─── 3% 34k/1M

                                            >> bypass permissions on (shift+tab to cycle)

                                        

                                    

                                    
                                        ~/Projects/herdr master

                                        ❯ bun run dev

                                        $ node scripts/prepare-docs.mjs && astro dev

                                        02:10:44 [types] Generated 0ms

                                        02:10:44 [content] Synced content

                                        
                                        astro v5.18.1 ready in 668 ms

                                        
                                        ┃ Local   http://localhost:4321/

                                          Network  use --host to expose

                                        
                                        02:10:44 watching for file changes...

                                    

                                

                                
                                        + Thought: 468ms

                                        
                                        → Read src/main.rs

                                        
                                        + Thought: 292ms

                                        
                                        This is src/main.rs — the entry point for herdr. Here's what it does:

                                        
                                        1. Arg parsing — session::configure_from_args, then remote args for the SSH bridge.

                                        2. Subcommand dispatch — server, client, update — each returns early.

                                        3. Session mode — auto_detect_launch() connects to a running server or spawns one.

                                        
                                          Build · MiMo V2.5 Free · 16.6s

                                        
                                            
                                                
                                                Build · MiMo V2.5 Free OpenCode Zen

                                            

                                            25.2K (13%)  ctrl+p commands

                                        

                                    

                            

                            
                                migratelogs+
                                

                                
                                        ✻ Claude Code v2.1.168

                                        ~/Projects/llm-proxy · master

                                        
                                        ❯ prep the request-log migration and run it

                                        
                                        ● Wrote migrations/0007_request_log.sql — request_log table, retention index on created_at, daily rollup view.

                                        
                                        ● Local checks pass: sqlx prepare is clean, backfill dry-run touches 41,209 rows. Ready to apply.

                                        
                                                Bash command

                                                cargo sqlx migrate run

                                                Apply pending database migrations

                                                
                                                Do you want to proceed?

                                                ❯ 1. Yes

                                                2. No, and tell Claude what to do differently (esc)

                                            

                                    

                                
                                        ~/Projects/llm-proxy master

                                        ❯ tail -f logs/proxy.log

                                        02:30:58 INFO request id=4818 route=/v1/messages 200 312ms

                                        02:31:04 INFO request id=4819 route=/v1/messages 200 287ms

                                        02:31:09 DEBUG cache hit ratio 0.93

                                        02:31:12 INFO request id=4820 route=/v1/messages 200 301ms

                                        02:31:15 WARN upstream latency p99 1.8s

                                        02:31:18 INFO request id=4821 route=/v1/messages 200 295ms

                                        02:31:21 WARN 429 from upstream, retrying in 2s

                                        02:31:24 INFO request id=4822 route=/v1/messages 200 1102ms

                                        02:31:30 DEBUG cache hit ratio 0.94

                                        02:31:33 INFO request id=4823 route=/v1/embeddings 200 88ms

                                    

                            

                            
                                codexserver+
                                

                                
                                        • Explored

                                        └ Read live_handoff.rs

                                        
                                        • Ran

                                        └ cargo nextest run -E 'test(live_handoff)'

                                        └ 14 passed · 0 failed · 41.3s

                                        
                                        • The handoff suite passes. Pane PTYs survive server replacement, and long-lived workloads — including the http.server in the next tab — keep responding afterward.

                                        
                                        • Next I can wire the soak test into nightly CI and fail on p95 regressions. Want that?

                                        
                                            
                                            › 

                                            
                                            gpt-5.5 medium · ~/qmp · master · Context 6% used

                                        

                                    

                                
                                        ~/qmp master

                                        ❯ python3 -m http.server 8080

                                        Serving HTTP on 0.0.0.0 port 8080 ...

                                        02:28:41 "GET /runs/latest.json" 200

                                        02:29:03 "GET /runs/latest.json" 200

                                        02:29:25 "GET /qmp/report.html" 200

                                        02:30:07 "GET /runs/latest.json" 200

                                        02:30:18 "GET /favicon.ico" 404

                                        02:30:42 "GET /qmp/report.html" 200

                                        02:31:09 "GET /runs/latest.json" 200

                                    

                            

                        
                    
                        The whole herd in one terminal. Click the sidebar, it's a real layout.
                    
                
                

            

            
                
                    # used in the wild

                    Popular with engineers from

                    Individual engineers, not company endorsements.

                

                
                            JetBrains

                            Docker

                            Vercel

                            Kimi

                            Sentry

                            Google

                            NVIDIA

                            AWS

                            ByteDance

                            Tencent

                            Alibaba

                            Salesforce

                            IBM

                            Atlassian

                            Whop

                            Automattic

                        

            

            

            
                
                    
                        # why herdr

                        Run agents where the work is. Attach from anywhere.

                    

                    
                        Agents run wherever the work is: a server, a Mac Mini,
                        a sandbox VM, anywhere you can ssh. You attach from any
                        terminal, even a phone. Desktop agent managers can't
                        leave the machine with the GUI. Herdr can.
                        Why switch from an app →
                    

                

                
                    
                        local
                        Your machine

                        
                            Split panes, create tabs, and keep agents running
                            while your terminal comes and goes.
                        

                        $ herdr

                    
                    
                        over ssh
                        Like tmux, on the server

                        
                            SSH in and run Herdr on the remote shell. The session
                            stays after you detach, ideal from a phone SSH client.
                        

                        $ ssh you@server
$ herdr

                    
                    
                        thin client
                        Native remote attach

                        
                            A local client to a remote session. Installs Herdr on
                            the host for you, bridges your local clipboard
                            (including image paste), and keeps your keybindings.
                        

                        $ herdr --remote workbox

                    
                

                
                    
                        # responsive tui

                        Mobile-first when the terminal gets small.

                        
                            Herdr stays usable over SSH from a phone or tablet.
                            The terminal view remains real, while narrow screens
                            get a switcher built for touch-sized decisions.
                        

                    

                    
                        
                            
                            agent session over SSH
                        
                        
                            
                            responsive switch menu
                        
                        
                            screenshots taken with
                            moshi
                            ❤️ on iPhone
                        

                    

                

            

            
                
                    
                        # why different

                        Most agent managers are apps. Herdr is a multiplexer.

                    

                    
                        tmux and Zellij own persistent terminal sessions but don't understand agents. Desktop agent apps understand agents but live on one machine. Herdr keeps the multiplexer in your terminal and makes it agent-aware.
                        See the full comparison →
                    

                

                
                    
                        not a terminal emulator
                        Ghostty, Kitty, iTerm, Alacritty: your terminal stays.

                    
                    
                        not a browser dashboard
                        No web view, no account, no hosted control plane.

                    
                    
                        more than tmux for agents
                        Persistence plus clickable panes, agent state, an API.

                    
                

                
                    
                        
                            
                                	Capability
                                	tmux / Zellij
                                	agent apps
                                	worktree orchestrators
                                	Herdr
                            

                        
                        
                            
                                	Runs inside your terminal
                                	✓
                                	—
                                	—
                                	✓
                            

                            
                                	Persistent PTY sessions
                                	✓
                                	limited
                                	embedded
                                	✓
                            

                            
                                	Remote SSH attach
                                	✓
                                	limited
                                	remote projects
                                	✓
                            

                            
                                	Semantic agent state
                                	—
                                	partial
                                	workspace status
                                	✓
                            

                            
                                	Direct agent attach
                                	—
                                	—
                                	—
                                	✓
                            

                            
                                	Agents can orchestrate it
                                	scriptable
                                	partial
                                	workflow-owned
                                	✓
                            

                        
                    

                

                
                    

                        Runs inside your terminal

                        tmux/Zellij ✓
                        agent apps —
                        worktree apps —
                        Herdr ✓
                    
                    
                        Persistent PTY sessions

                        tmux/Zellij ✓
                        agent apps limited
                        worktree apps embedded
                        Herdr ✓
                    
                    
                        Remote SSH attach

                        tmux/Zellij ✓
                        agent apps limited
                        worktree apps remote projects
                        Herdr ✓
                    
                    
                        Semantic agent state

                        tmux/Zellij —
                        agent apps partial
                        worktree apps workspace status
                        Herdr ✓
                    
                    
                        Direct agent attach

                        tmux/Zellij —
                        agent apps —
                        worktree apps —
                        Herdr ✓
                    
                    
                        Agents can orchestrate it

                        tmux/Zellij scriptable
                        agent apps partial
                        worktree apps workflow-owned
                        Herdr ✓
                    
                

            

            
                
                    
                        # what you get

                        Real panes, agent state, and an API to drive them.

                    

                    
                        No rebuilt chat view. Real processes in real PTYs, with
                        clickable layout, persistent sessions, and a control
                        surface your agents can use themselves.
                    

                

                
                    
                        
                            Real panes

                            Mouse-first panes, tabs, and workspaces. Keep your shell, fonts, and keybinds.

                        
                        
                            Agent state

                            Blocked, working, done, and idle at a glance across the whole session.

                        
                        
                            Persistence

                            Detach and reattach. Sessions and agents survive the terminal closing.

                        
                        
                            Control surface

                            A CLI and JSON socket API expose workspaces, panes, output, and waits.

                        
                    

                    
                        # create workspace structure
herdr workspace create --cwd ~/project --label api
herdr tab create --label logs

# split a pane and run work
herdr pane split 1-1 --direction right
herdr pane run 1-2 "just test"

# wait, inspect, and continue
herdr wait agent-status 1-1 --status done
herdr pane read 1-2 --source recent-unwrapped

                    

                

                
            

            
                
                    # integrations

                    Bring your existing agents into the herd.

                

                
                    Pi

                    Claude Code

                    Codex

                    Droid

                    Amp

                    OpenCode

                    Grok CLI

                    Hermes

                    Cursor

                    Antigravity

                    Kimi

                    Kiro

                    Copilot

                    Qoder CLI

                    MastraCode

                    + yours
                


                
                    Any terminal agent works out of the box.
                    Integrations add richer
                    state and session resume.
                

            

            
                    # marketplace

                    Built on, not just with.

                    
                        Herdr's CLI and socket API are the plugin surface, so
                        community plugins drive it like an agent does: notifiers,
                        layout presets, link handlers, release checks. Browse what
                        people built, or publish your own with one GitHub topic.
                    

                    
                


            
                # start the herd

                Install Herdr, run two agents, detach once.

                
                    The value shows up the first time the herd keeps running
                    after your terminal disappears.
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            	Interface quality of life improvements

        

        How I think about quality

        Quality is the absence of problems

        “The absence of problems” is the best definition I can come up with for quality.

        The most practical way to measure quality is to test with many different people, and have many experts take a look. If thorough testing and 100 experts can’t find a problem, the thing is probably perfect.

        Quality is a spectrum up to “perfection”

        Perfection is impossible. The agreed-upon best-designed software in the industry has noticeable problems. But the closer you can get, the better.

        The closer you try to get to perfection, the harder it is. This is the same “diminishing returns” effect you’ll see anywhere quality is involved.

        Quality relies on the organisation

        Leadership and culture both define and allow quality. Even if they don’t believe they do. Even if they haven’t thought about it. Their actions and beliefs will either enable or limit quality.

        Quality is a result of ability and appetite. Does the organisation have people who can produce high quality (ability)? And does the organisation allow quality to be achieved (appetite)?

        ~100% of the time I’ve seen an organisation make high quality software, it is because the leaders wanted it. If the leaders don’t want quality, it will be much harder.

        But don’t forget that whatever you work on, there is an amount of quality you personally can achieve. Even in the most rigid design-system-controlled interface, there are still higher quality and lower quality choices you can make.

        An organisation can set objective measures of quality (e.g. bugs reported). Hopefully those objective measures don’t blind the organisation to the subjective measures (e.g. “does an expert think this is high quality?”).

        Quality gets harder with scale

        The larger the organisation or software, the harder quality is. High quality is impossible past a certain point of scale. Some organisations are incapable of making high quality software.

        Importantly, this is a natural result of scale. It’s not a complaint or a problem to be solved. It cannot be solved. It’s a trade-off, like almost everything else in software.

        Quality is not necessary, but ideal

        I wish every organisation cared about quality. It’s clear that many of them don’t, and don’t need to. Many commercially successful organisations don’t prioritise quality.

        But quality is ideal. Everyone wants to live in a higher-quality world. It feels good to create quality. Things last longer if they’re higher quality. And over the long term, commercial success is harder if people realise your brand doesn’t represent quality.

        Universal signals of quality

        These are the signals of quality that I’ve found apply to everything. People and artefacts.

        
            	Appearance: In (over)simple terms, the more beautiful something is, the higher quality we think it is. I assume this is because beauty requires effort, and so does quality in general. Any evidence that we have put care into something is evidence of further care.

            	Association: We judge whether something is high quality by what it is associated with. A common approach to this is social proof, where someone or something is associated with other someones or somethings. We judge a thing by the company it keeps.

            	Cost: If someone or something costs more, we might assume that is because it is worth more. But “cost” does not have to mean “money”. If something takes more time, for example, we might assume it is of higher quality.

            	Performance: Performance could be quantitative like “top speed”, or qualitative like “how does it make me feel”. It could be results-focused like “did it help me complete my task”. In simple terms, if appearance is “how it looks”, performance is “how it does”.

        

        The six signals of quality in software

        
            	Reliability: Does the software technically perform as expected, all of the time? This means no bugs, no downtime, no errors, and so on.

            	Speed: Does the software react to input instantly, or as near as practically possible? For those tasks that must take longer, are they as fast as possible?

            	Clarity: Does the person using the software understand everything?

            	Efficacy: Can the person do what they need to do with the software?

            	Efficiency: Can the person do what they need to do with the software as easily as possible?

            	Beauty: Is the software as aesthetically pleasing as possible?

        

        The benefits of software quality

        Some might argue that quality is an obvious good. That the reasons quality is important are naturally understood by everyone. But we’ve still got a lot of crap software, so 🤷.

        
            	Attract employees: People want to work for companies that care about quality.

            	Satisfaction as creators: Everyone involved will feel better about themselves.

            	Fight fewer fires: Higher quality means fewer problems to fix afterwards. Fewer bugs, fewer reliability issues, etc.

            	Fight software entropy: All software suffers as it grows. It becomes bloated, harder to use and look at. A commitment to quality pushes back against entropy.

            	Less employee churn: Care for software generally means care for the people who make it. It encourages skill growth.

            	Easier to sell: If quality is part of your company identity, the product is easier to sell. Word of mouth will do some of the marketing for you.

            	Attract users: Quality attracts people. They’re more likely to use your software.

            	Users become fans: Usable, effective, satisfying software turns users into fans. Fans want to support the company, forgive it more easily, and are happy to help it improve.

            	A competitive moat: Quality is hard. Your competitors probably won’t put the effort in.

            	Make more money: People universally pay more for quality.

            	Beauty improves society: Beautiful artefacts universally improve how we live.

            	Inspire quality in others: Other people and companies will be inspired by your work.

            	Leave a legacy: No product lasts forever. But people talk about good software for decades.

        

        Beliefs about quality I want to disprove

        I’ve had software interface quality on my mind for most of my career. Here are some things I believe are true. I would prefer that they are not.

        
            	Quality is easiest when one person can keep the whole interface in their head.

            	The more people who work on some software, the harder high quality is.

            	The more high quality things you have in your life, the better your life is.

            	The lower the quality of your product, the more people will abandon it.

            	More people will talk about your product if quality is high.

            	Quality depends on permission from whoever is most powerful at an organisation.

            	Quality cannot be a bottom-up effort, driven only by the people who do the work.

            	High quality always requires a sacrifice of something, e.g. scope, money, growth, or time.

            	High quality always requires someone to have a strong personal interest/obsession with it.

            	A focus on quality means a sacrifice of growth.

            	Quality is both harder and more important for software that is used often.

            	Quality is a competitive moat because so few organisations focus on it.

            	You should ideally hire good people if you want high quality.

            	If you cannot hire good people you should be willing to iterate a lot.

            	You need to iterate a lot more than expected to get high quality.

            	Some organisational cultures are incapable of high quality.

            	The larger the organisation, the harder quality becomes. At a certain size of organisation high quality is impossible.

            	The larger the software, the harder quality becomes. At a certain size of software high quality is impossible.

            	If something is low quality in some software, it’s usually a reliable sign that other things are low quality.

            	Some types of quality are not always immediately obvious.

            	Perfection is impossible.

            	Products and companies can fail because they focused on quality at the expense of other things.

            	Quality requires that everything be given a lot of attention.

            	Even though everyone agrees quality is positive, it is hard to convince people to focus on it.

            	Some people want high quality in their personal lives, but don’t care enough about it in their professional lives.

            	Many commercial goals hurt quality, e.g. growth.

            	Quality is a constant effort. Problems can slip in quietly, especially as changes are made.

            	The only reliable way to measure quality is to have lots of experts look at the software.

            	Focus on quality has diminishing returns. It takes much more effort to achieve “90%” quality than it did to achieve “80%” quality.

            	The systems in place to help create software (e.g. design systems) can also hurt efforts to focus on quality.

            	People associate expressive visual styles with visual quality. They may expect expressive visual styles in high quality software even when it’s not needed.

            	People associate high cost with quality.

            	People associate hype/community interest with quality.

            	There are many ways to compete that cost less than quality, e.g. features, price, sales experience.

            	People may leave a company because they cannot focus on quality as much as they’d like to.

            	Novelty is more immediately attractive to people than high quality.

            	High quality is often not noticed until later.

            	Organisations and people will almost never tell the truth about the low quality of their products.

        

        Quality is impossible at scale

        Good interface design becomes harder as software grows. Eventually, world-class interface design is impossible. Here’s are some thoughts.

        There are too many relationships to manage

        Good interface design is coherent. “Coherent” means the relationships between all of the things in the interface work well. But as the number of things goes up, the number of relationships goes up even faster. Eventually it’s impossible for people to properly consider all of those relationships.

        This principle also applies to people. The more people who work on software, the harder it is to manage the relationships between all of them. Things are lost in translation. People disagree on the goal, and pull in different directions.

        You can manage this with stricter processes. But eventually you’ll spend more time on process than on design.

        Some people don’t care enough

        The more people you hire, the more likely you are to hire people who don’t care enough about good interface design. Good interface design needs to be valued by everyone who can affect the work. That includes developers, designers, product managers, and often the CEO.

        Some commercial goals hurt good design

        If a company wants some numbers to go up for commercial reasons, this often hurts interface design quality. For example, adding more advertising to a website can help a company to become profitable. But it can also make the interface worse.

        One way to grow is to add features that people request. But often each added feature makes the interface worse. This is hard to avoid, because of the first point above.

        Anecdotal evidence that quality is impossible at scale

        Patrick McKenzie tweeted about the culture of quality at Stripe. Patrick ended with “none of it is sufficient. We are actively dissatisfied with where quality is at the moment”.

        Benji Taylor of Family and Honk said that “big corporate software seems to be getting buggier each year, while indie software [seems] to be getting smoother and more reliable”.

        Some notable people replied to Benji’s tweet:

        
            “the attention to detail is inversely proportional to the size of the team” (Jordan Singer)
            “details are best cared for when they can be thought about holistically from a macro point of view. large organizations, by design, don’t allow for that.” (Brandon Jacoby)
            “craft just becomes more and more expensive the bigger your product/team is” (George Kedenburg III)
            “I wholeheartedly agree high craft is excruciatingly hard to scale” (Kurt Varner)
            “craft was impossible to maintain at Twitter as we rapidly grew” (Sean Thompson)

        

        In their article Optimizing For Feelings, The Browser company says that “as our everyday software tools and media became global for the first time, the hand of the artist gave way to the whims of the algorithm. And our software became one-size-fits-all in a world full of so many different people. All our opinions, beliefs, and ideas got averaged out”.

        David Khourshid, founder of Stately, says that “adding even a single ‘feature’ (new states + transitions) to an app can introduce an exponentially greater number of ways the app can be used”.

        Benji Taylor tweeted that “something all these products have in common is that they are … built by small teams… Too often products lose their soul once they reach a certain scale”.

        Paul Stamatiou said that “responses here so far confirm my theory that… high-quality software products are only made by small teams”.

        Nathan A. Curtis said “I love Figma and value the experimentation they’re doing to add more and more. But I can sense it… their UI is ‘Adobe Creative Suite’ing. And that carries a usability cost.” Note that he said this in April of 2022, months before Adobe acquired Figma.

        Repeating an argument Steve Jobs made, Marty Cagan said, “as a company gets bigger, product historically became less important… Good product people don’t want to work there anymore… They go to a company that values product. I think that’s a better explanation than any other I’ve heard.”

        Steve Ruiz said, “unfortunately taste doesn’t scale”.

        Packy McCormick wrote about this. Here are some good bits:

        
            “Magic can, even must, be a strategy for startups. It’s something they can uniquely create, that incumbents often can’t.”
            “Figma was able to choose … sufficiently advanced technologies at that moment in time without worrying about two decades’ worth of technical debt. As a young startup, it could focus on creating magic and ride that magic until, one day, it, too, had too much technical debt… until the demands of the public markets forced it to make the kinds of practical business-driven decisions that kill the magic.”
            “whether Adobe accelerates the downfall or not … the magic would have, eventually, degraded anyway.”
            “A startup, if it’s lucky, creates magic, turns that magic into dollars, and transitions to life as a successful Big Muggle Company, capable of enormous profits and power but no longer able to conjure magic.”
            “I was planning to bemoan the loss of magic in the products I once loved and try to figure out why the technology I use isn’t as magical as it once was. But that’s not what’s happening. What’s happening is more fascinating. The last generation of magical products has matured, turned into Muggles, and in so doing, has cleared space for a new cohort of Magicians.”
            “Blame familiarity. Blame business models. Blame technical debt. Blame multivariate testing and optimization. Blame the cruel coldness of the market. Blame the hedonic treadmill. Blame our unending pursuit of shiny new things. Blame human nature.”

        

        Paul Graham said, “One theme I’ve noticed talking to people in Silicon Valley this trip is that Google has become terminally bureaucratic”.

        On the Tim Feriss show, Stripe co-founder Patrick Collison said “Just think of any big, major company … for whatever reason, they can’t turn capital into good software. And it would be immensely valuable for them if they could. But they can’t. Or at least, they don’t. And I don’t think it’s for lack of trying or lack of realizing this. And so I think actually, small companies don’t realize how much of an upper hand they have here where if they can create a product that is so much better … it’s going to be really freaking hard for a big company to effectively compete because, again, this organizational transformation into being good at software is just so profoundly hard.”

        Dan Luu has said that “while it’s not exactly common, there are plenty of small firms out there with a culture of excellence that generally persists without heavyweight processes or big incentives”, but that “this doesn’t work at big tech companies since they’ve all gone through a hypergrowth period where it’s impossible to maintain such extreme (by mainstream standards) cultural values.”

        Kevin Yien says that “you know you are no longer a startup when your [organisationl] structure prevents well-intentioned people from fixing problems”.

        Cemre Güngör, a product manager at Instagram, says that “Big tech companies hire expensive senior designers but still end up with poor design because it’s much harder to make structural changes to incentives and slavish metric chasing. There’s great talent in most companies already. They’re just stifled by the organization around them.”

        Craig Mod said “… the three primary pieces of software on macOS are probably Finder, Safari, and Mail. To have two of these show signs of instability is … just weird. It shouldn’t happen, especially when these are new, critical bugs in decades-old programs. It makes you wonder … what’s broken with the development cycle to allow for these bugs to ship… we’re seeing once-reliable applications suffer from feature creep and bloat. Perhaps this is endemic to the very nature of public companies and their conflation of features with user growth? For example: Dropbox has gone from a svelte, hyper-reliable file syncing service to a bloated curiosity that pegs the cpu at 200% for unclear reasons.”

        The Financial Times’ Tim Bradshaw said “… developers that respond by bundling ever more features into a super app risk frustrating users. Single-purpose apps are faster and easier to navigate. By contrast, the super-app approach involves cramming as many features as possible into one bloated piece of software… Spotify’s interface, for instance, has become cluttered and confusing since it added podcasts… This is my real issue with super apps: most solve a problem for the company, not the customer.”

        Adam Michela, on the topic of Airbnb’s misleading pricing design, says “the problem is that Airbnb’s chief metric is Nights Booked (units sold) and manipulating users with basic pricing psychology moves units. It takes a Jobs-like chief to prioritize user experience over business performance.”

        Adam Michela also said that “We’ve helped hundreds of 2-200 person startups build products … I can confidently agree that the ~30 person moment (5-10 engineers and 2 designers) is the quality sweet spot.”

        Dennis Brotzky, coufounder of Fey, says that “the smallest and most focused teams deliver the best results. Keep your team small and give them time and freedom.”

        Michael Karnjanaprakorn, who founded Skillshare, says that “quality and speed goes down as team size gets bigger”.

        Rasmus Andersson says that “I’m convinced that—generally speaking—there’s an inverse correlation between number of people working on a software product and its quality (from end-user perspective)”.

        Kyle Rubenok, a PM at Microsoft, says that “the best iOS design is exclusively in indie/small team apps today.”

        Cameron Moll says “quality and craft don’t seem to scale as well as headcount.”

        Box Baxley says “Nothing about creativity scales—and it never has. Production scales. Creativity doesn’t.”

        Hardik Pandya says, “Don’t be afraid of large teams. Be afraid of small & determined teams.”

        Packy McCormick says “taste is a fickle thing on which to hang the fate of a company. At some point, growth pressures can get in the way of making sure that every detail is perfect, that every hire is great. Taste, like trust, takes a lifetime to build and minutes to destroy.”

        Jasmine Friedl said “while these [measures of quality] worked for us, we acknowledged that it wouldn’t scale much past our small team; for example, a team with hundreds of designers shipping daily wouldn’t likely have the bandwidth for manual reviews.”

        Paul Stamatiou wrote an article about craft which has some gems in it:

        
            “That’s where the challenge of building quality products starts to creep in. The constant tension of shipping faster versus shipping better. Falling into a cycle of “Ship, then iterate” is a trap. … Things happen and that “fast-follow” V1.1 release or V2.0 you had imagined probably won’t. There’s always a new shiny initiative, re-org or new leadership hire that throws a wrench into things and changes all plans. Don’t rely on a future release to clean up today’s mess.”
            “If support for quality does not come from the top, it’s far too easy for ICs to skirt over issues and pay a little less attention to details they think their reporting chain won’t notice.”

        

        In a 1995 interview for TV show “Triumph of the Nerds”, Steve jobs said “It turns out the same thing can happen in technology companies that get monopolies, like IBM or Xerox. If you were a product person at IBM or Xerox, so you make a better copier or computer. So what? When you have monopoly market share, the company’s not any more successful. So the people that can make the company more successful are sales and marketing people, and they end up running the companies. And the product people get driven out of the decision making forums, and the companies forget what it means to make great products. The product sensibility and the product genius that brought them to that monopolistic position gets rotted out by people running these companies that have no conception of a good product versus a bad product. They have no conception of the craftsmanship that’s required to take a good idea and turn it into a good product. And they really have no feeling in their hearts, usually, about wanting to really help the customers.”

        Gergely Orosz says “Very few if any people and teams [at a large tech company] get rewarded for fixing low impact issues impacting 0.002% of users. Also few get punished by not doing so. At any Big Tech, incentives that drive promotions and performance reviews end up driving a surprisingly large amount of decisions. Most of these incentives are impact, revenue generation at scale & savings at scale. Fixing small issues fits none of these. In fact, fixing one-off issues is one of the most expensive things to do. It would - and does! - pull profits down. This is bad for business.”

        Dan Luu says “The pervasiveness of … technical decisions made without serious technical consideration, is a major reason that the selection pressure on companies to make good products is so weak. There is some pressure, but it’s noisy enough that successful companies often route around making a product that works, like in the Mongo example from above, where Mongo’s decision to loudly repeat demonstrably bogus performance claims and making demonstrably false correctness claims was, from a business standpoint, superior to focusing on actual correctness and performance; by focusing their resources where it mattered for the business, they managed to outcompete companies that made the mistake of devoting serious resources to performance and correctness.”

        Arvind Narayanan says “some products are sold directly to the end user, and are forced to prioritize usability. Other products are sold to an intermediary whose concerns are typically different from the user’s needs. Such products don’t HAVE to end up as unusable garbage, but usually do.”

        Nick Lockwood says “development is like Zeno's paradox, where effort rises exponentially. You never actually reach completion, you just get ever nearer to it, with each unit of effort getting you fractionally closer… this fact applies *fractally*, to every feature. At any point in a product's lifecycle, it will be the same (or more) effort to fix a small bug or papercut than to implement a major new feature (or rather, to implement 80% of it, minus the last few bugs and papercuts).”

        Alexandr Wang says “Unintuitive fact of engineering: Big teams (>8 people) ship less than small teams. Not only less per capita—less overall!”

        On Twitter, Dan Luu said “… a sentiment I’ve heard from literally all of the highest impact/most effective people I’ve talked to at large companies: You can make a big difference, but you’re constantly fighting a self-sabotaging organization”.

        In his article Tiktok’s enshittification, Cory Doctorow said “here is how platforms die: first, they are good to their users; then they abuse their users to make things better for their business customers; finally, they abuse those business customers to claw back all the value for themselves. Then, they die”.

        George Kedenburg III wrote an article, “The Cost of Craft”, on this topic:

        
            “Over time Instagram continued to grow and evolve. The product got bigger and more complicated as it accumulated more competitors and employees. Three years went by and I noticed that it was starting to feel more and more like the environment I left Facebook to escape — a place where metrics and growth mattered more than creating experiences that people love.”
            “It appears inevitable that all digital products must eventually trade craft for scale.”
            “The cost of craft rises with each additional person.”
            “The secret sauce I was searching for was really just a perfect blend of size and talent… It’s simply so much easier to keep 10 people in sync than 10,000. Each additional person makes it harder for everyone to stay focused and in sync.”

        

        Patrick McKenzie wrote that “… as software companies get larger … they increasingly make it difficult to get relatively simple software done, which leads to surprising results … You just need a landing page, but the process of getting a landing page done requires three quarters of lead time and sixteen reviews, and the Landing Page as a Service fits on a purchasing card and takes two hours…”

        Adam Stoddard wrote about craft at scale, and said that “Funded startups and public tech companies need to keep the high-growth engine running, which inevitably leads progressively larger and more complex product offerings that attempt to attract more and more users. No single team can deliver on that, which leads directly to disjointed and/or competing teams, and a steady erosion of vision that’s backfilled by process.”

        Joel Beukelman said, “After ~8 years at Google I have a deep respect for product at scale, but my $.02 is there’s some sparkle lost when a team gets too big.”

        Chief Product and Engineering Officer Claire Vo wrote a post on this topic. Some excerpts:

        
            “Almost everything about growing the size and scale of your team has immediate and detrimental impacts to the thing that matters the most: building awesome products.”
            “… meetings, process, policy and operating models are necessary for high scale and trusted delivery AND YET teams that forget to actively and aggressively prune the worst effects of these things out of their company will soon regret it.”

        

        Karri Saarinen, co-founder of Linear, wrote a post about quality and said, “As companies grow, they often have a hard time with quality, and usually just give up on it. [The] main reason is that quality is something which cannot be easily measured or defined. As the companies scale, the way they operate or make decisions [is] based more on measurements.”

        In a conversation with Linear about quality, Dick Costolo said, “The best product teams will stay as small as possible, as long as possible. It just becomes too difficult for the product to look and feel like the outcome of a singular simple vision for what the future could be as you layer more and more and more people into the thing.”

        Companies with dedicated quality efforts

        Many companies say they care about quality, but don’t have specific efforts dedicated to it. Here are some that do.

        Automattic

        Automattic employs a Chief Quality Officer. Here’s what Lance Willett told me about the role:

        
            [I pay] attention to both the big picture (strategy: culture, mindset, consistency) and oversee the day-to-day details (execution: bug fixing, automated testing, and quality metrics). I sit in the C-suite to help drive culture change for technical quality, reporting on key quality metrics to the CEO and our board (think: Core 4) while also leading a hands-on QualityOps team. I approach my role as a “full-stack leader”, able to ship software changes myself in any product/app while keeping an eye on the entire landscape.

            
        

        You can read more about Lance’s role here.

        GitLab

        GitLab has a “UX Paper Cuts” team, which they describe this way:

        
            The UX Paper Cuts team has a unique scope; we are responsible for identifying and fixing small yet impactful usability issues across the GitLab product… By default, the UX Paper Cuts team does not take on new feature work, nor is the team used as a resource for another Group. Instead, the team focuses on usability and accessibility issues, design inconsistencies, and out-of-date UI across the entire product.

            
        

        HubSpot

        HubSpot created a “Cohesion Studio”, which they describe this way:

        
            Cohesion Studio is focused on improving user experience across HubSpot, making our products faster and easier to use. This team operates as a horizontal layer between the design system team and our product teams. The job of this team is to assess, track, and unify HubSpot’s end-to-end journeys.

            
        

        Linear

        In 2022, Linear had a month dedicated to interface design polish: “For the rest of the year, polishing will be our sole focus. No new feature work, just quality of life improvements.”

        They also have a permanent policy related to bug fixes:

        
            A few months ago, we changed the way we address bugs at Linear. We prioritized bugs over everything else. If you have bugs assigned when you wake up in the morning, you don't do anything else before they are addressed.

            
        

        Finally, for changes that aren’t bugs, they have “Quality Wednesdays”:

        
            We have a separate ongoing process for things that could work slightly better. We have quality Wednesdays where each team member shows off at least one thing that they’ve slightly improved in the product in the previous week.

            
        

        Meta

        Ron Goldin and some other people at Meta introduced quality metrics:

        
            When I was at Meta, some colleagues and I went so far as to set up a “Quality” program where we attempted to define, quantify, measure and report, among others things, a numerical Craft score for our key journeys.

            
        

        Microsoft

        After public outcry about the quality of Windows 11, Microsoft announced a dedicated effort to improve:

        
            What follows is our plan to raise the bar on Windows 11 quality this year, with a focus on performance, reliability and well-crafted experiences. These areas have meaningful impact on how you experience Windows: how fast it starts and responds, how stable it is under real workloads, and how consistent and thoughtful the experience feels.

            
        

        Operate

        
            We just started the Give a Damn™ initiative at Operate — dedicated time to sweat the details.

            
        

        Shopify

        Shopify started a team to focus on quality:

        
            … sometimes you need space for specific focus on quality. That’s precisely what a new team at Shopify is doing. Our team is focused on looking horizontally across Shopify admin… We’re addressing quality issues from adjusting visual design details to fundamentally restructuring pages or components.

            
        

        Sonos

        Sonos has appointed a “quality ombudsman”.

        
            We are creating a new role: Quality Ombudsperson. This person will ensure employees have a clear path to raise concerns regarding quality and customer experience. The ombudsperson will report directly to executive leadership, publish reports twice a year, and present regularly to the Sonos board of directors.

            
        

        Stripe

        Stripe hired Malthe Sigurdsson as “Head of Craft”:

        
            I’m coming back to Stripe as “Head of Craft” on Katie Dill’s team to help drive our continued focus on craft, beauty, and quality.

            
        

        Zed

        Twice a year, Zed has a “quality week”. Here’s how they describe it on their website:

        
            … periodically, we conduct what we refer to as "Quality Week." During this time, we halt work on feature additions and pivot to working solely on user pain points within Zed … We focus on finding issues that try to balance a small amount of work with a potentially large impact. We prioritize reducing cases where Zed can panic. The overall goal of Quality Week is to ship a more stable, refined Zed.

            
        

        Interface quality of life improvements

        Here are some quality of life improvements you can make to an interface.

        
            	Generous mouse paths in nested menus, where the menu doesn’t close if the mouse isn’t always within its boundaries.

            	Coyote time for keyboard shortcuts, where a multi-key shortcut isn’t cancelled as soon as you release the wrong key first.

            	Stretch/bounce motion effects in scrolling list views, to help show that someone has reached the end of the list.

            	Smooth and fast expand and collapse animations for all elements that expand and collapse (as opposed to no animation).

            	Starting expansion and collapse animations from the direction of the element that triggered the animation, so that it feels as if it’s expanding away from that element.

            	Smooth and fast animated movement for elements that move from one place to another (as opposed to no animation).

            	Animation to let you know that elements in the edge of your vision have appeared or changed.

            	Menus and other pop-up elements open ~instantly but take slightly longer to fade away.

            	Optical adjustment of visually unbalanced elements so they look properly aligned.

            	If an element that contains text is changed to an “edit” mode, keep the text in the same place as the mode changes.

            	Don’t move elements as the result of an interaction near or with that element, unless that’s the interaction’s purpose.

            	If elements are added or removed to a list, maintain the subjective scroll position so that elements visually stay in the same place.

            	Open context menus so that the menu actions are always in the same place relative to the cursor.

            	On mobiles open the correct type of keyboard for the field selected.

            	If clicking something opens a new interface where the mouse is, don’t put something risky under the current mouse cursor position, in case the person clicks again by accident.

            	Object permanence: elements that feature in more than one view persist throughout transitions from one view to another, even if they move or change shape/size.

            	Unless explicitly requested, information entered by a person is never lost if that person leaves the screen.

            	If a moveable element (e.g. a scrollable horizontal stack of containers) has natural positions, snap it into those positions.

            	Show changes to something in real time, or if the thing is not visible, show a preview of the changes as options are changed.

            	Delay opening e.g. a tooltip, but if the mouse then moves to a neighbouring element which also has a tooltip, show the new tooltip instantly.

        

        [← anthonyhobday.com]
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Show HN: Rowboat – Open-source, local-first alternative to Claude Desktop

github.com · 36 points · Discussion

Claude’s desktop app is brilliant, but for our own daily work we kept wanting it to be less like a chat app and more like a full-fledged work app. Rowboat is our attempt at that, including the ability to build your own work surfaces inside Rowboat (more below).Our repo is https://github.com/rowboatlabs/rowboat, and there’s a demo video here: https://www.youtube.com/watch?v=et5yQABJ3xI
In a previous startup, we built a deep-learning product for enterprise support reps, including teams supporting P&G brands. Models took live notes, suggested replies, and recommended actions while support reps were on calls or handling emails. One lesson stuck with us: it's not enough for the AI to be right, the help has to show up where the work is happening.
So we added what we came to call “work surfaces”: dedicated areas for email, meetings, notes, browser, and parallel coding, where the assistant can help inside the workflow itself rather than only through chat:
- Email client: Rowboat has a simple email client that sorts incoming emails into important vs. everything else, and pre-creates drafts for important emails. As you edit and send emails, it takes notes on your style, so future drafts get closer to your voice.
- Meeting notes: We built a Granola-style local meeting notetaker. Notes are stored as plain Markdown files on your machine. After a meeting, Rowboat feeds the notes back into the knowledge graph and updates the relevant people, project, and topic notes.
- Browser: We added a built-in browser, isolated from your main one, where you can log in only to the accounts you want the assistant to help with. The assistant uses browser-use skills to navigate websites.
- Parallel coding: The code-mode inside Rowboat lets you spin multiple instances of Claude Code or Codex and either work with them directly or let Rowboat use your work context to orchestrate them. We built an ACP (Agent Client Protocol) client in Rowboat for this.
- Notes: Rowboat has an Obsidian-style local note-taking system. It comes with graph view, bases view, and voice notes. You can also sync Google Docs files and edit them inside Rowboat.
You can also build your own work surfaces inside Rowboat (web apps). Each app gets its own UI and a background agent, and can use all of Rowboat's tools, product integrations, and your work memory. For instance: an app to manage GitHub activity, project tracking, or ads campaign management. There are a few community apps at launch you can search and install, and you can publish your own by creating a GitHub repo for it and registering it.
Rowboat also indexes your work into a knowledge graph that all of the above surfaces use to have better context. We did a Show HN a few months back on this: https://news.ycombinator.com/item?id=46962641.
As an example that ties some of these together: you can create an app inside Rowboat that collects feature requests from your email, meetings, and Slack and ranks them, then uses Claude Code to draft a first version of the top-ranked feature, pulling prior context about it from your knowledge graph.
Rowboat is local-first: data is stored as plain Markdown files you can read, edit, or delete anytime. It is Apache-2.0 and works with any LLM, including local models through Ollama or LM Studio.
We’d love to hear your thoughts, and contributions are welcome!


Original: https://github.com/rowboatlabs/rowboat · Discussion
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All Cars Sold in the EU Now Require a Camera Aimed at Your Face

allaboutcookies.org · 34 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://allaboutcookies.org/eu-mandatory-distracted-driver-system · Discussion
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GitHub Freno: cooperative, highly available throttler service

github.com · 32 points · Discussion


  

Cooperative, highly available throttler service: clients use freno to throttle writes to a resource.

Current implementation can throttle writes to (multiple) MySQL clusters, based on replication status for those clusters. freno will throttle cooperative clients when replication lag exceeds a pre-defined threshold.

freno dynamically adapts to changes in server inventory; it can further be controlled by the user to force throttling of certain apps.

freno is highly available and uses raft consensus protocol to decide leadership and to pass user events between member nodes.


Cooperative


freno collects data from backend stores (at this time MySQL only) and has the logic to answer the question "may I write to the backend store?"

Clients (application, scripts, jobs) are expected to consult with freno. freno is not a proxy between the client and the backend store. It merely observes the store and states "you're good to write" or "you should stop writing". Clients are expected to consult with freno and respect its recommendation.


Stores and apps


freno collects data per data store. E.g. when probing MySQL clusters it will collect replication lag per cluster, independently. Backend store metrics are collected automatically and represent absolute truths.

freno serves clients, identified as apps. Since freno is cooperative, it trusts apps to identify themselves. Apps can be managed: freno can be instructed to forcibly throttle a certain app. This is so as to enable other, high priority apps to run to completion. freno merely accepts instructions on who to throttle, and does not have scheduling/prioritization logic of its own.


MySQL


freno is originally designed to provide a unified, self adapting solution to MySQL throttling: controlling writes while maintaining low replication lag.

freno is configured with a pre-defined list of MySQL clusters. This may includes credentials, lag (or other) inspection query, and expected thresholds. For each cluster, freno needs to know what servers to probe and collect data from. For each cluster, you may provide this list:


	static, hard coded list of hostname[:port]

	dynamic. Hosts may come and go, and throttling may adapt to these changes. Supported dynamic options:

	via haproxy: provide freno with a haproxy URL and backend/pool name, and freno will periodically parse the list of enabled servers in that pool and dynamically adapt to probe it.







Read more about freno and MySQL throttling


Use cases


freno is useful for bulk operations: massive loading/archiving tasks, schema migrations, mass updates. Such operations typically walk through thousands to millions of rows and may cause undesired effects such as MySQL replication lags. By breaking these tasks to small subtasks (e.g. 100 rows at a time), and by consulting freno before applying each such subtask, we are able to achieve the same result without ill effect to the database and to the application that uses it.

freno can also be used to determine actual lag to infer validity of replicas. This can assist in mitigating write-then-read pains of master reads. See here.


HTTP


freno serves requests via HTTP. The most important request is the check request: "May this app write to this store?". freno appreciates HEAD requests (GET are also accepted, with more overhead) and responds with status codes:


	200 (OK): Application may write to data store

	404 (Not Found): Unknown metric name.

	417 (Expectation Failed): Requesting application is explicitly forbidden to write.

	429 (Too Many Requests): Do not write. A normal state indicating the store's state does not meet expected threshold.

	500 (Internal Server Error): Internal error. Do not write.



Read more on HTTP requests & responses


Clients


Clients will commonly issue /check/... requests via HEAD.

Clients can be expected to issue many requests per second. freno is lightweight in resources. It should be just fine to hit freno hundreds of times per second. It depends on your hardware and resources, of course.

It makes sense to hit freno in the whereabouts of the granularity one is looking at. If your client is to throttle on a 1000ms replication lag, checking freno 200 times per sec may be overdoing it. However if you wish to keep your clients naive and without caching this should be fine.

Read more on clients


Raft


freno uses raft to provide high availability. freno nodes will compete for leadership and only the leader will collect metrics and should serve clients.

Read more on raft and High Availability


Configuration


See sample config file. Also find:


	General/raft configuration dissection

	MySQL-specific configuration dissection




Deployment


See deployment docs for suggestions on a recommended freno deployment setup.


Resources


You may find various resources for setting up freno in your environment.

freno-client is our Ruby client for freno, open sourced and available as a Ruby Gem.


What's in a name?


"Freno" is Spanish for "brake", as in car brake. Basically we just wanted to call it "throttler" or "throttled" but both these names are in use by multiple other repositories and we went looking for something else. When we looked up the word "freno" in a dictionary, we found the following sentence:


Echa el freno, magdaleno!



This reminded us of the 80's and that was it.


Project status


This project is under active development.


Contributing


This repository is open to contributions. Please also see code of conduct


License


This project is released under the MIT LICENSE. Please note it includes 3rd party dependencies release under their own licenses; these are found under vendor.


Authors


Authored by GitHub Engineering
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[image: Watch: Claude filling out and redlining an NDA]

A .docx CLI built for AI agents. Leave comments, suggest redlines, and edit Word documents without breaking the formatting or losing content — a human accepts or rejects in Word afterward.


	Hand a .docx to Claude or Codex and get back a redlined copy with comments — open it in Word, accept or reject as usual.

	Agents address text by stable locators with character offsets (p3:5-20); humans see normal Word formatting on disk.

	Custom styles, theme colors, embedded objects — all of it survives. The CLI mutates XML in place rather than re-emitting from a lossy model.




Why docx-cli?


The default way agents edit Word docs is to unzip the .docx and hand-write the OOXML inside. That takes a strong model to get right, burns tokens, and routinely produces a file Word won't open. docx-cli hands the agent plain commands plus an annotated-Markdown read view, so it never has to reason about the XML.

We measured it — a controlled A/B bake-off: six real document tasks (fill an NDA, fill an invoice, restyle a résumé, redline a contract, finalize a contract, author a journal), the same starting files, and one independent judge grading every result from the Word-rendered pages. Three runs per arm at each of two model tiers:




	
	Haiku (weak, cheap)
	
	Sonnet (strong)
	





	
	docx-cli
	default skill
	docx-cli
	default skill



	Tasks solved (of 6)
	4.3 (4–5)
	0.7 (0–1)
	6.0 (6–6)
	4.0 (4–4)



	Rendered correctly (of 6)
	6
	3.7
	6.0
	4.7



	Outright-broken documents
	0
	~1/run (up to 2)
	0
	0



	Input tokens
	2.4M
	6.1M (2.6×)
	1.6M
	3.6M (2.2×)



	Wall-clock
	924 s
	1,882 s (2.0× slower)
	1,175 s
	2,029 s (1.7× slower)






	The correctness gap is widest on the cheap Haiku tier (~6×), and a frontier model never closes it — the default skill caps at 4/6, losing the contract redline and the résumé every Sonnet run.

	The cost and speed penalties are model-independent — ~2.2–2.6× more tokens and ~1.7–2× slower at both tiers, with token/time ranges that never overlap.

	Word couldn't reliably open the default skill's work — it failed to open 5 of 36 of its outputs; all 36 of docx-cli's opened on the first try.



Full methodology, per-task rubric, and side-by-side renders: the bake-off writeup.


Install


npm — the simplest path (requires Bun >= 1.3):

bun add -g bun-docx
# or run without installing:
bunx bun-docx read doc.docx


Standalone binary (no Bun required). Every release publishes prebuilt binaries plus a SHA256SUMS manifest, and the installer verifies the binary's SHA-256 before installing:

curl -fsSL https://raw.githubusercontent.com/kklimuk/docx-cli/main/install.sh | sh


Honors PREFIX (default $HOME/.local/bin) and VERSION (default latest). Pre-built for linux/x64, linux/arm64, darwin/x64, darwin/arm64, windows/x64. Prefer to inspect first? Download docx-<platform> + SHA256SUMS from the latest release, verify, chmod +x, and put it on PATH.


Quick example: filling out an NDA


The repo includes a Common Paper Mutual NDA template at tests/fixtures/mnda.docx. Below are the primitives an agent would compose to fill in the cover page and leave redline edits — the same flow shown in the video above. Every command was verified end-to-end against the fixture:

# Make a copy first — there's no undo (git is the history; the CLI overwrites in place)
cp tests/fixtures/mnda.docx mnda-filled.docx

# Read the cover-page table so the agent knows what placeholders exist
docx read mnda-filled.docx --from t1 --to t1

# Fill the yellow-highlighted bracketed placeholders
docx replace mnda-filled.docx "Fill in: today's date" "May 6, 2026"
docx replace mnda-filled.docx "fill in state and/or county" "California"
docx replace mnda-filled.docx "fill in state" "California"
docx replace mnda-filled.docx "Fill in, if any." "None."

# Verify nothing's left to fill (bare locator lines, one per match; nothing → exit 0)
docx find mnda-filled.docx '\[(Fill|fill)[^]]*\]' --regex --all

# Flip on tracked changes for the redline pass
docx track-changes mnda-filled.docx on

# Tighten "having a reasonable need to know" in the Use & Protection clause
docx replace mnda-filled.docx \
    "having a reasonable need to know" \
    "with a documented need to know"

# Leave a comment for the human reviewer — addresses an existing span with --at
docx comments add mnda-filled.docx --at p7:0-30 \
    --text "Should we narrow 'representatives' to a named list?"


Open mnda-filled.docx in Word: tracked changes and comments appear in the review pane, ready to accept, reject, or reply. Or run docx track-changes accept mnda-filled.docx --all to bake them in from the CLI.


Use as an agent skill


docx-cli ships as an Agent Skill — one SKILL.md that works across Claude Code, Codex, Pi, and the other harnesses that read the open skill format. The skill teaches the locator model and the redline / comment / fill workflows, then defers to docx <command> --help at runtime, so it can't go stale.

Why a skill? docx-cli is built for the weakest, cheapest agents. In our weak-agent benchmark — 6 real document tasks (fill a contract, redline, comment, restyle, author from scratch), graded against Word renders, 3 runs each — Haiku driving docx-cli completed 4.3/6 tasks versus 0.7/6 for the default Claude skill, at roughly 2.5× fewer tokens; with Sonnet it's 6/6 vs 4/6, with roughly 2x fewer tokens. And every docx-cli output opened cleanly in Word on the first try — it never emits a file the renderer rejects. (Methodology and harness: .claude/skills/weak-agent-test.)


Install


Any agent (skills.sh) — one cross-harness command, installs into whichever agent you're using:

npx skills add kklimuk/docx-cli


Claude Code — one-line plugin install:

/plugin marketplace add kklimuk/docx-cli
/plugin install docx-cli@docx-cli



Codex — add the marketplace (the plugin's skills auto-discover):

codex plugin marketplace add kklimuk/docx-cli



Pi — one-command install (the pi manifest in package.json pulls in the skill), then invoke /skill:docx-cli:

pi install git:github.com/kklimuk/docx-cli      # global; add -l for a project (team-shared) install
# manual alternative: pi --skill /path/to/docx-cli/skills/docx-cli



Any harness / manual — drop skills/docx-cli/ into your agent's skills directory (e.g. ~/.claude/skills/ or the cross-tool ~/.agents/skills/). On first activation the skill's scripts/bootstrap.sh installs the docx binary (and self-updates a stale one).


Keeping the skill current


The binary is the source of truth: docx info skill prints the canonical SKILL.md for the installed version, and a CI test fails if the committed copy drifts. Regenerate after any change with:

docx info skill > skills/docx-cli/SKILL.md




docx <command> --help is the authoritative contract
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Reducing Doom Loops with Final Token Preference Optimization

liquid.ai · 24 points · Discussion

Repetitive degeneration [1] is a common failure mode during inference: the model emits a span (often something like "Wait, let me reconsider…"), then repeats the same span again and again, until the context window is exhausted. We call this phenomenon the 'doom loop'. Small reasoning models are more prone to this behavior, especially on long thinking traces and hard problems [2].
The commonly applied inference-time fix is to apply repetition_penalty to reweight the output distribution. However, this is a band-aid solution and can degrade performance. Reinforcement learning can target repetitive looping, but it typically requires carefully calibrated rewards and costly online rollouts.
Our method takes a more targeted approach. We identify the exact token that begins a loop, train the model to prefer coherent alternatives at that single position, and leave the rest of the distribution largely untouched. The method adapts Antislop [3], training on chosen/rejected pairs that represent a single completion token, using Final Token Preference Optimization (FTPO). We call our approach “Antidoom”.
On an early checkpoint of LFM2.5-2.6B, 10.2% of completions on hard math and coding prompts produced repetitive loops. After Antidoom training, that rate fell to 1.4%, with eval scores improving across the board as a direct result of reduced looping.
Anatomy of a doom loop
Doom loops can arise in inference from three mechanisms working together:
Mechanism 1: Overtrained tokens + Uncertainty
Some tokens in the vocabulary are more likely to be selected in general. Well-known examples in the wild include "delve" and "testament". This may occur if synthetic data is used in the model's training set, creating higher distributions of these words than would ordinarily occur in human writing. In reasoning models, high-prior continuations often include discourse markers and self-reflection tokens such as “Wait” or “Alternatively.” These tokens are not necessarily bad and can mark a useful change of strategy, a verification step, or a branch in the reasoning trace. However, when the model is uncertain or stuck, they can become attractive fallback continuations, restarting the same local reasoning pattern instead of helping the model make progress.
For an early checkpoint of LFM2.5-2.6B, the most common tokens to begin a doom loop were:
count    share  token
   2277  11.39%  ' the'
    902   4.51%  ' So'
    644   3.22%  'Alternatively'
    511   2.56%  'Wait'
    493   2.46%  ' But'
When the model is uncertain, these overtrained tokens dominate the next-token distribution, which appears to be why looping shows up most often inside reasoning traces for hard math and coding problems. Prior work [5,6] gives a similar account of degeneration: likelihood-trained models can overassign probability to repeats and frequent words, and reasoning models can loop under low-temperature decoding when they fail to identify a useful next step and instead fall back to repetition.
Mechanism 2: Prior context reinforces the loop
Earlier sequences make those same sequences more likely later. With each repetition, the probability of every token in the looping span climbs toward 1.

Duan et al. [7] study this looping in their work on circular reasoning. They link it to a "V-shaped" attention pattern and find that semantic repetition (the model getting stuck on an idea) precedes textual repetition (the same words showing up in the output).
Mechanism 3: Greedy sampling
Reasoning models are typically run at low temperature so that traces stay stable and reproducible. At temperature 0, the most likely token is always selected, and a locally reinforced loop has no exit. Higher temperatures help in theory, but once mechanism 2 has pushed the loop token's probability close to 1, there is almost no probability assigned to the remaining vocab, so sampling can still get stuck in loops at higher temperatures (our results show significant looping even at temp=0.67). The lower the temperature, the more looping is exacerbated.
Locating the failure
To build a targeted training set, we generate completions on a prompt mix designed to elicit looping (LiquidAI/antidoom-mix-v1.0) at low temperature, then mine the failures.
A loop is detected in a sample if a section repeats at least four times, over at least 60 characters. In practice, these constraints help avoid false positives and false negatives. Once the looping sequence is identified, we target the first token of the first repeat.
At that position, we take the base model's top-k log-prob alternatives, filter out short or non-alphanumeric noise, and keep up to 20 plausible substitutes as chosen tokens. Each training row is comprised of a [prompt prefix, one rejected token, one or more chosen tokens] tuple. We then regularise the rejected and chosen distributions before training: a small set of culprits (Wait, So, the) would otherwise dominate, and over-suppressing them degrades reasoning.
Final Token Preference Optimization
Final Token Preference Optimization (FTPO) is a preference-optimization algorithm similar to Direct Preference Optimization (DPO) [4]. A training sample consists of a prompt, a chosen continuation, and a rejected continuation [3]. It is designed from the ground up to make targeted changes to just a few tokens in the distribution, with minimal disturbance to the model otherwise.
FTPO differs from DPO in the following ways:
	Final token training: Only trains the trailing token of a sequence that is midway through generation.
	Multiple chosen completion tokens per sample: This spreads out the probability to a group of alternative tokens, so we aren't just replacing one overtrained token with another.
	A KL-like loss component implemented in logit space: Avoids gradient pressure on unrelated tokens by omitting softmax and instead computes divergence from reference in logits.
	Two-part regularization: The logits we intend to train (the chosen and rejected tokens) are allowed to move more freely with respect to the reference, while the remaining vocab is more tightly constrained. This affords better learnability while keeping close to the reference.

In our Antidoom implementation, the model is typically trained for one epoch with LoRA. We find high LoRA ranks (rank=128-256) to produce the best results: higher learnability with less degradation. We train on all attention and MLP projections, as well as lm_head, with discovered optimal learning rates around 4e-6 to 2e-5.
Over-training can happen easily. We trigger early stopping conditioned on chosen_win (proportion of samples where chosen tokens are winning vs rejected). Stopping at chosen_win=0.35 typically reduced doom-loop rates from 20-30% down to 1-2% with minimal degradation. Training longer tended to degrade the model, often creating new doom-looping issues.
For our early LFM2.5-2.6B checkpoint, the training set generation takes approximately one hour on 8x MI325 GPUs, and subsequent training takes approximately one to two hours on 1x MI325 GPU. The training set generation time is determined by the model’s doom loop rate, as it stops after collecting 20k pairs.
Results
To measure the doom-looping rate, we generate responses to a varied mix of reasoning-heavy prompts and count samples that exhibit degenerate repetition.

After training, the doom-looping rate on our early LFM2.5-2.6B checkpoint dropped from 10.2% to 1.4%. Eval scores improved across the board, attributable entirely to the reduction in looping. The training set teaches the model nothing new about math or code; it removes the failure mode that was preventing the model from reaching answers it could already produce.
We also train Qwen3.5-4B on the Antidoom pipeline, known to produce repetitive loops during reasoning. Its doom-looping rate dropped from 22.9% to 1% under greedy sampling, with eval scores increasing markedly.
LFM2.5-2.6B Early Checkpoint:

For the baseline checkpoint (LFM2.5-2.6B-early-ckpt), the eval score changes inversely with the doom-loop rate as temperature increases. It may be inferred that doom-looping is directly reducing benchmark scores, since after antidoom training, scores are substantially higher.
A secondary effect is revealed after antidoom training: the checkpoint sees a drop in performance at temp=1.0. This is expected: it is generally understood that higher-temperature sampling can harm performance, as the model is more likely to select less-preferred tokens. There has been a prevailing wisdom that higher temperatures may be preferable for reasoning models, allowing them to explore the solution space. However, this intuition may be misplaced, being conflated with the dominant effect of doom-looping. Once doom loops are eliminated, stronger eval performance is seen with near-greedy sampling, at least in the models tested here.
Qwen3.5-4B:
Qwen-3.5-4B shows an even greater performance uplift after antidoom training. The pattern is the same as LFM2.5-2.6B, with the largest benefit at low sampling temperatures, and an exposed pattern of performance degradation nearing temp=1 after looping is no longer a factor.
In practice, we've found it can be helpful to apply multiple rounds of Antidoom. After the first round, the doom-looping rate drops because the loop-causing tokens are rejected and the probability is reweighted toward the chosen alternatives at that position. However, this can expose new failure points, where other tokens now trigger loops elsewhere in the distribution. Applying an additional round of Antidoom targets these newly surfaced loops, further reducing the doom-looping rate.
Conclusion
Antidoom repairs degenerate repetitive behavior commonly seen after training, especially with thinking models. It selectively targets the problematic tokens that begin loops, with minimal collateral damage to the remaining distribution. Results so far demonstrate near-complete elimination of repetitive loops in internal Liquid LFM checkpoints, and also on Qwen3.5-4B.
The repository README contains guidance on using the training pipeline and selecting appropriate hyperparameters.
The code (generation, detection, FTPO trainer) is available at github.com/Liquid4All/antidoom.
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Computational Balloon Twisting: The Theory of Balloon Polyhedra [pdf]

cccg.ca · 24 points · Discussion

Full text couldn't be fetched for this one (paywall, anti-bot, or not an article page). Read it via the links below.

Original: https://cccg.ca/proceedings/2008/paper34full.pdf · Discussion
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How to organize 3 acquired companies into one coherent website

littlelanguagemodels.com · 13 points · Discussion


Company A has acquired Company B, C, and D. How do we organize their sites, for multiple products with different audiences, while making it easy to find relevant product information and quickly understand how the products work together?




For example, Company A offers residential relocation services. Company B offers relocation services for businesses. Company C offers relocation management software. Company D offers fine art and antique moving services.




What I recommend to clients is formalizing user goals before making rebranding decisions.




People from Company A, B, C, and D are going to bring different perspectives to information architecture decisions based on their:





	day-to-day responsibilities




	previous experiences making IA decisions, positive or negative




	perception of the areas with the highest potential for company growth




	professional goals






Many people’s first impulse is to discuss the products.




How Company A plans and delivers items.




How company B coordinates B2B moves, the types of businesses.




The data powering Company C’s software, the types of users, pricing tiers.




Insurance, identity confirmation, country regulations, employee training for handling fine art for Company D.




These conversations are useful for context gathering, but create an unnecessary us against them environment in the context of the website’s future. You’re with Company A. I’m with Company D. Product discussions keep us aware of this distinction at all times.




Instead, I recommend turning outwards and focusing your attention on user actions.




What does the user of your product get from buying from you?




Why is the user visiting the homepage? What about the contact form? And the pricing page?




Come up with as many user goals for interacting with different areas of the product. Even better if Company D’s folks are writing user goals for Company A, Company A for Company B, and so on.




Having “new” folks come up with user goals helps them get familiarized with the product and it builds empathy for users and employees of the company alike. Amazingly, this serves as a beautiful user research session to unpack biases or currently-unmet user needs.




“Oh, we thought that would be done automatically. We may want to clarify that to users.”




“Oh, I didn’t realize we offer customs, tax, and documentation assistance.”




“It wasn’t clear to me that step was mandatory to schedule a pickup.”




Focusing on user goals highlights opportunities for consolidation and removal across your content. Different areas of different products can help users reach their goals.




Which brings me to the next step: defining different ways for the user to meet their goals.




Define different ways for the user to meet their goals considering format, audience, and information receptiveness




Consider format preferences (a map might work better for locations, but a text field may work better if a service is only offered in <5 locations), audiences (busyness, goals, language), and willingness to interact with company content (someone transporting a luxury item will be more receptive to longer content like PDF brochures, but a moving contractor looking for the login portal will be less patient).




Group content on the homepage and navigation by user goal, and the conversation becomes about ways to delight and provide additional value through the acquisitions, rather than which product of which company does what.




Next, consider labels. I don’t like putting people in boxes, but I swear it’s for a noble purpose here. 




Put users into categories




What are different types of groups a user may belong to for a healthcare training provider?





	Location (by country, city, district)




	Clinical discipline (nursing, surgery, pharmacy)




	Clinical specialty (dermatology, ethics, pathology)




	Phase (needs assessment, pre-briefing, facilitation, debriefing)




	Role (educator, administrator, researcher)




	Institution (academic, commercial, non-profit)






For patients of healthcare providers, groups may include:





	Insurance type




	Age group




	Risk level






These categories (known as taxonomy) can help guide users and quickly orient them. By thinking through possible categorizations, and their overlap (what would a pathology surgery clinician working for a commercial vendor in New York look for and find?), teams can make the digital experience so intuitive that the user doesn’t have to “think” much.




Users should understand options at a glance while being able to get granular, so the categories shouldn’t serve as rigid boxes, rather quicker, more elegant paths to eureka.




Test with a small group of users




Once you have initial low-fidelity designs of key pages/interactions, please, please, please test them with a small user group.





	Do labels match user language?




	Do groupings match users’ mental models?




	Does content hierarchy reflect user goals?




	Is the amount of information provided appropriate for the user’s current step?






Finally, and this is easy to miss: think of content horizontally, not vertically.




Think horizontally, not vertically




What do I mean by this?




I’ve been on many design review meetings where the focus was on the single page we were looking at, and stakeholders wanted to know why X element wasn’t included or why Y was so low on the page.




The thinking goes: if a content component is deprioritized, users will have a difficult time finding it, and get frustrated.





	Vertical content – Content on a single page/interface helping the user reach their goal.




	Horizontal content – Content component used strategically and constantly across pages/interfaces (think: visiting hours being available in nav, footer, location pages, event pages, contact pages, etc.)






Horizontal content improves content discoverability by offering multiple opportunities for the user to find what they’re looking for.




Vertical vs horizontal content thinking



HOKA offers multiple examples of horizontal content thinking. I just shared 3 website lessons from HOKA, one of the fastest growing sport brands. Check out the latest article. 




If you’re a content or design professional who enjoys work-related books, I highly recommend Donna Spencer’s book Presenting Design Work. One of the most valuable lessons I took from the book was presenting findings and recommendations in the context of “a person doing a thing” rather than prototype X or page Y. We’re taught to think vertically when it comes to content, so it’s not easy to remember to take a step back and consider the entire ecosystem, but it is important to do as not to harm user wayfinding.




If you’re a stakeholder in website and product decisions, you can also help guide users by asking questions related to the different ways the user may be looking for information and how the design may be able to accommodate them, not just in a single “important” page, but across touchpoints.




Okay, final final thing: A common point of tension between stakeholders is the fate of the content. People have ideas, fears, and dreams about what will become of the content. I unpacked the feelings aspect of redesign in here: How to manage stakeholder feelings in content decisions for website redesigns. TL;DR: People can be reluctant to make content decisions for all sorts of reasons. Every reason is inherently valid and worth listening to, understanding, and iterating upon as needed. 




Key takeaways




To organize content for multiple products with different audiences, while still making it easy to discover how the products work together:





	Start with user goals




	Identify commonalities across products




	Identify opportunities for consolidation and removal across content




	Define different ways for the user to meet their goals considering format, audience, and information receptiveness




	Put users into categories




	Test with a small group of users




	Provide multiple information pathways to improve discoverability




	Be prepared for content discussions to get heated






AI Policy: I personally write each draft and final copy on this website. All content reflects my own thinking, ideas, style, and craft. I do not use AI such as ChatGPT to generate articles. Occasionally, I ask AI such as Formalizer or Claude to summarize or restate my own ideas and may restructure sections based on the response.
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Show HN: Halo – open-source, tamper-evident runtime evidence for AI agents

github.com · 12 points · Discussion

Hi HN, I'm Brian, I spent the last few years at Vanta (YC W18), helping startups and enterprises become compliant and I recently started exploring what that might look like in a post-agentic world.The problem Halo solves is: when a company buys an AI agent from a vendor and gives it access to their data, they have no way to check what the agent did with that data. Vendors may have built observability dashboards and audit logs, but those are editable and partisan. SOC 2 and ISO 27001 audit a company's controls, but controls are less predictive when the software is agentic. TLDR: give an agent the same prompt 50 times, and you get 50 slightly different actions/answers - so the only thing worth auditing in a post-agentic world is what happened at runtime.
Halo is an open-source project that produces agent runtime evidence. It's a small recorder that records every action an agent takes (eg. tool calls, model calls, data access, etc), and becomes a record in an append-only log. It's hash-chained, so anyone can re-verify.
Run the following command to see a fictional example:

     uvx --from halo-record halo demo --serve


Then, delete a line from one of the .jsonl files and reload, and the report will catch that it's been tampered with.To wire up your own agent, run this line of Python:

     agent = trace(run_my_agent, profile="my-agent", log="audit.jsonl")


Then use this to generate a real report and give it to your customers:
     halo report audit.jsonl -o report.html


Disclaimer: this proves integrity, not completeness (as a self-held chain proves nothing was edited but does NOT prove that nothing was omitted). Catching this requires a witness outside the vendor and is what I'm working on next.Halo is Apache-2.0, contains zero runtime dependencies, and is about 4,300 lines of Python with 125 tests (if you prefer TypeScript, here's that repo: https://github.com/bkuan001/halo-record-ts).
Give it a try, and please let me know if you have any feedback!


Original: https://github.com/bkuan001/halo-record · Discussion
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Big day today at Id Software! We produced arguably THE BEST
(in the entire industry) first person action games, consistently;
GAME AFTER GAME -- since 2016. DOOM, DOOM:Eternal,
DOOM: The Dark Ages. The quinticential modern trilogy of first
person action! Google it, Look at the reviews. BEST GAMES
EVER!!! Period.

We created arguably THE BEST first person engine technology
in the industry. Arguably the best tech on any system! With
literally the best of the best coders in the industry. THREE
GAMES (14 years) in a row. Without question!! Google is your
friend. We dominated the FPS industry in many ways!!

Yet today, Microsoft/XBOX decided half the team was deemed
USELESS and needed to be let go; despite all the amazing work
and effort from every designer, programmer, artist, audio
specialist, level designer, fx, tech design, and on and on and on.

Just, let them go.... Such a waste for an entire team dedicated
to excellence for many years.

Just fire them. Le